AMT

GROUP

Y CTpolcTBO OJTHOHANPABIEHHOM ITEpEJaYu JaHHbBIX
Ammapatasiii Kommuteke «InfoDiodex»

(HaMMEHOBaHUE U UHJIEKC U3JIEIIHS)

OMNUCAHUE NPUMEHEHWA

AMTID-HW-BK, AMTID-HW-BKT, AMTID-HW-HA-BK,
AMTID-HW-HA-BKT

(0b6o3HaueHue)

2023 1.



Conep:xkanme

L.
2.

o o =N oW

BBEJEHUE .....coooiiiiiieee ettt 3
OIMUCAHUE U PABOTA ..ottt 4
2. 1. HABHAUCHUC .......oeeiieiiieieeiiiee ettt e etae e e et 4
2.2.  TeXHUICCKUE XAPAKTCPHUCTHRH ......c.veerreeeereerreenreeesreesseeessnens 5
2.3, KOMIITEKTHOCTD.....ceerutteiiitaniieenieeeiieesieesiteesateesteeebeeesabeeenaeeas 6
YCTPOUCTBO M PABOTA ..o 7
3.1, YCTPOMCTBO HUBICIH...c.uvveeereeeereesereeeeeeessseesssseessseessseeessseesnsees 7
3.2.  CBETOOMOTHAS MHIMKAIIM . ..c.uveenreereenerennrenreeieenseenieesiaeseesnneens 8
HUCIIOJIB3OBAHHUE 110 HABHAYEHMUIO .........cccvviieinee 10
4.1. TpebOoBaHus o 6€30MACHOCTH U YCIOBHS SKCIUIyaTallHH ....... 10
4.2, TIOPSATOK TOTKITEOUCHHS «...eeeveveerereeenereensreeesreesseeessseessseesssseenns 12
4.3.  VICTIONB30BAHUE MBHEITH. ...uveuveenreereenieenieenieeenteenteenieenseesmeenane 13
4.4. VYcraHoBKa M KOHQUTYPHUPOBAHUE IPOIPAMMHON KOMITOHEHTHI
IBI@IIHIS ...ttt sttt st 15
4.5. KoHTposb pabOTOCTIOCOOHOCTH MUBMEITH ....vveeeveeeneveenreeenereanns 16
PEMOHT OBOPYJIOBAHUS.......cooiiiieiieee e 18
MAPKHUPOBKA U IINIOMBHUPOBAHUE ...........ccccoeviiierne, 19
XPAHEHUE ......ooiiiiiiiiiiee et 20
TPAHCITIOPTUPOBAHUE ........cociiiieiieeeeee e 21
JIIA BAMETOK ..o 22



AMT

GROUP

1. BBeaenue

Onucanue MPUMEHEHUS, COJACPKUT HMHEGOPMAIIHIO, HEOOXOIUMYIO
JUIS TIPaBUJIBHOM SKCIUTyaTallMd YCTPOMCTBA OJHOHAIPABICHHOU
nepenaun gaHHbiX AmnmapatHelii Kommeke «InfoDiode» (manee
Wznenwe) W COACPKHUT OMUCAHUE €ro yCTPOWCTBA, MPHHIIMIIA
JNCHCTBUS, TEXHHUUYECKUX XapaKTCPUCTHUK, a TakKe CBEICHUS,
HEeoOXOoMuUMBIC JIJIT  OOCIY)KMBAaHUS, TPAHCIIOPTHPOBAHUS U
XpaHEHUS U3JICIIHS.

Hepen SKCHHyaTaL[HCﬁ HU3JCJINA HACTOATCIIbHO PECKOMCHAYCTCH
HU3YyUUTHh HaCTOSIIUN AOKYMCHT.

JIrobass vacth HMH(pOpMANMHM, COJAEpXKAIIasci B JaHHOM
JOKYMEHTE, MOXXeT ObITh H3MEHeHa 0e3 MpeaBapUTEIbHOTO
YBEJIOMJICHHSI.



AMT

GROUP

2. Onmucanue u padora

2.1. Haznauyenue

W3nenue npegHazHauyeHo AJi OJHOHAIPABICHHON Iepeaadn
nHpopManun MEKY CETAMU pa3IuYHOTO YPOBHS
KOH(UICHIMAILHOCTH C HAICKHOUW TOCTABKOW JAHHBIX.
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Puc. 1. Tunoeas cxema npumeHeHusn Nagenns

Wznenue obecriednBaeT TapaHTUPOBAHHO OJHOHAIPABICHHYIO
nepeaavy JaHHBIX B CETSAX, IOCTPOEHHBIX C UCIOJIb30BAHUEM CTEKa
npotokonoB TCP/IP.

OCHOBHO# 00J1aCTBIO NPUMCHCHUA W3penus aBisgeTcs:

e OpraHu3anys KaHaJOB OJHOHANPABICHHON Iepenayu

JTAHHBIX.
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Pemenust s ogHOHANpaBICEHHOTO OOMeHa WHQOpMaruen s
ceTeil pa3InyHOro YpOBHs KOH(UICHIIMATILHOCTH Yepe3 MyOJIuIHbIe
CETH.

e Pemenus g 3ammmennoro APM ¢ BeIXoZOM B
HNutepner.

be3onacHas mepemada koHTeHTa M3 cetn MHTepHer (OO6mavHOrO
XpaHUJIUIIA JTAHHBIX ) Ha 9BM, 00pabaThIBAIOIIYIO
KOH(HICHIIMATBHYIO WHPOPMAIIHIO, 110 MEIHBIM WJIH ONTHYECKHM
KaHaJIaM CBSI3H.

e be3onacHas 3anuch ¢ JaTYMKOB U KaMep HaOJIOEeHUS Ha
CepBepbl, pPaCHOJOXKEHHbIE B 3aAIIUIICHHOM CErMEHTE
CETH.

amuuieHHass TpaHCHsAUUs ayAMO-BUIEO KOHTEHTa, Iepejada
COOOIIIEHUI U CUTHAJIOB OMOBELIEHUS] ¢ MOOUJIBHBIX YCTPOWCTB, B
TOM 4ucIIe 110 0eCIpOBOAHBIM KaHalaM CBSI3U

2.2. TexHMYeCKHE XapaKTePUCTHUKH

[TpoTokon ¢usnueckoro | 1000Base-SX (LC-LC)
YpOBHA 1000Base-TX (RJ45)
IIporokon tpancnoptHoro | UDP

ypoBas TCP/IP

Cremudukarus cereBeiX | IEEE 802.3, IEEE 802.3u
uHTepercoB JUJIs. BUTOM mapbl
CkopocTb nepenauu ¢aiinos 1o 980 Mowut/c
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["a6aputer (B x L x '), mm 44,5x440x250

Hnst yctanoBku B 197 cTolKy 1u

Bec:
AMTID-HW-... 5,1 xr
AMTID-HW-HA-... 5,2 KT

2.3. KOMILIEKTHOCTH

B xOMIUIEKT u3aenus BXOAAT CIAEAYOLIME KOMIIOHEHTHI:
|31 (51107 (T
TTACTIOPT .ottt
(0)107 (71205 CR110)Z 1Y (S15 (51517 N

Kabenu anekrporutanust AC ..........ccevviiinnnnn.n.
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3. YcrpoiicTtBo M padoTta

3.1. YcrpoiicTBO n3aensi

Hcnons3oBanue M3pmenust obecrieunBaeT MOJHYIO YBEPEHHOCTH B
TOM, YTO KOH(HUACHIMATbHAs MHPOPMALUS HE YHJIET 3a Mpeesbl
XPaHSIIEro ee yCTPOMCTBA UM CETH MO0 KOHTPOJIMPYEMOMY KaHAIy
CBSI3U.

be3zonacHocTh oOecreunBaeTcsl Ha anmnapaTHoOM ypOBHE, UCKIIIOYast
100y BO3MOXKHOCTh YT€UKH MH(OPMAIMK U3 3aIlUIAEMOM CeTH.

OtnuuutenbHOil  ocoOeHHOCThIO M3nmenust OT  aHAJIOTHYHBIX
anmnapaTHBIX CPEICTB, SIBISETCS BO3MOXKHOCTH padoThl B Ethernet
CeTsIX, MOCTPOCHHBIX KaK Ha «BUTOH Mape», Tak U C UCIOIB30BaHUEM
ONTHUYECKUX JIMHUN CBSI3U.

Wcnonnenue: 17151 ycTaHOBKH B TEJIEKOMMYHUKAIIMOHHBIN 1m1Kad 197
(mmpuna 197, Beicota 1 U).

AnmapaTHbIil KOMIUJIEKC TOTOB K paboTe cpa3y MOcje BKIIOYEHUs
OJICKTPOIIMUTAHUA U HE HYXKAACTCS B O6CJ’Iy>KI/IBaHI/II/I.

Ha nepenneii nanenu AMTID-HW-BK, AMTID-HW-BKT (Puc. 2)
pa3MelleHbl 1Ba BHEIIHUX onTudeckux natepgeiica 1000Base-SX —
¢ SFP-monynsamu n kouHekTopoM thna LC uinm 1000Base-TX RJ45:
BxonHO# (IN) u Beixoanoit (OUT).
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Puc. 2. lNMepegHasa naHens AMTID-HW-BK, AMTID-HW-BKT

Ha nepenneit nanenu AMTID-HW-HA-BK, AMTID-HW-HA-BKT
pacrionioskeHsl 2 napel uaTepgeiicos IN1, OUT1, IN2, OUT2.
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Puc. 3. lNepeagHasa naHens AMTID-HW-HA-BK, AMTID-HW-HA-BKT
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Ha 3apgneir nanmenu HM3genust pacnosioKeHbl 4YeThIpe pasbEMa
ANEKTPONUTAHUS OT CETU NIEpEMEHHOr0 HanpsbkeHus 220B. 3anuss
IaHesb [oKazaHa Ha Puc. 4.

[=] [=]
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Puc. 4. 3agHaa nadenb N3genusa

OTximroueHne Kabemnst OT BXOJHOTo MHTepdeiica (moTepsi HeCyIeil)
NPUBOJUT K aBTOMATHYECKOMY OTKIIOYCHHIO KaHala MEXIy
OIITUKO-3JICKTPUUCCKUMHU MOAYJISAMHU.

3.2. CBeroauoaHas HHIANKALNSA

Ha mnepemneld mnanenu Kaxaoro Moxayis pacnosioxensl LED
WHJIUKATOPBI:

e syektponutanus (Power) s BXOZHOTO M BBIXOJHOTO
KOHTYpOB

o I/IH,Z[I/IKaTop HC TopuT npu OTCYTCTBHUU
QJICKTPOIIUTAHUA

o MWuaukatop  TOpUT  3€JE€HBIM  IIBETOM  IIpH
MOAKJIIOUYEHUN PE3EPBUPOBAHHOIO JJIEKTPONUTAHUS
(amexTponMTaHMe  MOJaeTcs Ha  JBa  BBOJA
ANEKTPONUTAHUS COOTBETCTBYIOIIETO KOHTYpPA)

o HMupaukaTop ropuT KpaCHbIM LIBETOM IIPU OTCYTCTBUH
pe3epBUPOBAHHOIO AIEKTPONUTAHUS
(37eKTpolMTaHUE TOJAETCSI HAa  OAWUH  BBOJ
AJI.IIATAHUS COOTBETCTBYIOIErO KOHTYpa)



AMT

GROUP

e craryca BHyTpeHHero kaHama (Internal) mmst BXomHOTO WM
BBIXOJIHOT'O KOHTYpA.

o HMupukarop He rOpuT IPU OTCYTCTBUU CBS3U Ha
CTBIKE BXOJHOI'O U BBIXOJJHOTO KOHTYPOB.

©) I/IHI[I/IKaTop TOpUT 3CJICHBIM LBCTOM IIPU HAJIWUYHUHN
CBA3H1 Ha CTBIKC BXOAHOI'O U BBIXOJJHOI'O KOHTYPOB.

o HMuaukaTop ropuT KpaCHbIM LIBETOM IIPU OTCYTCTBUU
WIM HEUCHPABHOCTH BHYTPEHHHX ONTHUYECKUX
MOJyJIE

® CTaTyCa BHCIIHETO KaHaJIa COOTBETCTBYIOIICT'O KOHTYpaA.
o I/IHI[I/IKE[TOP HC I'OPUT IPpHU OTCYTCTBUU CBA3U.

o I/IH,ZLI/IKaTOp TOpUT 3CJICHBIM LBCTOM IIPU HAJTIUYHUU
CBs3H.

(@) I/IHI[I/IKaTOp TOPHUT KpaCHbBIM LBETOM IIPHU OTCYTCTBUU
HJIM HCUCITPABHOCTHU BHCITHUX OIITUYCCKUX MOI[YJIeﬁ

Ceroauoanblii mHAMKATOp «Power» TOpUT NpU MOAKIIOUEHUU
COOTBETCTBYIOIIErO0 MOAyNs M3nenns k ceTH AJIEKTpONUTAHUS U
O3HA4yaeT HAJIMYMUE SJI.IUTAIOLIEr0 HAMNPSHKEHUS M UCHPaBHOCTH
0JI0KOB »JIeKTponuTanus. L[BeT nHaMKaTopa mo3BONIAET ONPEICTUTh
KOJIMYECTBO OJIOKOB DJEKTPONMUTaHUS (OIWH — KpACHBIM, JBa —
3€JICHBI) C KOTOPHIX TOMAETCS HANpsHKEHUE OJJL.IHUTAaHUS Ha
COOTBETCTBYIOIINI KOHTYP.

Ceeroguoanbsie uMHAUKATOpbl 3ein€Horo usera «IN» «OUT»
YKa3pIBaIOT Ha TMOJKIIOYeHHe BxomHoro w/mim BreixomHoro
UHTEp]ECcCOB K COOTBETCTBYIOIIEMY KaHaly. B pabodem pexume
MPpU TOJKIIOUYEHHBIX KaHaJlaX CBSI3M CBETOJIMOAHBIC WHIMKATOPHI
3eJIEHOr0 LBETA HA JIULEBOU naHenu M3aenus ropsAT MoCTOSHHO.
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4. HcnoJuabp30BaHMeE MO HAZHAYCHHUIO

4.1. TpeooBanussi mno 0€30MACHOCTH H YCJOBHS
IKCIIyaTalMu

Onexrponutanue M3menus ocymecTBisieTcss 0T oAHO(a3HOU ceTu
NepeMEeHHOT0 ToKa HanpspkeHuem 230B +/- 20% uvacroToit 50-601m.

W3nenne CKOHCTPYHPOBAHO M M3TOTOBJICHO C Y4ETOM TpeOOBaHUiA
I'occranmapra Poccum mo  Oe3omacHOCTH — HPOAYKUMM U
3JIEKTPOMArHUTHOM COBMECTHMMOCTH U IOJHOCTbIO COOTBETCTBYET
I'OCT P 50377-92, I'OCT 27201-87.

IIpu  skcmmyaraumum  Mzpmenust  HeoOXoaumo — coONMIOAATh
COOTBETCTBYIOIIME TpaBuja OE30MaCHOCTH U CIEAYIOLIUE Mepbl
MPEA0CTOPOKHOCTH:

® [IPUHATHL OpPraHu3alqUOHHBIC W  TCXHUUYCCKHEC MCPbI 11O
HUCKIIOYCHUTIO HCECAHKIIUOHUPOBAHHOI'O NN CHy‘l&ﬁHOFO
AOCTYIIA K allllapaType U KaOCIbHBIM COCOAUMHCHUSM,

® 3anpemacTcsa BKIIOYAaTbhb I/Isnenne, U KOMMYHHUKAIIMOHHOC
OGOPYHOBaHI/IC Ipru  HCUCIIPABHBIX Ka6eH$IX, 3a3C€MJICHHH,
CUCTCMAX TapaHTUPOBAHHOI'O 3JICKTPOIMUTAHUA U BECHTUIIALNH,

® [IPOM3BOJUTH MOJAKIIOYCHUS TOJBKO IOCJIC OTKIHOUCHUA ueneﬁ
QJICKTPONIHUTAHUSA, HCKIIIOYAOIUX TPAMYHO HIW KOCBCHHYIO
noaavy Hanps>KCHUA Ha U3JCIINC,

e B ciy4ae HEOOXOOUMOCTH TIPOBEJCHHS MPOBEPOUYHBIX H
pPETYIHUPOBOYHBIX paboT moja HampsbkeHuwem 10 250B
OTHOCUTEILHO Kopmyca, paboty MPOU3BOJUTH B
JTURJIEKTPUUECKUX MTepUATKaX, CTOSI Ha AUDJIEKTPUUECKOM KOBPE,
U 00s3aTeNbHO B MPHUCYTCTBUU BTOPOTO JIUIA, YMEIOIIETO

10
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OKa3aTh IIOMOLIb IPU HECYACTHBIX ciydasx. IIpu stoMm, mpu
paboTe 1oJ HampspKeHHeM oco0oe BHHMaHHe oOpalarh Ha To,
YTOOBI HE BBI3BATH KOPOTKOE 3aMbIKaHHUE HJIEKTPUUECKUX LIETeHl.

L4 MOHTa)K/,Z[eMOHTa)K 060py,Z[OBaHI/I${ H €0 COCTaBHBIX qaCTefI, a
TaK)KXC JOPYru€ BHUIBI pa60T HC CBA3AaHHBIC C IPHUMCHCHUCM
U3aciinAaA 10  HA3HAYCHUIO  IIPOU3BOAUTL  TOJBKO  IIOCIIC
OTKIIFOYCHHU A 060py,HOBaHI/I${ OT CCTH JJICKTPOIIUTAHHA.

K pabore ¢ W3nenuem nomyckaroTcs JMLA, aTTECTOBAHHBIE I10
MpaBUJIAM TEXHHUKH 3JIEKTPOOE30MacHOCTH U TEXHUKHU 0€301acHOCTH
C NPUCBOCHUEM KBAaTM(PUKALMOHHON TPYIIIBI HE HUXKE TpPETheH,
U3y4YUBLINE U3JEIUE B 00bEME HACTOSILErO JOKYMEHTA.

OO6cmy)uBaroIIeMy MepCcoOHATY 3arpeniacTcs:

® T[IPUMEHATh HEUITATHbIE W HEHCIPABHbIE H3MEPUTEIIbHbBIE
npuOopbl, He uMeroue (GopMyIsIpoB U OTMETOK 00 HX
CBOEBPEMEHHOM ITOBEPKE;

® YCTpPaHATb MOBPCKIACHHUA, OCYHCCTBIATH 3aMCHY ILJIaT,
AJIEMEHTOB (COCTaBHBIX YacTeil);

® OTKIIOYaTh U MMOAKJII0YATh pa3bEMBbI NJIN IIEPEMCIIATD Kaben
IIpH BKIIFOYCHHOM JJICKTPOIIUTAHUH

® CMOTpeTh C OJIM3KOTO PACCTOSHUS B ONTUYECKUA pPa3zbeM
pabotatoriero M3menusi, 4To MOKET MPUBECTH K TPaBMeE TJias;

® KacaThbCid ]J.ITBIpCfI Pa3bEMOB HEC3AIIUIICHHBIMHU pPYKaMU H
OHG)KI[OP'I, HC MNPUHAB MCPBI IO 3alIUTC OT CTATUYCCKOTO
QJICKTpHUYCCTBA, a TaKXKEC MMPUCIIOHATH Pa3bEMBI K
MMOBCPXHOCTAM, ONACHBIM B OTHOWLICHUHW  HAKOIIJICHUA
CTATUYCCKOI'O JJICKTPpHUYICCTBA.

11
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4.2. TlopsaaoK NOAKIIOYEHUSA

Broibpannoe wmecto ang  ycTaHoBKM M3nenus [OMKHO HMMETh
CTaOWJIbHYIO  TeMIepaTypy OKpyxarouieit cpensl. JlaHHoe
YCTPOMCTBO MOKET paboTaTh B TMana3oHe TEMIIEpaTyp, YKa3aHHOM
B pasielie macrnopTa.

Ilocne TpaHCIIOPTHpPOBAaHMS IPU OTPULIATEIBHOM TeMIeEparype
OKpY)KAIOILIEr0  BO3JAyXa Iepea  BKIYEHHEM  HEO0O0XOAUMO
BblIep:KaTh M3aenue npu temnepatype He MeHee 15°C u BnaxHocTH
He 6onee 80% B TeueHue HE MeHee 4 .

MoHTax u IMOATOTOBKY N3penus OKCILTyaTalluu BBIIIOJIHHUTH B
CJ'IC,Z[YIOH_[eﬁ OoCJIICAOBATCIIBHOCTH .

1. BuImosHUTH MOHTaX 0J10Ka V31K B COOTBETCTBHH C
pabourM MPOEKTOM Ha OOBEKT WM JOKYMEHTOM €ro
3aMCHSIOIINM;

2. Ilepenaromuii cepBep MOIKIIOYACTCS K BXOAHOMY
pa3beMy H3AENHs  MOCPEACTBOM  MEIHOM  WIH
BOJIOKOHHOM mapsl. IIpremMHbIN cepBep MOAKII0YaeTCs
K BBIXOJJHOMY pPa3beMy C MCIOJb30BAaHUEM OJHOTO
KaHaJla BOJIOKOHHOT'O Ka0eJsl MM BUTOM Mapsbl.

3. Tonkmtounts M3aenne k KOHEUHOMY 00OPYIOBaHHMIO,
MPOJIOKUTH COCTMHUTENbHBIE KaOeIn B COOTBETCTBUH
C paboYuM MPOEKTOM Ha OOBEKT;

4. lloakmrouuTh NNEKTpONUTaHue u3nenus K cetu 220 B;

5. IIpoBeputh paborocnocoOHOCTh M3aemus myTém
nepeaayr TECTOBOH MOCHUTKH.

12
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[IpaBmiibHO CMOHTHpPOBaHHOE U HacTpoeHHoe M3nenue B
MpOLIECCe IKCIUTyaTalluy He TpeOyeT KaKUX-I100 PEryInpOBOK.

4.3. UcnoJuan3oBanue u3aeus

B 3aBucHMOCTH OT ceTeBOM KOH(l)I/IpraI_II/II/I BO3MOXHBI pPa3JIM4YHbIC
BAapHWaHThI IMOAKIHOYCHUA I/I3I[6J'II/I${. HpI/I 9TOM B 3aBHCHUMOCTHU OT
BLI6paHHOFO BapraHTa IOAKJIFOYCHUA IMPOU3BOAUTCA
COOTBCTCTBYIOIIAsA HaCTpOﬁKa IMporpaMMHOIro KOMIIOHCHTA.

1. IIpsamoe moAKIIIOYEHUE TPUEMHOTO U MEPEIA0IIEero KOMITbIOTEpa
(Puc. 5), npu KOTOPOM KOMIIBIOTEPHI HAXOASTCA B OAHON CETU WU
BKJIIOYEHBl B Pa3JIMYHBIX CETSIX W SBISIIOTCS TPAaHUYHBIMHU
yCTpOICTBaMH JIJIsl BX0/1a B 3TH ceTd (uMeroT BHemHui [P). M3nenue
BKJIFOUEHO HENOCPEICTBEHHO MEXIY IEpPEeNaroluM U IPUEMHBIM
KOMIIBIOTEPOM.

MepepatoLuin cepsep MpremHbIn cepaep

192.168.1.100/24
00-0e-7b-58-53-f0

192.168.1.100/24

Puc. 5. lNMpsimoe nogkrtoyeHre NpMeMHOro 1 nepegatoLero kKomnetotepa

Ha npusenennsix Huxke cxemax [P m MAC- aapecax ycrpoiicTBa
BBIOpaHBI TPOU3BOJILHO. [10/T CEThIO TOHMMAIOTCS KaK JIOKAJbHBIC,
TaK ¥ ceT obmiero nojab3oBanus (MaTepHer u mp.).

2. Ilpuemnslii KOMIBIOTEP HE HMeeT BHemHero [P-anpeca, U3nenne
YCTaHOBJIEHO IIOCJIE TPaHUYHOro Mapiipytusaropa (Puc. 6).

13
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Mepepatownin cepsep MpnemHbIn cepBep

192.168.1.100/24

192.168.5.5/24 00-0e-7b-58-53-f0

paHnyHbIN
MapLupyTM3aTop

192.168.1.50/24

Puc. 6. Nagenve ycTaHOBNEHO Nocne rpaHNYHOro MapLupyTusartopa

[Tox rpaHWYHBIM MapIIPYTH3aTOPOM TIOHMMAETCS TPAHUIHOE
ycTpoiicTBO cetu (Mapuipytusarop, Firewall, cepsep u mip.)

3. IIpueMHBIil KOMITBIOTEp BKIIFOYCH B CETh U HE MMEET BHEIIHErO
[P-anpeca,  Uzngenwe ~ ycTaHOBIEHO  Tepel]  I'PaHHYHBIM
MmapuipytuzaropoM (Puc. 7).

MpuemHbIn cepeep

192.168.1.101/24
00-0e-7b-58-53-f0

Mepepatownnm cepep  paHUYHbIN
MapLUpyTM3aTop

192.168.5.5/24

192.168.1.50/24
00:90:27:a7:3c:f9

Puc. 7. agenve yctaHoBNEHO Nepes rpaHUYHbIM MapLIpyTU3aTopoM

4. TlpuemHBIN U Nepefaroluii KOMIBIOTEPHI BKIIIOUEHBI B CETh U HE
nMmeroT BHewHux [P-agpecoB, M3genue ycTaHOBIEHO MEXIY
rpaHUYHBIMU MapupyTtu3aTopamu (Puc. 8).

14
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Mepepatowmii cepeep MpuemHbIn cepBep

192.168.5.5/24 192.168.1.101/24

paHnyHbLIN

[paHnyHbI MapLIpyTh3aTop

mMapLupyTU3aTop

192.168.6.10/24
00:90:27:a7:3¢:f9

Puc. 8. lsgenune yctaHOBNEHO MeXAy rpaHNYHbIMU MapLUpyTu3aTopamm

W3penue coenuHsieTcss C NepefalOlluM W NPUHUMAKOLUM
koMmnbrorepamu ¢ nomouipto Buto (UTP, FTP, SFTP) wnm
onTuyecko mapsel. llepeparommii KOMMOBIOTEP MOAKIIOYAETCS K
pazbemy IN, mpunumatomuii - k pazsemy OUT. Pazbemsl mis
MTOAKJIFOYEHUST HaXOAATCs HA JIMLEBOM NaHenu M3nenus.

4.4. YcraHoBka U KOHQUIrypupoBaHue
NMPOrPpaMMHOM KOMIIOHEHTHI U3esus

Jliist Bcex crnoco0O0B MOJKITIOYEHUS CYILIECTBYET o0lee IpaBuiio
HACTPOUKHM MapaMeTpoB MPOTrpaMMHOM KOMITOHEHTHI. Ha rpannyHomM
YCTPOMCTBE (nmepenaroremM KOMITBIOTEPE, TpaHIIHOM
MaplipyTusarope), crosuiem mnepen M3genueMm, HeoOXoauMO
nponucath [P u MAC-aapec ycrpoiicTa, crosimiero nocie M3nenus:

— g | BapuaHTa, Ha IepeJaroIeM KOMITBIOTEPE IPOMHUCHIBACTCS
IP u MAC-agpec mpueMHOI0 KOMIIBIOTEPA;

— Jud 2 BapuaHTa, Ha TIPaHUYHOM MAapLIPyTU3aTOpe
nponuceiBaercs [P u MAC-aznpec npueMHOro KOMIIBIOTEPA;

— I 3 BapuaHTa, Ha NICPCAA0IEM KOMITBIOTCPEC IMTPOIMUCBIBACTCA
IP 1 MAC-anpec rpaHUYHOTO MapIIPyTU3ATOPA;
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— i 4 BapuaHTa, Ha TIPaHUYHOM Mapuipytuszarope 1
nponucbiBaeTcs IP 1 MAC-anpec rpaHndHOrO MapuipyTuszaropa 2.

Ecnu nepen M3znennem HaxoauTces nepenaroniui kommnetorep, [P
n MAC aapeca npueMHOT0 KOMIbIOTepa (IPUEMHOTO TPAHUYHOTO
MapHIpyTH3aTopa) 3aJal0TCs MPU HACTPOMKE IMapaMeTpoB Iepenadn
MIPOrpaMMHON KOMITOHEHTHI.

Jis  Apyrux  YCTPOWCTB,  SIBJISIFOIIMUXCS  TPAHHUYHBIMH
mapmpyrusaropamu (Firewall, cepep u mip.), ycranoska IP u MAC
aJIPECOB MPUEMHOTO KOMITHIOTEPA OCYIIECTBIISICTCS B COOTBETCTBUU
C UX 9KCIUTYaTallMOHHOM JOKYMCHTAIHCH.

4.5. KoHTpPOJb padoTOCIOCOOHOCTH U3/1eJIUS

[Ipn »skcmnmyaranuu  M3genus HEOOXOAUMO TMEPUOAUYECKU
MPOBOANTh  KOHTPOJb  €ro0  COCTOSIHUSI U TIPOBEPKY
paboTOCIIOCOOHOCTH.

KoHTposb cocTostHUS BBINOJIHSETCS BuU3yanbHO. Ilpym 3TOM
HeoOXoIuMO O0paTUTh BHHMaHUWE Ha LEJIOCTHOCTh KOpIyca
W3 nenus, coctosiHue maoM0 (€Clin €CTh) U OTCYTCTBHE MOBPEXKICHUS
Kabeneil, Han&KHOCTb WX KpeIUleHus B pa3béMmax M3penus u
MIOAKJIIOYEHHBIX K HEMY YCTPOMCTB.

HpOBCpKa pa6OTOCHOCO6HOCTI/I BBIIIOJIHAETCS 110 CBETOAMOIHOM
WHIUKaIun, paCHOHOX(CHHOﬁ Ha juIneBoi naneau M3aenus.

[Ipn oOHapyXeHWH HECOOTBETCTBHUS W3JeNUs TpeOOBaHUSIM
HACTOSIIETO JOKYMEHTA B MIPOIIECCe UCTIBITAHUHN WIIH SKCIUTyaTaIluu
u3Nenus HeoOX0IMMO YOeIuThCs B TOM, UYTO BCE YCTpPOWMCTBA U
CUCTEMBI, CONpsSIraeMble ¢ HUM, paboTaloT HOPMAJIBHO.
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[Ipy BO3HWKHOBEHHH JIO0OW HEUCTPABHOCTH YOCIUTHCS B
HAIMYMHM HANPSOHKCHUS AJICKTPOIIUTAHUS, HWCIPABHOCTH KabeeH,
UCIPABHOCTH CETEBBIX MPEIOXPAHUTEIICH.

[Tpu ycraHoBIIeHMH HEHCIIPAaBHOCTH M3/1eust OISKUT 3aMeHe
Ha ucnpaBHoe u3 komiuiekra 3UI1, a HencnpaBHOe OTIpaBiseTcs B
PEMOHT.
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5. PemoHT 000pynoBaHus

5.1.  Hapymenus paboTOCIIOCOOHOCTH U3JEIUS MOTYT OBITh
BbI3BaHBl  COOSIMM  WMJIM  OTKa3amMu. Ecim  mpoucxomut
BOCCTaHOBJICHHE paboTocrnocobHoctu M3nenus, To Takoe coObITHE
kBauuoupyroT kak cOoil. Hapymenus paboTocmocoOHOCTH,
yCTpaHsEMBbIC ITYTEM PEMOHTA, SBIISIFOTCS OTKAa3aMH.

5.2. llpu BO3HMKHOBEHUU 106010 HapyIleHUs
pabotocniocobHocTH M3enust yOeauTbes B HAJMUUU HaNpsHKeHUH
JIEKTPOIIUTAHUS, HCIPABHOCTH KaOeneil, BBIOJHUTH IPOBEPKY
paboTOCIOCOOHOCTH U3JIENUs COTJIacHO II. 4.5.

5.3. HpI/I BO3HHKHOBCHHUH OTKa3a M PEMOHTC H3ACIHA B €ro
nacropTe Npou3BOAAT COOTBECTCTBYIOMIUC 3aIIMCH.

54. B cinydae BO3HHMKHOBEHHS OTKa3a, BBIIIEANIEE U3 CTPOS
W3nenue peMOHTY Ha MeCTe IKCILTyaTalluy HE MOAJIEKUT U JOJDKHO
OBITh 3aMEHEHO UCIPABHBIM.

5.5. PemoHT OTKazaBImIEro MOZYJS JOJDKEH BBIIOJIHIATHCS
npeanpusTueM—u3roropureneM. [locine peMoHTa IpOBOASTCS
TUIOBBIE UcnbITanus M3nenns.
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6. MapkupoBka u INIOMOMpPOBaHUE

C nenpro uaeHTUGUKAIMY TPOU3BOAUTCS MapKUpoBKa M3nenwmii.

dopMar MapKUpPOBKH:
e TOBapHbIN 3HAK IIPOU3BOJUTENS;
® HauMMEHOBAHUE IIPOU3BOAMTEIIS;
e CcTpaHa IIPOU3BOJICTBA;
e HaMMEHOBAaHHE U3/IEIHS;
®  MOJIENb;
e 3Hak eBpazuiickoro coorBerctBus EAC;
e pabouee HaIpPsHKEHUE;
® CCpUIHBIA HOMED;
® J1aTa U3TOTOBJIECHUSI.

Pucynok 9 mpencraBinser (opMy MapKUpOBKHU
MIPUKPETUIEHHOTO Ha 33aJHEN YacTH KOpIIyca.

HHOM6I/IpOBKa TCPpMHHAJIa HC MPECAYCMOTpPCHA.

YCTpoORCTBO 0OQHOHANPABNEHHOR
GROUP
nepena4m OaHHbIX

AMT AO "AMT-TPYN" E 1[

Mogens: AMTID-HW-HA-BK Cpenaxo B Poccum

[Oarta uar. 06.2020 CepuitHblil Ne 108193000021
Puc. 9. Mapkuposka N3genus

30BT; 0,15A

~230B +/-20%; 50-60rLi; |

W3 nenus,
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7. XpaHeHHe

7.1.  Ilpu TpaHCTIOPTHPOBKE U XpaHeHUH V31enus TOJDKHBI OBbITH
MPUHATHl OPraHU3ALMOHHO-TEXHUYECKUE MEpPhl, HCKIKYAIoIue
HC/] x ero annapaTHbIM U IPOIrPaMMHBIM CPEJICTBaM.

7.2.  Xpanenue M3nenusi TOJKHO OCYLIECTBIISITHCS B YIIaKOBKE
OPEANPUATHI-TIOCTABIIMKA B CYXHX W BEHTHIHPYEMBIX
nomenieHusix npu remreparype ot -40 1o +70 °C 1 OTHOCUTEIbHON
BIQXXHOCTH He Oonee 95 % 0Oe3 oOpa3oBaHusl KOHIEHcATa, MpH
OTCYTCTBHH B aTMOC(epe MbLIH, TapOB KUCJIOT, IEJI0YeH U JPYrux
arpecCUBHBIX BEIIECTB, BHI3BIBAIOIINX KOPPO3UIO.

7.3. llpu XpaHeHUM pazbeMbl IJIaThl U Kabeneil IOKHBI OBbITh
3aKpBITHl JUIS TPEAOXPAaHEHUS OT MEXaHHYECKHUX MOBPEXKICHUN
KOHTAaKTOB M OT TIOMaJiaHusl THUIM BO BHYTPEHHUE TIOJIOCTH
pa3beMOB.

7.4. llpu nnutenbHOM (CBBILIE 3-X MECSIIEB) XPAaHEHUH JOJIKHBI
ObITh TPUHATHI MEphl IO JAEMOHTaXY M 3allUTe HW3JAETUs OT
MEXaHWUYECKUX  TOBPEXKIEHUH M BO3JEHCTBUSA  BHELIHMX
KIUMAaTU4eCKUX  (aKTOpPOB  COTJIACHO  JKCIUTyaTallMOHHOMN
JOKYMEHTAI1H.

7.5. llocine ANUTENBHOTO XpaHEHHs] W3JEIHUS JOJHKEH OBITh
MPOBEACH €ro MOHTaX, IOJArOTOBKAa K paboTe U TpoBepKa
TOTOBHOCTH K pa0OT€e COTJIACHO HACTOSIIEMY JOKYMEHTY.
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8. TpancnmoprupoBaHue

8.1.  TpancmopTupoBaHHe W3JEIHs JOJKHO OCYIIECTBISATHCS B
Tape MOPCKHM, PEYHBIM, IKEJIE3HOJOPOKHBIM U BO3TYLUIHBIM
TPAHCIIOPTOM, a TaKXe aBTOMOOWJIBHBIM TPAHCIOPTOM IO
IIOCCEWHBIM JIOPOTaM C TBEPABIM TOKPBITUEM O€3 OrpaHUYeHUS
CKOPOCTH U PacCTOSIHUS, a 10 OYJIBKHBIM U TPYHTOBBIM JI0pOraM Ha
paccrosinue He 6osiee 250 KM co CKOpOCThIO He Oonee 20 KkM/4 Tipu
temneparype or muHyc 40 no +50 °C mnpu OTHOCHTENIBHOMU
BIIQXKHOCTH BO3/ayXa He 6osee 85 %.

8.2. Pa3memieHue M KperjieHHE TPAHCIOPTHON Tapbl JOHKHO
o0ecrieunBaTh €€ YCTOMYMBOE TIOJIO)KEHHWE M HE JOMYyCKaTh
nepeMenieHue BO BpeMsi TPAaHCIIOPTUPOBAHUSI.

8.3.  Ilpu TpancnopTHpOBaHUU JOJKHA OBITH OOECTIEYeHA 3alUTa
HU3CJIMA OT BJIarv, rpbI3yHOB, IbUIA U BOSI[CfICTBI/ISI aTMOC(l)epHI)IX
OCaJIKOB.

8.4. Ilpm TpaHCHOPTHUPOBAHHMH MOPCKUM TPAHCIIOPTOM H3JEIUE
JOJDKHO Pa3sMEIaTbCs B TPIOME U YNAKOBBIBATHCS B I€PMETUYHO
OTIastHHBIN MOJIMATUIICHOBBIM MEIIOK.
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9. Jlisi 3aMeTOK
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