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1. BBenenune

Hacrosiimee pyKkOBOACTBO COAEPKUT HMHCTPYKLHMIO IO TMOATOTOBKE K OKCIUTyaTalluu
obopynosanus AIIK InfoDiode PRO u ero nepBoHauaibHOM HaCTpOUKE.

MoHTaxx 000pyI0BaHUsI JOJDKEH MPOU3BOJUTHCS C YYETOM COOJIOJCHHUS BCEX TEXHUYECKUX
TpeboBanuit u xapakrepuctuk AIIK InfoDiode PRO.



2. Texunueckue xapakrepucTuku AIIK InfoDiode PRO 6a3oBasn
KOMILJIEKTAIlU S

2.1 I'aGapuTsbI

Bazoseiii AIIK InfoDiode PRO base coctout u3 3-X KOMIIOHEHT W 3aHuMMaeT 3 rack unit: asa
cepBepa M OjHA alllapaTHas KOMIIOHCHTa OJTHOHANPABICHHON NepeIaun JaHHBIX.

B Tabnuma 1 mpuBeneHsl rabapuTHBIE XapaKTEPHUCTUKUA BCEX KOMITOHEHT OazoBoro AITK
InfoDiode PRO base.

Tabmuma 1. 'abaputHbie xapakTepuctuku komrmoHeHT AITK InfoDiode PRO base

[Mupuna (Mm) ['my6una (Mm) Bericora (Mm) Bec (xr)
Cepsep 483 497 44 13,5
AnmaparHas 483 250 44,5 5,1
KOMITOHEHTa
ATIIK InfoDiode 483 497 133 32,1
PRO base B
KOMILIEKTE

2.2 DJ1. nMTaHWe, MOIITHOCTDH H TeIIOBbIIeJIeHHue

— O nutanue - 230 B (AC);
— Yactora - 50-60 'l (oxHO(A3HBIH).

Ha kaxaom CCPBECPE IO 2 OJIOKa 3JI. MUTaHUs (I[J'ISI obecnieueHUs OTKaSOyCTOfI‘{I/IBOCTH).

Ha annapartHoil komrnoHeHTe 2 0yioka 371. nuTaHus (A1 oOecreyeHus 3alUThl U pa3/ieieHUs
MPUHUMAIOILEH U epeaaoieil CTOPOH B YaCTH JIEKTPOCHAOKEHMS).

B Tabmuuma 2 mpuBeAeHBl pacyeTHbIE W MaKCHUMalbHBIE IIOKa3aTeld MOIIHOCTH H
TeruioBbineeaus 0azosoro AIIK InfoDiode PRO base.

Ta6mumna 2. I[MTokazarenn momuocty U temiossiaeiienns AITK InfoDiode PRO base

[Toxazarens InProxy OutProxy AK InfoDiode | AIIK InfoDiode
RACK single | PRO base B
KOMILJICKTE

MomuHocts, BT: pacuetnas | 277,8 277,8 15 570,6

MouHoCTb, Br: | 450 450 30 930

MaKCUMaJbHas

Temnoseigenenune, BTU/hr: | 9473 947,3 51,2 1945,8

Pacuetnoe

Termoseinenenne, BTU/hr: | 1535 1535 102 3172

MakcumansHOE




2.3 PuznvecKue XapaKTePUCTUKH
Temnepatypa: pabouas ot +10 no +35°C, xpanenue ot —40 no +70°C;
Bnaxnocts: ot 5 10 90 %, 0€3 KOHIEHCALIMH BJIar.

2.4 UnTepdeiicnb

Data&Management Ha kaxaom cepsepe: 4x1000Base-T (RJ-45), 2xSFP monyns 1000Base-SX
(LC), 1x Mgmt LAN (RJ-45)..

[IpomyckHasi ciocoOHOCTb:

— mnotokoBsii Tpaduk (UDP) — no 900 Mbps;
— mpokcu niepeaayda (FTP/CIFS/SMTP) — no 300 Mbps.

Hozmepxq(a CTATUYCCKUX MapHIpyTOB.



3. Texunueckne xapakrepuctuku AlIIK InfoDiode PRO
KJIACTEPHAasi KOMILJIEKTALMS

3.1 I'aGaputsl

Knacrepnas Bepcust AIIK InfoDiode PRO cluster cocTouTt u3 6-Tu KOMIIOHEHT 1 3aHuMaert 6 rack
unit: 4eTeIpe cepBepa M JIBE IBOMHBIC allapaTHbIe KOMIIOHEHTH! OJJHOHAIIPABJICHHOH epeaadn
TaHHBIX.

B Tabnuua 3 mpuBeneHbl rabapUTHBIE XapaKTEPUCTHKH BCEX KOMIIOHEHT KJIACTEPHON BEpCUU
AIIK InfoDiode PRO cluster.

Tabnuma 3. 'abaputabie xapakTepucTiuku komrmoneHT AIIK InfoDiode PRO cluster

[upuna (Mm) ['myOuna (Mm) BricoTa (MMm) Bec (kr)
Cepsep 483 497 44 13,5
JIBoiiHas 483 250 445 53
amnmaparHas
KOMITOHEHTa
AIIK InfoDiode 483 497 266 64,6
PRO cluster B
KOMIUICKTE

3.2 JJ1. n1MTAHHUE, MOLITHOCTH U TEIUIOBBbIAEIeHUE

— On. nurtanue - 230 B (AC);
— Yactora - 50-60 'l (oxHO(a3HBIH).

Ha kaxaom CCPBECPE IO 2 OJI0Ka 3JI. MUTaHUs (I[J'ISI obecrnieueHUs OTKaSOyCTOfI‘{I/IBOCTH).

Ha xaxmoit ABoitHOM ammapaTHOM KOMIIOHEHTE 2 JBOWHBIX OJioKa 2. TUTaHUs (I
oOecrieueHrs 3alUThl W pa3lefieHus NPUHUMAIONIEH W Tepenaroiield CTOPOH B YaCTH
ANEKTPOCHAOKEHHUS).

B Tabnuuma 4 npuBeneHbl pacueTHble M MaKCHUMallbHble IIOKa3aTeld MOIIMHOCTH U
teroBblAeneHus kinactepHoil Bepcun AIIK InfoDiode PRO cluster.

Taomuma 4. [Tokazarenu mormuoctu U teroBeiaeiieHus AITK InfoDiode PRO cluster

IToka3aTenb InProxy OutProxy [ AK InfoDiode | AIIK InfoDiode
RACK double [ PRO cluster B
KOMILJICKTE

MomuHocts, BT: pacuetnas | 277,8 277,8 15 1142,2
MOIIHOCTB, BT: | 450 450 30 1860
MaKCHMallbHas
Temnoseinenenne, BTU/hr: | 947,3 9473 51,2 3891,6
Pacuernoe
Termoseinenenne, BTU/hr: | 1535 1535 102 6344
MakcumanbHOe




3.3 ®uznvecKkre XapakTepuCTUKH
Temnepatypa: pabouas ot +10 no +35°C, xpanenue ot —40 no +70°C;
Bnaxuocts: ot 5 10 90 %, 0€3 KOHIEHCALIMH BJIarH.

3.4 Unrtepdeiicnl

Data&Management Ha kaxzaoM cepsepe: 4x1000Base-T (RJ-45), 2xSFP moayns 1000Base-SX
(LC), 1x Mgmt LAN (RJ-45).

[IpomnyckHasi ciocoOHOCTb:

— mnotokoBsii Tpaduk (UDP) — no 900 Mbps;
— mpokcu niepeaayda (FTP/CIFS/SMTP) — no 300 Mbps.

Hozmepxq(a CTATUYCCKUX MapHIpyTOB.



4. ba3oBasi KOMILICKTAIUA

B 6a3oByro kommiekranuto AITK InfoDiode PRO base Bxonut:

ArmmapaTHoe yCTporcTBO oHOHanpaBieHHoi nepenaun nanubix AK InfoDiode RACK

single;
— JIBa Cepsepa Kraftway (In-Proxy u Out-Proxy) ¢ npeaycranoienusiM I10 InfoDiode;

— JIBa matu-kopaa Multi-mode ¢ korrekTopamu LC-LC.

Ha Pucynok 1 m3o0pakeHa mepenHss MaHelb anmnapaTHOTO YCTPOMCTBA OAHOHAIPABIICHHOM
nepenaun qaHHbIx AIIK InfoDiode RACK single:

E POWERj) EE ‘[DI —T t ‘[POWER

IN INTERNAL ouT

5 — Uagukarop craryca coenuaerus nopra OUT
6 — Pazvem LC-LC mist mopkirouenust OutProxy cepsepa
7 — Uunukarop ai1.nuranus noprta OUT

1 — npukaTop »i.nutaHus nopra IN

2 — Pazvem LC-LC mns nogkimtouenus InProxy cepsepa

3 — Mnpukatop cratyca coenuHenus nopra IN

4 — HankaTop cTatyca 0 JHOHAIPABICHHOTO COCIMHEHUS

Pucynox 1. IlepenHsisi maHenpb anmapaTHOTO yCTPOMCTBA OJTHOHAIIPABICHHOM Mepe1adn
nauubix AK InfoDiode RACK single

Ha Pucynok 2 wm3oOpakeHa 3aaHssl TaHEh allapaTHOTO YCTPOWCTBA OJHOHAIPABICHHOMN
nepenaun nanHbix AK InfoDiode RACK single:

o o O o o o O o

L RS IN 220V 50Hz

L_rps ouT 220V 50Hz -

1 — PazbpeMsl am1st mofxmoueHus pesepsuposanHoro an.nuranus [EC nopra IN
2 — Pa3zpemsl 1715 noakaroueHus pesepBuposanHoro 3a.nuranusd IEC nopra OUT

Pucynok 2. 3agHss maHenp anmapaTHOTO yCTPOMCTBA OTHOHAIIPABIECHHOM Mepejauu TaHHbIX
AK InfoDiode RACK single

Ha Pucynoxk 3 m3o0paxena nepenssisi maHenb npokcu-cepsepa Kraftway mins AIIK InfoDiode

PRO:
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1 — Kopauna mst HDD nucka

2 — IlpuBog CD/DVD-ROM

3 — KHOIKa BKIIOYEHHUS ITUTAHUS

4 — KHonka nepe3arpys3ku

5 — USB-noptsl

6 — Pazpem myst monkimtoueHnss MoHuropa VGA

Pucynok 3. Ilepeansis manens npokcu-cepsepa ais AIIK InfoDiode PRO

Ha Pucynoxk 4 uzo0paskena 3aauss nanens npokcu-cepsepa s AIIK InfoDiode PRO:

1

T Fa 1oT T11
- Illlll
== L—/FF!F EEEEEEEEEE
. s 67 80
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1 — Pa3beMbl 11 MOJKITIOUEHHST PE3ePBUPOBAHHOTO JJI.MUTAHUS

2 — Pazwsem mis moaxiroueHus kiaBuatypsl PC/2

3 —Iopt RJ-45 st moruTOopuHra cepsepa mno npotoxory IPMI 2.0
4 — USB-nopTsI

5 — Pazwsem mi1s noaxmrouenust MoHutopa VGA

6-9 — Buemmnue cereBble uaTepdeiics! lanl-land

10-11 — Buyrpennue onruueckue unrepdeiics fcl-fc2

Pucynok 4. 3aauss nanens npokcu-cepsepa ais AIIK InfoDiode PRO

Ha PucyHok 5 n3o6paxeHa 3aHsist manenb npokcu-ceprepa Kraftway (monens EL108) nis ATIK
InfoDiode PRO:
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— PazbeMbl U151 TOAKITIOUEHUSI PE3CPBUPOBAHHOTO 1. ITUTAHUS
— COM-Ilopt
— Paszsem st nopkirroueHnst Morntopa VGA
— Bremrnue cereBbie nHTepdeticel lanl v land
— ITopT RJ-45 mist MoHuTOpHHTa cepBepa 1o npotokoiny [PMI 2.0
— USB-nopThI
— Pazbem w15 noakirouenust Monuropa HDMI
— LED-/Iucnneit
— Buyrpennue ontuueckue unrepdeiicsl fel u fe2
0 — Buemrnue ceressle unrtepdeiics! lan2 u lan3

= O 031N N W —

Pucynoxk 5. 3annss nanens npokcu-cepsepa (moaens EL108) mist AIIK InfoDiode PRO
4.1 IloaroroBKa K HACTPOMKeE

3anokymentupyiite B Tabimna 5 Bce HacTpoiiku obopynoBanus AIIK InfoDiode PRO base. Ot
AAaHHBIC MOT'YT HOHaI[O6I/ITI)C$I AJI AaAMUHUCTPHUPOBAHUSA U PE3CPBHOIO BOCCTAHOBJICHU.

Buumanue! KougurypupoBaHue ycTpoicTBa ClieAyeT BOCIPUHHMATH COTJIACHO MOJEIH
«YEPHOTO SIIUKA» C TPEAOCTaBICHUEM Ui KOH(MUTYPUPOBAHHS CTPOTO OIPEIEICHHOTO
HaOopa KOMaHJl U MapaMeTPOB, SIBHO YKa3aHHBIX B COOTBETCTBYIOIIMX AIKCILTyaTallHOHHBIX
nokyMmeHTaX. [[emocTHOCTh CHCTEMHBIX (DAiJIOB M KATAJIOTOB, KaK M Pa3J/ie]ioB HA JUCKaX B
[IEJIOM, OTCJIKMBACTCS CHUCTEMOH KOHTPOJS LEIOCTHOCTH. B dYacTHOCTH, 3ampernieHo
CO3/1aBaTh HOBBIC (PAIIIBI B JIFOOBIX KaTaIOTrax, KpOME JOMAITHUX JTUPEKTOPUH IMOJTb30BaTelNei
(/home) u /tmp. Takke HaTOKEHO OrpaHUYCHHE (3aMPEIICHO) CAaMOCTOATEIbHOE U3MEHEHHE
OCHOBHBIX KOH(UTYparmoHHbIX ¢ainos: smb.conf, vsftpd.conf, sudoers, koHdpurypammit
sysctl ¥ Apyrux CUCTEMHBIX KOH(DUTYPAITMOHHBIX (DaiIOB, a TAK)KE BKIFOUCHUE/BBIKITIOYCHUE
CITY0 1 U3MEHEHHUE IMmapaMeTpoB Cyk0 uepes cpeactna cli (systemctl, timedatectl u mpouee)—
SIBHO HE33JICKIAPUPOBAHHBIX K H3MCHECHHUIO B HACTOSIICH HHCTPYKIIHH.

CaMocCTOATENbHO HM3MEHEHHE KOHQUIYpallMOHHBIX (aillioB BHE TpeOOBAHWN HHCTPYKLIUU
MO’KET IMPUBECTH K HAPYLIEHUIO LEIOCTHOCTU MPOAYKTa U MHUUACHTY MH(POPMAIMOHHON

0€30IacHOCTH.

Kondurypauus cereBslx uHTep(deHcoB, agpecaliii U T.I. BBIIOJIHIETCS B COOTBETCTBHH C

pazznenom 4.2.4 HacTOSIIEro JOKYMEHTA.
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Tabmuma 5. Hactpoiiku o6opynoBanus AIIK InfoDiode PRO base

Bama nacrpoiika
Iynkr Onucanne
InProxy OutProxy

[P-anpec u | [P-agpec u macka YnpasieHue

Macka cete | uHTepdeicos

BBIX MHTED | YIPABJICHUS U JAHHBIX

¢eticos CEpBEPOB IS JIOCTYIIA
K web-unrtepdeiicy u
nepenavyy JaHHbIX.
Ecmu 1p-'(1;[pec Tanmbie
uHTepdeiica
yIpaBiIeHUS U TAHHBIX
JIOJIKHBI OBITH
coBMeieHsl (inband-
managment), TO
npoayOoIUpOBaTh
azapeca

Mapuipyt CereBoii 1LTI03, HA

1o KOTOPBIN ITAKET

YMOJTYAHHIO | OTHPABIISIETCS B TOM

(1mTr03) ciydae,
€CIIM MapIIPYT K CETH
Ha3HAYEHUS MTaKeTa He
M3BECTCH

Xocr VYkazanue IP-agpeca

cepsepa cepBepa 11 coopa

Syslog syslog-unpopmanuu

*HeoOs3aTe | pa3HOrO ypOBHS

JBHO JIOTUPOBAHUS

SNMP CnoBo wu pa3a,

napoJib KOTOpast CIPAIINBACTCSI

*HeoOs13aTe | A yHpaBJiICHUsS

JIBHO CETEBbIMU
YCTpOMCTBAMU
(MapmpyTusarop,
KOMMYTAaTop)

Domain IP-anpec cepsepa,

name Sserver | UCHOJIb3yeMbIH JIs

*neoOs3are | DNS 3ampoca

JILHO

Anmunuctp | Jlorun u napoins ans

aTUBHBIC JocTyma K web-

JTAaHHBIE unrepdeticy. [locne

*HeoOs13aTe | aBTOPU3ALIUU MOXKHO

JIBHO U3MEHUTD
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4.2 Iloakawuenue AIIK InfoDiode PRO k kopnopaTuBHOM ceTH
4.2.1 TloakiarwueHue K 3jeKTpoceTu, BKiaw4Yenue d1.nutanusi AIIK InfoDiode PRO

[TonkmrounTe MPOKCU-CEPBEPHI, AaIMapaTHYI0 KOMIIOHEHTY KaOeiasiMM 5. HUTAHUS K O
pO3eTKaM UM BKJIIOUMUTE KHOIKY OJJ. IIMTaHUS Ha YCTPOMCTBAaX. YCTPOMCTBA T'OTOBBI K
JKCILTyaTaluu.

4.2.2 Tloakawouyenue ceppepoB In-Proxy u Out-Proxy k kopnoparuBHoii ceTH

1. Tlomkmrounte BHemHUN HHTEpdeiic AaHHBIX lanl K cereBoMy 00OpYIOBaHUIO (MU K
KOHEYHOMY YCTPOWCTBY) KabeJjeM BUa «BUTas mapay» ¢ KOHHEeKTopamu RJ-45.

2. Tloaxmounte BHEMIHUHM uHTEpdeiic ynpasnenus lan4 k cereBomy 000py10BaHHIO (WK K
KOHEYHOMY YCTPOWCTBY) KabeJeM BUa «BUTas mapay» ¢ KOHHEKTopamu RJ-45.

3. IloBTOpuTE 3TH ACHCTBUS CO BTOPHIM CEPBEPOM.

4.2.3 TloakawveHnune cepBepoB K annaparHoil komnonenTe InfoDiode RACK single:

[Monkmrounte onWH W3 BHYTpeHHHMX uHTepdeiicoB mannbix (fcl/fc2) cepepa In-Proxy
ONITHYECKUM KabeneM K pazpemy IN ammaparHoii komnoHeHTsl InfoDiode RACK single.

[Topxmounte oauH W3 BHYTpeHHHX wuHTepdeiicoB nannsix (fcl/fc2) cepsepa Out-Proxy
ontuyeckuM kadenem k pazbemy OUT annaparHoii komnoHeHTsl InfoDiode RACK single.

Hwke na Pucynok 6 mpencraBmena cxema moxakmoueHuss AITIK InfoDiode PRO base x
KOPIIOPAaTUBHOM CETH:

AK InfoDiode
InProxy RACK single OutProxy

Cetb 1 Cetb 2

Pucynok 6. Cxema noaximouenust AIIK InfoDiode PRO base k kopriopatuBHoii ceTu.
4.2.4 IlpoBepka n u3MeHeHue KOHGUIYpPALUHM IPOKCH-CEPBEPOB

Jlia mpocMOTpa M W3MEHEHHUs TeKyllled KOH(PUIypalud MOXKHO MOAKIIOUNUTHCA K InProxy u
OutProxy tpemst cmocobamu:

1. TloaxmroYnTh MOHUTOP U KJIABHATYPY HEMOCPEACTBEHHO K (U3UYECKUM CepBepaMm
InProxy n OutProxy

2. Ilo IPMI (meobxomuma ceteBas HacTpoiika Ha [PMI unTepdeiice).

3. Ilo SSH

ITpu 3arpyske cepsepa 3axoaum B BIOS - Server MGMT - BMC Network Configuration u
yKa3bplBaeM ceTeBble HacTpoiiku (IP-ampec, macky, IIII03 MO YMOJYaHUIO) A MHTepdeiica
IPML. [Toxakmrouaemcs uepes BeO-unTepdeiic, ncronb3ys J1to0oii Opay3ep ¢ MO IepKKOi java, B
aZgpecHon cTpoke Kotoporo BBoauM I[P-ampec IPMI-unTtepdeiica, u, mocie MOIKIIOUCHUS
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MPOXOJUM aBTOPU3ALMIO C HCIOJIb30BAHUEM HMMEHHU I0JIb30BATENsl U Mapojis, yKa3aHHBIX B
JOKYMEHTAllMM WJIM 33JIaHHBIX [0JIb30BAaTEJIbCKUMHU  HAcTpoWkamMu (10  YMOJIYAHUIO
WCIIONB3YETCS JIOTUH U apoib admin/adminl234).

Buumanue! Ilpm mnepBoii aBropusamuu B TepMmuHane (o IPMI wiam mo mnpsmomy
MOJIKJIFOUEHUIO C TOMOIIBIO KJIABUATYPhl © MOHUTOPA) CUCTEMbI HEOOXOJUMO CMEHUTH Mapojib
MOJIb30BATENS ¥00t HA COOTBETCTBYIOIIUN PEKOMEHAYEMbIM MOJIUTUKAM Oe3omacHoCTH. [ist
CMEHBI MMapoJisi aBTOPU3YHUTECh KaK root, BBEAUTE Mapoib infodiode, 3areM BBEIUTE HOBBIN
MapoJib B OTBET HA 3aIIPOC CUCTEMBI. 3aIIOMHUTE WK 3a)UKCUPYHTE JTaHHBIN TAPOJIh COTIIACHO
npaBujIaM U MOJUTHKaM 0€30MacHOCTH JIJIsl Balllel OpraHu3aliii.

Jna nocryna mo SSH HeoOxoaumo, 4ToObl NpenBapuTesbHO OblT HacTpoeH [P-ampec Ha
unTepdeiice ynpapieHus, MapuipyT rno ymonyanuto. [lonkmountecs k cepBepy no IP-agpecy
untepdeiica ynpasnenus lan4. [locie noaxmtodenus Beeaure B SSH-KOHCOMM JIOTUH U NTAPOJIb
diode/P@sswOrd.

Buumanwne! B cocraBe quctpuOyTiBa npucyTcTBYET yTuiuTa pwquality ¢
COOTBETCTBYIOIIUM KOH(MUTYPAIIMOHHBIM (DaiiioMm, onpeAeNStonuM HapoIbHYIO TOTUTHKY
(TpeboBaHus K CIOKHOCTH MApOJIsl YCTAHOBJICHBI COTJIACHO TPEOOBAHUAM PETYIATOpA AJIs
C3U Y][14), a Taxke yrrumata pam_faillock (onpenenser 6i1okupoBanue Y3 B ciydae
HEKOPPEKTHOTO BBOJIa apouis U 6a3oByto 3amuTy oT bruteforce). C yueTom 3TOr0 B cucreme
HNPUCYTCTBYIOT 3HAYUMBbIE TPEOOBAHUS K CIIOKHOCTH MAPOJISL, @ HAPYIICHUE TTOJIUTHKH MOXKET
SIBIISITHCSI TIPETIITCTBUEM IS 3aITyCKa BCEH CUCTEMBI X MOXET OBITh MPOIUArHOCTHPOBAHO.
[To ymoganuto MpUMEHEHBI CIEAYIOINE TPEOOBAHMS TAPOIBHON MOTUTHKH:

e B otHomeHun kayectBa napods - "/[iimHa maposist He MeHee BOCbMH CHMBOJIOB,
andaBut maposs He MeHee 70 CHMBOJIOB, TAPOJIb JOJDKEH BKIIIOYATh 3arIaBHbIC
OYKBBI, IU(PPBI U CIIELICUMBOJIBI"

B otHOmenuu 3amuThl ot bruteforce:

® KOJMYECTBO HEMPABUILHBIX BBOJIOB — 4 TIOIBITKU

e BpEMsS U3MEPEHHUS — 5 MUHYT

e BpeMs OJIIOKUPOBKH - 30 MUHYT

B ciygae ecnu cornacHo TpeOOBaHUSM OpraHU3AIMKA HEOOXOIUMO MPUMEHHUTH 0oJee
"MATKYIO" MapoJbHYIO MOJIUTHUKY B YaCTH KaYeCTBA MApOIIs - CIEAYeT BHECTH U3MEHEHHUSI B
daiin (/etc/security/pwquality.conf).

[Tocne mogkioueHus K cepBepam In-proxy/Out-proxy:

1. CoxpansieM TEKyIIyI0 KOHPUTYpPAIIUIO KOMAHIOW infodiode-cli config save -f
/tmp/cfg.xml —wp

2. UYroObl penakTHpoBaTh TEKYILYI0 KOH(HIypaluio, OTKpoiTe daitn /tmp/cfg.xml c
MOMOIIBIO0 TEKCTOBOT'O pelakTopa vim.

3. Haiinure 610K <subsystem
xmlns="urn:ru:amt:diode:config:1.0:network">...</subsystem> u H3MEHUTE CETEBHIC
napameTpbl uHTepdeiica ynpasienus land u mapmpyTta mo-ymondanuto (Pucynox 6)

4. Insa upumenenus koHburypanuu InfoDiode HeoOXOauMMO BBITIOJHUTH KOMaHY:
infodiode-cli config load -f cfg.xml

13



<hostnamez>id-dev3-cl-in2.localdomain</hostname=>
- zdata>
<enabled=true</enabled=
<devicexzlanl</device=
<address=10.0.141.58/24</address>
<ping=false</ping=
z/dataz
- zcontrol=
<enabled>true</enabled=
<devicexland4</device
<address>10.0.144.58/24 </address>
<ping>true</ping=
= fcontrol=
- zcluster=
<enabled=false</enabled=
=fcluster=
</node:x
=/nodes>
- <routes>
<route subnet="0.0.0.0/0" network="control" gateway="10.0.144.1"/>
=/routes:

Pucynok 7. BeiBoj uactu KoHPUrypannoHHoro ¢aina B cli-konconu

[Tpumeuanwue.
/tmp/cfg.xml - ms daiina, kyna Oyzaer BeirpyskeHa Tekymas koHdurypauus I10 InfoDiode
-WDp - BBITpY3Ka KOH(PUTYpaLiH C MapOIISIMU

B nannom nmpumepe:
lanl — naumenosanue unmepgetica OaHHvIX
lan4 - naumenosanue unmepgeiica ynpasienus
10.0.144.58/24 - cemesotii adopec unmepgeiica ynpasieHusi

10.0.144.1 - adpec winio3a no-ymoa4anuio
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5. KnacrepHasi koMILIeKTalus

B xommnekranuro kinactepHoit Bepcuu AIIK InfoDiode PRO cluster Bxoasr:

— JlBa JBOMHBIX ammapaTHBIX YCTPOWCTBA OJHOHAIpaBICHHON mnepenadn AaHHbIX AK
InfoDiode RACK double ¢ uetsipsms pazbemamu LC-LC;

— UYersipe Cepsepa Kraftway (aBa In-Proxy u asa Out-Proxy) ¢ npexycranosnenuasiM [10
InfoDiode;

— Bocewms natu-kopaoB Multi-mode ¢ konnexkropamu LC-LC.

Ha Pucynok 8 wu3o0paxkeHa TiepeiHsAs IaHENb JIBOMHOTO ammapaTHOro YCTPOWCTBA
onHoHanpasienHoi nepeaun naHHbix AK InfoDiode RACK double:

IN

I L L TR L i =
\ \

1 — Ungukarop sn.nuranus nopta IN 6 — Pazvem LC-LC nst nopximouenust OutProxy cepsepa
2 — Pazvem LC-LC ans nogkmouenus InProxy cepsepa 7 — Uupukarop ai.nuranus nopra OUT

3 — UnaukaTop cratyca coenquHenus nopra IN 8 — IepBbIif MOIYJIb IBOMHOrO aIlIapaTHOIO yCTPOiicTBa
4 — nnukarop cratyca oJHOHANPaBICHHOTO COEIUHEHUS 9 — Bropoii MOIyJb IBOHHOT'O allllapaTHOTO yCTpOiicTBa

5 — ngukarop cratyca coenqunenus nmopra OUT
Pucynok 8. Ilepenssist maHens IBOMHOTO alnapaTHOrO yCTPOKWCTBA OJHOHANPABIECHHON

nepenaun qanHbix AK InfoDiode RACK double

Ha Pucynok 9 wu3oOpaxkeHa 3aiHsisi NaHeNIb JIBOMHOIO ammapaTHOro YCTpoicTBa
onHoHanpasieHHoM nepefaun naHHbIX AK InfoDiode RACK double:

o O o o O

L Rres IN 220v 50Hz -

L_res ouT 220V 50Hz

1 — Pazpemsbr ai1st mogxmodeHns pesepBupoBanaoro sr.nuranmsi [EC mopros IN
2 — Pa3zpeMsbl ai1st moxmodeHns pesepBupoBanaoro sn.nuranmsi IEC mopros OUT

Pucynok 9. 3aaHsis maHens ABOWHOTO amapaTHOTO yCTPOWCTBA OJTHOHAMPABICHHON MIepeIaun
manaeix AK InfoDiode RACK double

Ha Pucynok 10 u3o0paxena nepeauss nanenb npokcu-cepsepa Kraftway ans AIIK InfoDiode
PRO:
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1 — Kopsuna ans HDD naucka

2 —TIpusox CD/DVD-ROM

3 — KHOmKa BKIIOYEHUS TTUTAHUS
4 — Knomnka nepe3arpy3ku

5 — USB-mopTsI
6 — Pazpem ais nonkitoueHust Mouutopa VGA

Pucynox 10. Ilepennss nanens npokcu-ceprepa s AIIK InfoDiode PRO

Ha Pucynok 11 u3o0paxena 3aausist manens npokcu-cepsepa it AIIK InfoDiode PRO:

]

2

3

10 — — 11

1 [
@ i
==

=/

EEEEEEEEEN
EEEEEEEEER

4

..

54

1 — PazpeMBbI 17151 IOAKITFOYEHHS PE3ePBUPOBAHHOTO AJI.IIUTAHUS

2 — Paswem mis nmoakiroueHus kiaBuatypsl PC/2

3 —Iopt RJ-45 mns moruTopuaTa cepepa mo nportokory IPMI 2.0
4 — USB-nopts!

5 — Pazwsem mns moaxirouenust Monuropa VGA

6-9 — Buermnue cereBbie untepdeiicel lanl-land

10-11 — Buyrpennne onruyeckue uaTepdeiicsr fel-fc2

Pucynoxk 11. 3aguss nanens npokcu-cepsepa i AIIK InfoDiode PRO

Ha PucyHnok 12 uzo0paxena 3aaHss naHenb npokcu-cepsepa Kraftway (moxens EL108) s

ATIK InfoDiode PRO
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— PazbeMBl U1 OAKITIOUEHUS PEe3ePBUPOBAHHOTO 1. IIUTAHUS
— COM-IIopt
— Paszwvem st nopkirouenust Mouuropa VGA
— Buemrnue cereBbie unrepdeiicet lanl v land
—ITopT RJ-45 mst MornTOpUHTa cepBepa o npoTtokony IPMI 2.0
— USB-nopTtsl
— Paszsem st nopkmrouenust Moantopa HDMI
— LED-/lucreit
— Buayrpennue ontideckue unrepdeiics! fel u fc2
0 — Buemnue cereBble unrepdeiicel lan2 u lan3

— O 0 A LN A W —

Pucynok 12. 3anussa nanens npokcu-cepsepa (moaens EL108) nst AIIK InfoDiode PRO
5.1 lloaroroBka K HACTpPOMKe

3anokymeHTupyiite Bce HacTtpoiiku obopymnoBanus AIIK InfoDiode PRO cluster B Tabsmma 6.
OTH TaHHBIE MOTYT IOHAZO0UTHCS ISl aIMUHUCTPUPOBAHUS M PE3EPBHOTO BOCCTAHOBJICHHUSI.

Buumanue! KondurypupoBanue ycTpoiicTBa ciieyeT BOCIPUHUMATh COIJIACHO MOJIEIU
«4EepHOTO SIIMKA» C TPEJAOCTABICHHEM i KOH(PUTYPHUPOBAHHUS CTPOTO OIPEACICHHOTO
Habopa KOMaHl U MapaMeTpOB, SIBHO YKa3aHHBIX B COOTBETCTBYIOIIMX IKCIUTyaTaI[HOHHBIX
NOKyMeHTax. L[eoCTHOCTh CHCTeMHBIX (DalJIOB M KaTajoroB, Kak W pa3/ielioB Ha JMCKaxX B
[[EJIOM, OTCJIEKHUBAETCS CHUCTEMOM KOHTPOIS MEIOCTHOCTH. B uacTHOCTH, 3amperieHo
CO3/1aBaTh HOBBIE (PAIIbI B JIFOOBIX KaTalIorax, Kpome JOMalTHUX JUPEKTOPUI MOIb30BaTeNnei
(/home) u /tmp. Takke HaIOKEHO OrpaHUYCHHE (3aMPEIICHO) CaMOCTOATEIILHOE U3MECHECHHE
OCHOBHBIX KOH(UTYyparmoHHBIX (aitnoB: smb.conf, vsftpd.conf, sudoers, xondurypammii
sysctl 1 Ipyrux CUCTEMHBIX KOH(PUTYPAITMOHHBIX (DAMIIOB, a TAK)Ke BKITIOUEHUE/BBIKITIOUCHUE
CITY>0 1 U3MEHEHHUeE MmapaMeTpoB ciyk0 uepes cpenctna cli (systemctl, timedatectl u mpouee)—
SIBHO HE3aJICKIApUPOBAHHBIX K N3MEHEHHUIO B HACTOSIIEH HHCTPYKITHH.

CaMOCTOATEIbHO M3MEHEHHE KOH(GUI'YPAIMOHHBIX (haillIoB BHE TpeOOBAHWU HHCTPYKIIUU
MOJKET NMPHBECTH K HAPYIICHHUIO IEJIOCTHOCTH MPOAYKTa W HMHIUACHTY HMH(GOPMAIMOHHON
0€e30I1acHOCTH.

Kondurypamus cereBsix mHTEp(EiCOB, aapecamy U T.M. BBIIOJHIETCS B COOTBETCTBUU C
pazzenom 5.2.4 HacTOAIIETO JOKYMEHTA.

17



Tabmuma 6. Hactpoiiku o6opynoBanus kinactep AIIK InfoDiode PRO cluster

Bama nacrpoiika
IIynkr Onucanue
InProxy 1 (¥3eal) InProxy 2 (¥3exn 2)
Bupryansn | IP-anpec, coBMecTHO Juist my0Iim4HoOro nocryna
b1l [P HCIIOJIb3yEMBbIil
y3J1aMH
s ynpasieHust
[P-agpec u | IP-anpec u macka Ynpasiienue
Macka cete | mHTepQeicoB
BBIX UHTEP | YIpaBJICHUA U
deiicos JAHHBIX CEPBEPOB Aaunere
JUIsL 1ocTyna K web-
uHTepdeicy u Buyrpennuii (Kiracrep)
nepenayy JaHHbIX.
Mapuipyt CereBoil 1LTI03, Ha
1o KOTOPBIiA MaKeT
YMOJIYaHHUIO | OTIPABISETCSA B TOM
(1wTr03) ciyyae,
€CII MapuIpyT K
CeTH Ha3HAYCHUS
rakera He U3BECTEH
Xoct VYkazanue [P-anpeca
cepeepa cepsepa A coopa
Syslog syslog-undopmanuu
*HeoOs13aTe | pa3HOrO YpOBHS
JIBHO JIOTHPOBAHUS
SNMP CnoBo wu dpa3a,
napoJib KOTOpast
*HeoOs3aTe | CIpalIuBaeTCs s
JIBHO yIIpaBJICHUS
CETEeBBIMHU
YCTpPOMCTBAMU
(MapmpyTH3arop,
KOMMYTaTOp)
Domain [P-anpec cepsepa,
name server | UCIOJb3yEeMbIi JUIs
*neoOsi3are | DNS 3ampoca
JIBHO
Anvuauctp | JIoruH u mapomus s
aTHBHBIC Joctyna K web-
JTAaHHbIE untepdeiicy. [locne
*HeoOs13aTe | aBTOPU3ALUU MOKHO
JIBHO WU3MEHUTH
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Bama Hacrpoiika

IIynkr Onucanue
OutProxy 1 (¥V3ea 1) OutProxy 2 (¥3ea 2)
Buptyansn | IP-anpec, coBMecTHO Joist my0JIu4YHOro 10cTyna
b1t [P HCIIOJIb3yEMbIi
y3J1aMu
s ynpaBJjieHust
[P-agpec u | IP-anpec u macka Ynpasiienue
Macka cete | uHTepdeicos
BBIX UHTEP | YIpaBJICHUA U
¢eiico JTAHHBIX CEPBEPOB Aannpie
JUIsL 1ocTyna K web-
uHTepdeicy 1 Buytpennnii (Kaacrep)
nepeaayu JaHHbIX.
Mapuipyt CereBoil 1ILTI03, Ha
1o KOTOPBIiA MakKeT
YMOJIYaHHUIO | OTIPABISETCSA B TOM
(1wTr03) ciyyae,
€CII MapIIpyT K
CETH Ha3HAuCHUS
Makera He U3BECTEH
Xoct VYka3anue [P-anpeca
cepeepa cepsepa A coopa
Syslog syslog-undopmanuu
*HeoOs13aTe | pa3HOro YpOBHS
JTHHO JIOTHPOBAHUS
SNMP CrnoBo unu ¢pa3sa,
napoJib KOTOpast
*HeoOs13aTe | CIIpaIIMBACTCS IS
JTHHO yIIpaBJICHUS
CETEBbIMU
YCTpPOMCTBAMU
(MapmpyTusarop,
KOMMYTaTOp)
Domain IP-anpec cepsepa,
name server | UCIOJb3yEeMbIi JIs
*neoOs3are | DNS 3ampoca
JTHHO
Anmunuctp | Jlorun u napoins ans
aTHBHBIC JocTyna K web-
JTAaHHBIE unrepdeticy. [locne
*HeoOs3aTe | aBTOPU3ALUU MOKHO
JIBHO U3MEHUTD

19



5.2 Tloaxkarovenue kiaacrepa AIIK InfoDiode PRO k kopnopaTuBHOii ceTH
5.2.1 ToakiarwoueHue K 3jeKTpoceTu, BKiaw4yenue d1.nutanus AIIK InfoDiode PRO

[TonkmrounTe MPOKCHU-CEPBEPHI, allllapaTHbIe KOMIIOHEHTHI KaOeJIsIMHU 3J1. MUTaHUA K 3J1. PO3ETKE
U BKJIFOYUTE KHOIIKY 3JI. IMTAHUs HAa YCTPOMCTBAX. Y CTPOMCTBA FOTOBBI K OKCILTyaTallUH.

5.2.2 Tloakarouenue cepepoB In-Proxy u Out-Proxy Kk kopnopaTtuBHOii ceTH

1. THoxkmouure naTepdeiic nanHbIX lanl k ceTeBoMy 000pyAOBaHUIO (MM K KOHEYHOMY
YCTpOKMCTBY) KaOeneM Bua «BHUTas Iapay ¢ KOHHEKTopamu RJ-45.

2. Topkmounte wunHTepdeiic ympasienus land4 k cereBomy 0O0OpYyHOBaHUIO (WIH K
KOHEYHOMY YCTPOMCTBY) KabesieM Buja «BUTas napa» ¢ KOHHeKTopamu RJ-45.

3. TloBropute 3TH AEHCTBUS C IPYTUMH CEPBEPAMHU.

4. Jlns xaxaoi mapel ceppepoB In-Proxy u Out-Proxy Heo6xoamuMo kabenem Buia «BUTas
napa» ¢ KOHHeKTopamu RJ-45 (B KOMIUIEKTE) BBIIOIHUTh UX COCTUHEHUE 110 BHEIIHUM
ceTeBbIM UHTEpdeiicam (o ymonauanuto, lan3).

5.2.3 Iloakiawuenue cepBepoB K anmapatHbiM kKommnoHeHTam InfoDiode RACK
double

[Moakmrouenue InProxy-1:

[Tonkmounte BHyTpenHuit untepdeiic fcl k pazsemy IN1 ognoro AK InfoDiode RACK
double, uaTepdetic fc2 k pazpemy IN2 apyroro AK InfoDiode RACK double.

[Hogxmrouenue InProxy-2:

[Tonkmounte BHyTpenHuit untepdeiic fcl k pazsemy IN1 ognoro AK InfoDiode RACK
double, uarepdeiic fc2 k pazremy IN2 npyroro AK InfoDiode RACK double.

[Moaxmrouenne OutProxy-1:

[Moaxmrounte BHyTpeHHMI HMHTEpdeiic fcl k pazsemy OUT1 onnoro uz AK InfoDiode
RACK double, unrepgetic fc2 x pazpemy OUT2 Toro xe AK InfoDiode RACK double.

[Hogxmrouenne OutProxy-2:

[Tonkmounte BHyTpeHHU uHTepdeiic fcl k pazbemy OUTI1 gpyroro AK InfoDiode
RACK double, untepdeiic fc2 k pazpemy OUT2 storo xe AK InfoDiode RACK double.

Hwxe Ha Pucynok 13 npezacraBiena cxema nojaxitouenus kinactepHoit Bepcun AIIK InfoDiode
PRO cluster kK KopropaTUBHOI ceTH:
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AK InfoDiode
InProxy-1 RACK double OutProxy-1

W

AK InfoDiode
RACK double

Pucynoxk 13. Cxema nmoaxmouenust kinactrepaoit Bepcuu AIIK InfoDiode PRO cluster
KOPIIOPAaTUBHOM CETH.

5.2.4 IlpoBepka u u3MeHeHHe KOH(PUTYpaALIMU IPOKCU-CEPBEPOB

Jlnist mpocMOTpa W M3MEHEHUS! TEeKyIIeH KOH(UTYypaluu MOXKHO MOJAKIIOYHTHCS K InProxy m
OutProxy Tpems criocobamu:

1. TlogxmaroYuTh MOHUTOP U KJIABHATYPYy HEMOCPEACTBEHHO K (U3UYECKUM CepBepam
InProxy u OutProxy

2. Ilo IPMI (HeoOxomuma ceTeBas HacTpoiika Ha IPMI unTepdeiice).

3. Ilo SSH

[Tpu 3arpyske cepsepa 3axoaum B BIOS - Server MGMT - BMC Network Configuration u
yKa3biBaeM ceTeBble HacTpoiku (IP-aapec, macky, muto3 mo ymonuaHuio) st uHTEpdeiica
IPMLI. IMonkmtrouaemcs uepe3 BeO-unTepdeiic, ucromab3ys 1000oii Opay3ep ¢ moIIepKKOI java, B
aZpecHor cTpoke KoToporo BBoauM IP-ampec IPMI-unTtepdeiica, u, mocie MOIKIIOYCHUS
MPOXOJUM aBTOPU3AIMIO C WCIOJIB30BAHHEM HMMEHHU IOJIb30BATENsl U Mapois, yKa3aHHBIX B
JTOKYMEHTAIlMM WJIM  33JaHHBIX TOJh30BATEIbCKUMU HACTpOWKaMH (IO  YMOJIYAHHUIO
WCIIONB3YETCS JIOTHH U apoib admin/adminl234).

Baumanue! Ilpu nepBoil aBTropuzanuu B TepMuHaie (mo IPMI wim mno npsMomy
MOJIKJIFOUEHUIO C TOMOIIBIO KJIIABUATYPhl © MOHUTOPA) CUCTEMBI HEOOXOJUMO CMEHUTH Mapoib
MOJIb30BATENs 700f HA COOTBETCTBYIOIINN PEKOMEHIyEeMbIM MOJIUTHKAM Oe3omacHocTu. J[is
CMEHBI Mapojisi aBTOPU3YHUTECh KaK root, BBEAUTE Mapojb infodiode, 3aTeM BBEIUTE HOBBIN
MapoJib B OTBET HA 3aIPOC CUCTEMBI. 3aTIOMHUTE WM 3aPUKCUPYUTE TaHHBIN MapOJIh COTIIACHO

MpaBUJIaM U TIOJIUTUKAM 0€30MacHOCTH ISl BaIllel OpraHu3alluu.

Hns pgoctyna mo SSH HeoOxoaumo, uToObl mpenBapuTenbHO Obul HacTpoeH I[P-ampec Ha
uHTepdeiice ynpasieHue, MapuipyT no ymonyanuto. [loakmounrecs k cepepy no IP-anpecy
uHTepdeiica ynpasnenus lan4. [Tocne nonkmodyenus BBeaure B SSH-KOHCOIM JIOTHH U ApOJIb
diode/P@sswOrd.

Buumanwne! B coctaBe auctpuOyTiBa MprCyTCTBYET yTHIIMTA pwquality ¢ COOTBETCTBYIOIIHM
KOH(UTypallMOHHBIM  (ailyioM, ONpeAessIoUM HapoJIbHYIO TOJUTHKY (TpeOoBaHUS K
CJIO)KHOCTH TApoJisl YCTaHOBJIEHBI cOryIacHO TpeOoBaHusAM peryistopa st C3U Y]I4), a
takxke yrunura pam_faillock (onpenenser 61okupoBanue Y3 B ciaydae HEKOPPEKTHOTO BBOJA
naposii U 0azoByro 3aunmry orT bruteforce). C yderom 3TOro B CHUCTEME HPUCYTCTBYIOT
3HAYMMbIe TPEOOBaHUS K CIOXHOCTH TApOJsi, a HapyIICHUE IMOJUTHKH MOMKET SBISTHCS

MPEIATCTBUEM JJIA 3aITyCKa BCEH CHUCTEMBI U MOJKET OBITh MpoOANArHoCTUpPOBAHO.
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[To ymMom4aHHIO MPUMEHEHBI CIIETYIOIINE TPeOOBAHUS APOIBHOMN MOTUTHKH:

e B orHomeHnuu kavectBa mapois - "J[muMHA mapons HE MEHee BOCHBMH CHMBOJIOB,
andasut naposis He Mmenee 70 CUMBOJIOB, TAPOJIb JOJKEH BKJIIOYATh 3arjlaBHbIE OYKBBI,
UQPbI U CIELICUMBOIIBI"

B otHomennu 3ammutel ot bruteforce:

® KOJMYECTBO HEMPABUILHBIX BBOJOB — 4 TIOIBITKU

® BpeMs U3MEPEHUS — 5 MUHYT

e BpeMms OJIOKHPOBKH - 30 MUHYT

B cnydae ecnm cormacHO TpeOOBaHUSM OpraHH3aluu HEOOXOTUMO TPUMEHUTH Oolee
"MATKYI0" MapoJbHYIO MOJUTHUKY B YaCTU KayecTBa Mapojisl - CIeAyeT BHECTH U3MEHEHHs B
daiin (/etc/security/pwquality.conf).

[Tocne moakmodeHust Kk ceppepam In-proxy/Out-proxy:

1. CoxpansieM TeKyIIy0 KOHPUTYpalMI0 KOMaHA0H infodiode-cli config save -
f /tmp/cfg.xml -wp

2. UroObI penakTUpoBaTh TEKYIIYI0 KOH(UTYpanuio, OTKpoiTe ¢aitn /tmp/cfg.xml ¢
MIOMOIIBIO TEKCTOBOT'O pelaKTOpa vim.

3. Haiinure 0JIOK <subsystem
xmlns="urn:ru:amt:diode:config:1.0:network">...</subsystem> u  u3MeHuUTE
ceTeBble MapaMeTpsl nHTepdelica ynpasieHus lan4 u Mapupyra mo-yMoI4aHHIO
(Pucynox 12)

4. Jlna npumenenus koHdurypauuu InfoDiode HEOOXOAMMO BBHIMOIHUTH KOMAaHIY:
infodiode-cli config load -f cfg.xml

<hostname>inproxy-1-2.localdomain</hostname>
- <data>
<enabled>true</enabled>
<device>lanl</device>
<address>10.0.141.234/24</address>
<ping>false</ping>
</data>
- <control>
<enabled>true</enabled>
<device>lan4 </device>
<address>10.0.144.234f24</address>
<ping>true</ping=>
<autoneg>true</autoneg>
</control>
- <cluster>
<enabled>true</enabled>
<device>lan3</device>
<address>172.20.0.2/24</address>
<ping>false</ping>
</cluster>
</node>
< /nodes>
- <routes>
<route subnet="0.0.0.0/0" network="control" gateway="10.0.144.1"/>
</routes>

Pucynok 14. BoiBoa yactu koH(pUTrypaliioHHOTO (aiina B cli-koHcoau

[Ipumeuanmue.
/tmp/cfg.xml - Umsa ¢aiina, kyna Oyner BeirpyxkeHa tekymas koupurypauus [10 InfoDiode
-Wp - BBITpY3Ka KOH(UTYpaIIH C apOoIsIMU
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B nannom npumepe:
lanl — naumenosanue unmepgetica OaHHvIX
lan4 - naumenosanue unmepgeiica ynpasienus

lan3 — naumenosanue eHympenuneco unmepghetica kiacmepa (ip-aopec 3adaemcs no-
YMOIUAHUIO, 8 NPpoYecce IKCHAYAMAayuU He MeHsemcst)

10.0.144.234/24 - cemesoii adopec unmepgetica ynpasieHus

10.0.144.1 - adpec winio3a no-ymMoa4anuio
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6. Hacrpoiika AIIK InfoDiode PRO

Hacrpoiika npousBoautcsi B web-untepdeiice cepBepa, 10CTyn K KOTOPOMY MOXHO TOTYYHTh,
MOJKJIFOYMBIINCH K cepBepy 1o ero [P-aapecy:

1. B crpoke Opay3epa BBOAMM aapec HHTepdelica yrnpaBlIeHHs, MPOXOIUM
ayreHTudukamnuio (cM. Pucynok 15).

TpebyeTca ayTeHTHdUMKALWA

https:/f10.0.189.70

Wwma nonezosarenn  dicde

CTN =na

Pucynok 15. Ayrentuduxanus

[lpumeuanune. Ilepen nr000W HAacTpoOWKOH HEOOXOIUMO BKIOYATh pexuM «3MeHUTH
KOH(HUTYPAIHIO».

2. 3axomuMm B «llapamerpnl cepsepa», mepexoauMm B «Ceresbie untepdeiice». Ilpu
HEOOXOAMMOCTH BKJIIOYaeM HHTep(EHC «IaHHbIE» U H3MEHSEM €ro HaCTPOUKH:
BbIOMpPaeM HY)KHBIH MTOPT U yKa3bIBaeM ip-ajpec.

3. B mnacrpoiike «CeteBbie MaplipyThl» B clydyae HEOOXOIMMOCTH MOXKHO YKa3aTb
CTaTUYECKHE MapIIPYTHI JUIsl UHTEP(EICOB ypaBIeHUs U TaHHBIX.

4. Jlns kjmacTepHOM KOH(UIypallMu yKas3blBaeM BUpTyaibHble [P-aapeca mHTepdeiicoB
JaHHbIE/ yTIPaBICHUS

6.1 Hacrpoiika nepenaun ¢aiisios no FTP

1. Ha cepBepax In-Proxy m Out-Proxy Bo Bkiazke «YTpasieHue I0JIb30BATEIAMNI»
n00aBisieM IPpyIILy M M0JIb30BaTeNs, BIOpaB rpymily, K KOTOpoi OH OyJeT onpeieseH.
2. Bo Bknanke «lIpokcu-cepBuch»:
— Bxmouaem «O011re HaCTpOKNY.
— B nactpoiike «FTP» Bkimtoyaem koHpurypanuto FTP.
— Ha cepsepe In-Proxy B Hactpoiike «llankm oOmiero jpoctyna» Ha)kKMMaeM Ha
«COXpaHUThL U J100aBUTHY» W BBOJUM Ha3BaHME IMAIKH U TPYIITY, Il KOTOPOW OHA
OyzeT AoCTymHa.
— Ha cepepe Out-Proxy B Hactpoiike «llepenaua daiinoy» mobaBisieM KaHal
nepegauy (Ha3BaHUE KaHaja epeadyn J0KHO COBIAIaTh C Ha3BaHUEM Manku Ha In-
Proxy cepBepe). Yka3biBaeM Bce JaHHBIE MOJB30BATENs Il ayTEeHTHU(UKAIIMN HA
BHEIIHUHN cepBep, [P-agpec BHemHero cepBepa, Ha KOTOPbIM OyayT HpPUXOAMTH
nanuble ot Out-Proxy cepsepa.
3. CoxpaHsieM HaCTpPOWKH U MIPUMEHSEM KOH(PUTYPALIHIO.
4. Ilposepsiem npaBuibHyr0 HacTpoiiky FTP Bo Bknanke « MouuToprunm:
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Ha In-Proxy/Out-Proxy cepBepe B HacTpoiike «lctopusi cooOiieHunii» BbIOHpaeM
KaHaJI riepeaaydn, qooasneHubii ;s FTP nepenauun, u nepexoaum Ha HETO.
OtmpaBnsieM TectoBoe coobmieHue ¢ In-Proxy na Out-Proxy / ¢ Out-Proxy Ha
KOHEYHOE YCTPOMCTBO OyleT OTMNpaBICHO CaMOCTOSTEIbHO, €CIM HacTpoeHa
nepecbuika Ha ynajieHHbIH XOocT. OTIpaBKa OCYILECTBISETCS HakaTheM KHOIKHU
«OTHnpaBUTH COOOIICHUE.

Haxxumaem Ha kHONTKY « OOHOBUTBY, €CITU COOOIIEHHE OTIIPABIICHO, B cTONIONE «baiiT
repesano» BBIBOJUTCS 00BEM MEPEeJaHHOrO COOOIICHHS B 3€JIEHOM OKHE, €CIIH He
OTNPaBUIIOCH — 00BbEM MEpeJaHHOTO COOOIIEeHNUs, paBHbIH 0, B IPO3pauHOM OKHE.

[Tpumeuanue. YdeTHas 3aIUCh MOJIb30BATENs, 3aJaHHAs [Tl TAIIKK 001IIero goctymna Ha In-Proxy

cepBepe, OyaeT ucrnonb3oBana i ayrentudukanun mexay FTP-kmuenrom u FTP-cepsepom In-

Proxy, a yueTHas 3amuch nojb30BaTelisl, HA3HAUEHHAs B CBOMCTBAX KaHAlIa IIepejaul Ha BKIIAIKe
«repenaya ¢aitnoB» Ha cepsepe Out-Proxy - s ayrentudukanumn va ynaneaaom FTP-cepeepe

6.2 HacrTpoiika norokoBoii nepegauu rpagpuxa no UDP

1. Bo Bknanke «IloTokoBble cepBUCHI»:

Ilepexoaum B HacTpoiiky «UDP Tynnennposanue» u BKIKOYAEM €€ Ha BCEX CEpBEPAX
In-Proxy n Out-Proxy.

Jo6asinsiem npaBuiio TyHHenupoBanust UDP-tpaduka Ha InProxy HaskaTrem KHOTIKH
«JloGaBuTh mpaBuo» u ykaseiBaeM [P-ampec um mopt wucrtounuka, I[P-aapec
(untepdeiica In-Proxy cepsepa AIIK InfoDiode PRO, Ha koTopblii miianupyercs
nepenava tpaduka) U MOPT Ha3HAYeHUS TpaduKa, MPU HEOOXOAUMOCTH YKa3bIBaeM
npaswia NAT (TUmoBoe HCHOJNB30BAaHWE — COKpBITHE ajJpeca HCTOYHHUKA U
Ha3HAYCHHUS).

JoGaBnsiem mpasBwio TyHHenupoBaHus UDP-tpaduxa nHa OutProxy HaxaTtnem
KHOTIKHU «Jl00aBUTH mpaBmiio» U ykazwsiBaeMm [P-anpec u mopT uctounuka (KOTOpbie
JIOJI’KHBI COOTBETCTBOBATh 3HaUeHUsM B npaBusie NAT, B ciyyae ecnu nmpasuiia NAT
ucnone3ytorcsi) u IP-ampec m mopr HazHaueHus Tpaduka (KOTOpbHIE JOJIKHBI
cooTBeTcTBOBaTh 3HaueHusM B mnpaBuwie NAT, B cioyuae ecnu mpasBmia NAT
ucnonb3ytores). Ilpu HeobxomumocTn ykaspiBaeM mnpaBuwia NAT (Tumosoe
UCTONb30BaHUE — ajpec uHTepdeiica manHbIx Out-Proxy mnojacraBiseM Kak
UCTOYHUK, U aJJpeCc KOHEYHOT0 X0CTa KakK a/ipec Ha3HaueHUs).

2. 3axonuMm B «IlapameTtpsl cepBepa», nepexoaum B «CeTeBble MapLIPyThD».

Ha In-Proxy cepBepe noOaBisieM MapuipyT, yKas3biBas IOACETh Ha3HAu€HUs B
cooTBeTcTBUM ¢ npasuiamu UDP TyHHennpoBaHus 1 BBIOMpaeM ceTeBoM uHTepdeiic
«duoay, uepes KOTopslit OyneT HalpaBiieH MOTOKOBBIN Tpaduk Ha OutProxy.

Ha Out-Proxy cepBepe no0aBisieM OJ1H MapHIpyT, yKa3bIBas MOJCETh HA3HAUEHUS B
cootBercTBUM ¢ npaBunamMu UDP TynHenupoBaHus, agpec 1UII03a CETH, B KOTOPOU
pacrionioxkeH uHTepdeiic nanubx Out-Proxy cepBepa, BeiOupaem ceTeBoit uHTepdeiic
«lannbie». JloGaBnsem BTopoil Mapuipyt s npuema UDP-tpaduxa c¢ In-Proxy
cepBepa, YKasblBas IMOJICETh HMCTOYHHMKA B COOTBETCTBMM ¢ mpaBuigamu UDP
TYHHEJIUPOBaHUs, BbIOMpaeM ceTreBoil uurepdeiic «unomy.

CoxpaHsieM HaCTPOMKHU U MPUMEHSIEM KOHPUTYPALIHIO.
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6.2.1 IIpuMep HACTPOIKHU Nepeaavn.

B nanmHom mnpumepe BeimonHsieTcs mnepenada UDP-tpadguka OT HCTOYHMKA € aJApecoM
7z.77.77.77/7Z K NIPUEMHHUKY C aJpecoM aa.aa.aa.aa/aa. B mporecce nepepaun MPUMEHSIOTCS
npaswia NAT s anpeca Ha3HaUEHUS.

B web-unrtepdetice In-Proxy cepBepa BBIOIHSIOTCS CIEAYIOMNUE HACTPOMKH

1.

Jlob6aBnssem npaBuiio TyHHenupoBanus UDP-tpaduka:

— VYkassiBaeM [P-anpec/monceTs uctounuka tpaduka: zz.zz.zz.zz/7z.

— VYkaseiBaeM [P-aapec naznauenus (IP-agpec unrepdeiica nanubsix In-Proxy cepsepa)
U TIOPT: XX.XX.XX.XX/XX:XX.

— VYkaseiBaeM npaBuia NAT: ucrounuka: dd.dd.dd.dd/dd, nasnauenus: yy.yy.yy.yy/yy

2. VYka3bIBaeM CETEBOM MaplLIpyT:

— 3ajgaeM MojceTh HA3HAYCHUS: VY. VY.VY.YY/YY
— Bribupaem cereBoit uatepdetic: Ao,

B web-unrtepdeiice Out-Proxy cepBepa BBINIOIHSIIOTCS CIEAYIONINE HACTPOUKU:

1.

Jlo6aBnsiem npasuiio TynHenupoBanuss UDP-tpaduka:

— VYxkaseiBaeM [P-anpec/moacers ncrounuka tpaduka: dd.dd.dd.dd/dd.

— 3agaem IP-agpec u mopT Ha3HAUCHUSA: VY.VY.VY.YY/VY:VY

— 3anaem npaswia NAT: ucrounuka: bb.bb.bb.bb, HazHaueHus: aa.aa.aa.aa.

2. VYKa3bIBaeM CETEBbIE MapLIPYTHI:

1) 3amaem moxacets ncrounuka s npuema UDP-tpaduka: dd.dd.dd.dd/dd
BriOupaem ceteBoit uaTepdeiic: Juo.
2) 3anmaeMm MojceTh HA3HAYCHUS: aa.aa.aa.aa/aa

Bribupaem ceteBoit uaTepdeiic: JlaHHbie.

6.3 HacTpoiika nepeaa4ym 3JIeKTPOHHOM MOYTHI

1.

Ha In-Proxy cepBepe Bo Brkimanke «lIpokcu-cepBucel» Bxirodaem HacTpouky
«INEKTPOHHAS TTOYTa»

Ha In-Proxy cepBepe B HacTpoiike «DJeKTpOHHAs [10YTa» BHIOMpPAEM TPYIITY JOCTYIIA,
IIOPT, MAKCUMAJIbHBIN pa3Mep MUChbMa.

Ha Out-Proxy cepsepe B HacTpoiike «DiiekTpoHHasi 1o4ta» yka3piBaeM I[P-agpec
IIOYTOBOI'O CepBepa B IoOje «XOCT», MOPT, JIOTMH M Napojb IOJb30BATENs UL
aBTOPH3AaLlMH HA IIOYTOBOM CEPBEPE.

CoxpaHseM HacTpOHKHU U MPUMEHSEM KOH(UTYpaIHIO.

IIpoBepsieM npaBUIIBHYIO HACTPOUKY NIEPENAUM MTOYTHI BO BKJIAJKE «MOHUTOPHHI !

Ha In-Proxy/Out-Proxy cepBepe B HacTpoiike «VcTopusi cooOrienuii» BEIOUpaeM KaHal
nepenadyu «maily, ¥ mepexoauM Ha HEro.

Otmpasisiem TectoBoe coobmienue ¢ In-Proxy na Out-Proxy/ ¢ Out-Proxy Ha koHEeuHOE
YCTPOMCTBO HaxkaTheM KHOMKU «OTNPaBuTL COOOIIEHUEN.

Haxxumaem Ha kHOTIKY «OOHOBHUTBHY, €CIIM COOOIIEHNE OTIPaBICHO, B cTonbIe «baiit
repe/1aHo» BBIBOJUTCS OOBEM MEPEAAaHHOIO COOOIIEHHS B 3€JIEHOM OKHE, €CJIU He
OTIIPABUIIOCH — 00BEM MEPEAAHHOTO COOOIIeHN, paBHBIN 0, B TPO3PaYHOM OKHE.
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