CoBpeMeHHble TPeOOBaHUA K 00ECMEYeHN0 MHPOPMALIMOHHOA 6630MacHOCTI rOCYAaPCTBEHHbIX UHOPMALIMOHHBIX CUCTEM,
opraHm3auuin  (UHAHCOBOWA OTPACAN, KPUTUYECKN BaXKHbIX 00bEKTOB, 00bekTOB KWW 1 ACY TI B 3HEPreTU4eckomn,
HedbTera3oBom, TPAHCMOPTHOW, KKX 1 Opyrux OTpacnsax NPMBOAAT K BbIOOPY MPUHLMUNUANIBHO HOBbLIX TEXHUYECKUX U
OpraHn3aLOHHbIX Mep 3aLLUTbI.

B ka4yecTBe peLLeHNs MOryT BbICTynaTb TEXHONOrMM oaHoHanpasneHHoi nepefayun ganHbix AlK InfoDiode PRO, ocHoBaHHbIe
Ha NPUHLMNAX U3MYECKOI U30NALMA OJHOrO CETEBOr0 CErMeHTa OT APYroro, U npu 3ToM 06ecneynBaroLLe BO3MOXHOCTb
nepeayn JaHHbIX U3 3aKPbITOr0 KOHTYpa BO BHELUHWE CETW. Takue TEXHOMOMMM rapaHTUPYHT LENOCTHOCTb M JOCTYMNHOCTb
[aHHbIX B 3aLLUWLLEHHOM CErMEHTE, a TaKXe MOMHOCTbI0 MCKMIOYAKT PUCKM Nepedaydl Kakux-nubo AaHHbIX B 06paTHOM
HanpaBNeHNK, BHYTPb 3aLLNLLAEMOr0 CermeHTa.

B HacToswem pokymeHTe npenctaBneHbl uUenesble Xxapaktepuctuksn AlNK InfoDiode PRO, KoTtopble rapaHtupytoTcs
NpoKU3BOANTENEM NPN COBMIOAEHMN YKA3aHHbIX OFPAHNYEHUIA.

BHuMaHKe: B TabnuuUax HWKe MpefCcTaBfieHbl NoKa3aTeny Ha3HaveHus, KOTOpble MOAAEPKMBAOTCS NOCNEeLHeR BbINyLLEHHON
Bepcwueli M0 InfoDiode PRO.
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OcHosHble napameTpbl npoaykTa AlK InfoDiode PRO

Noe  llokasatenb 3HayeHue
n/n
1. OcHoBHbIe 3aa4n petiaemble AMK Infodiode PRO 1. 3awmTa CToYHMKA nepeaadn AaHHbIX,
2. 3awuta npMeMHUKa nepeaadmn aaHHbIX
Pewatotca nytem 06ecrneveHns 0JHOHANPaBIIEHHON
nepejayn faHHbIX U UCKNIOYEHNA BO3BPATHOMO Tpaghmka 3a
CYeT UCNOSb30BaHKA (IN3NYECKOro
MpUHLMNA 0AHOCTOPOHHEN NPOBOAMMOCTH
2. OCHOBHbIE annapaTHble KOMMOHEHTbI e In-Proxy consnyeckuii cepsep
e AnnapartHbiit Diode
o  Qut-Proxy dousnyeckuin cepsep
3. AnnapartHble nnaTgopmbl e FEL19
e EL20/EL20.2
e FEL23
e EL104/108
4. Tporpammuoe o6ecnevenue (10 Infodiode PRO) e [10\npownweka Infodiode PRO (AMT IPYN)
9. Buabl nepeaBagmbix AaHHbIX e [lOTOKOBbIE CEPBUCHI\NNOTOKOBbIE AHHbIE
e [IpoKcu cepBUCLINMAKETHbIE laHHbIE
6. KnacTepHasa KoHUrypaums - noTOKOBbLIE CEPBUCH! Ja
7. KnacTepHas KoHUrypaums - npokcu CepBucl Ja
8. [ToTOKOBbLIE CEPBMCHI\TOTOKOBbIE JaHHbIE UDP, TCP\IP (TyHHenupoBaHue), Mepumetp KBO (IpSec),
CTpumuHr Buaeo\paboyero ctona
9. lpoKcu cepBUCHI\NAKETHbIE AaHHbIE FTP(S), SMB\CIFS, SMTP(S), SFTP
10. TNopnaepxuBaeMble NPOTOKOSbI ANSt aKTUBHON CXEMb FTP(S), SMB\CIFS, SMTP(S)
(Ha In-Proxy cepsep BbiknagpisaroT, Out-Proxy cepsep
BbIKIaAlbIBAET HA BHELLHMWIA CEepBep)
11.  [lopnoepxuBaemMble NPOTOKOSbI AMNS NACCUBHOM CXEMbl FTP(S), SMB\CIFS, SMTP(S), SFTP
(Ha In-Proxy cepsep BbiknagablBatoT, ¢ Out-Proxy
12.  [loppepxnBaemble NPOTOKOSbI CYX60I U3BNEYEHMS FTP(S), SMB\CIFS

thaitnos (In-Proxy cepsep 4utaet, Out-Proxy cepsep
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OcHosHble napameTpbl npoaykTa AlK InfoDiode PRO

Noe  llokasatenb 3HayeHue

n/n

13.  loanepxuBaemble MHTErpaunum SIEM, Active Directory, NTP

14.  Tlopoepxka SSL FTPS (naccmBHas n aktueHas cxemsl), HTTPS, LDAPS

15.  MOHWTOPUWHI CTOPOHHUMU CPeacTBaMY SNMP

16.  VIHCTPYMEHTbI aAMUHUCTPUPOBAHUSA SSH

17.  [ononHuTensHble yHKLMMN ®opmuposaHue (aiina meTa-MHPOPMaLMmn AN ero aHanm-
3a cpeacteamu DLP (4TeHue), Ynpasnenne KoHGUrypaumei

18.  Ponu u rpynnsl nonb3oBartenen Anmunnctpatop, Onepatop, Monb3oBatens cepauca, Monb-
3osarenb DLP

19.  BHyTpeHHUe (HONONHUTENbHbIE) OYHKUMM 06ecrneveHns  KOHTPOSb LeIOCTHOCTW, AyanT USMEHEHMs KOHGMrypaLmu

6e30MacHOCTM NpoJyKTa cuctemsl, ictopus coobLueHmi
20. lMopgepxuBaemble CLeHapun o6MeHa (He NCKNYas) Mepenada uHkpementa MS SQL Server, lMepenada nosnHoro

63kana MS SQL Server, Mepenaya o6HoBneHnin WSUS, Me-
pefada penytauuoHHbix 6a3 KPSN, Mepenada MHKpemMeHTa
PostgreSQL (log-shipping WAL noros), [Mepeaaya nonHoro
6akana PostgreSQL, Mepenaya npotokona NTP
(CUHXPOHN3aLMS BPEMEHMK)
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LononuutensHble napameTpbl npogaykra AlK InfoDiode PRO

No
n/n

lMokasartenb

3HayeHue

MakcumanbHas adpdekTUBHAA CKOpocTb nepefayu UDP
n TCP\IP Tpachuka B HeKnacTepHoOM BapuaHTe

900 Mo6uT\cek

MakcumansHas adydpekTuBHas ckopocTs nepefadu UDP
TCP\IP Tpathuka B KNacTePHOM BapuaHTe

900 MéuT\cek

MakcumanbHas 3addeKTUBHAA CKOPOCTb nepeaayn
panos no FTP(S)\CIFS\SFTP n SMTP B HeknactepHom
BapuaHTe

300 MéuT\cek

MakcumansHas adppeKTUBHAs CKOPOCTL Nnepeaaqu
painos no FTP(S)\CIFS u SMTP B knacTepHom
BapuaHTe

300 M6éuT\cek

MakcumanbHoe BpeMs roTOBHOCTW BE6-KOHCOMK
yrnpasrieHns nocre 3anycka

3 MUHYTbI

MakcumanbHoe Bpems roTOBHOCTM K Nepefaye LaHHbIX

3 MUHYTbI

MakcumanbHoe Kosin4ecTBo hainos (pasmepom Ao
1,75 M6) B cekyHay npu nepepaaye ¢ In-Proxy cepeepa
Ha Out-Proxy cepsep

20

Mpw paboTe cnyx6bl U3BNeYeHNs graiinos (onpoc
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MakcumarnbHas 4actoTa 3anycka cnyxobl
(MHTEHCMBHOCTb CKAHWUPOBaHUA (PaNIoB Ha YAaIEHHOM

1 pa3 B 1 cekyHay

[Mpn paboTe cnyx0bl 13BNEYeHNs painos (onpoc
BHELUHero cepsepa CTOPOHOM In-Proxy) -
MaKcKUMasbHas BNOXEHHOCTb NanoK Npu CKaHMPOBaHMN

10

10.

[Mpn paboTe cnyx6bl U3BNIe4eHUs hainnos (onpoc
BHELLIHEro cepeepa CTOPOHOM In-Proxy) - MakCMMyM
nanok Ha 0fiHOM YpOBHe

11.

Mpw paboTe cnyx6bl U3BNEYeHNs graiinos (onpoc
BHELLIHEro cepeepa CTOPOHOM In-Proxy) - MakcMMyMm
OLHOBPEMEHHO CO3[aHHbIX Narnok (BKto4as

250

12.

Mpu paboTe cnyx6bl U3BNeYeHns graninos (onpoc
BHELLIHEro cepeepa CTOPoHOM In-Proxy) -
MakcumanbHoe KONu4ecTBo (paiinos Ha yaaneHHOM

1000
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LNononuutensHble napametpol npogykTa AlK InfoDiode PRO

Noe  llokasatenb 3HayeHue
n/n
13.  [lpwn pab6oTe cnyx6bl M3BMEYEHNS (DaNNoB (0Npoc 100
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKCKMarbHOe KONM4ecTBO (DannoB, N3BMIeKaeMbIX 32
OAVH 3anycK Cnyxobl
14.  [lpn paboTe cnyx6bl M3BNEYeHNs DanNoB (0Npoc 16
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKcKUMasnbHbI 06bLEM M3BNEKaEMOro haiina
15.  [lpwn pa6ote cny6bl M3BNIe4eHNs Dainnos (onpoc 20
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKCKMaJibHOe KOJIN4eCcTBO (DAisioB, 13BJIEKAEMbIX C
YOANIeHHOr 0 CepBepa, B CeKyHAY
16.  [lpm pa6ote n3sneyveHns aiinos (0NPoC BHELIHEro 300 M6éut\cek
cepsepa CTOpoHoiA In-Proxy) - apdhekTMBHasA CKOPOCTb
4TeHMs Pannos Npu U3BNeYeHUN
17.  Mopnepxusaemble 6pay3epbl (KOHCOMb GChrome (v.119 u Bbiwe), Microsoft Edge, FireFox
aiMUHWUCTPUPOBAHIAS) (v.120 1 BblwLe)
18.  lopmepXxuBaemble BEPCUN KOHTPONNEPOB JOMEHA 2012r2, 2016, 2019
Active Directory (Windows Server)
19. Tlopnepxmeaemble NPOTOKOSbI ayTEHTUGIMKALUM Kerberos
(BOCTYN K KOHCONW aAMUHNCTPUPOBAHUS)
20. MoppepxuBaemble Bepcun SAMBA SMB2 (aktuBHas n naccuBHas cxembl), SMB3 (Tonbko
NnaccvBHas CXema)
21.  TopnepxuBaemas sepcus SNMP SNMPv1, SNMPv2, SNMPv3
22. ToppepxuBaemble KIMEHTb! Ans paéoTbl no CIFS smbclient (4.10.7), NposogHuk Windows, cifs-utils (6.9,
24p0 5.0.0.38)
23.  ToppepxuBaemble KIMeHTbl ans paboTtsl no FTP\FTPS Filezilla (3.29.0), Winscp (5.13.1), Iftp (4.8.4)
24.  MakcumanbHo nojaepXx1nsaemMoe Konu4ecTso 1000
nosib30BaTenen cucTeMbl Ha 0AuH cepsep (In-Proxy
unu OQut-Proxy)
25. [lpepenbHOe KONMYeCTBO 0 HOBPEMEHHbIX 20

noaknioyeHunin\ceccuin FTPAFTPS\CIFS K kaxaomy u3
cepsepoB In-Proxy\Out-Proxy
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LNononuutensHble napametpol npogykTa AlK InfoDiode PRO

No  [lokasatenb 3HayeHue
n/n
26. Tpenen Hanu4ns cBo60AHOrO MecTa Ha auckax In-Proxy  CBo6oaHO He MeHee 10% AWCKOBOrO NPOCTPaHCTBA
1 Qut-Proxy ons rapaHTM yCNeLIHoA nepeaadin AaHHbIX
27.  MakcumarnbHas LimHa umeHn doainna, 6aint 255
28.  MakcumanbHas gnuHa nyti gaina, 6aint 2048
29. MakcumanbHas BNOXXEHHOCTb Nanok 10
30. Makcumym nanok Ha 0JHOM YPOBHE 50
31.  Makcumym 04HOBPEMEHHO CO3LaHHbIX Nanok (Bknwoyas 250
B/IOXKEHHbIE)
32. PexkomeHayemoe KonnM4ecTBO paboyux 10
CTOJIOB\MCTOYHMKOB Tpadpuka ans CTpuMmuHra (npu
33.  PexkomeHayemblil MakCMMalbHbIiA pa3Mep 1616
nepenasaemoro gpanna
34. PekomeHayemblii Ans nepefayqn cpefiHuii pasmep 4 M6
(haiina (B Lensax makcummsauum apeKTUBHOM
CKOpOCTY nepefaayn)
35. PekomeHayemoe KONM4eCTBO KaHarnos 50
nepegayn\endpoint-endpoint
36. MakcumanbHOe KONMYecTBO COOBLLEHUI B OJHOM 5000
kaHane\endpoint (Ha 0CHOBaHWUK JaHHbIX B pasaene
37.  Cpok xpaHeHus ¢haiinos Ha In-Proxy n Qut-Proxy ot 1 MuH 10 30 gHeit (HacTpomnka)
38. [lpoueHT KoMmneHcauuw pasmepa B LUenax rapaHtuu o7 12.5% (Ha 6onblunx dpaiinax) go 100% (Ha maneHbKux

L0CTaBKM

(haiinax u cnyxebHblX KOMaHax) - 0T 06bema
nepefaBaembIX JaHHbIX
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