InfoDiode Kak 4YacTb (N Info
MeX0MeHHbIX peLLeHui D jode

3Ha4nTeNbHbIA 06bEM 3afay B 065acTi o6ecrevyeHns 6e30MacHOCTU - OT MPOTMBOAEACTBMS Yrpo3amM HaLWOHANIbHOM
0e30MacHOCTM M TEpPPOPWUCTUYECKUM aTakam [0 MPOTUBOMENACTBUS  HECAHKLIMOHMPOBAHHOMY BO3[AEACTBUIO  Ha
(DYHKLIMOHMPOBAHME NMPOMBILLIEHHbIX, 3HEPreTUYECKNX, TPAHCMOPTHBIX, MEANLNHCKIX, OUHAHCOBLIX NPEANPUATIA, OpPraHoB
rOCyapCTBEHHOr0 YNpaBneHns 1 BacTu, KPYMHbIX KOMMEPYECKUX KOMNaHWIA - TpebyeT obecrnevyeHns 6e30nacHoro obmeHa
JAHHbIMU MEeX[Y OpraHu3auusmMu pasHbiX YPoBHEW. B HEKOTOpbIX Chyyasx Heob6X0AMMOCTb TakOro O6MeHa 3akpensieHa
3aKOHOLATENbHO.

B 3aBucumocTy OT CTOAWEn 3ajadqu MHopmauus, co3gasaemas M obpabatbiBaemas B 60nee [LOBEPEHHbIX (3aKPbITbX)
CEerMeHTax CeTW, MOXET B OTefbHbIX Cly4asx nepefaBatbCs B OOLLEAOCTYMHbIE CErMEHTbl WM CErMeHTbl C MEHbLUUM
YPOBHEM [10BEpMS 1 MeHee CTPOrMMW MONUTUKAMK 6Ge30MacHOCTM - [NF €e UCMO/b30BaHUA WHbIM KPYrom Jfiny U
noTpebuTenei. B opyrux cnyyasx xapaktepHa obpaTHas cUTyaums - MHCpoOpPMaLMa JOMmKHA NOCTyNaTh U3 06LLEA0CTYMHbIX UK
MeHee [I0BEPEeHHbIX CeTell B 60Siee J0BEPEHHbIE B LIeNIAX arperauun, 06paboTku, aHannaa, cuctematusauum. MNepenasaemble
JlaHHble MOTYT MPEeACTaBNATb COOOM OTAENbHbIA JOKYMEHT, CUrHan (Habop CUrHanoB), TENeMETPUI WNK Lienble KaTtanoru
(apxuBbl) (hanno., CoAepxKaLLe n306paxeHns, KapTbl, JOKYMEHTbI U 6a3bl AAHHBIX.

MeXXgoMeHHble peLleHus NMPefcTaBnAoT CO60/ WHTErpUPOBAHHBIA KOMMIEKC PeLIeHnid no o6ecrneveHnto 6e30MacHOCTH.
Komnnekc, kak npaBuio COCTONT M3 CMeLMani3npoBaHHOro NporpaMMHOro, W, B pAfe Cly4aes, annapaTtHOro obecneyeHns, ¢
WHTEpdeiicamMmin Ans Py4HOro WAN aBTOMATUYECKOro NPeA0CTaBNEHUS W/UNKN OrpaHNyeHns JOCTyna K WHGOpMaLMN pasHbIX
KaTeropui 3Ha4NMOCTI, a TakxKe WHTepdIeiichl ANs OpraHu3aLuy nepeaayn Takoin nHgopmaumm. Hatle BCero MexaoMeHHble
PeLleHNss NpeAcTaBnAT CO60/ WHTErpupoBaHHble MPOrPaMMHO-annapaTHble KOMMMEKChbl, KOTOpble 06ecneynBatoT
6e30nacHbI [OCTYN K KPUTUYHBIM JaHHBIM 1 UX Mepefady no Cetam C pasNiyHbIMI YPOBHAMI A0CTYNa/noBepus (BKNoYas
OrpaHnyeHne Takoro 06meHa, ecny 370 MPOTUBOPEYUT CYLLIECTBYHOLLMM MONNUTKAM 6€30MacHOCTH).

MOMUMO TEXHUYECKMX PELLEHUIA BHEAPEHUE MEXAOMEHHOro B3auMOAENCTBIAS NpesycMaTpuBaeT Habop OpraHU3aLMOHHbIX
Mep, 00ecnevMBaOLLNX KOPPEKTHOCTb MPUMEHEHUS BCEX KOMMOHEHTOB B COCTAaBE KOMMNEKCa MEXIOMEHHOrO PeLleHus.
Takum  06pa3oM, MEXLOMEHHble pELeHUs NPeACTaBNAIT  COO0M  KOMMNEKCHYIO — OpraHv3aunoHHO-TEXHUYECKYIO
WHTErpUpOBaHHYI0 CUCTEMY.
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MeXn0MeHHble PELLEHUS: TEPMUHBI W ONpe/eNeHus

Bonpoc ahdpekTMBHOCTM 06MEHA MeXay CeTAMU Kak C OAWHAKOBbIM, Tak M C pPa3HbIM YPOBHEM [0BEPUS SBMSETCA
KOMMIEKCHbIM 1 HENPOCTbIM. MOMUMO COXpaHEHWS KOH(PUAEHUMANBHOCTU AAaHHbIX OH KACAeTCA MHbIX, HE MEHEe 3HAYUMBbIX,
(DaKTOpOB: CKOPOCTM 06MEHa, ero A0CTOBEPHOCTW, 6e30MacHOCTM W HafexHocTw. B psge cnydaeB fna o6ecneyveHns
Tpe6oBaHWil 6e30MacHOCTM UCMONb3YKTCA MOMHOCTbIO M30NMPOBaHHbIE ceTh. OAHAKO MOMHas M30Nnauns CeTei/CerMeHTOoB,
HECMOTPSA Ha Cepbe3HOe MOBbILIEHME YPOBHSA 6E30MacHOCTM, CO3M4AeT U 04eBUAHbIE NPO6GNEMbl. B KOHTEKCTE MEXOOMEHHbIX
PELLUEHMIA B YCNIOBUAX HANUYMSA CETEI C Pa3NuYHbIMI YPOBHAMM NOBEPMS PACCMATPUBAOTCA CNEAYIOLLNE KOMMOHEHTbI:

o JlOMEH - nOrMYeckn OOBLEAMHEHHA COBOKYMHOCTb  OPraHU3aLUMOHHO-TEXHUYECKWX aKTMBOB 11 PECYpCOB,
NOAYUHSAOLLNXCA eAUHON NONUTUKe 6e30nacHoCTU. [JOMeH COAEPXMUT AaHHbIe, UH(OPMALMOHHbIE CUCTEMbI U CETH
ONpe/ieNIeHHbIX KaccoB, KaTeropuit 6e30MmacHOCTM, KOTOPble CerMEHTUPOBaHbl, B TOM YMCME, B 3aBUCUMOCTK OT
BO3MOXHOCTEl nepefayu uHdopMaumn. [ns HEKOTOPbIX AOMEHOB TpebyeTcs YCTaHOBEHWe G6OMbLUe CTENneHu
[0BEpUsi, TOrAa Kak Ans Apyrix Tpe6yeTcs MeHbLLee 10Bepue.

o [loBepeHHass CeTb (B pafde Cry4aeB CETb/CUCTEMA-MUCTOYMHWK) - 06/1acTb, (POPMMPYIOLLAA HaubONbLUME PUCKW B
OTHOLLEHMW YTpaTbl, KOMNPOMETALMM, HAPYLLIEHNS 3a[aHHbIX XapakTepuCTMK 06pabaTbiBAEMO UHGOPMALNN, CUCTEM,
CErMeHTOB, AaHHbIX, MPOLIECCOB;

o MeHee noBepeHHas CeTb (HELOBEpPEHHas CeTb, B pAfe ClyvyaeB CETb/CUCTEMA-NPUEMHUK) - 061acTb, DopMUpyroLLas
HaMbONbLUME PUCKM B 4ACTX BEPOSTHOCTM OPraHU3aLMm aTak U3 Hee Ha NHbIe CErMEeHTbl U CETK;

e [lepuMeTp - rpaHuLA [OBEPEHHOM CETU, HA KOTOPOW BbINOMHAETCH aYTEHTU(MKALMA 3anpocoB, PErynupyrTcs
WHOPMALIMOHHbIE MOTOKWU, NPUMEHSIOTCA OPraHN3aLMOHHO-TEXHNYECKIE MEPbI [N CHUKEHUS PUCKOB B OTHOLLEHMM
NHG OpMAaLIMK, CETER, faHHbIX, NPOLECCOB.

OTHOLLEHMA Mexay AOMEHAMMN ONUCHIBAKOTCS B OPraH3aLMOHHO-PACTOPAANTENbHBIX AOKYMEHTAX (NOAMTUKAX 6830NacHOCTH).
[nd Kaxnoro [oMeHa B NONWUTMKE ONpeaensieTcsd, kakue TpeboBaHus K o06ecneyeHuo 6e30MacHOCTU, B YaCTHOCTH,
XapaKTepUCTUKN WHOPMALMK (LIENOCTHOCTb, KOHMUAEHUNANbHOCTb, AOCTYMHOCTb, HEOTKA3YeMOCTb W Ap.) JO/MKHbI ObITh
BbIMOJTHEHBI.

CyLLECTBYIOT Pa3Hble TUMbl MEXAOMEHHbIX PeLUeHMWiA:

1. MeXIO0MeHHble peLueHus Mo oOpraHusauum pgoctyna o6ecneyqnsarT noTpebuTenam (cucrtemam, mMoNb3oBaTeNam)
BO3MOXHOCTb MPOCMATPMUBATL/4UTATb U NONb30BATHCH WHDOPMaLUME U3 AOMEHOB Pa3fMYHbIX YPOBHEN [0BEpUS,
CHAOXEHHbIX COOTBETCTBYIOLLMMU aTpubyTamu/npu3Hakamu/kateropmsamu. PelleHns no opraHusaumn  aoctyna
pasMeLlaoTcs MeXay CWUCTEMOM WM MNoNb30BaTesieM W pasfiuyHbIMM JOMeHamu. [lpumMepamMu TakuX peLleHuid
ABNAOTCA: U30NIMPOBAHHbIE Paboyne CTaHLUUKM, PELLIEHUs, OCHOBAHHbIE HA PernaMeHTHOM/BPEMEHHOM AOCTYNe ¢ OJHOM
paboyeit cTaHuum, pelueHns knacca KVM Switch, peweHus Ha 0CHOBE CMCTEMbI BUPTYanu3aumm u fp.

2. MeXXgOMeHHbIe PeLLeHns MO OpraHMsaLumn nepeaady LaHHbIX 06eCneqnBat0T BOIMOXHOCTb NepeMeLLieHns MHAopMaLnm
MeXay AOMEHaMN Pa3NnyHbIX YpOBHEN foBepns. MexaomMeHHble peLleHmns nNo OpraHn3aumm nepefadn AaHHbIX AOMKHbI
Y4UTbIBATb KAaTErOpMPOBaHME AaHHbIX, OTHOLUEHUS MeXAy AOMEHaMN 1 NPUMEHSEMYIO N1 KOKAO0ro JOMeHa NonnTuky.
PelleHne no opraHusauuy nepefayn [AaHHbIX pasMeLlaeTcs Mexxay pasnuyHbiMM AOMeHamu. [lpumepamu Takux
PELLEHNIT ABAAIOTCA: BO3AYLIHbIA 3a30p, MC3, «avofbl AaHHbIX», OAHOHANPAB/IEHHbIE KOMMJIEKCHbIE PELLeHNS,
[BYHAnNpaBJieHHbIe KOMMIEKCHbIE PELLUEHUS 1 Ap.

B HacToswen 6poLtope 60nee AeTanbHO PAaCCMaTPUBAOTCA MEX/AOMEHHbIE PELLEHWUS N0 OpraHM3aLum nepeaaym AaHHbIX 1 nx
NOCTPOeHUe ¢ ucnonb3oBaHuem npoayktos InfoDiode.
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OYHKLUMKU MEXAOMEHHBIX PELLIeHUiA N0 opraHu3aLmMmn nepeaadn AaHHbIX

HecMoTps Ha CyLLECTBOBAHIUE 6ONbLLOIO KOMMYECTBA PA3MNYHBIX MEXAOMEHHbIX PELLIEHMA NO OpraHu3aLumy nepefadn JaHHbIX,
B 0OLLEM BWUAE OHW MOTYT ObIThb ONUCAHbI B TEPMUHAX U (DYHKLIMAX CETEBbIX YCTPOWCTB UMK LLMO30B 6€30NacHOCTH. G TOYKM
3pEHUS OpraHM3auumn 3LENOHUPOBAHHOI 3allUTbl, BCE YKa3aHHble 6a30Bble (DYHKLMWU CETEBbIX YCTPOWCTB UMEKT BaXHOE
3HayeHue ans ceTeBon 6e30MacHOCTH, OAHAKO UX MaKCKUManbHas aEKTUBHOCTb NPOSBSAETCA TOMbKO B KOMMEKCE W TOMbKO
C Y4eTOM peanu3auum JONOMHUTENBHO peann3yemblx YHKLMIA:

1. «Pa3pblB MPOTOKONOB» - peann3auus OpraHu3aLUMOHHO-TEXHWYECKUX Mep, HanpasfeHHbIX Ha 3aMeHy npsaMoro
B3aMMO[ENCTBUA MEXOY [AOMeHaMiu OOMEHOM 4epe3 MPOKCW KOMMOHEHTbI, KOMMEHcauus yrpos, hopmupyembix
NpoToKONaMu 06MeHa, o6ecrneyeHne AONOMHUTENbHbLIX YPOBHER TEPMUHUPOBAHUS U WHCMEKUMM, @ TaKXe peannsaums
Mep, HanpaBJieHHbIX HA UCKNIOYEHWUE UM MUHUMU3ALNIO B NPUMEHSEMbIX PELLEHMSAX «YS3BUMOCTEN HYIIEBOIO AHS>.

2. peo6pasoBaHue ¥ HOPMANU3aUMa LAHHbIX - peann3aumns opraHn3aunoHHO-TEXHUYECKIUX PELIeHUA B 4acT (hopMaTtoB
06MeHa, KOHTPONS 32 CobNaeHMeM (POPMATOB AaHHbIX U (DOPMATOB MeTauH(opMaLn.

3. KOHTpONb COCTOSIHMA Y3NOB AOCTYNAa M KOHTPOSb JOCTYNA K CETU - peann3auns OpraHu3aunoHHO-TEXHUYECKUX Mep,
06ecrneynBaroLLX KOHTPONb AOCTYNA K AOMEHY Ha OCHOBAaHWW MHG)OpPMauuu 0 nofb3oBatese, paboyeit CTaHUuK, ee
COCTOSAHUM M NPOrpaMmMHOM 06ecneYeHnn Ha Hel.

4, 3awmMra OT yTeYeK JaHHbIX - peann3aums  OpPraHM3aunOHHO-TEXHUYECKMX  PELIeHUA,  HenocpefcTBEHHO
MpeaoTBPALLAOLLMX YTEYKN KOHAUOEHLMANBHOW UHAOpMALUK.

9. KoHTponb ceTeBbiX MOTOKOB, (OMNbLTPALMA LAHHLIX U NOMELLEHUE UX B KAPaHTWH, aHTUBMPYCHAA 3alUMTa - peanusaums
OpraHM3aLUnoOHHO-TEXHUYECKUX Mep, 06eCneymBalOLLIMX KOHTPONb CETEBbIX MOTOKOB U MHCMEKUMo (B TOM Yucne,
caHaumio) Tpaduka.

6. KOHTPONb MpOUCXOXAEHWS AAHHbIX U MAPKUPOBKA JAHHLIX - peann3auus OpraHu3auMOHHO-TEXHUHYECKUX PeLleHui,
06€eCneYnBalOLLIMX HANIMYMe KOPPEKTHOM MHAOPMALNK, KacaloLencs NpOMCXOXAEHNS AaHHbIX, B LENAX MOBbILLIEHUS
[0CTOBEPHOCTYN NONYYaeMbIX AaHHbIX.

7. PewieHns no kpunTtorpacdoum - peannsaums OpPraHW3aLMOHHO-TEXHUHECKUX PELIeHMA, 06eCneqnBatoLLnX XpaHeHue U
nepegayy wWHdopmauunm B 3awMdpoBaHHOM Buae [And o6ecnedeHns KOHUAEHUMANLHOCT U 6e30MacHOCTH,
ayTeHTUDUKALMIO NONb30BaTENel Unn YCTPoMCTB ¢ ucnonb3oBaHnem CK3W, a Takxe BbINOMHEHWE COOTBETCTBYHLLNX
Tpe6oBaHwWit No ncnonb3osaHnto CK3W (Hanpumep, Nopsaka XpaHeHus KYei u T.nm.).

8. WcknioyeHmne cteraHorpadmm - peann3aums 0praHu3aUmnmoHHO-TEXHUYECKIUX Mep, UCKNIOYAIOLLMX CTeraHorpagunio.

MpuMeHeHUe cepTUULIMPOBAHHBIX PEeLLeHWit NP1 OpraHu3aL MeXXIOMEHHOr0 B3aMMO/ieiACTBMS

B cBA3W C TEM, Y4TO MEX[OMEHHbIE PELUEeHWUs YacTO COMpPAralT KPUTMYECKYd WHAQPACTPYKTYpPY C MEHee JOBEPEHHOIi W
06ecneynBaloT nepeaavy AaHHbIX PasnUyYHbIX YPOBHER KOHGWAEHUMANbHOCTW, CepTUdMKaumMs W aTTecTauus Kommnnekca
MEXJOMEHHbIX PELUEHUA W/UNK ero COCTaBHbIX KOMMNOHEHTOB MOXET ABMATLCA HEOTbEMMNEMbIM YCNOBUEM, 06ECNEYNBAIOLLIM
3(PheKTMBHOCTL U 6e30MaCHOCTb BHEAPEHMA, NPUMEHEeHMs, MOLAEPXKW U CONpoBOXAeHUsA. [lpouedypbl cepTuuKaLmm
MEXJOMEHHbIX PEeLUeHUA BAPbUPYIOTCA B 3aBUCMMOCTW OT YPOBHA TPeOOBAHWUA K NepefaBaeMOn MeXAOMEHHbIM PeLLeHneM
MHGOPMALMKN U YPOBHS KPUTWYHOCTWU CONPSIraembIX CWUCTEM, CETeW W [OMeHOB. Kak MnpaBufio, MUHUMANbHbIM YPOBHEM
cepTuurKaLmum MeXa0MeHHbIX peLleHnid aBnseTcs cepTudomnkaums no Y4 s cucteme ceptucpukauum ®CTIK Poccun.
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MpumeHeHue InfoDiode B cocTaBe MEXXAOMEHHbIX PeLUEHUI
OpraHusauus 0HOHanpaBieHHOro B3aMMOENCTBUA C NpUMeHeHueM «auoaa aaHHbIX» InfoDiode

AnnaparHble pewenns InfoDiode (AK InfoDiode), sBnsisicb 0OCHOBOW O4HOHAMPAB/IEHHOrO B3aWMOZENCTBUA MEXLY AOMEHaMm,
NpefocTaBnA0T 6a30Bble (YHKLMN MEXOOMEHHbIX PELUEHUIA, Takne Kak «paspbiB MPOTOKONIOB>» W UCKITIOYEHME 3KCnyaTaLmn
B CAMOM anmnapaTtHOM AMO0Je YA3BUMOCTEN «HYNeBOro AHsA». B TOM 4Yucre annaparHble 104kl MOTYT UCMOJb30BATHCA B paMKax
NOCTPOEHMS KOMMJIEKCHBIX CUCTEM 06HapyxeHus BTopxxeHnid (COB) Ha 6a3e peLLeHnii CMeXHbIX BEHLO0POB.

«BoagywwHbIi «BoapywwHbIi
3a30p» 3a30p»

—

A
——————— — — — —Tllepepava faHHbX— — — — | — — — — — — > _t

| —

[omeH 1 -@- -@-

[lomeH 2 [omeH 3

OpaHoHanpassieHHOe B3aUMOZENCTBME C NPUMEHEHUEM KoMMieKCHbIX peweHuid InfoDiode

KomnnekcHble OHOHANpaBfieHHbIe PeLleHns No opraHu3auui nepefadn AaHHbIX Ha 6ase InfoDiode npencrasnswT coboii
Hab0op 13 HECKOMbKUX PELUEHNI, peann3ytoLwmx MYHKLN MEXLOMEHHOr0 B3auMoeNCTBUSA. Takue peLleHns BKIKYatoT B CBON
COCTaB (DYHKLMOHANbHbIE BO3MOXHOCTH, KakK MUHUMYM, Tpex C3W (He orpaHnymsasnce umu): MCI, «anon LaHHbIX», PeLIeHnii
no uHcnekuuu tpadpuka (AHTmsupyc, DPI, DLP). Ux npumeHenue npepnonaraet, B TOM 4WUCNe, KOHKPETHYK HaCTPOMKY
KOMMJIEKCHOTO PELLEHNS Ha NPOBEPKY COAEPKMMOro HpOpMaLmMm, nepeaaBaemMon Mexay AoMeHaMu.

«BoagywwHbIf «Bo3pyLwHbIi
3a3op» 3a30p»

——————————— — — — -Mepefaya AaHHbIX— — — — = — — — — — — — — — —»

KapaHtH-CaHaums-KoHtponb
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[1ByHanpasneHHoe B3auMO/eiCcTBMe C NpuMeHeHneM KomnnekcHbix peweHuit InfoDiode

[iByHanpaBreHHble KOMMNEKCHble pelleHns Ha Gase InfoDiode, no aHanoruu ¢ ofHOHANPaBNeHHbIMW, Kak Mpasuno,
NPeCTaBNAOT COO0I KOMNNEKC U3 HECKOMbKIX CPEACTB 3aLLMTbI, PEanu3yoLLmUX PYHKLMN MEXIOMEHHOTO B3aUMOASNCTBUS.
B coctaB pelleHuii BKNIOYAOTCA [BAa PasHOHANPABMEHHbLIX KOMMMEKCa PEeLUeHWd, KaXabli U3 KOTOPbIX COABPXKUT, Kak
MUHUMYM (HO He OTpaHNYMBAsCh), CReayIoLLNe CPeACTBa:

o MC3 BbINONHAEGT PMNLTPALMIO 1 OpraHM3aumMio JocTyna Ha ypoBHe cTeka TCP/IP K NpoKCcK peLueHnsM, BbINOSTHALWNM
(pyHKUMM pa3pbiBa NpoToKona (protocol break);

o PelleHus knacca «avoj LaHHbIX» HEMOCPEACTBEHHO PEann3yloT M30NALMI0 KXA0r0 U3 NPOKCU PELLEHWA 1 Pa3pbiB
npoTtokona (protocol break) co CTOPOHbLI B3aUMOLEACTBYIOLLEr0 JOMEHa;

o Pelenuns knacca DLP, DPI, IDS n aHTUBMPYCHblE PELLEHNs BbIMONHAOT NPOBEPKY COAEPXKUMOr0, B TOM Y1CNe, Ha (haKT
Hanuyms BNOXEHMIA, MaKpOCOB, BPEAOHOCHOMO KOAa.

Hanuyve nByHanpasneHHOro 06MeHa, B tOOOM Cyyae, NOBbILIAET PUCKA KOMMPOMETALMM [AHHbIX, HAPYLLEHNS LieSIOCTHOCTH
AaHHbIX, a TaKXe PUCKU WHEOPMALIMOHHOM 6e30nacHOCTW B Lenom. OfHAKO, HECMOTPS HA COXPAHEHWE PMCKOB OpraHu3aLui
(P eKTMBHBLIX BEKTOPOB aTak Ha 6a3e AByHaNpaBfIeHHOr0 B3aMMOAEACTBUA MeXAy AOMEHaMM, [AHHbIA KNacc PeLIeHnid B
pAne Crny4aeB CHWTAETCA KOMMNPOMWUCCHbIM KAk C TOYKM 3peHus yao6cTBa 06MeHa WHAOPMAUUMER, Tak W C TOYKWU 3PEHUs
(P EKTMBHOCTM MPOTMBOLEACTBMA NPOHUKHOBEHMS BPEAOHOCHOMY KOy Npu opraHu3auun o6mMeHa Mexay [OoMeHamu ¢
pasHbIMU YPOBHAMM [OBEPUS.

ACWHXPOHHBI# 06meH ¢ npumeHeHuem InfoDiode

B psne cueHapueB 06MeH 4Yepe3 [1ByHanpaBfieHHbIe KOMMNEKCHbIE PELIeHUs HOCUT aCUHXPOHHbINA, B3aUMHO-U30IMPOBAHHbIN
XapakTtep, Koraa [Ba KOHTYpa MEeXAOMEHHbIX PeLLeHMA nepefatoT Yepe3 ce6s NOrMYeckn He CBA3AHHbIA MexXay co60M acuH-
XPOHHbIA TpaduK (paiinbl, apXuBbl, Pernimkn 6a3 LaHHbIX W T.M.). B Takom cnyyae ponb KOMMOHEHTa, 06ecneY/BatoLLIero
tyHkuum DLP, DPI, IDS B MeXA0MEHHOM PELLIEHMN, 3HAYUTENBHO BO3pacTaeT. MYHKUMOHANBHOCTL «OPKECTPATOPa» B TaKMX
peLleHusX, 4acTo BbinosiHgemas DLP u aHTUBMPYCOM, NO3BONSET HACTPauWBaTh (PUNLTPbI, 0OECNEYNBAs BbIOOP KOHKPETHOrO
nopsaaka AencTBuUs ANF KOHKPETHOro Tuna [aHHbIX (NMepenaBaTb/He nepedasatb, MepeHanpasfiaTb, CAHUPOBAThb, YOaNsdTh) W
NpeaocTaBnAeT JONONHUTENbHbIE (PYHKLMKM KOHTPONS nepeaayn.

«Bo3gyLuHbIn «Bo3gyLWHbIn
3a30p» 3a3op»

FTP(S), FTP(S),

CIFS, CIFS,
SFTP,  SFTP,
SMTP SMTP
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CUHXPOHHBI 06MeH ¢ npumeHeHuem InfoDiode

B npyrux cueHapusx npumeHeHns InfoDiode 06MeH faHHbIMWU HOCUT CMHXPOHHBI XapakTep AN1s CTPOro BblAeNeHHOro Habopa
«[IBYCTOPOHHUX» MPOTOKONOB 06MeHa. B oTnndme OT CTPOro OAHOHANPABNEHHOr0 B3aUMOLEWCTBMSA AaHHbIA NOAXOA
NO3BONSET OpraHWM30BaTh MEXAY [LOMEHAMWU, HanpuMep, CUHXPOHM3ALMKO BpemMeHn no npoTokony NTP, 3aliuLLeHHbIN
kpuntorpachueit VPN-kaHan Ha 6a3e IPSEC, Tenedhonmto no npotokony SIP u apyrue Buasl B3aUMOAENCTBUSA, HEOOXOANMbIE
Ans o6ecnevyeHns 6U3HEC-NPOLIECCOB opraHu3auum. [1ByHanpaBneHHbI 06MEH B TaKMX PELLEHMSX BCE PABHO CTPOMTCA Ha 6a3e
OAHOHANPABNEHHON KOMMNOHEHTbI, 0HAKO B TAKMX CLEHAPWUAX POMb KOMMOHEHTA, 06ECNeYMBAOLLEr0 PYHKLUN MEXCETEBOr0
9KpaHMPOBaHMSA, 3HAYNTENbHO BO3PACTaET.

«Bo3ayLWHbIA «Bo3pyLHbIi
3a3op» 3a3op»

QuiC
NTP
IPSEC

IPSEC

InfoDiode - ocHoBa 3h(peKTMBHOr0 MEXXOMEHHOI0 B3auMO/eiCTBUSA

Oaxe camas LeHHas WHOpMauWs CTaHOBUTCA GECNONe3Hoill, ecnM OHa He MOXET ObiTb OMEepaTMBHO MONy4YeHa U
MCNONb30BaHA NpU NPUHATMM pelueHuid. [laxe camasi 3aKpbiTast UHGOPMaLUs CTAHOBUTCS YrPO30id, ECNIM OHA HEAOCTATOHHO
3allyLLeHa 0T HeCaHKLMOHUPOBAHHOTO JOCTYNA UM NepeaaeTc HEKOHTPONMPYEMbIM 06pa3oM.

Ona apekTMBHOro A0CTYNa K MHOPMAaLMM U nepefayn MHGopMaunu Mexay CetaMy OAMHAKOBOr0 M Pa3HOr0 YpOBHA
[0BEpUS OpraHm3aumsaM BCEX YPOBHEN HE0OXOAWMbl aBTOMATM3MPOBAHHbIE CUCTEMbI CO BCTPOEHHLIMW «MPOTOKOSAMU
6e3onacHocTM». 3afadya Takux OPraHu3auMOHHO-TEXHMYECKMX CUCTeM B O6LLEM BMAe MOXET ObiTb CHOPMYNMPOBAHA Kak
npejocTaBieHne peLleHns, KoTopoe no3sonsno 6bl 3ggeKTMBHO o6ecneymBatb LOCTYN K AAHHbIM W MepefaBatb AaHHble
MeXny OTAENbHbIMU CEeTAMW/CErMeHTamMu OAWHAKOBOTO U PA3HOr0 YPOBHA [OBEPUS TONMLKO MOCME MPOXOXAEHWUS psja
KOHTpOnen n npoBepoK. GakTUHeCKUM peLeHnem AaHHOM 3afayu ABAAETCA OpraHn3auus 3alnLLEHHOr0 «TYHHeNs» Mexmay
CeTAMU/CerMeHTamMmmn, KOHKPETHble NMOTOKW B KOTOPOM (DOPMMPYIOTCS, OL06PAIOTCA W/MNU CAHUPYIOTCA B MOMEHTbI Nnepeaayun
JaHHbIX. B cOCTaB Takoro «TyHHeNns» LOSIXKHbI ObiTb BKNIOYEHb OM3NYECKUE CPELCTBA Nepefayu, TPaHCNATOpPbl NPOTOKOSIOB,
NPUKNagHble pelleHns ana (annoBon nepegayu (B T.4. mepefadn 3an. MoYTbl), CEPBUCHI WHTErpaunuu, WHCTPYMEHTbI
pennukaunm 6a3 AaHHbIX 1 CTPUMUHIA BULEO/Pab04MX CTONOB, PELLUEHNA MO KOHTPOMO 3a nepefaveil JaHHbIX, PELIeHus no
ayauTy, OPKecTparopsl.

MoXHO C YBEpeHHOCTbO roBopuThb, 4TO peweHns InfoDiode BbicTynalT 30MEKTUBHOA COCTABHOA YacTbl0 TaKKUX
0praHM3aLUnOHHO-TEXHUYECKMX PELUEHWNIA, BbINONHAN YacTb (DYHKLMWIA B COCTaBE KOMMMEKCHbIX PELUEHWUA N0 MEXAO0MEHHOMY
06MeHy.
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