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KonupoBaHue 6a3 iaHHbIX Yepes _ D INfo d o
O[IHOHanpaseHHbIi Lto3 InfoDiode

Cywectyet pag OU3HEC-CLEHapWeB, NPWU KOTOPbIX KOMUKO WU WHKPEMEHT 6a3bl JaHHbIX U3 3aLMLLEHHOrO CermeHTa
HEoO6X04MMO NepefaTh BO BHELUHWIA CerMeHT. Hanbonee pacnpoCcTpaHEHHbIMI CLEHApUAMM TaKOro TUMa ABNIAOTCA Pe3epBHOE
KOMWUPOBAHWE B EANHbIA LIEHTP XPaHEHWUA AaHHbIX, MNO0 CO3L4aHne Konuu 6asbl JAHHLIX (PEninku) Ans LUenei MOHUTOPUHTA,
aHanNUTUYecKon 06paboTKM, WHTErpauMM C MH(DOPMALMOHHBIMU CUCTEMaMW MPeAnpUATUSA, NPesoCTaBNeHns NoLPAAYMKaM
J0CTyna K gaHHbiM 8 DMZ v 1.n.

BonblunHcTBo CYB[] 06nafaoT cpecTBaMit CO3AaHNs Pe3ePBHbIX KOMUIA 1 PENAKK HA YAaNEHHOM CepBepe, HO Takie CpeacTBa
NoApasyMeBaloT Hanuyue [ByHanpasfieHHOr0 KaHana nepefayn faHHbiX. Kak e GbiTb B Cnyyae, Korga TpeGoBaHus
6e30MacHOCTM TPEOYIOT N3ONSLMN CETEBOTO CErMeHTa 0T BHELLHUX BO3JEACTBNNA, a GU3HEC-CLiEHApuUN TpeGYIOT OCYLLIECTBSATL
Pe3epBHOE KOMMPOBAHME UMK PENNULMPOBaHINE 633 JaHHBIX BO BHELLUHNA CErMEHT?

Komnaxus AMT-TPYT npeanaraet ceoum KnueHtam npoaykTsl InfoDiode, noCTpOeHHbIe HAa NpUHLIMNAX (DU3NYECKON M30NALN
O[IHOr0 CETEBOro cermeHta ot Apyroro. OpraHu3yembiii KaHan 0JHOHaNPaB/EHHO Nepeaayn faHHbIX Mo3BONAET 3MEKTUBHO
pewatb 3ajayu 6e30nacHoi nepefays AaHHbIX M3 OJHOr0 KOHTypa B APYroi, npu 3TOM WCKIOYas BO3MOXHOCTU [ns
OpraHm3aLm NpakTU4ecKn BCex BUIOB YAanéHHbIX aTak Ha CETEBYIO MHAPACTPYKTYPY Yepe3 AaHHbIA KaHan CBA3MN.

Pewenne AMK InfoDiode PRO npenoctaBnser HeO0OXOAWMbIE WHCTPYMEHTbI ANS HACTPOMKM Kak MOMHOro, Tak U

WHKPEMEHTaIbHOro KonmpoBaHus 6a3 AaHHbIx cemenctea MS SQL Server n PostgreSQL ¢ 1Cnonb30BaHNEM CTaHAAPTHbIX
mexaHuamoB Dump u Log Shipping.
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Pe3epBHOe KonvpoBaHue W pennukauua 6a3 aaHHbIX ¢ ucnonb3osaHuem InfoDiode

MMpn pe3epBHOM KOMMPOBAHUK 1 pennuKaLum 6a3 AaHHbIX OCYLLECTBAAIOTCSA CNeayoLLmMe OCHOBHbIE OnepaLui:
e B [0BepeHHOM cermeHTe Ha cepsepe In-Proxy AIK InfoDiode PRO chopmupyetcs aitn ¢ nOnHOA wnu
MHKPEMEHTamNbHO BbIFPY3KOW AaHHbIX U3 6a3bl JAHHbIX;
o (hain nepenaéTcsa Yepe3 0AHOHaNpaBneHHbIN KaHan Ha cepeep Out-Proxy B cocTase AlK InfoDiode PRO;
e ¢ cepeepa Out-Proxy AaHHble BOCCTaHaBNUBAKOTCA B PE3EPBHOM 6a3e AaHHbIX, HAXOAALUEACS B MeHee JOBEPEHHOM
CEerMeHTe.

Bce onepauuu npon3BoasaTcs aBTOMaTUYeCKN B COOTBETCTBUN C HACTPAUBAEMbIM pacrmcaHmem.
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CueHapuit nonHoro 63kanuposanus MS SQL Server unu PostgreSQL ¢ ucnons3osannem InfoDiode

MpumMeHaeTcd Ansg nepmoguyeckoro (Hanpumep, pas B CyTKM) NOSIHOroO 63kanupoBaHmsa 6asbl AaHHbIX U €€ BOCCTAHOBIIEHUS.

JlaHHbIN cLeHapuii 60nee pecypcoéMKUn B OTHOLLEHWM CepBepPOB 6a3 JaHHbIX WCTOYHWKA U MpueMHuKa. Mpu BbINOMHEHWUN
CLeHapus cO30aéTCs HArpy3ka Ha KaHan nepefadu OaHHbIX npu 60MbLIOM 06bEME 6a3bl AaHHbIX UCTOYHMKA, MO3TOMY HE
MOXET 6bITb PEKOMEHA0BAH AN YacToro (Hanpumep, HECKOMbKO Pa3 B Yac) 3anycka pe3epBHOrO KONMpoBaHus. Bmecte ¢ Tem,
NAHHbIA CLEHApWii rapaHTMPYeT BbICOKYID KOHCMCTEHTOCTb JaHHbIX W MO3BOMSET [Jenatb MONMHOLEHHbIE PennKu
NHGOPMALMOHHbIX CUCTEM 1 X 633 AAHHBbIX.

Ha cepsepax B[l MCTOYMHMKA W npueMHuKa npegnonaraetcs Hanuyme SMB unu FTP(S) cepBMCOB, K KOTOpPbIM 6yayT
NOAKNHYATLCA CNy>XObl n3BneyeHns n nepeaayu ainnos AlK InfoDiode PRO.

CueHapumit nukpemeHTansHoro MS SQL Server unu PostgreSQL ¢ ucnonb3osannem InfoDiode

CueHapuit MHKPEMEHTaNbHOr0 0OHOBNEHUS MO3BOMSAET OMEPATUBHO MOMyYaTh [JAHHbIE M3 3aKPbITOrO CErMeHTa, Hanpumep,
KaX/1ble 5 MUHYT UNK Yalle.

[aHHbIi cueHapuii NO3BONAET Nony4yatb W3MEHeHUs B JOBEPEHHOM CErMeHTe B peXuMe, MakCUMaNibHO MPUOSIMIKEHHOM K
peanbHOMy BpemeHU. OH nmogxoaut Ans 6a3 [aHHbIX 3HAYMTENIbHOr0 06bema, MOCKONbKY Mepefaér TONbKO akTyasibHble
M3MEHEeHUS, YTO NO3BOMAET CHU3UTL HArpy3Ky Kak Ha cepsepbl 6a3 JaHHbIX, TaK U HA KaHan nepefadn faHHbIX. B cueHapuu
nepefadn MHKPeMeHTa 06MeH JaHHbIMK MeXy ABYMS CerMeHTamu BefIeTcs Yyepes WraTHbIn mexaHuam CYBL — Log Shipping.

Ha o6oux cepsepax npegnonaraetca Hanudme SMB wnn FTP(S) cepsucos, K KOTOpbIM 6YyAyT MOAKMHOYATLCA CIYyXObl
n3eneyeHuns u nepeaayn gaiinos AMK InfoDiode PRO.
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