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Al'lnapaTHble KOMIJ1eKChbl _ INfo
InfoDiode Diode

CoBpemeHHble TpeboBaHUs K 06eCneveHntd NHGOPMALUOHHON 6E30MaCHOCTM FOCYAapCTBEHHbIX UHGOPMALUOHHBIX CUCTEM,
OpraHu3auuin (UHAHCOBOM OTPaCc/K, KPUTUYECKM BaXKHbIX 00bekTOB, 00bekToB KWW u ACY TI B 3HEpretmyeckon,
HedbTerazoBomn, TpaHcnopTHoW, XKKX n apyrux oTpacnsax NPUBOAAT K BblIGOPY NPUHUMUNUANBHO HOBbLIX TEXHUYECKUX K
OpraHu3aLMoHHbIX Mep 3alWmTtbl. B psage cnyd4aeB HaunyyliMM BapWaHTOM 3alllMTbl CTAHOBWUTCA MOSIHAA W30NALUS
MHADOPMALIMOHHBIX cucTem. OfiHako abCcontoTHas W30M1ALMA HEe MO3BOMSET B MOSHOW Mepe peanu3oBaTb BECb MOTEHLWAN
IT-TexHOMOrWiA ANs pelleHns 3ajad aBTOMaTM3aLMW NPOLECCOB, MOCTPOEHWUS CUCTEM OMEpaTUBHOMO pearupoBaHus Ha
VHUNIOEHTBI 1 3PAEKTUBHOTO YNPaBNIEHNS UHPACTPYKTYPOIA.

B ka4yecTBe peLleHus MPUMEHSAIOTCA TEXHOMOMM OJHOHANPaBNIEHHON nepefayn AaHHbIX, 06ecnevmBatoLIme BO3MOXHOCTb
nepeaayn faHHbIX U3 3aKPbITOr0 KOHTYPA BO BHELLUHWE CeTW. Tpn 3TOM rapaHTupoBaHa 6e30MacHOCTb JaHHbIX B 3aLNLLEHHOM
CermMeHTe, Tak Kak MOSIHOCTbIO OTCYTCTBYKOT PUCKM Nepefayn AaHHbIX B o6patHOM HanpaeneHuwn. AMT-TPYI npepnaraet
cBouM KnueHtam nuHeliky npoayktoB AK InfoDiode, nmoCTpOeHHbIX Ha MpWHUMNAX OAHOHANPABMEHHOW Mepefadn OaHHbIX.
MpoaykTbl AK InfoDiode BbinyckatoTcst B pas3nuyHbix dpopm-aktopax: AK InfoDiode RACK single, AK InfoDiode RACK double
ans moHTaxa B 19” ctoiiky 1 AK InfoDiode MINI B KoMnakTHON KOHGUIypaLuun B HACTONIbHOM UCMOMHEHUN UMK AN MOHTaXa
Ha DIN-peiiky.
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O6wme cseaeHus

AnnapatHbli  komnnekc InfoDiode npefHasHaveH ans
OAHOHANPaBNeHHOW nepefadn aHHbIX MEXAy CermeHtamu
CETU Pa3NUYHOro YPOBHS KPUTUYHOCTH B ceTax Ethernet.

Mcnonb3osanne AK InfoDiode rapaHtupyet 3awuty oT
BHELLIHEro BO3EeNCTBUA C LIeSTbi0 HApYLIEHMs LieSIOCTHOCTMI 1
JOCTYMHOCTW WMHGOpMaLUKM WU 06ecneynBaeT BbICOYANLLINIA
YPOBEHb M30MALMN WHOPMALIMOHHBLIX cucTeM. pu 3TOM
COXPAHSTCH BO3MOMHOCTM WHCHOPMALMOHHOrO O6MeEHa U
(DYHKUMOHMPOBAHMS  OWU3HEC-NpoLeccoB.  be3onacHoCTb
06ecreynBaeTcs Ha annapaTtHoM YpOBHE, UCKM0Yas Ntobyto
BO3MOXHOCTb peann3aLui aTakytLwwmx MHAOPMALMOHHBIX
BO3/e/CTBMIA HA YPOBHE NPOrpaMMHOro 06ecneyeHuns.

OcHoBHbIMK obnactamu npumeHeHuns AK InfoDiode
ABNAOTCS:

besonacHas nepefaya  daHHbIX M3 KPUTUYECKM
B2XHbIX CUCTEM And  MOC/EAyoLero aHanusa
cneuunann3upoBaHHbIMu cuctemami Vb n cuctemamu
MOHWUTOPWHTa;

Bbirpy3ka >XypHanoB COGLITUA [N MOCeayoLLei
Koppensauum n 06paéotku B cuctemax SOC n COMKA,;
besonacHass nepefaya noKazaHUMA C  JATYUKOB,
BMJEONOTOKA C Kamep HabmeHNs B CUTYALMOHHbIN
LLeHTP, pa3MeLLeHHbIA B CErMeHTe C OT/IMYHbIM
YPOBHEM 3aLLMLLEHHOCTH;

3alMLLeHHan TPaHCNALUMA ayano-, BUAEOKOHTEHTA,
nepefaya CoOOLLEHNIA 1 CUTHATIOB ONOBELLEHUS;
besonacHas nepefadya TeneMeTPUYECKUX [aHHLIX C
NPOMBILUMEHHbIX  YCTAHOBOK N1 3(D(DEKTMBHON
paboThl «LUdPOBLIX ABOIHINKOB>.

AnnapatHbIi KOMNJIEKC rOTOB K paboTe Cpa3y nocne BKNIOYEHUSA NMUTAHNUS U HE HYXXAEeTCS B HACTPOIAKe.

InfoDiode RACK single

e BCTpoeHHble pe3epBupoBaHHble 6110KN NuTaHus AG

e Bbicota 1RU, manas rny6buHa, BO3MOXXHOCTb MOHTaXa

ABYX YCTPOWCTB C ABYX CTOPOH LikKadha

InfoDiode RACK double
o [lea HesaBucumbix moayna AK InfoDiode B OfHOM
Laccu
o Moxet ucnonb3oBarbcs And 1+1 pe3epBUPOBAHHOIO
NOAKNIOYEHMUA

e BcTpoeHHble pe3epBUpOBaHHbIE 6/10KM nuTaHus AC
LN19 KaX0ro u3 moayren

e Bbicota 1RU, manasa rny6uHa, BO3MOXHOCTb MOHTaXa
YCTPOMCTB C [1BYX CTOPOH LiKada

InfoDiode MINI

Hanpsoxkenune nutanus 10-36 VDC

AMT

GROUP

BapuaHTbl MOHTaXa: HAaCTOSbHbIA, Ha DIN-peiKy, Ha MOHTXXHYIO NNACTUHY

[l1Ba BBOJA nuTaHms, 06ecneymBaroLLyxX pe3epempoBanHme no cxeme 1+1
Apantep nutanns 12 V, 1,25 A ons HacToNbHOro pasmMeLleHns
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CueHapuu ncnonb30BaHus

BapuaHT 1. Mepepaya konumn TexHONOrn4eckoro Tpadpuka ¢ ucnonbaosaHuem Switched Port Analyzer (SPAN)
Konus ceteBoro Tpacmka

Konua TexHonornyeckoro tpaduka rne- Switched Port Analyzer

pefaeTcqd BO BHELIHWA MporpaMMHo-

annaparHblii KOMMNNEKC rny6oKoro aHa-

nu3a tpaguka, KoTopblii o6ecneymBaeT e ~N
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MOMCK CNeAoB HapyLUeHW A nHdopmaLm- | |
OHHOI 6e3onacHocTy B ceTax ACY TII, .
MOMOraeT Ha paHHeid CTaauK BbISBNSATb O ETETE AK InfoDiode
== - _@_ —_

Knbepartaku, aKTUBHOCTb BPEAOHOCHOMO
MO, HeaBTOPWU30BaHHbIE AEMCTBUA Nep- Ny £ f=
COHana (B TOM 4uCne 3710yMbILUNEHHbIE) \_ =/ b=/ b= ) \'\_//
N NO3BONAET 06ECNeYnTb COOTBETCTBUE
Tpe6oBaHMAM 3akoHogatenbcTea (187-
®3, npukasbl ®CTIK Ne 31, 239).

3aKpbIThbIN Industrial Security
TEXHONOINYeCKNi Incident Manager
CEerMeHT ceTu
(ACY TN, OKUK, KBO)

BapmaHT 2. [lepeaaya co6bITUIA TEXHOSIOrMYECKON CETU C UCNONb30BaHWeM Syslog

Syslog data
JlornpoBaHue COOLITUA BHYTPWU TEXHO-
NOTUYECKOro CerMeHTa B LIEHTPanu3o-
BaHHOI CMCTEME MOHUTOPWHra Cobbl- )
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TUA NO3BOJNIAET CYLLECTBEHHO CHU3MUTb
BEPOATHOCTb BO3HUKHOBEHUS aBapui- .&J—L AK InfoDiode
HbIX CUTyalUMin U KOHCONWAMPOBATHL BCE —_ @ —

JaHHble B eAUHOM CUTYaLMOHHOM LIeH- e
Toe. ] .__HETETE
\_ / - J
3aKpbITbIN ) CuMTyaUNOHHbIN LEeHTp
TEXHONOrn4ecknm MoHuTOpPWHT cOBbITUI

CermeHT cetu
(ACY T, OKWK, KBO)

Bapuant 3. lNepenaya Buaeo- 1 ayauo-Tpadpmka 13 3akpbIToro cerMeHTa ¢ ucnonb3osaHuem UDP
UDP broadcast

YacTo BO3HMKABT MOTPEBHOCTb OCY-
LECTBNATb YAaneHHbIi BUAEOMOHUTO- i (]>))
PVHT, MONY4EHNE CUrHANOB OT CUCTEMbI 7~ N e ~N

OMOBELLIEHUS BHYTPU 3aKPbITOrO TEXHO-
NOrny4eckoro cermeHTa. lcnonb3osa- _/I/I/IJ—L AK InfoDiode
Hue AK InfoDiode obecneynBaeT nony- 0 &N N @ -

YyeHne BMOEO- U ay[MOMNOTOKOB, B TOM (a4
Yucne WnpokKoBeLlaTesibHbIX, NP 3TOM g._=/
rapaHTupyetr n3onaunio  3akpbITOro \ j \ £'=/ )
CermMeHTa. -
3aKpbITbIN 5 CUTYaLMOHHBIN LIEHTP
TexHonoru4eckum B OTKPbITOM CermeHTe

CermeHT cetu
(ACY T, OKWK, KBO)

[na opraHusaumu nepefadn AaHHbIX Ha npuknagHom yposHe (FTP, CIFS, SMTP, IPSEC u papga UDP cepsucoB) cnenyert
ucnonb3osatb AlK InfoDiode PRO ¢ peanu3oBaHHbIMM OYHKLMUAMN NPOKCUPOBAHUA NPOTOKOOB HA OTAENbHbIX CEepBepax.
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TexHuyeckue xapakrepuctukn AK InfoDiode

XapaKTepucTUKH

AK InfoDiode RACK single

AK InfoDiode RACK double

AK InfoDiode MINI (Desktop, DIN module)

BapuaHTbl ucnosHeHns

Kpenex ons MoHTaxa
B 19” cTOMKY

Kpenex o1 MoHTaxa
B 19” cTOMKY

HacTtonbHoe ucnonHexnune n kpenex Ha DIN
-PEViKY 1 MOHTXHYIO NNacTUHy

CKopocTb nepefadn JaHHbIX

1 Gbps

1 Gbps, 2 Gbps npwu
1CNoNb30BaHUKM 2 MOAynen

100/1000 Mbps

CraHzapTbl nepefayin gaHHbIX

1000Base-SX, 1000Base-T

1000Base-SX, 1000Base-T

100/1000Base-T

MopTbl AN NOAKNIOYEHUS LC, RJ45 LC, RJ45 RJ45
060pya0BaHmus
Temnepatypa Pa6oyas ot +0 o +40 C, Pa6oyas ot +0 1o +40 C, Pa6oyas ot +0 o +50 C,

XpaHeHue o1 -40 po +70 C

XpaHeHue oT -40 go +70 C

XpaHeHue o1 -40 o +70 C

OTHOCWTENbHAS BNAXHOCTb

Pa6oyas ot 5 10 90%
XpaHeHue o1 5 1o 95% 6e3
06pa3oBaHus KOHAeHcaTa

Pa6oyas ot 5 0 90%
XpaHeHue 0T 5 1o 95% 6e3
06pa3oBaHmMs KOHAeHcaTa

Pa6ou4as ot 5 10 90%
XpaHeHue oT 5 00 95% 6e3 06pa3oBaHKs
KOHJieHCaTa

MToHWXeHWe aTMOCEpHOro
AaBMeHNs, MM pT. CT.

500

500

500

AC/DC

4 8BoAa, 230 VAGC +/- 20%,
50-60 I'y, Max 15 W,
noakntodexne IEC320 IEC

4 BBoga, 230 VAGC +/- 20%,
50-60 I, Max 30 W,
nogkntoyexne IEC320 IEC

2 BBoja, 10-36 VDC,
Max 10 W, apantep nutaHua 12V, 1,25 A

Pasmepbl, LLUXBXI, Mm

440 x 44,5 x 250

440 x 44,5 x 250

120 x 50/40 x 145,5

Bec, kr

5,1

5,2

1

Cneundukauumn ana 3akasa AK InfoDiode*

Kog npogykTa Onucaxue
AMTID-HW-BK AK InfoDiode RACK single, chopm-thaktop 1RU (1Gbps, 1000Base-SX, LC-LC)
AMTID-HW-BKT AK InfoDiode RACK single, chopm-thaktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-HA-BK

AK InfoDiode RACK double ¢ asyms mogynamu, dpopm-taktop 1RU (1Gbps, 1000Base-SX, LC-LC)

AMTID-HW-HA-BKT

AK InfoDiode RACK double ¢ asyms mogynsamu, popm-aktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-MINI

AK InfoDiode MINI, HacTonbHOe ucnonHeHune, MoHTax Ha DIN-peiky (100/1000 Mbps, 100/1000Base-T, RJ45)

* LleHbl Ha yKasaHHbIe B TabnuLe NPOLYKTbI NPeSOCTaBAATCA MO 3anpocy, npu obpatlequmn Ha InfoDiode@amt.ru
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