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[pumeHenme InfoDiode s opraHusaumm _N Info
nepepa4u Tpacomka IP-TenechoHun D jode

lpUMeHeHNe OJHOHANPABMIEHHbIX KaHANOB Mepefadn [aHHbIX TMO3BOMAET CYLECTBEHHO MOBLICUTH 6E30MacHOCTb
3aLLNLLAEMOr0 CEerMeHTa CeTu, enas NpuHUUNMabHO HEBO3MOXKHBIM NMPOBEAEHNe 60NbLIMHCTBA TUMOB YAANEHHbIX aTak Ha
NT-nucppacTpyktypy. OOHAKO HEKOTOpble B3aMMOAENCTBUA, HanpuMep, C MPUMEHEHUEM MNPOTOKONA TeNeddOHHON
curHanusauuu  SIP, npuHUMNUanbHO paboTaldT TOMbKO NpW nepefade AaHHbIX B 060MX HanpasneHusx. Hanndue
[BYHAnNpaB/ieHHOro 06MeHa MOBbLILIAET PUCKM KOMMPOMETALMN [AHHbIX, HAPYLIEHUS LIeSIOCTHOCTI AAHHbIX, a TAKXe PUCKM
NHGOPMALMOHHOW 6e30MacHOCTM B LeoM. [IpuMeHeHne [BYyX OLHOHAMPAB/IEHHbIX KaHANOB B pALe Clly4aeB CHUTAETCH
KOMMPOMMCCHbIM KaK C TOYKW 3pPeHWs yao6cTBa 06MeHa MHADOpMaLMei, Tak U C TOYKM 3PEHUs NMOCTPOEHUS KOMMIIEKCHON
3P EKTUBHONM CMCTEMbI NPOTUBOAENCTBUS KubepaTakam.

C LeNblo MUHUMU3ALAN PUCKOB IKCMyaTaLMK 310YMbILLNIEHHUKOM [IBYHANPABEHHbIX KaHANIOB CBA3N MEX.Y [0BEPEHHbIM U1
HE[OBEPEHHbIM CErMeHTamMi W PUCKOB 06X0A4A COOTBETCTBYHOLUMX MPOrpaMMHbIX CPEACTB 3aLMThI LieNecoobpasHo
paccMaTpuBaTh UCMONb30BaHNE annapaTHbIX CPEACTB 3aLUThI, NepefaoLLMx (U3NYECKN CUTHAN 1 MHCHOPMALINIO TOMLKO B
0/JJHOM HanpaBieHWN, N rapaHTUPYIOLLNE N30ALMIO 3aLLNLLIAEMOr0 CerMeHTa Ha hn3NYeckoM YpPOBHe.

AMT-T'PYIT npeanaraet cBoumM 3akazymkam npoaykTbl InfoDiode, NOCTpOEHHbIE HA NpUHLMNAX OAHOHANPAaBNEHHOW nepenayn
JaHHbIX, N No3BonsaLe 3GEKTUBHO peLlaTh 3aja4yn 06MeHa [JaHHbIMU MeX[y CerMeHTamMi CeTU C PasHbIM YPOBHEM
nosepus. B yacTtHocTu, npumeHeHne peweHun InfoDiode no3BONSeT ycTaHaBNUBaTb MYNbTUMELUIAHbIE CecCUKM 0OMeHa
JaHHbIMM (roocoBas U BUAEO CBA3b), BbIMOMHATL 0OMEH JOKYMEHTaMU W Meauadhainamu Mexay 3aliyiiaemMbiM 1 MeHee
JIOBEPEHHbIM CErMEHTOM WM CeTbto. Takas cxema o6MeHa peanuayetcs npumeHeHuem agyx komnnektos InfoDiode uepes
KOTOpPble HACTpauBaeTcs nepedadya MNPOTOKONOB TeNe(OHHOrO B3aUMOAEACTBUSA. PelueHne MO3BONSET OPraHn30BaTh
JIBYCTOPOHHIOH ay[IMo- BUE0- CBA3b, CYLLECTBEHHO MOBLICKB YPOBEHb 3aLLMTbI NEPUMETPA CETH.
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Mpumep cueHapua npumeHeHus InfoDiode npu oprann3auum IP-tenedoHHOro B3aumoaencTeus

YcTaHoBMEHNE ayano—, BUAe0— TeNnetOHHbIX COEANHEHUIA TPEOYET OpraHM3aLn nepeaadn AaHHbIX Kak U3 3aLimiiaemoro cer-
MEHTa B MeHee [0BEePEHHbIA, Tak U B 06paTHOM HanpasneHun. Ang atoro ucnonb3ytotes asa komnnekta AlK InfoDiode PRO,
yCTaHaBIMBAEMbIe PA3HOHANPABMEHHO, B KOTOPbIX HACTPOEHO TyHHeNupoBaHue npoTtokona UDP, KOTOpbIA, B CBOK 04epelb,
IBNSAETCA TPAHCMOPTHLIM NPOTOKONOM [N15 TeNeOHHOro Tpadunka.

B onucbiBaeMOM CLEHApUK PEKOMEHYETCA TAKXKe UCNONb30BaHWe CNeLnann3mpoBaHHbIX YCTPOWUCTB — KOHTPOMNIEPOB Norpa-
HU4HbIX ceccuit (SBC, Session Border Controller), B 3aa4n KOTOPbIX BXOAMUT, B TOM YUCNE, COKPbLITUE TOMONOTAM CETU [0Be-
PEHHOr0 CEermMeHTa, 4YTo [AONOMHUTENbHO NOBbILWAET 6€30MACHOCTb MOCAEAHEr0 W 3aLUMLLAET OT NOMbITOK U3MEHUTb HACTPOIKM
060pynoBaHus.

B naHHOM cueHapuu B3aMMOoencTBUe OPraHn3oBaHo Mexay TenedoHHoin cuctemon Ha 6aze CUCM (Cisco Unified Communi-
cations Manager) n cuctemoii ynpasnsembix cosetiaHnii IP FORUM co6cTteeHHOI pazpaboTkun AMT-TPYI. B ponu kaxaon n3
HUX MOXXET BbICTYNaTh Ntobas coBpemMeHHas IP-TenedyoHHas CTaHLMA, NOAAEPXKMBAIOLLIANA B3auMOoencTBre no npotokony SIP.

[nsa nepenayun TenedyoHHOro Tpadpuka ¢ nomowbto AMK InfoDiode PRO Heo6xoanmo peann3osatb [ByHanpaBieHHyto CXemy, B
KoTopon oauH 6a3oBbiin komnnekt AlK InfoDiode PRO 6yaet otBeyatsh 3a nepegadvy UDP-Tpadhmka U3 3aluiléHHOr0 CermeHTa
Hapyxy, a BTOpoil - 3a nonyyeHne UDP-Tpadmka u3 meHee posepeHHOro cermenta. [lpu Hactpoike npasun UDP-
TYHHENMPOBAHWA, B CNy4yae HEOOXOLMMOCTU, MOXHO OTPaHUYUTL Nepejavy AaHHbIX ONpejeneHHbIMU CEeTeBbIMU nopTamu B
COOTBETCTBUU C TpeboBaHMaMM npoTokona SIP.

Cnenyet y4ecTb, 4TO Ans 06ecneyYeHns KOPPEKTHOW paboTbl NpoTokona SIP Heo6x0aMMO Ha BHeLIHUX uHTepdeiicax AMK Info-
Diode PRO coxpaHsiTb B 3arofioBkax nakeToB peasnbHble |P-agpeca TenedOHHbIX YCTPOWUCTB, UCKMOYas X NOAMEHY C NMOMO-
Wwbto mexaHusma TpaHcnsumm (NAT, Network Address Translation). 3710 cBsizaHO ¢ TeMm, 4TO cofepXxumoe SIP-nakeToB Takxe
HeceT B cebe MHAOPMaLM0 06 aapecax 3TX YCTPOMCTB. COKpPbITME afpecoB BbIMOMHAETCA CPEeACTBAMU YNOMUHAEMbIX BbILLIE
KOHTPOMNEPOB NOrpaHnyHbIX CECCUN.
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