[lokasaTenu Ha3Ha4eHus _ INfo
ATK InfoDiode SMART Diode

CoBpeMeHHble TPeOOBaHUA K 00ECMEYeHN0 MHPOPMALIMOHHOA 6630MacHOCTI rOCYAaPCTBEHHbIX UHOPMALIMOHHBIX CUCTEM,
opraHm3auuin  (UHAHCOBOWA OTPACAN, KPUTUYECKN BaXKHbIX 00bEKTOB, 00bekTOB KWW 1 ACY TI B 3HEPreTU4eckomn,
HedbTera3oBom, TPAHCMOPTHOW, KKX 1 Opyrux OTpacnsax NPMBOAAT K BbIOOPY MPUHLMUNUANIBHO HOBbLIX TEXHUYECKUX U
OpraHn3aLOHHbIX Mep 3aLLUTbI.

B kayecTBe pelleHMs MOryT BbICTynaTb TEXHONOrMM OfHOHanpasneHHoOW nepedayn AavHbiX AMK InfoDiode SMART,
OCHOBaHHble Ha MPUHLMNAX (HU3MYECKOI M30MALMM OJHOTO CETEBOr0 CEermMeHTa OT APYroro, U nNpu aToM 06ecnevmBatoLLne
BO3MOXHOCTb MEPefadn JaHHbIX M3 3aKPbITOr0 KOHTYpa BO BHELUHME CETW. Takue TEXHONOTrUW rapaHTUPYHT LENOCTHOCTb 1
AOCTYMHOCTb [aHHbIX B 3aLLWLLEHHOM CErMeHTe, a TaKXKe MOMHOCTbI) WCKMKYAOT PUCKM Nepeaadn Kakux-nubo AaHHbIX B
00paTHOM HanpaBNeHUK, BHYTPb 3aLLMLLAEMOrO CerMeHTa.

B HacTosiem gokymeHTe npefctasneHbl Lenesble xapaktepuctuku AMK InfoDiode SMART v gononuutensHoro MO K Hemy,
KOTOPbIE rapaHTUPYOTCA NPOU3BOANTENEM NPU COBMIOAEHNN YKA3aHHbIX OrPaHNYEHWIA.

BHuMaHKe: B TabnuuUax HWKe NpefCcTaBfieHbl NOKa3aTeny Ha3HaveHus, KOTOpble MOAAEPKMBAOTCS NOCNEeLHEeR BbINyLLEHHON
Bepcueli M0 InfoDiode SMART.
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OcHosHble napameTpbl npoaykTa AlK InfoDiode SMART

No  [lokasatenb 3HayeHune

n/n

1. OcHoBHble 3aaa4u pelaemble AK Infodiode SMART 1. 3awmrta UCTOYHMKA Nepeaaym AaHHbIX,

2. 3awuta npMeMHUKa nepeaadmn aaHHbIX
O6ecneyeHne 0AHOHANPABNEHHOM NepeJadi AaHHbIX U UC-
KI4YeHns BO3BPATHOMO Tpagpuka 3a CHeT 1CMoJib30BaH!s
(bu3n4ecKoro nNpmHLUNAa 0AHOCTOPOHHEN NPOBOAUMOCTH
2. AnnapatHble komnoHeHTbl AMK InfoDiode SMART Eannoe 1RU ycTpoiicTBO B COCTaBE:
e In-Proxy dhu3nyeckuii cepsep
e AnnapartHslii Diode
e  Qut-Proxy dousnyeckui cepsep
3. T[lporpammyoe o6ecreyenue (M0 InfoDiode SMART) e InfoDiode Smart Firmware\npowuska InfoDiode SMART
e InfoDiode Configurator\kOMNOHEHT (BHELUHWA UHTEp-
theiic) ana popmmpoBaHma Hansios KOHUrypaLmm
4. Buabl nepenaBaemMbix JaHHbIX e [lOTOKOBbIE CEPBUCHI\NNOTOKOBbIE JAHHbIE
e [IpoKcu cepBUCHI\NAKETHbIE AaHHbIE

5. 0TOKOBbIE CEPBUCLINTOTOKOBbIE AAHHbIE UDP (unicast, multicast, broadcast), cTpumuHr pa6odero
(6e3 LONONTHNTESNIbHBIX KOHHEKTOPOB) cTona

6.  [lpoKcu cepBMCbI\NAKETHbIE JaHHbIE MQTT(S)

(6€3 nONONHUTENbHLIX KOHHEKTOPOB) v 3.1 (TonbKo Gpokep)
v 3.1.1 (KnueHT 1 6poKep)
Qo0S=0 n QoS=1
MQTT Sparkplug

7. lpoKcK CepBUCLI\NAKETHbIE AaHHbIE FTP(S), SMB\ CIFS, SMTP(S), SFTP
(C nONONHWUTENbHLIMU KOHHEKTOPAMMU)

8. Monnepxusaemble nHTerpauun SCADA, OPC-cepsepbl,  Ovation OPG Server, Siemens WINCG, KepServerEX, Aveva
Historian (B TOM Yucne ¢ MCNoONb30BaHUEM [JOMOJTHM- Historian (Wonderware), MasterSCADA 4D/MasterOPC,
TeNbHbIX KOHHEKTOPOB) KOTMW, ACOKY, GV ®okyc, Alpha.SCADA, MLAD

9. HoctynHble KoHHekTOpbl (AMT-TPYIT) OPC UA, Modbus, FTP(S)

10.  [poTokonbl nepeaaBaemMble ¢ Ucnonb3oBaHnem ctopoH-  OPC UA/DA, Modbus TCP, Omron FINS, Mitsubishi SLMP,

Hero 10 (BHEeLHWX KOHHEKTOPOB NapTHEpPOB)

IEC 61850 MMS, IEC 60870-5-101/103/104, DLMS, S7,
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OcHosHble napameTpbl npoaykTa AlK InfoDiode SMART

No  [lokasatenb 3HaveHue

n/n

11, TNoppepxusaemble OPC DA cepsepbl OPC.DeltaV.1, RSLinx OPC Server, Yokoga-

(C AONONHWUTENbHLIMU KOHHEKTOPAMM NapTHEpPOB) wa.ExaopcDACS1.1, Tankvision OPCServer, MOXA Active

OPC Server

11.  [MopnoepxuBaemMble pexxumMbl pa6otsl MQTT "6poKep-6poKep”, "KNUEHT-KNUEHT", "6pOKep-KINeHT",
"KNNeHT-0pokep”

12.  MOHWUTOPWHI CTOPOHHUMI CPeCTBaAMN SNMP, nonaepxka Zabbix 6.0 LTS , 7.0 LTS (Hann4ue wao-
I0HOB)

13.  /IHCTPYMEHTbI AAMUHWUCTPUPOBAHMUA SSH, Ul KoHdhurypatop (0TAenbHOe NpUNoxXeHue)

14.  Ponu n rpynnsl Nonb30BaTenen Monb3oBatens cepeuca, AIMUHUCTPATOP

15.  Tloanep»xka aByxdakTOPHOW ayTeHTUuKaLmu ans [a (c ucnonb3oBaHuem SSH kro4a)

NMPUBUNErMPOBAHHbIX Y4ETHBIX 3aNUCeii

HononHutensHble napameTpbl npoaykra AlK InfoDiode SMART

Ne [lokasatenb 3HayeHue

n/n

1. MakcumanbHas aghdekTuBHaa ckopocTb nepefadu UDP 800
Tpaduka, MéuT/cek

2. MakcumanbHas 3hdheKTMBHAA CKOPOCTb nepeayn 800
MQTT Tpachuka, Moéut/cex

3. MakcumanbHoe BpeMs rOTOBHOCTM K nepefayn aaHHelx, 30
cek

4, PekoMeHayeMoe KONn4ecTBO paboynx CcTo- 10
NOB\MCTOYHUKOB Tpadomka ana CTPUMUHTA (Npu BUTPei-
Te 3000K)

5. MakcumanbHoe Konu4ecTBo nogkntodernia MQTT + 30
MQTTS

6. MakcumanbHOoe KONU4ecTBO CeCCUit 100

7. MakcumanbHoe konuyecTBo wildcard noanucok Ha cec- 10
cuto

8. MakcumanbHOe Konu4yecTBo 006bI4YHbIX MOAMMCOK Ha 300 000

Ceccuio
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[ononuutensHble napameTpbl npoaykTa AlK InfoDiode SMART

No  [okasatenb 3HaveHue
n/n
9. O6Lee Konn4ecTBO YHMKaNbHbIX wildcard noanucok Ha 200
10.  06Liee KONUYECTBO YHUKANbHBIX 0ObI4YHbIX MOAMNCOK 500 000
11.  CymmapHoe Konm4ecTBo 06bI4HbIX NOANUCOK (He BaxHO 1 000 000
12. MakcumanbHas AnuMHHa UMEHW TONKUKa, 6anT 1024
13.  MakcumanbHoe konndectso MQTT coo6LieHuin B ce- 5000
KYHIy C 06LUMM pa3mMepoMm Tena 0JHOro CO0OBLLEHUs <=
6900 6ant
14.  KonuyecTBo Teros/napameTpoB BHELLUHEro cepeepa 150 000
(OpUeHTNPOBOYHOE 3HAYEHNE), NepeiaBaemMblX B CEKYH-
4y, npu pasmepe Tera = § 6ainT (6e3 cpnara retain)
15.  PekoMeHayemblil MakcumarnbHblil 06beM JaHHbIX, KOTO- 250

Pblit MOXHO NPUKpPenuTb K ogHoMy topic (M6)

MapameTpb! hannosoro KoHHekTopa (otaensHoe M0, He BxoauT B cocTas AllK InfoDiode SMART)

No  Tlokasatenb 3HaveHune
n/n
1. OcHoBHbIe 3afja4u pellaemble DannoBbIM KOHHeKTopoM  [epeaada dhamnosoro Tpaduka yepes InfoDiode SMART
ATK InfoDiode SMART PeLiaetcs nytemM TEPMUHNPOBAHNS KOHHEKTOPOM
BX0AALLEro hanioBoro Tpapmka Ha KOHHEKTOpE Ha
ctopoHe IN, nepenayen ero B InfoDiode SMART, c6opa
KOHHEKTOPOM Tpadnka Ha cTtopoHe OUT u nepepayeit
Tpadhnka BHELLIHUM NOTPeOUTENAM B BUJE UCXOHOIO
(hannoBoro noToka
2. Bepcun MQTT npoTokona, noaaepXueaemble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. MoanepxnBaemMble BEpCUU (PaiinoBbIX NPOTOKONOB FTP(S), SMB\ CIFS, SFTP
4. J10N0NHUTENbHbIE ONLUWUN KOHTPONSA LENOCTHOCTU ABTOMaTM4eckas reHepauus 1 nepeaava aiinos
KOHTPOJbHbIX CYMM Md5 Ha Kbl nepeaaBaemblii cpain
5. MakcumanbHblil 06bem nepefasaemoro ganna (Mo) 250
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MapameTpsbl OPC UA koHHekTOpa (oTaensHoe [10, He BxoauT B cocTas AllK InfoDiode SMART)

No  [loka3atenb 3HaveHue
n/n
1. OcHoBHble 3apa4u petiaemble OPC UA KOHHEKTOPOM Mepenaya OPC UA tpadpmuka 4epe3 InfoDiode SMART
AMNK InfoDiode SMART PeluaeTcs nyteM TepMUHUPOBAHUSA KOHHEKTOPOM
gxoaaLero OPG UA Tpadhuka Ha KOHHEKTOpe Ha cTopoHe IN
(BblcTynaet B kavyectee OPC UA knueHTa), nepefaden ero B
InfoDiode SMART, c6opa KOHHEKTOpPOM TpaduKa Ha
ctopoHe OUT u nepefayei Tpadpuka BHELIHUM
notpe6utenam no npotokony OPC UA (BbicTynaet B
kavectBe OPC UA cepsepa)
2. Bepcun MQTT npoTokonoB, Noanep>xuBaemMble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. MakcumanbHoe Konnm4ecTBO napameTpoB (Teros, 100 000
CWUTHANO0B) B CEKYHAY
4, MakcumanbHOoe KOTIM4YeCcTBO CECCuid 100
5. Moanep>xuBaemMble TUMbI Y3M0B AN MMNOPTa Bce y3nbl CTaHAAPTHbIX TUNOB cneumdukaunmy ctaHaapTa
OPC UA v 1.03\1.04
6. MNopnepxxka "ropsyero’ nobasneHus\n3MeHeHuns y3nos  [la, nocne nepesarpys3ki KOHHeKTopa
7. Pexxumbl paboTbl MMMopTa y3n0B CepBepa MCTO4HMKA e Browse (nepeHoc CTPYKTYpbI U “Aepesa’ Teros")
e File (nepeHoC BbIBPAHHOIO CNKCKA TEroB)
8. Hanu4ne HecKONbKNX CTapTOBbLIX Y3N0B g MMnopTa Ja
9. AyTeHTudpnkaums Ha ctopoHe OPC UA knueHTa o  AHOHUMHO
e Jlormu/napons
e CepTtudmkar X.509
10.  AnropuTmbl noanucy 1 wndpoanms coobleHnin OPC e Basic128Rsal5
UA Ha ctopoHe OPC UA knueHTa ,
e Basic256
e Basic256Sha256
o Aes256_Sha256_RsaPss
o Aes128_Sha256_RsaOaep
11.  Pexumbl 6e3onacHocTn Ha ctopoHe OPC UA knueHTa e Sign (nognuck coobexunin OPGC UA)

e Sing & Encrypt (nognuce coobuiennii OPC UA +
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MapameTpsbl Modbus kKoHHekTopa (oTaenbHoe 10, He BxoauT B coctas AllK InfoDiode SMART)

No  [loka3atenb 3HaveHue
n/n
1. OcHoBHble 3aaa4u peliaemble Modbus KoHHEKTOpPOM Mepenaya Modbus Tpaduka vyepes InfoDiode SMART
AMNK InfoDiode SMART PeluaeTcs nyteM TepMUHUPOBAHUSA KOHHEKTOPOM
BxogaLero Modbus Tpaduka Ha KOHHeKTOpe Ha ctopoHe IN
(BblcTynaet B kayectee Modbus master), nepeaayeii ero B
InfoDiode SMART, c6opa KOHHEKTOpPOM TpaduKa Ha
ctopoHe OUT u nepefayei Tpadpuka BHELIHUM
notpeéutenam no npotokony Modbus (BbicTynaet B
kavectse Modbus cepsepa)
2. Bepcun MQTT npoTokonoB, Noanep>xuBaemMble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. Moppepxka nepepayn no UDP Ja
4. MakcumanbHO noaaepXnBaemMoe Konn4ecTso 255
ycTponcTts ans IN cTopoHbl KOHHEKTOPA
5. MakcumanbHOoe Koim4ecTBO perncTpos, nonyyaemolx ¢ 1020
255 yCTPOIACTB B CeKyHAy (N0 4 permcTpa ¢ ycTpoiicTBa
B CEKYHAY) B pexxume nepeaayu aaHHblx no MQTT
(3HayeHue ans opueHTupa)
6. MakcumanbHOoe KoSi4ecTBO PerucTpos (3aHuMarowmx 250
[0 7-W aipecoB) AOCTYNHbIX AN ONPOca B CeKyHaY B
7. Moonepxxka "ropsyero” fob6asneHns\M3MeHeHus y3nos  [la, nocne nepesarpy3ki KOHHeEKTopa
8. MakcumanbHoe KonuyecTso ceccuii gns OUT cTopoHbl 1
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