[lokasarenu HasHa4eHust ENpE
ATK InfoDiode SMART Diode

CoBpeMeHHble TPeOOBaHUA K 00ECMEYeHN0 MHPOPMALIMOHHOA 6630MacHOCTI rOCYAaPCTBEHHbIX UHOPMALIMOHHBIX CUCTEM,
opraHm3auuin  (UHAHCOBOWA OTPACAN, KPUTUYECKN BaXKHbIX 00bEKTOB, 00bekTOB KWW 1 ACY TI B 3HEPreTU4eckomn,
HedbTera3oBom, TPAHCMOPTHOW, KKX 1 Opyrux OTpacnsax NPMBOAAT K BbIOOPY MPUHLMUNUANIBHO HOBbLIX TEXHUYECKUX U
OpraHn3aLOHHbIX Mep 3aLLUTbI.

B kayecTBe pelleHMs MOryT BbICTynaTb TEXHONOrMM OfHOHanpasneHHOW nepedayn AavHbiX AMK InfoDiode SMART,
OCHOBaHHble Ha MPUHLMNAX (HU3MYECKOI M30MALMM OJHOTO CETEBOr0 CEermMeHTa OT APYroro, U nNpu aToM 06ecnevmBatoLLne
BO3MOXHOCTb MEPefadn JaHHbIX M3 3aKPbITOr0 KOHTYpa BO BHELUHME CETW. Takue TEXHONOTrUW rapaHTUPYHT LENOCTHOCTb 1
AOCTYMHOCTb [aHHbIX B 3aLLMLLEHHOM CErMeHTe, a TaKXe MOMHOCTbI0 WCKMKYAOT PUCKK Nepefadn Kakux-nnbo AaHHbIX B
06paTHOM HanpaBfeHUK, BHYTPb 3aLLMLLAEMOrO CerMeHTa.

B HacTosiem gokymeHTe npefctasneHbl Lenesble xapaktepuctuku AMK InfoDiode SMART v gononuutensHoro MO K Hemy,
KOTOPbIE rapaHTUPYOTCA NPOU3BOANTENEM NPU COBMIOAEHNN YKA3aHHbIX OrPaHNYEHWIA.

BHuMaHKe: B TabnuuUax HWKe MpefCcTaBfieHbl NoKa3aTeny Ha3HaveHus, KOTOpble MOAAEPKMBAOTCS NOCNEeLHeR BbINyLLEHHON
Bepcueli M0 InfoDiode SMART.
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OcHosHble napameTpbl npoaykTa AlK InfoDiode SMART

No  [lokasatenb 3HayeHue
n/n
1. OcHoBHble 3aaa4u pelaemble AK Infodiode SMART 1. 3awmrta UCTOYHMKA Nepeaaymn AaHHbIX,
2. 3awuta npMeMHUKa nepeaadmn aaHHbIX
O6ecneyeHne 0AHOHANPABNEHHOM Nepefadi AaHHbIX 1 UC-
KI4YeHns BO3BPATHOMO Tpaghuka 3a CHeT MCMoJib30BaHMsA
(bu3nyecKoro NpmHLMUNAa 0AHOCTOPOHHEN NPOBOAUMOCTU
2. AnnapatHble komnoHeHTbl AMK InfoDiode SMART Eannoe 1RU ycTpoiicTBO B COCTaBE:
e In-Proxy dhu3nyeckuii cepsep
e AnnapartHslii Diode
o  Qut-Proxy donsanyeckuin cepsep
3. T[lporpammyoe o6ecreyenue (M0 InfoDiode SMART) e InfoDiode Smart Firmware\npowmuska InfoDiode SMART
e InfoDiode Configurator\KOMNOHEHT (BHELUHWIA UHTEP-
(heiic) ans hopMmpoBaHmsa hainnos KOHGUrypawum
4. Buabl nepenaBaemMbix JaHHbIX e [lOTOKOBbIE CEPBUCHI\NNOTOKOBbIE JAHHbIE
e [IpoKcu cepBUCHI\NAKETHbIE aHHbIE
5. 0TOKOBbIE CEPBUCLINTOTOKOBbIE AAHHbIE UDP (unicast, multicast, broadcast), cTpumuHr pa6odero
(6e3 LONONTHNTESNIbHBIX KOHHEKTOPOB) crona
6.  [lpoKcu cepBMCbI\NAKETHbIE JaHHbIE MQTT(S)
(6€3 nONONHUTENbHLIX KOHHEKTOPOB) . v 3.1 (TonbKo Gpokep)
o v 3.1.1 (KnneHT 1 6pokep)
Qo0S=0 n QoS=1
MQTT Sparkplug
SNMP
o V2
®  MOHWUTOPUHI NapameTpoB CKaNAPHbIX TUMOB
7. Moppepxuaemble nHterpaumm SCADA, OPC-cepsepbl,  Qvation OPC Server, Siemens WINCC, KepServerEX, Aveva
Historian, MES (B TOM 4ucne ¢ ucnonb3oBaHuem fo- Historian (Wonderware), MasterSCADA 4D/MasterOPC,
MOSTHUTENbHbLIX KOHHEKTOPOB) KOTMW, ACOKY, CLIY ®okyc, Alpha.SCADA, Penematuka,
CK-11, MLAD, Nnpacodt, TL.Solutions, lloT.Istok
8. HocTtynHble KoHHekTOpbl (AMT-TPYIT) OPC UA, Modbus, ®ainnosblin
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OcHosHble napameTpbl npoaykTa AlK InfoDiode SMART

Ne lMoka3aTenb 3HayeHue
n/n

9. lpoTokonbl Nepefasaemble ¢ ucnosibaosaHnem ctopoH-  OPC UA/DA, Modbus TGP, Omron FINS, Mitsubishi SLMP,

Hero 10 (BHEeWHMX KOHHEKTOPOB MapTHEPOB) IEC 61850 MMS, IEC 60870-5-101/103/104, DLMS, S7,
10. Nopnepxusaembie OPC DA cepBepbl OPC.DeltaV.1, RSLinx OPC Server, Yokoga-
(C BONONHNUTENbHLIMU KOHHEKTOPAMM NapTHEpPOB) wa.ExaopcDACS1.1, Tankvision OPCServer, MOXA Active
OPC Server
11, Toppepxusaemble pexumsl pa6otsl MQTT "6pokep-6poKep”, "KNUEHT-KNUEHT", "OpoKep-KNneHT",
12.  MOHWUTOPWHT CTOPOHHWUMI CPeLCTBaMN SNMP v2, nogpepxka Zabbix 6.0 LTS, 7.0 LTS (Hanuyune
La6oHoB)
13.  VIHCTpyMeHTbI aAMUHWNCTPMPOBAHMA SSH, Ul koHduryparop (0TAebHOE NPUNOXEHWe)
14.  Ponu n rpynnsl Nonb30BaTenen lMonb3oBatens cepeuca, AIMUHUCTPATOP
15.  [lopnoepxxka ABYX(HAKTOPHOW ayTeHTMdMKaLumu ans [a (c ncnonb3oaHnem SSH kntoya)

NPUBNIErNPOBAHHBIX Y4ETHBIX 3anucei
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NononHutenbHble napameTpbl npoaykTta AMK InfoDiode SMART

Ne [lokasarenb 3HayeHue

n/n

1. MakcumanbHas aghdpekTuBHaa ckopocTb nepefayqun UDP 800
Tpadomka, Méut/cek

2. MakcumanbHas 3hheKkTMBHAsA CKOPOCTbL nepenayu 800
MQTT Tpadhuka, Méut/cex

3. MakcumanbHoe BpeMs rOTOBHOCTM K nepefayn aaHHblx, 30
ceK

4, PekoMeHayeMOe KONn4ecTBO paboyinx CTo- 10
NOB\MCTOYHNKOB Tpadpuka ans CTpUMnHra (npu 6utpen-
Te 3000K)

5. MakcumanbHoe Konn4ecTBo nogknatodeHunii MQTT + 30
MQTTS

6. MakcumarnbHOoe KOnu4ecTBO Ceccuit 100

7. MakcumanbsHoe KonuyecTBo wildcard noanucok Ha cec- 10
cuio

8. MakcumarnbHoe Konn4ecTBo 06bI4HbIX MOAMMCOK Ha 300 000
Ceccuto

9. O6Lee KONMYecTBO YHUKanbHbIX wildcard nognucok Ha 200
BECb CEpBeEp

10.  06LIee KONUYECTBO YHUKANbHBIX 0ObI4YHbIX MOAMMCOK 500 000
Ha BECb CEPBEP

11, CymmapHOe Konm4ecTBO 00bI4HbIX NOANNCOK (He BaxkHo 1 000 000
YHUKANbHbIX U HET) HA BECb CEpBep

12. MakcumanbHas AnnMHHa UMEHW TONKUKA, 6aiT 1024

13.  MakcumanbHoe konndecteo MQTT coo6LieHuit B ce- 5000
KYHAY C 06LLMM pa3MepoMm Tefla 04HOr0 COOBLLEHUS <=
6900 6ant

14.  KonuyecTBo Teros/napameTpoB BHELLHEro cepeepa 150 000
(OpMeHTMPOBOYHOE 3HA4YeHMeE), NepeaBaemMblX B CEKYH-
Ay, npu pasmepe Tera = § 6ainT (6e3 cpnara retain)

15.  PekoMeHayemblil MakcumarnbHblil 06bEM JaHHbIX, KOTO- 250

PbIil MOXHO NPUKpPenuTb K ogHoMy topic (M6)
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NononHuutensHble napameTpbl npoaykTa AlK InfoDiode SMART

Ne  lokasarenb 3Ha4eHue

n/n

16. MakcumanbHoe KONMYecTBO YCTPOICTB AN MOHWUTO- 1024
putra no SNMP

17.  MakcumanbHoe konnyecTtBo OID ans moHuTopuhrano 10 000
SNMP

18. MakcumanbHoe konuyectso OID ang moHuTopuHrano 4000

19.  MakcumanbHoe konndectso OID ans MOHWTOPUHrA No 10 000

SNMP npu ycnosumn onpoca 200 OID B cekyHay

MapameTpb! ¢haitnoBoro koHHeKTopa (otaenbHoe 10, He BXxoauT B cocTas AllK InfoDiode SMART)

Ne lMokasatenb
n/n

3HayeHue

1. OcHOBHblIe 3afja4u pellaemble DanNoBbIM KOHHEKTOPOM
AlK InfoDiode SMART

Mepenaya hannosoro Tpacpuka vyepes InfoDiode SMART

PeluaeTtcs nyTeM TEPMUHUPOBAHUS KOHHEKTOPOM
BX0AALLEro hannoBoro Tpamka Ha KOHHEKTOpe Ha
ctopoHe IN, nepeaayeii ero B InfoDiode SMART, c6opa
KOHHEKTOpOM Tpadpuka Ha ctopoHe OUT u nepepayen
Tpauka BHELUHUM NOTPEOUTENSM B BUAE UCXOAHOMO

2. Bepcun MQTT npotokona, noanepxueaemMble

MQTT(S) v 3.1.1

3. MoppepxnBaemMble Bepcum painosbix NPOTOKOJOB

FTP(S), SMB\ CIFS, SFTP

4. J10N0HUTENbHbIE ONUWMN KOHTPONSA LeNOCTHOCTU

ABTOMaTn4eckas reHepaumns 1 nepeaaya aiinos
KOHTPOJIbHBIX CYMM Md5 Ha KXAbIi nepeaaBaemblii cpaiin

5. MakcumansHblil 06bem nepefasaemoro ganna (Mo)

250
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MapameTpsbl OPC UA koHHekTOpa (oTaensHoe [10, He BxoauT B cocTas AllK InfoDiode SMART)

Ne  Tlokasatenb 3Ha4eHue
n/n
1. OcHoBHble 3apa4u petuaemble OPC UA KOHHEKTOPOM Mepenaya OPC UA tpadhuka 4epes InfoDiode SMART
AMNK InfoDiode SMART PeluaeTcs nyteM TEpMUHUPOBAHUSA KOHHEKTOPOM
gxoaawero OPG UA Tpachnka Ha KOHHEKTOpe Ha cTopoHe IN
(BblcTynaet B kavyectse OPC UA knueHTa), nepefaden ero B
InfoDiode SMART, c6opa KOHHEKTOPOM Tpahuka Ha
ctopoHe OUT u nepepayen Tpacpuka BHELLUHUM
notpe6utenam no npotokony OPC UA (BbicTynaet B
kavectse OPC UA cepsepa)
2. Bepcun MQTT npoTokonoB, Noanep>xuBaemMble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. MakcumanbHoe Konnm4ecTBO napameTpoB (Teros, 100 000
CWUTHANO0B) B CEKYHAY
4, MakcumanbHOoe KOTIM4YeCcTBO CECCuid 100
5. Moanep>xuBaemMble TUMbI Y3M0B AN MMNOPTa Bce y3nbl CTaHAAPTHbIX TUNOB cneumduKalnmy ctaHaapTa
OPC UA v 1.03\1.04
6. MNopnepxxka "ropsyero’ nobasneHus\3MeHeHus y3nos  [la, nocne nepesarpysku KOHHeKTopa
7. Pexxumbl paboTbl MMMopTa y3n0B CepBepa MCTO4HMKA e Browse (nepeHoc CTPYKTYpbI 1 “Aepesa’ Teros")
e File (nepeHoC BbIBPAHHOIO CNKCKA TEroB)
8. Hanu4ne HecKONbKNX CTapTOBbLIX Y3N0B g MMnopTa Ja
9. AyTeHTudpnkaums Ha ctopoHe OPC UA knueHTa o  AHOHUMHO
e Jlormu/napons
e CepTudmkar X.509
10.  AnropuTmbl noanucy 1 wndpoanmus coobueHnin OPC e Basic128Rsal5
UA Ha ctopoHe OPC UA knueHTa ,
e Basic256
e Basic256Sha256
o Aes256_Sha256_RsaPss
o Aes128_Sha256_RsaOaep
11.  Pexumbl 6e3onacHocTn Ha ctopoHe OPC UA knueHTa e Sign (nognuck coobexunin OPC UA)

e Sing & Encrypt (noanuck coobuiennii OPC UA +
LWngpoBaHme)
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MapameTpbl Modbus koHHekTopa (oTaenbHoe 10, He BxoauT B coctas AllK InfoDiode SMART)

Ne  Tlokasatenb 3Ha4eHue
n/n
1. OcHoBHble 3aaa4u peliaemble Modbus KoHHEKTOpPOM Mepenaya Modbus Tpaduka vyepes InfoDiode SMART
AMNK InfoDiode SMART PeluaeTcs nyteM TEpMUHUPOBAHUSA KOHHEKTOPOM
BxogaLero Modbus Tpadpuka Ha KOHHeKTOpe Ha ctopoHe IN
(BblcTynaet B kayectee Modbus master), nepeaayeii ero B
InfoDiode SMART, c6opa KOHHEKTOPOM Tpahuka Ha
ctopoHe OUT u nepepayen Tpacpuka BHELLUHUM
notpeéutenam no npotokony Modbus (BbicTynaet B
kayectse Modbus cepsepa)
2. Bepcun MQTT npoTokonoB, Noanep>xuBaemMble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. Moppepxka nepepayun no UDP Ja
4. MakcumanbHO noaaepXnBaemMoe Konn4ecTso 255
ycTponcTts ans IN cTopoHbl KOHHEKTOPA
5. MakcumanbHOe Koim4ecTBO perncTpos, nonyyaemolx ¢ 1020
255 yCTPOIACTB B CeKyHAy (N0 4 permcTpa ¢ ycTpoiicTBa
B CEKYHAY) B pexxume nepeaayu aaHHblx no MQTT
6. MakcumanbHoe Konm4ecTBO perncTpos (3aHuMarowmx 250
[0 7-11 afpecoB) AOCTYNHbIX 4115 0Npoca B CEKyHAY B
pexKume nepefadn aaHHbIX no UDP
7. Moonepxxka "ropsyero” fob6asneHns\M3MeHeHus y3nos  [la, nocrne nepesarpy3ki KOHHeEKTopa
8. MakcumanbHoe Konuyectso ceccuii gns OUT ctopoHbl 50
KOHHEKTOopa
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