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1. BBenenune

Hacrosiimee pyKOBOACTBO COAEPXKUT HMHCTPYKLHMIO 1O TMOATOTOBKE K OSKCIUTyaTalluu
obopynosanus AIIK InfoDiode SMART u ero nepBoHadanbHOI HaCTpOMKe.

MoHTaxx 000pyI0BaHUsI JOJDKEH MPOU3BOJUTHCS C YYETOM COOJIOJCHUS BCEX TEXHUYECKUX
TpeboBanuit u xapakrepuctuk AIIK InfoDiode SMART.



2. Texunueckne xapakrepucTuku AIIK InfoDiode SMART

2.1 I'aGapuThbI

AIIK InfoDiode SMART npezcrasisier co00il eTuHYIO anmnapaTHO-IPOrpaMMHYIO 1atdopmy
OJTHOHATIPABJICHHOW Nepeaayy JaHHbBIX.

B Tabmuma 1 mpuBeneHpl rabapuTHBIE XapaKTEPUCTHKU Kopmyca 0a3zoBoro komiuiekra AITK
InfoDiode SMART.

Tabmuua 1. 'abapurtusie xapakrepuctuku AIIK InfoDiode SMART

[upuna (Mm) ['mybuna (Mm) BricoTa (Mm) Bec (xr)

AIIK InfoDiode 483 250 44,5 5,9
SMART

2.2 DJ1. nMTaHWe, MOIIIHOCTDH U TeIIOBbIIeJIeHHue

— 100-240 B (AC)

— 4 BBoga, 230 VAC +/— 20%, 50-60 't (omHO(a3HBII)
- Max 60 W

— mnoakiroueHue IEC320 IEC

Ha AIIK InfoDiode SMART peanu3oBaHo 2 JABOWHBIX pa3AeiIbHBIX OJIOKA AJI.IUTAHMS (IS
oOecrieuyeHHsT 3alllUThl W pPa3jeicHUs NPUHHMAIOIIEH W Iepelaroliell CTOPOH B YacTH
3EKTPOCHAOKEHUS, M €r0 PE3CPBUPOBAHMS ).

B Tabmuma 2 mpuBeACHBI pAacYeTHBIE W MaKCHMAJbHBIC I10KA3aTed MOIIHOCTH H
teruioBbiaeiieaus 6azosoro AITK InfoDiode SMART.

Tab6nuna 2. ITokasarean MOITHOCTH U TeILtoBbLaenenns 0azoBoro koMrmuiekrta AITK InfoDiode
SMART

IToka3arenn ATIK InfoDiode SMART

MormtHocts, BT: pacuetnas | 30

Moraocts, BT: 60
MaKCHMallbHas

2.3 ®usnvecKue XapaKkTepUuCTUKH

— PaGouas temnepatypa ot +0°C go +40°C
— Temnepatypa xpanenus ot -40°C no +70°C
— Bnaxnocts 5% - 95% (6e3 kongeHcara)

2.4 Unrepdeiicol
Ha xaxnoit cropone AIIK InfoDiode SMART (IN/OUT):

— 2xUSB2.0;
— 1xDisplayPort;



— 1xMicroUSB (console);
— IxEthernet 10/100/1000Base-T.



3. Komniiekranus

B kommiekranuo AITK InfoDiode SMART B cocTaBe eIMHOI0 KOMILUIEKCA BXOIUT:

JIBe BcTpOCHHBIE armapaTHO-porpaMMHbie KoMroHeHTHI (IN 1 OUT);

—  YCTpOWCTBO OJJHOHANPABJIECHHOMW MEpElaun JaHHbIX.

Ha Pucynox 1 wuzoOpaxeHa mepenHssl MaHeNlb YCTPOMCTBAa OJHOHAIPABIECHHON mepenayn
nanaeix AITK InfoDiode SMART:
14 5 6 7 14 5 6 f
AMT ,‘usa v ‘D' e AMT 2-°« ‘ v _D| “'SMART
p?wer Ocemg link/akt 1000 internal  [[\J OUTp?wer o“ﬁeg link/akt 1000 e
2 3 23

5 —Paspem DP (DisplayPort)
6 —IlopT RJ45 1Gbps nepenasaeMbIX JaHHBIX
7 —VHmMKaTOp CTaTyca OJHOHANPABISHHOIO COSIMHEHH S

1 —MrmKaTop craTyca paboTst
2 —TIpuHyAuTENbHAS IIepe3arpy3Ka
3 —TTopT micro-USB - KOHCQIbHOE NOAKIIOUeHHE

4 —USB-1opThl

Pucynoxk 1. [lepennsisi mane b ycTpoHCTBa OJIHOHAIIPABICHHOMN niepenaun qaHHbIx ATTK
InfoDiode SMART

Ha PI/ICYHOK 2 H306pa>KeHa 3aHs5 MMaHCJIb YCTpOﬁCTBa OHHOHaHpaBHCHHOﬁ nepeaadn JaHHbIX

AIIK InfoDiode SMART:

o O

o O

L rps ouT 220v 50Hz- L res N 220v 50Hz

1 — Pa3zpeMs! 1711 NOOKIIOYEHHS pe3epBHpoBaHHoOro 31.1mHTaHug [EC ctopona IN
2 —Pa3peMsl 4714 NOOKTIOYEHHA pe3epBHpoBaHHoro 31.mHraHHa IEC ctopona OUT

Pucynok 2. 3agusis nmanens yCTpoHCcTBa OJHOHANpPABIeHHON niepenaun qaHHeix ATIK
InfoDiode SMART

3anokymentupyite B Tabnuna 3 Bce HacTpoiiku o6opynoBanus AIIK InfoDiode SMART. Otu
JaHHbIE MOTYT MOHAI00UTHCS JUTS aIMUHUCTPUPOBAHHS U PE3EPBHOTO BOCCTAHOBIICHUSI.



Tabmuma 3. Hactpoiiku o6opynoBanus AIIK InfoDiode SMART

Bama nacrpoiika
Iynkr Onucanne
InProxy OutProxy
[P-anpec u | [P-agpec u macka Ynpasienue n lanHble
Macka cete | uHTepencoB 1
BbIX HHTEp | poctyna o SSH u g
¢eiicoB 1elnel nepenavn
JAHHBIX.
Mapupyt CereBoil L1103, Ha
1o KOTOPBIi MakeT
YMOJYAHUIO | OTIPABIISIETCSA B TOM
(1wTr03) ciyyae,
€CJIM MapLIPYT K CETH
HA3HAYCHHUs ITaKeTa He
U3BECTEH
SNMP SNMP community,
apoJb KOHTpOJIbHAs (Ppasza,
*HeoOs3aTe | mepenaBaeMast
JIBHO CUCTEMaMHU
MOHHUTOPHHTA TIPU
OTIPOCE CETEBOTO
YCTPOMUCTBA IS
nosydeHusi ero SNMP
METPUK
Domain IP-anpec cepsepa,
name Server | UCHOJIb3yeMbId JIs
*neoOs3are | DNS 3ampoca
JIBHO
Anmunuctp | Jlorus u maposs s
aTUBHBIE nocryna mo SSH.
JIaHHBIE ITocne aBropusanuun
*HeoOs3aTe | MOKHO U3MEHUTH
JTBHO

3.1 Hoakawvenue AIIK InfoDiode SMART k kopnopaTuBHOii ceTH
3.1.1 Tloak/rouyeHue K JIeKTPHUUYECKOH CeTH, BKJIIOYEHHE 1. MUTAHUS

[TonkitounTe yCTPOMCTBO OJJHOHANIPABICHHOM Mepeiayl JaHHBIX KaOeasiMH 3J1. MUTaHUS K
9J1. PO3€TKaM M BKJIOUYMTE KHOMNKY 3J. NMHUTAaHHUS Ha YCTPOWCTBaX. YCTPOWCTBO TOTOBO K
JKCILTyaTaluu.

3.1.2 Tloakiaro4eHue yCTPOHCTBA OJHOHANPABJICHHON Nepeaavn K CeTH

1. Tlogxmrounte BHEIIHWI MHTepdeiic naHHBIX lanli Kk cereBoMy 000pyAOBaHHIO (WM K
KOHEUYHOMY YCTPOUCTBY) KaOeneM BUJla «BUTas mapay ¢ KOHHeKTopamu RJ-45.



2. TloaxmounTte BHEMHMN nHTEpdelc ynpasiaeHus lanlo k ceteBomy 000pyI0BaHUIO (WK
K KOHEUHOMY YCTPOHCTBY) KabejeM Buaa «BUTas apay» ¢ KOHHeKTopamu RJ-45.

Hwxe na Pucynox 3 mnpencraBinena cxema mnoaxiatoueHus AIIK InfoDiode SMART k
KOPIIOPATUBHOM CETH:

AMNK InfoDiode
SMART

CeTteBoit
KommyTtaTtop OUT

CeteBoi
KommyTtatop IN

Pucynoxk 3. Cxema noaxmouennst AIIK InfoDiode SMART k kopriopaTHBHO# CeTH.
3.1.3 Opranm3anus gocryna s BbinojHenus HacTpoiiku IN n OUT uacrei

[IpocmoTp u usmenenue kouuryparuu IN- 1 OUT-uacrteit AIIK InfoDiode SMART Bo3moxkHO
MIPH MOAKTFOYCHNUN K YCTPOMCTBY OJTHUM U3 TPEX CIIOCOOOB:

1. JlokanpHo —Ha Mecte. [loakmrounThes 1o serial console Gpu3nUecKku kK COOTBETCTBYIOMICH
gactu AIIK InfoDiode SMART, ucnons3yst nopt MicroUSB. [1apameTpsl moaxIr04eHus
TpeCcTaBjIeHbl Ha TIpUMepe YyTHIuTH MobaXterm!:

a. Serial engine: PuTTY (allow manual port setting)
b. Speed: 115200
c. Data bits: 8
d. Stop bits: 1
e. Parity: None
f. Flow control: None
2. JlokampHO — Ha wMecte. [lOAKIIOYUTP MOHHTOP W KJIaBHATYpy (H3MUECKH K

cootBercTBytomer yacti (IN- u OUT-uactu) AIIK InfoDiode SMART, ucnonesys
noptel USB2.0 u DisplayPort. 3ToT crocod nmoaxiaro4eHus JOIKEH HUCIIOJIb30BATHCA B
cllydae Kacarouiuxcs aBapuitHoro BoccraHoiieHust BIOS. Jlng ¢yHkuuii ynpasineHus
(eciu TpeOyeTcsi JIOKAJIbHOE TMOAKIIOYEHUE) CIEAyeT HCIONIb30BaThes crnocod 1 —
noJkiItoueHue yepes serial console. Buumanue: DisplayPort He paboTtaet B citydae, ecnu
Ha MoMeHT 3arpy3ku BIOS monutop He Obl1 moakirodeH. Eciau MoHUTOp ObUI
MOJIKJIIOYEH NP BKIIOYEHHUHU NMUTAHMS, JIMOO €CIM BBINOJIHAIACH Iepe3arpyska uepes
Ctrl-Alt-Del - Display Port pabotaer.

3. VYpanenno. [lonyunts goctyn mo npotokoiny SSH, obecrnieunB MoAKIIOUEHUE 110 TIOPTY
Ethernet 10/100/1000Base-T. B wacTtHOCTH, /U151 OCTyMa K ToW mian wHOU yacTu AIIK
InfoDiode SMART (IN- u OUT-wyactu) mo mporokony SSH HeoOXoaumo, YTOOBI
MpeIBapuTENIbHO OBLT HACTPOEH KOoppekTHBIN [P-aapec Ha cereBoM ethernet-unrepdeiice

' B OC cemeiicTra Linux peKOMEH/IyeTCs UCTIONB30BaTh IIPOrpaMMHoe obecnieuenne Minicom



AIIK InfoDiode SMART, 6b11 yCTaHOBJICH MapIIpyT MO YMOJTYAHUIO U ObLT CO371aH XOTS
Obl OJMH TMOJIb30BaTeNh (MIOMHUMO CTAHIAPTHOTO MOJB30BaTENsl root) — cM. paszaeln
Opranuzanus qoctyna mno nporokory SSH.

JIns Hayana HaCTPOMKHU yCTPOMCTBA:

1. Tlogxmountech mocnenoBatenbHo K IN- m OUT-wactm AIIK InfoDiode SMART
HampsSMYyI0 C TOMOIIBIO serial KOHCOMM WM MOHHTOpa ¢ KiaBuatypoil. Ilocme
MOJIKJIFOUEHUS BBEUTE B TEPMUHAJIC JIOTHH U TIAPOJIh MOJIH30BATENS 100t.

2. Ilocne aBropuzanuu Ha IN- u OUT-vactsax AIIK InfoDiode SMART nox root co3naiite
Ha Ka:KI0H 4acTH HOBOI0 nmoJib3oBartesisi OC u BrirounTe ero B rpynmny sudo. I[locie
yero Bce pabotel Ha IN- 1 OUT-uactsax AIIK InfoDiode SMART BbITIONIHSIITE TOJIBKO
I0J1 TUM T0JIb30BaTEIEM

Buumanue!

[Tocne ycranoBku B AIIK cymiecTByeT TOJbKO OJMH JOCTYNHBIH 1JIs BX0Ja CHCTEMHbINH
N0JIb30BaTe b root. B 11e151x 6€30macHOCTH 10JIb30BATENIO r00t 3alpelleH yIaJeHHbIN JOCTYII
o SSH. HE pekomenayeTcst ocyliecTBIATh padOTy HEOCPEACTBEHHO 101 II0JIb30BATENIEM r0Ot.

[Tocne ycranoBku InfoDiode Smart Firmware neo6xoaumo:

Boiitu B cucteMy noJ moJyib30BaTeNeM root ¢ MoMOIIbI0 apoiib o ymomyanuto P@sswOrd. [Tpu
IepBOM  aBTOpM3alMM  MOTpeOyeTcs CMEHWUThb [apojb  IOJb30BaTeNisl HAa  HOBBIH,
COOTBETCTBYIOIIMN TMOJUTHKAM Oe3omacHoctd Bamieil opranuzanuu. 3aloMHUTE WK
3auKcHupyiiTe NaHHBIA [ApOJIb COTJIACHO MPABMJIaM U IMOJIMTHKAM O€30MacHOCTH JJIs Ballen
OpraHu3alyM, T.K. OH MOXKET OBITh UCIIOJb30BaH B KAaU€CTBE PE3EPBHOIO /ISl BOCCTAHOBIICHMUS
nocryna k ATIK.

Co3znaiite CHCTEeMHBIX MOJIb30BaTENIEH, KOTOphIe OYIyT MCIOJIb30BAThCA B JAJIbHEHUIIEM st
aI[MI/IHI/ICTpI/IpOBaHI/HI CUCTCMBI.

Co3aath nonp30BaTelis MOXKHO ¢ ToMolbio koMaHab! useradd -G sudo -m <umst nmonb3oBaTess™
, Hanpumep: useradd -G sudo -m aivanov

3azaTh NapoJb ¢ MOMOIIBI0 KOMaH/ bl passwd <uMs [10JIb30BATENS™> , HAIIPUMEp: passwd aivanov

B InfoDiode Smart Runtime Hamuuue nosp3oBareis B rpynme sudo o3HayaeT BO3MOXKHOCTh
MOBBIIIEHUS IPUBUIIETUH C TOMOIIBIO OTHOMMEHHON CHCTeMHON KOMaH/Ib! sudo.

Opranunsanus nocryna no nporoxoay SSH
[Tpu noaxmrouennu (nocnenonatenbHo) k ctopoHaMm IN- u OUT AIIK InfoDiode SMART:

1. TpeOyercst co3maTh pe3epBHYIO KOMHIO KOHPHUIYpalliH CETEBOH IOJCHCTEMBI
/etc/systemd/network/00-data.networkOTkpbeiTh  (aiin ~ KoHUrypauuum  ceTeBOM
noacucTeMsl peaakropoM VIM u BMeCTO NpeAHACTPOSHHBIX 3HAUYSHHMH yKa3aTh B




cekmusax [Network] m [Route] koppektnbrii IP-agpec m macky ceTd, HUTIO3 TIO-
ymomn4danuto, aapec DNS u nomen, NTP.

[Match]
Hame=data

[Link]
ActivationPolicy=alwavs-up

[Hetwork]
Address=152.168.101.101/24
DHNS5=192.165.0.1
Domains=devtest.test.ru
HTP=pool ..ntp.org
ConfigureWithoutCarrier=true
IgnoreCarrierLoss=true

[Route]
Gateway=192.168.101.1
I

Pucynok 4. Konduryparus cereBoit moicucTemMbl

2. BbImogHUTH nepesanyck CITYKOBI ceTu
systemctl restart systemd-networkd.

3. JlanbHeiimue paboTel mis kaxaoi croponbl IN- m OUT AIIK InfoDiode SMART
MO>KHO MPOBOJIUTH YAAJIIEHHO, BBIMIOJIHSAS MOAKIIIOUEHHE 10 IpoTokoay SSH.

Buumanue!

B ciydae ecnu 10NOMHUTENBHBINA (HOMUMO 1ro0t) OJIB30BaTENb HE OYAET CO3/1aH, TO IOCTYII 10
npotokony SSH Oyner orcyrctBoBaTh. Ilog monp3oBaTenem root Hemb3sl 3alTH 110 MIPOTOKOILY
SSH na IN- u OUT-uactu AIIK InfoDiode SMART no Tex mop, noka B HacTpOMKax 3TO HE
OyJIeT SIBHO pa3pelieHo.

BrimonHenue Apyrux HacTpoeK W KOH(HUTypupoBaHUE MpaBWII mepenadyn AaHHbIX yepe3 ATIK
InfoDiode SMART Bemonnsiercss B (aitnax kondurypamuu /etc/idsmart/config.yaml st
kaxnon u3 yactedt IN- u OUT AIIK InfoDiode SMART coorBerctBeHHO — cM. pasnen 4
HAaCTOSIIETO JOKYMEHTA.

CnpaBoyHO

[Toka He OyneT noakiIrO4YeH ceTeBoi kabenb K Toil uinu nHoit cropone AIIK InfoDioDe SMART
ucnonb3oBanue ¢pynkuuii 110 InfoDiode B wactu nepemaun MQTT u uHbBIX TUNOB Tpaduka
Oy/1eT HEBO3MOXKHO. DTO 03HAYAET, YTO JJIs1 KOPPEKTHOI'O 3aITyCKa CEPBUCOB U IIepeIadun TaHHBIX
TpeOyeTcs «IOJHATHE» JIMHKOB Ha ceTeBbIX mHTepdeiicax kaxnoil croponsl AIIK InfoDiode
SMART. 3amyck cepBucoB [0 InfoDiode mociie BBIONHEHHUS CETEBHIX MOAKIIOYECHUN U
«TTOTHATHS TMHKOB BBITTOJHSAETCS] aBTOMAaTHYECKU B HE TPEeOYyeT KaKMX-ITH00 JTOTIOTHUTEIIEHBIX
JNEUCTBHM.
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4. Hacrpoiika InfoDiode Smart Firmware

Wuctpykius no Hactpoiike InfoDiode Smart Firmware npencrasnena B Ilpunosxkenuun 1
HACTOSILET0 TOKyMEHTA.
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