CoBpeMeHHble TPeOOBaHUA K 00ECMEYeHN0 MHPOPMALIMOHHOA 6630MacHOCTI rOCYAaPCTBEHHbIX UHOPMALIMOHHBIX CUCTEM,
opraHm3auuin  (UHAHCOBOWA OTPACAN, KPUTUYECKN BaXKHbIX 00bEKTOB, 00bekTOB KWW 1 ACY TI B 3HEPreTU4eckomn,
HedbTera3oBom, TPAHCMOPTHOW, KKX 1 Opyrux OTpacnsax NPMBOAAT K BbIOOPY MPUHLMUNUANIBHO HOBbLIX TEXHUYECKUX U
OpraHn3aLOHHbIX Mep 3aLLUTbI.

B ka4yecTBe peLLeHNs MOryT BbICTynaTb TEXHONOrMM oaHoHanpasneHHoi nepenayn gaHHbix AlK InfoDiode PRO, ocHoBaHHbIe
Ha NPUHLMNAX OU3NYECKOIA U30NALMA OJHOrO CETEBOr0 CErMeHTa OT APYroro, U npu 3TOM 06ecneynBaroLLe BO3MOXXHOCTb
nepeaayn JaHHbIX U3 3aKPbITOr0 KOHTYpa BO BHELUHWE CETW. Takme TEXHOMOMMM rapaHTUPYHT LENOCTHOCTb M JOCTYMNHOCTb
[aHHbIX B 3aLLUWLLEHHOM CErMEHTEe, a TaKXe MOMHOCTbI0 MCKMIOYAKT PUCKM Nepedayn Kakux-nubo AaHHbIX B 06paTHOM
HanpaBNeHNK, BHYTPb 3aLLNLLAEMOr0 CermeHTa.

B HacToswem pokymeHTe npenctaBneHbl uUenesble Xxapaktepuctuksn AlNK InfoDiode PRO, kotopbie rapaHtupytotcs
NpoKU3BOANTENEM NPN COBMIOAEHMN YKA3aHHbIX OFPAHNYEHUIA.

BHuMaHKe: B TabnuuUax HWKe MpefCcTaBfieHbl NoKa3aTeny Ha3HaveHus, KOTOpble MOAAEPKMBAOTCS NOCNEeLHeR BbINyLLEHHON
Bepcwueli M0 InfoDiode PRO.
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OcHosHble napameTpbl npoaykTa AlK InfoDiode PRO

Noe  llokasatenb 3HayeHue
n/n
1. OcHoBHbIe 3aa4n petiaemble AMK Infodiode PRO 1. 3awmTa CToYHMKA nepeaadn AaHHbIX,
2. 3awuta npMeMHUKa nepeaadmn aaHHbIX
0O6ecnevyeHne 0HOHANPABNEHHO NEPeaadn AaHHbIX 1
MCKMI0YeHne BO3BPATHOro Tpaduka 3a cHeT UCMNONb30BaAHUA
(buamyeckoro npmHLMNa 0AHOCTOPOHHEN NPOBOAUMOCTH
2. OcHOBHbIe annaparHble KOMMOHEHTBI e In-Proxy consnyeckuii cepsep
e AnnapartHbiit Diode
e  Qut-Proxy cdounsnyeckuin cepaep
3. AnnapartHble nnaTgopmbl e FEL19
e EL20/EL20.2
e FEL23
e FEL104/108
4. Tporpammyoe o6ecneyenue (10 Infodiode PRO) e [10\npowneka Infodiode PRO (AMT IPYN)
2. Buabl nepenaBaemMbIx JaHHbIX e [lOTOKOBbIE CEPBUCHI\NNOTOKOBbIE JAHHbIE
e [IpoKcu cepBUCHINTAKETHbIE laHHbIE
6. KnacTepHasa KoHdUrypaums - noTOKOBbLIE CEPBUCH! Ja
7. KnacTepHas KoH(Urypaums - npokcu CepBucl Ja
8. [ToTOKOBbLIE CEPBMCHI\NOTOKOBbIE JaHHbIE UDP, TCP\IP (TyHHenupoBaHue), Mepumetp KBO (IpSec),
CTpumuHr Buaeo\paboyero crona
9. [Tpokcu cepBMCbI\NaKeTHbIE AaHHbIe FTP(S), SMB\CIFS, SMTP(S), SFTP
10.  lopmepxusaemble NPOTOKOMbI AN AKTUBHOW CXEMbI FTP(S), SMB\CIFS, SMTP(S)
(Ha In-Proxy cepsep BbiknagbiBatoT, Out-Proxy cepsep
BbIKNaAblBAET HA BHELLHMIA CepBep)
11.  [lopmoepxuBaemMble NPOTOKOSbI ANS NACCUBHO CXEMbl FTP(S), SMB\CIFS, SMTP(S), SFTP
(Ha In-Proxy cepsep BbiknagblBatoT, ¢ Out-Proxy
cepBeepa YuTarwT)
12.  [loppoepxuBaemble NPOTOKOIbI CNYX60I U3BNEYEHMS FTP(S), SMB\CIFS

¢painnos (In-Proxy cepsep 4utaet, Out-Proxy cepsep
BbIKN1afibIBAET)
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OcHosHble napameTpbl npoaykTa AlK InfoDiode PRO

Noe  llokasatenb 3HayeHue

n/n

13.  loanepxuBaemble MHTErpaunum SIEM, Active Directory, NTP

14.  Tlopoepxka SSL FTPS (naccmBHas n aktueHas cxemsl), HTTPS, LDAPS

15.  MOHWTOPUWHI CTOPOHHUMU CPeacTBaMY SNMP

16.  VIHCTPYMEHTbI aAMUHUCTPUPOBAHUSA SSH

17.  [ononHuTensHble yHKLMMN ®opmupoBanmne hainna MeTa-mHPOPMaLUK LN1F ero aHanu-
3a cpeacteamu DLP (4tenue), Ynpasnenme KoHGuUrypaumei

18.  Ponu v rpynnbl nosib3oBatenen Aamunuctparop, Onepartop, Monb3oBatenb cepsuca, Monb-
3osarens DLP

19.  BHyTpeHHUe (HONONHUTENbHbIE) (OYHKUMM 06ecrnedeHns  KOHTPOSb LenoCTHOCTU, AYyOMT M3MEHEHUS KOHGMrypaLmn

6e30nacHOCTY NPOAYKTa cuctemsl, Mictopus coobLeHnR
20. lMopgepxuBaemble CLeHapun o6MeHa (He NCKNYas) Mepenaya nHkpemeHta MS SQL Server, Mepeaada nonHoro

6akana MS SQL Server, lMepeaaya o6HoBnennin WSUS, [Me-
pefada penytaunoHHblx 6a3 KPSN, Mepenada MHKpemMeHTa
PostgreSQL (log-shipping WAL noros), [Mepeaaya nonHoro
6akana PostgreSQL, Mepepaya npotokona NTP
(CUHXPOHW3aLMS BPEMEHMK)
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JononHutensHble napameTpbl npoaykra AlK InfoDiode PRO

Ne lMokasartenb 3HayeHue
n/n

1. MakcumanbHas adpdekTuBHas ckopocTb nepefgaydu UDP 900 Moéut\cek
n TCP\IP Tpachuka B HeKnacTepHoOM BapuaHTe

2. MakcumansHas adpdpekTusHas ckopocTs nepegadun UDP - 900 M6uT\cek
TCP\IP Tpathuka B KNacTePHOM BapuaHTe

3. MakcumanbHas agppeKkTUBHas CKOPOCTL Nepefaqu 300 M6ut\cek
panos no FTP(S)\CIFS\SFTP n SMTP B HeknactepHom
BapuaHTe

4, MakcumansHas adppeKTUBHAs CKOPOCTL Nnepeaaqu 300 M6ut\cek
aiinos no FTP(S)\CIFS u SMTP B knactepHom
BapuaHTe

5. MakcumanbHoe BpeMs roTOBHOCTW BE6-KOHCOMK 3 MUHYTBI
yrnpasrieHns nocre 3anycka

6. MakcumanbHoe BpeMs rOTOBHOCTM K Nepefiaye AaHHbIX 3 MUHYTI

7. MakcumanbHoe Kosin4ecTBo hainos (pasmepom Ao 20
1,75 M6) B cekyHay npu nepepaaye ¢ In-Proxy cepeepa
Ha Qut-Proxy cepsep

8. Mpw paboTe cnyx6bl U3BNeYeHNs graiinos (onpoc 1 pa3 B 1 cekyHay
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MakcumarnbHas 4actoTa 3anycka cnyxobl
(MHTEHCMBHOCTb CKAHWUPOBaHUA (PaNIoB Ha YAaIEHHOM
cepsepe)

9. Mpw paboTe cnyx6bl U3BNeYeHNs graiinos (onpoc 10
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MakcumanbHas BMOXEHHOCTb NanoK Npyu CKaHMpPoBaHUK
(halinos Ha yaaneHHOM CepBepe

10.  Tpw pa6oTte cnyxo0bl U3BneveHns gainos (onpoc 50
BHELUHero cepsepa CTOPOHOW In-Proxy) - Makcumym
Nnanok Ha 0IHOM YPOBHe

11.  [lpn pa6ote cnyx6bl M3BIIe4eHNUs (DainoB (0Npoc 250
BHELLIHEro cepeepa CTOPOHOM In-Proxy) - MakcMMyMm
OZHOBPEMEHHO CO3JaHHbIX NanokK (BKnoYas
BNOXXEHHbIE)

12.  [lpu pa6ote cnyxo6bl M3BeYeHNs annos (onpoc 1000
BHELLIHEro cepeepa CTOPoHOM In-Proxy) -
MakCKManbHOe KONM4YecTBO (Pannos Ha yaaneHHOM
CepBepe B MOMEHT 3anyCcKa CKaHMPOBaHUS
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NononuutensHble napametpol npogykTa AlK InfoDiode PRO

Noe  llokasatenb 3HayeHue
n/n
13.  [lpwn pab6oTe cnyx6bl M3BMEYEHNS (DaNNoB (0Npoc 100
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKCKMarbHOe KONM4ecTBO (DannoB, N3BMIeKaeMbIX 32
OAVH 3anycK Cnyxobl
14.  [lpn paboTe cnyx6bl M3BNEYeHNs DanNoB (0Npoc 16
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKcKUMasnbHbI 06bLEM M3BNEKaEMOro haiina
15.  [lpwn pa6ote cny6bl M3BNIe4eHNs Dainnos (onpoc 20
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKCKMaJibHOe KOJIN4eCcTBO (DAisioB, 13BJIEKAEMbIX C
YOANIeHHOr 0 CepBepa, B CeKyHAY
16.  [lpm pa6ote n3sneyveHns aiinos (0NPoC BHELIHEro 300 M6éut\cek
cepsepa CTOpoHoiA In-Proxy) - apdhekTMBHAsA CKOPOCTb
4TeHMs Pannos Npu U3BNeYeHUN
17.  ToppepxuBaemble 6pay3epbl (KOHCOMb GChrome (v.133 n Bbiwe), Microsoft Edge, FireFox
aiMUHUCTPUPOBAHIAS) (v.130 1 BblwLe)
18.  TopaaepXvBaemble BEPCUM KOHTPOMEPOB AOMEHA 2012r2, 2016, 2019
Active Directory (Windows Server)
19. Tlopnepxmeaemble NPOTOKOSbI ayTEHTUGIMKALUM Kerberos
(BOCTYN K KOHCONW aAMUHNCTPUPOBAHUS)
20. MoppepxuBaemble Bepcun SAMBA SMB2 (aKkTmBHas 1 naccusHas cxembl), SMB3 (Tonbko
NaccuBHas cxema)
21.  Noppepxuaemas sepcust SNMVIP SNMPv1, SNMPv2, SNMPv3
22. ToppepxuBaemble KIMEHTb! Ans paboTbl no CIFS smbclient (4.10.7), NMposogHuk Windows, cifs-utils (6.9,
aapo 5.0.0.38)
23.  TopaepxuBaemble KIMeHTbl ans pabotsl no FTP\FTPS Filezilla (3.29.0), Winscp (5.13.1), Iftp (4.8.4)
24.  MakcumanbHo nojaepXx1nsaemMoe Konu4ecTso 1000
nosib30BaTenen cucTeMbl Ha 0AuH cepsep (In-Proxy
unu OQut-Proxy)
25. [lpepenbHOe KONMYeCTBO 0 HOBPEMEHHbIX 20

noaknioyeHunin\ceccuin FTPAFTPS\CIFS K kaxaomy u3
cepsepos In-Proxy\Out-Proxy
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NononuutensHble napametpol npogykTa AlK InfoDiode PRO

Ne lMoka3aTenb 3HayeHue
n/n

26.  [octynHoe ana pasmeLleHns ¢hainnos Mecto Ha guckax — 90% o1 o6bema gucka

27. [lpepen Hanu4ms cBO6OAHOIO MecTa Ha auckax In-Proxy 116 oT JOCTYNHOro ANs pasmelLeHmns hainnos mecTa Ha
1 Qut-Proxy ans rapaHTuu yCnewHoi nepeaayn AaHHbIX — OUcKax

27.  MakcumarnbHas fimHa umeHn doaina, 6aint 255
28.  MakcumanbHas gnuHa nytu daina, 6aint 2048
29. MakcumanbHas BMNOXXeHHOCTb Nanok 10
30. Makcumym nanok Ha 0JHOM YPOBHE 50

31, Makcumym OLHOBpPEMEHHO CO3[aHHbIX nanok (Bknwo4yas 250
BNOXXEHHbIE)

32. PekomeHayemMoe KOnu4ecTBo paboymx 10
CTOMI0B\MCTOYHMKOB Tpadpnka ang cTpumuHra (npu
outpeite 3000K)

33.  PekomeHAyeMmbl MaKCKUMarbHbIN pasmep 1616

nepenasaemoro gpaiina

34.  PexkomeHayemblid Ans nepefadu CpeaHuiA pasmep 4 M6
(haiina (B Lensax makcummsauum apeKTUBHOM
CKOpOCTU nepegayn)

35. PexkomeHayemoe KOIM4eCTBO KaHarnos 50
nepenadu\endpoint-endpoint

36. MakcumanbHOe KONMYecTBO COOBLLEHUI B OJHOM 5000
kaHane\endpoint (Ha 0CHOBaHWUK JaHHbIX B pasaene
WcTopus coobLueHnit)

37.  Cpok xpaHeHus haiinoBs Ha In-Proxy un Out-Proxy 0T 1 MuH po 30 AHel (HacTpoiika)
cepsepax

38. [lpoueHT KoMneHcauun pasmepa B LUenax rapaHtuu o1 12.5% (Ha 6onbwmx painnax) o 100% (Ha ManeHbKMX
[0CTaBKU (haitnax n cnyxe6HbIx KOMaHaax) - 0T o6bema
nepefasaemblX JaHHbIX
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