[lokasaTenu Ha3Ha4eHus _ INfo
ATK InfoDiode SMART Diode

CoBpeMeHHble TPeOOBaHUA K 00ECMEYeHN0 MHPOPMALIMOHHOA 6630MacHOCTI rOCYAaPCTBEHHbIX UHOPMALIMOHHBIX CUCTEM,
opraHm3auuin  (UHAHCOBOWA OTPACAN, KPUTUYECKN BaXKHbIX 00bEKTOB, 00bekTOB KWW 1 ACY TI B 3HEPreTU4eckomn,
HedbTera3oBom, TPAHCMOPTHOW, KKX 1 Opyrux OTpacnsax NPMBOAAT K BbIOOPY MPUHLMUNUANIBHO HOBbLIX TEXHUYECKUX U
OpraHn3aLOHHbIX Mep 3aLLUTbI.

B kayecTBe pelleHMs MOryT BbICTynaTb TEXHONOrMM OfHOHanpasneHHoOW nepedayn AavHbiX AMK InfoDiode SMART,
OCHOBaHHble Ha MPUHLMNAX (HU3MYECKOI M30MALMM OJHOTO CETEBOr0 CEermMeHTa OT APYroro, U nNpu aToM 06ecnevmBatoLLne
BO3MOXHOCTb MEPefadn JaHHbIX M3 3aKPbITOr0 KOHTYpa BO BHELUHME CETW. Takue TEXHONOTrUW rapaHTUPYHT LENOCTHOCTb 1
AOCTYMHOCTb [aHHbIX B 3aLLWLLEHHOM CErMeHTe, a TaKXKe MOMHOCTbI) WCKMKYAOT PUCKM Nepeaadn Kakux-nubo AaHHbIX B
00paTHOM HanpaBNeHUK, BHYTPb 3aLLMLLAEMOrO CerMeHTa.

B HacTosiem gokymeHTe npefctasneHbl Lenesble xapaktepuctuku AMK InfoDiode SMART v gononuutensHoro MO K Hemy,
KOTOPbIE rapaHTUPYOTCA NPOU3BOANTENEM NPU COBMIOAEHNN YKA3aHHbIX OrPaHNYEHWIA.

BHuMaHKe: B TabnuuUax HWKe NpefCcTaBfieHbl NOKa3aTeny Ha3HaveHus, KOTOpble MOAAEPKMBAOTCS NOCNEeLHEeR BbINyLLEHHON
Bepcueli M0 InfoDiode SMART.
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OcHosHble napameTpbl npoaykTa AlK InfoDiode SMART

Noe  [lokasarenb 3HayeHune
n/n
1. OcHoBHble 3aaa4u pelaemble AK Infodiode SMART 1. 3awmrta UCTOYHMKA Nepeaaym AaHHbIX,
2. 3awuta npMeMHUKa nepeaadmn aaHHbIX
O6ecneyeHne 0AHOHANPABNEHHOM NepeJadi AaHHbIX U UC-
KI4YeHns BO3BPATHOMO Tpagpuka 3a CHeT 1CMoJib30BaH!s
(bu3n4ecKoro nNpmHLUNAa 0AHOCTOPOHHEN NPOBOAUMOCTH
2. AnnapatHble komnoHeHTbl AMK InfoDiode SMART Eannoe 1RU ycTpoiicTBO B COCTaBE:
e In-Proxy dhu3nyeckuii cepsep
e AnnapartHslii Diode
e  Qut-Proxy dousnyeckui cepsep
3. T[lporpammyoe o6ecreyenue (M0 InfoDiode SMART) e InfoDiode Smart Firmware\npowuska InfoDiode SMART
e InfoDiode Configurator\kOMNOHEHT (BHELUHWA UHTEp-
theiic) ana popmmpoBaHma Hansios KOHUrypaLmm
4. Buabl nepenaBaemMbix JaHHbIX e [lOTOKOBbIE CEPBUCHI\NNOTOKOBbIE JAHHbIE
e [IpoKcu cepBUCHI\NAKETHbIE AaHHbIE
5. 0TOKOBbIE CEPBUCLINTOTOKOBbIE AAHHbIE UDP (unicast, multicast, broadcast), cTpumuHr pa6odero
(6e3 LONONTHNTESNIbHBIX KOHHEKTOPOB) cTona
6.  [lpoKcu cepBMCbI\NAKETHbIE JaHHbIE MQTT(S)
(6€3 nONONHUTENbHLIX KOHHEKTOPOB) . v 3.1 (TonbKo Gpokep)
o v 3.1.1 (KnneHT 1 6pokep)
Qo0S=0 n QoS=1
MQTT Sparkplug
SNMP
o V2
®  MOHWUTOPUHI NapameTpoB CKaNAPHbIX TUMOB
7. Moppepxuaemble nHterpaumm SCADA, OPC-cepsepbl,  QOvation OPC Server, Siemens WINCC, KepServerEX, Aveva
Historian, MES (B TOM 4ucne ¢ ucnonb3oBaHuem fo- Historian (Wonderware), MasterSCADA 4D/MasterOPC,
MOTHUTENbHbIX KOHHEKTOPOB) - HE OrPaHNYMBasAChH KOTMW, ACOKY, CLY ®okyc, Alpha.SCADA, Penemaruka-
MU, CK-11, MLAD, UHaacodT, TL.Solutions, lloT.Istok,
8. HocTtynHble KoHHekTOpbl (AMT-TPYIT) OPC UA, Modbus, ®ainosbli
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OcHosHble napameTpbl npoaykTa AlK InfoDiode SMART

No  [lokasatenb 3HayeHune
n/n
9. lMpoTokonsl NepefaBaemble ¢ ucnofib3osaHmem ctopoH-  OPC UA/DA, Modbus TGP, Omron FINS, Mitsubishi SLMP,
Hero 10 (BHEeWHMX KOHHEKTOPOB MapTHEPOB) IEC 61850 MMS, IEC 60870-5-101/103/104, DLMS, S7,
DNP.3, FDST, ICCP (TASE 2), C37.118
10.  MNoppepxusaemble OPC DA cepsepbl OPC.DeltaV.1, RSLinx OPC Server, Yokoga-
(C AONONHWUTENbHLIMU KOHHEKTOPAMK NapTHEpPOB) wa.ExaopcDACS1.1, Tankvision OPCServer, MOXA Active
OPC Server
11.  TopoepxuBaemMble pexxumMbl padotsl MQTT "OpoKep-6pokep’, "KNUEHT-KNNEeHT", "OpOKeP-KNNeHT",
"KNUeHT-6poKep"
12.  MOHWTOPUWHI CTOPOHHUMU CPeaCcTBaMN SNMP v2, nogpepxka Zabbix 6.0 LTS , 7.0 LTS (Hanuuue
13.  /IHCTpYyMEHTbI aAMUHWNCTPMPOBAHMA SSH, Ul KoHdhurypatop (0TAenbHOE NPUNoXeHue)
14.  Ponu u rpynnsl Nonb30BaTenen Monb3oBarens cepemca, AMUHUCTPATOP
15.  Tloanep»xka aByxdpakTOPHOW ayTeHTUMKaLmu ans [a (c ucnonb3oBaHuem SSH kro4a)

NPUBUNErMPOBAHHbIX Y4ETHBIX 3aN1Ceit
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NononHutenbHble napametpbl npoaykTa AMK InfoDiode SMART

Ne  [lokasarenb 3HayeHue

n/n

1. MakcumanbHas aghdpekTuBHasa ckopocTb nepefayqun UDP 800
Tpadomka, Méut/cek

2. MakcumanbHas 3hheKkTMBHAsA CKOPOCTbL nepenayu 800
MQTT Tpadhuka, Méut/cex

3. MakcumanbHoe Bpems rOTOBHOCTM K nepefayn aaHHblx, 30
ceK

4, PekoMeHayeMOe KONn4ecTBO paboyinx CTo- 10
NOB\MCTOYHNKOB Tpadpuka ans CTpUMnHra (npu 6utpen-
Te 3000K)

5. MakcumanbHoe Konn4ecTBo nogknatodeHunii MQTT + 30
MQTTS

6. MakcumarnbHOoe KOnu4ecTBO Ceccuit 100

7. MakcumanbsHoe KonuyecTBo wildcard noanucok Ha cec- 10
cuio

8. MakcumarnbHoe Konn4ecTBo 06bI4HbIX MOAMMCOK Ha 300 000
Ceccuto

9. O6Lee KONMYecTBO YHUKaNbHbIX wildcard nognucok Ha 200
BECb CEpPBEp

10.  06LIee KONUYECTBO YHUKANbHBIX 0ObI4YHbIX MOAMMCOK 500 000
Ha BECb CEPBEP

11, CymmapHOe Konm4ecTBO 00bI4HbIX NOANNCOK (He BaxxHo 1 000 000
YHUKANbHbIX U HET) HA BECb CEpBep

12. MakcumanbHas 4JIMHHA UMEeHU Tonuka, 6anT 1024

13.  MakcumanbHoe konndecteo MQTT coo6LieHuid B ce- 5000
KYHAY C 06LLMM pa3MepoMm Tefla 04HOr0 COOBLLEHUS <=
6900 6ant

14.  Konu4ecTBO TEroB/napameTpoB BHELLHEr0 cepsepa 150 000
(OpMEHTMPOBOYHOE 3HA4YEHME), NepeiaBaeMbiX B CEKYH-
Ly, npu pasmepe Tera = § 6aint (6e3 cpnara retain)

15.  PekoMeHayemblil MakcumarnbHblil 06bEM JaHHbIX, KOTO- 250

PbIit MOXHO NPUKpPenuTb K ogHoMy topic (M6)
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[ononuutensHble napameTpbl npoaykTa AlK InfoDiode SMART

No  [okasatenb 3HaveHue

n/n

16.  MakcumanbHoe Konn4ecTso Bepudouumpyembix MQTT 10 000
CO0O6LLEHUI B CeKyHay B pexxume sepudukaumm JSON,
Mpu KONUYECTBE NONEN B OHOM COOOBLLIEHNIA He 6oree
10

17. MakcumanbHoe KONUYecTBO YCTPOICTB ANS MOHWUTO- 1024
pura no SNMP

18. MakcumanbHoe konuyectso OID ansg MOHWTOPUHIA No 10 000
SNMP

19.  MakcumanbHoe konndyectso OID ans MOHWTOPUHIa no 4000
SNMP npu ycnosum onpoca 400 OID B cekyHAy

20.  MakcumanbHoe konuyectso OID ans MOHUTOPKHIA NO 10 000

SNMP npwu ycnosuu onpoca 200 OID B cekyHay

MapameTpb! ¢haitnoBoro koHHeKTOpa (otaenbHoe M0, He BxoauT B cocTas AllK InfoDiode SMART)

No  [loka3atenb 3HayeHune
n/n
1. OcHOBHbIe 33134y peLiaeMble draiinoBbiM KOHHeKTOpoM  [lepeaaya doaiinosoro Tpadguka Yepes InfoDiode SMART
AMK InfoDiode SMART PeluaeTcs nyteM TepMUHUPOBAHUS KOHHEKTOPOM
BX0JALLEro paitnoBoro Tpagomka Ha KOHHEKTOpe Ha
ctopoHe IN, nepenaden ero B InfoDiode SMART, c6opa
KOHHEKTOpOM Tpadouka Ha cTopoHe OUT u nepepayeit
Tpadhmka BHELHUM NOTPe6MTeNnsam B BUAe UCXOLHOr0
thainnioBoro noToka
2. Bepcun MQTT npoTokona, noaaepXueaemble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. MoanepxnBaeMble BEpCUU (paiinoBbIX NPOTOKOOB FTP(S), SMB\ CIFS, SFTP
4, JloNONHMTENbHbIE OMUMX KOHTPONA LieIOCTHOCTH ABTOMAaTMYeCKas reHepaums 1 nepenada goaitnos
KOHTPOJbHbIX CyMM Md5 Ha KaX[blil nepeaBaembli goaiin
0. MakcumanbHblil 06bem nepefasaemoro ganna (Mo) 250
6. MoanepxnBaemMble BEPCUN CEPTUAIULIMPOBAHHbIX e AstraLinux 1.8.2
OMepauyoHHbIX CMCTEM
patl ¢ Red0S 8.0
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MapameTpsbl OPC UA koHHekTOpa (oTaensHoe [10, He BxoauT B cocTas AllK InfoDiode SMART)

No  [loka3atenb 3HaveHue
n/n
1. OcHoBHble 3apa4u petiaemble OPC UA KOHHEKTOPOM Mepenaya OPC UA tpadpmuka 4epe3 InfoDiode SMART
AMNK InfoDiode SMART PeluaeTcs nyteM TepMUHUPOBAHUSA KOHHEKTOPOM
gxoaaLero OPG UA Tpadhuka Ha KOHHEKTOpe Ha cTopoHe IN
(BblcTynaet B kavyectee OPC UA knueHTa), nepefaden ero B
InfoDiode SMART, c6opa KOHHEKTOpPOM TpaduKa Ha
ctopoHe OUT u nepefayei Tpadpuka BHELIHUM
notpe6utenam no npotokony OPC UA (BbicTynaet B
kavectBe OPC UA cepsepa)
2. Bepcun MQTT npoTokonoB, Noanep>xuBaemMble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. MakcumanbHoe Konnm4ecTBO napameTpoB (Teros, 100 000
CWUTHANO0B) B CEKYHAY
4, MakcumanbHOoe KOTIM4YeCcTBO CECCuid 100
5. MoaaepxnBaemMble TUMbI Y3N0B ANd MMnopTa Yanbl cneuudmkaumn ctavgapta OPC UA v 1.03\1.04.
B yactu maccuBos:
e CKansapHble BEIMYMHBI
6. Moonepxxka "ropsyero” fob6asneHns\M3MeHeHus y3nos  [la, nocrne nepesarpy3ki KOHHeKTopa
7. Pexxumbl paboTbl UMNOPTA Y3N0B CepBepa UCTOYHMKA e Browse (nepeHoc CTpyKTypbl 1 "Aepesa’ Teros")
e File (nepeHoC BbI6GPAHHOrO CNKUCKa Teros)
8. Hanu4ne HecKONbKNUX CTapTOBbLIX Y3N0B g MMnopTa Ja
9. AyteHTuukauma Ha ctopoHe OPC UA knuenta n OPC e  AHOHUMHO
UA cepsepa
e Jlorux/naponb
e CepTudpmkar X.509
10.  TMonutukm 6e3onacHocTi OPC UA Ha ctopove OPCUA e None
e e Basic128Rsal5
e Basic256

e Basic256Sha256
e Aes256_Sha256_RsaPss
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MapameTpsbl OPC UA koHHekTOpa (oTaensHoe [10, He BxoauT B cocTas AllK InfoDiode SMART)

Ne  T[lokasartenb 3HayeHne
n/n
11, Pexumbl 6e3onacHocTn Ha cTopoHe OPC UA knueHTam o None (6e3 nognucy 1 6e3 wudposaqus)
OPC UA cepaepa e Sign (noxnuch coobiuieHuii OPG UA)
e SingEncrypt (nognuck coobeHuin OPC UA +
lnhpoBaHme)
12.  MNonutukn 6e3onacHoct OPC UA Ha ctopoHe OPCUA e  None
cepaena o Basic2565ha256
o Aes256_Sha256_RsaPss
o Aes128_Sha256_RsaOaep
13.  lopnepxueaemble BEpCU CEPTUGINLIMPOBAHHBIX e AstraLinux 1.8.2

onepalnoHHbIX CUCTEM

e Red0S 8.0
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MapameTpsbl Modbus kKoHHekTopa (oTaenbHoe 10, He BxoauT B coctas AllK InfoDiode SMART)

No  [loka3atenb 3HaveHue
n/n
1. OcHoBHble 3aaa4u peliaemble Modbus KoHHeKTOpPOM Mepenaya Modbus Tpaduka vyepes InfoDiode SMART
AMNK InfoDiode SMART PeluaeTcs nyteM TepMUHUPOBAHUSA KOHHEKTOPOM
BxogaLero Modbus Tpaduka Ha KOHHeKTOpe Ha ctopoHe IN
(BblcTynaet B kayectee Modbus master), nepeaayeii ero B
InfoDiode SMART, c6opa KOHHEKTOpPOM TpaduKa Ha
ctopoHe OUT u nepefayei Tpadouka BHELIHUM
notpeéutenam no npotokony Modbus (BbicTynaet B
kavectse Modbus cepsepa)
2. Bepcun MQTT npoToK00B, NOALAEPXKUBAEMbIE MQTT(S) v 3.1.1
KOHHEKTOPOM
3. Moppepxka nepepayun no UDP Ja
4. MakcumanbHO noaaepXnBaemMoe Konn4ecTso 247
ycTponcTts ans IN cTopoHbl KOHHEKTOPA
5. MakcumanbHOoe KoM4ecTBO PerncTpos, nonydaembix ¢ 30 875
247 yCTPOICTB B CeKyHay (no 125 pernctpos ¢
YCTPOWCTBA)
6. Moanepxka "ropsyero’ no6asneHns\M3mMeHeHns yanos  [la, nocre nepesarpy3ku KOHHeKTopa
7. MakcumanbHoe konu4ecTBo ceccuii ana OUT cTopoHsl 50
KOHHEKTOopa
8. MoonepxnBaemble BEPCUN CEPTUDULNPOBAHHbIX e AstraLinux 1.8.2

onepaunoHHbIX CUCTEM

e Red0S 8.0
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