| InfoDiode — nuweiika PeLLeHWiA annapaTHom 1
annapaTHo-NporpaMMHOIl 3aLnTbl, KOTOPbIE 06ECMEYNBaIOT
Peanu3aLmio OHOHaNpPaBNeHHOI nepeaain JaHHbIX,
rapaHTUpys 3aLLuTy Ha (U3MYECKOM YPOBHE.

MpuBbluHble hyHKUMM C3N
InfoDiode BKMI04aET BO3MOXHOCTY HeBuaumocTs B ceTh
«KNaccu4eckux» CpeacTs InfoDiode - naccusHoe

MexceTesoro akpanmuposanus: NAT,  L1-ycTpoiicTBO, He UMetoLLee

lapaHTUPOBaHHAs U30NALMA
KITI04EBbIX CUCTEM M CErMEHTOB

®yHKuuns 6e3onacHocTyn InfoDiode Ha
(hM3N4ECKOM YPOBHE: B 3aLLMLLAEMOM
CErMEHTE - TONIbKO MCTOYHUK
CBETOBOrO CMrHana (NpuemMHnK
OTCYTCTBYET), Ha MPUHMMAaIOLLEN
CTOPOHE - TOMbKO NPUEMHUK CBeTa
(nepedatymk OTCYTCTBYET). YCTPOICTBO
KOHCTPYKTMBHO OJHOHANpPaBeHHOE.

D

Mpokcu-cepsep

lMpokcuposauue Tpachuka ana TCP/IP

[ns NpOTOKONOB, OCHOBAHHbIX HA NMPUHLMNE
«3anpoc-0TBET» (ABYHANPAaBNEHHbIX), B
InfoDiode ucnonb3yetcs NpoKCMpoBaHue
Tpahuka: AaHHbIe NepefatTCcs Ha NPOKCU-
CepBep No /ByHanpasneHHOMY NPoTOKONY,
nocrne 4ero Npeo6pasoBbIBAIOTCS AN
nepejayn no 0AHOHaNPaBneHHOMY KaHany u
nepejaroTcs vYepes anon. Ha apyroi ctopoHe
Pa3MeLLAETCH aHANOrMYHbI MPOKCU-CepBep,
KOTOPbIA 06paTHO NPeoBbpa30BbIBAET JaHHbIE
B 3HAYanbHbIA NPOTOKOM U NepefaeT ux
NnoJy4aTesnto B ABYHANPaBIeHHOM PeXMMe.
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access list, KOHTPO/b LEeNOCTHOCTH, IP— nnn MAC-agpeca, ero
ayTeHTUUKaLNA 1 aBTopm3auus, HEBO3MOXXHO 06HAPYXUTb NpK

Yasgumoctu M0 u
KOHTPOIb KOHGUypaLum. CKaHUPOBAHNIA CETH. KOH(UTypaumum He BIMAHOT Ha

thyHKLMIO 6630MaCHOCTH

@uamnyeckan YHKUNS 3aLLKUTbI 1
OTCYTCTBWE NPOTrPAMMHOI0
o6ecneyenus B InfoDiode
NCKNOYAT BOSMOXHOCTb
HapyLLeHUs YHKLMK 6830MacHOCTM
113-32 YSI3BUMOCTN «HYNEBOr0 JHS»
U HEKOPPEKTHOM KOHGMrypaLmu.

Mepeparymk

e

Mpokcu-cepaep

OtcyreTBYET OTcyTcTBYET
NpUeMHHUK CBETOBOIO nepefaTyuK CBETOBOr0
CHrHana CHrHana

[apaHTuA QoCTaBKK
M0 OBHOCTOPOHHEMY KaHasty

Pa3pbiB AByHanpaBneHHbIX COeAUHEHUI
PLIB ABYHAND A LlenocTHOCTL Nepeaayn LaHHbIX B (OM3NYECKM

[Naxe ecnu InfoDiode HanpasneH BHyTPb ofiHoHanpasneHHom kaHane InfoDiode
3aLLMLLAEMOr0 CBrMeHTa, OfIHOHANPaBNEHHOCTb rapaHTUpyeTca 3a CYET NPUMEHEHNS
CBETOBOr0 CUrHANa 1 MPOKCKUpPOBaHNe Tpadnka N36bITOYHOCTI 11 NOMEXOYCTONYMBOTO
He NMO3BONSIOT UCNONb30BATh BYHANPABNIEHHbIE KOZMPOBAHNS.

MPOTOKONbI 11N aTaKK: HEBO3MOXEH YaneHHbli
poctyn (SSH, RDP, VNC), Tononorus un 06beKTbl
CETU He NOAJAITCS CKAHMPOBAHMIO,
HEBO3MOXXHO y3HaTb pe3ynbTat 6pyTdopca
napons. Bo3pacTaeT CNoXHOCTb 1 CTOMMOCTb
aTaku: Heo6X0AUMO B3NIOMATh «YepPHbIil ALLNK»
6e3 06paTHOr0 KaHana cas3u.
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Buneocepsep SCADA InfoDiode MOXeT B3auMOLENCTBOBaTh
- €O MHOTVMM CHCTEMAMK W KOMMJIEKCaMHU
SIEM
1
mq EICS — (aiinosbIMK1 cepBEpamMu
NS Nepenadin paitnos Mexay CerMeHTamu

3 2 — SCADA-cuctremamu  OPC cepsepamm

AHTHBHpYCbI Ans nepenavyu NpoMbILLTEHHbIX NPOTOKO0B

H NECOYHALLI InfoRelay — Bugeocepsepamu 1 Kamepamu

Ana CTPUMUHTA BULEONOTOKa

Eg —o/o— — [MoyTOBBIMYM CEpBBpaMH

-\ Ana nepeaadn noYTbl Mexay CerMeHTammn

®aiinosblit  — CUCTeMamu pe3epBHOrO KonuposaHus u CYB[
- | cepsep Lns nepefadn pe3epeHbIX KOnuia

— KommytaTtopamm
E ans nepepadqn SPAN-Tpaduka

o)
- — Kpunrtowniosamu
Ans wudgposaHus Tpaduka

KpunTowntos E_EZ' E_ — AnTMBMpYCamu, necoqHuLamu u DLP
= ] [NS NPOBEPKM nepefaBaemMblx (haiinos

— SIEM u IDS cuctemamu

MoyToBbIi ba3a fiaHHbIX unu L0151 nepefayn cobbITuiA 6e30MacHOCTH
cepsep CHUCTEMA pPe3epBHOro
= Konu —— — InfoRelay
poBaHua
:.. [NS NOCTPOEHMs 06paTHOrO KaHana

W MHOTUMW Apyrumu cunctemami.

KommyTartop

MexpomMeHHoe pelueHune Ha ocHoBe InfoDiode

KoHTponb 3a nepeaasaemoil MHpopmaumen

v— O6pa6oTka Tpadhuka Ha NPOKCU-CepBepax No3BoNseT
D j: 06ecrneynTb KOHTPOMb 32 PErfIAMEHTOM M COLEPXKUMbIM
nepeAaBaemblX AaHHbIX: OFPAHUYUTL BPEMS UK
VHTEHCWBHOCTb Nepejayu, He AoNyCTUTb nepesady
(hannos onpefeneHHoro TMna UaK 3anpeLyeHHomn
KOMaHAbI, NONY4UTb «paspeLleHne» Ha nepeaady AaHHbIX
a 0T CTOPOHHMX G3N.

JlocTyn K HaCTpOMKam MoSMTK BO3MOXEH TOJIbKO U3 TOr0

InfoDiode. 3T0 rapaHTUpYeT, YTO AAXE B CNy4ae

YaneHHo U3MEHUTb HaCTPOIKM «3a JUOAOM» HEBOSMOXKHO

3aijuiiaeMmoro cermeHTa OTKPbITOro cerMeHTa KOMMPOMETALMI KOPMOPATHBHOTO CErMeHTa,
NPUMEHsieMble B 3aLLMLIAEMOM CErMeHTe KOHUrypaumum
OyayT HEM3MEHHbI 1 pabOTOCNOCOOHbI.
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