CoBpeMeHHble TPeOOBaHUA K 00ECMEYeHN0 MHPOPMALIMOHHOA 6630MacHOCTI rOCYAaPCTBEHHbIX UHOPMALIMOHHBIX CUCTEM,
opraHm3auuin  (UHAHCOBOWA OTPACAN, KPUTUYECKN BaXKHbIX 00bEKTOB, 00bekTOB KWW 1 ACY TI B 3HEPreTU4eckomn,
HedbTera3oBom, TPAHCMOPTHOW, KKX 1 Opyrux OTpacnsax NPMBOAAT K BbIOOPY MPUHLMUNUANIBHO HOBbLIX TEXHUYECKUX U
OpraHn3aLOHHbIX Mep 3aLLUTbI.

B ka4yecTBe peLLeHNs MOryT BbICTynaTb TEXHONOrMM oaHoHanpasneHHoi nepenayn gaHHbix AlK InfoDiode PRO, ocHoBaHHbIe
Ha NPUHLMNAX OU3NYECKOIA U30NALMA OJHOrO CETEBOr0 CErMeHTa OT APYroro, U npu 3TOM 06ecneynBaroLLe BO3MOXXHOCTb
nepeaayn JaHHbIX U3 3aKPbITOr0 KOHTYpa BO BHELUHWE CETW. Takme TEXHOMOMMM rapaHTUPYHT LENOCTHOCTb M JOCTYMNHOCTb
AaHHbIX B 3aLLWLLEHHOM CErMEHTE, a TaKXe MOMHOCTbI0 MCKMIOYAKT PUCKM Nepedaydn Kakux-nubo AaHHbIX B 06paTHOM
HanpaBneHNK, BHYTPb 3aLLNLLAEMOr0 CermeHTa.

B HacToswem pokymeHTe npenctaBneHbl uUenesble Xxapaktepuctuksn AlNK InfoDiode PRO, KoTtopbie rapaHtupytoTcs
NpoKU3BOANTENEM NPN COBMIOAEHMN YKA3aHHbIX OFPAHNYEHUIA.

BHuMaHKe: B TabnuuUax HWKe NpefCcTaBfieHbl NOKa3aTeny Ha3HaveHus, KOTOpble MOAAEPKMBAOTCS NOCNEeLHEeR BbINyLLEHHON
Bepcwueli M0 InfoDiode PRO.
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OcHosHble napameTpbl npoaykTa AlK InfoDiode PRO

Noe  [lokasarenb 3HayeHue
n/n
1. OcHoBHbIe 3aa4n petiaemble AMK Infodiode PRO 1. 3awmTa CToYHMKA nepeaadn AaHHbIX,
2. 3awuta npMeMHUKa nepeaadmn aaHHbIX
0O6ecnevyeHne 0HOHANPABNEHHO NEPeaadn AaHHbIX 1
MCKMI0YeHne BO3BPATHOro Tpacduka 3a cHeT UCNONb30BaHMUA
(buamyeckoro npmHLMNa 0AHOCTOPOHHEN NPOBOAUMOCTH
2. OcHOBHbIe annaparHble KOMMOHEHTBI e In-Proxy consnyeckuii cepsep
e AnnapartHbiit Diode
e Qut-Proxy domsunyecknii cepsep
3. AnnapartHble nnaTgopmbl e FEL19
e EL20/EL20.2
e FEL23
e FEL104/108
e Axsapuyc T40 S104DF
4. lporpammHoe o6ecneyenne (MO Infodiode PRO) e [0\npowweka Infodiode PRO (AMT PYI)
2. Buabl nepeaBaemMbix JaHHbIX e [l0TOKOBbIE CEPBUCHINMTOTOKOBbIE AaHHbIE
e [IpoKcu cepBUCHINNAKETHbIE fJaHHbIe
6. KnacTepHasa KoHdUrypaums - noTOKOBbLIE CEPBUCH! Ja
7. KnactepHas KoHduUrypauus - npoKcu CepBUCHI Ja
8. NoTOKOBbIE CEPBUCHINTOTOKOBbIE AaHHbIE UDP, TCP\IP (TyHHenuposaHue), Mepumetp KBO (IpSec),
CTpuMUHT BUAEO\paboyero cTona
9. lpoKcK CepBUCHI\NAKETHbIE AaHHbIE FTP(S), SMB\CIFS, SMTP(S), SFTP
10. [lopnoepxxuBaemMble NPOTOKOSbI AN aKTUBHOW CXEMbI FTP(S), SMB\CIFS, SMTP(S)
(Ha In-Proxy cepsep BblknaapiatoT, Out-Proxy cepsep
BbIKI1aAlbIBAET HA BHELLIHWIA CepBep)
11.  [lopnepxnBaemble NPOTOKOSIbI AN NACCUBHO CXEMbl FTP(S), SMB\CIFS, SMTP(S), SFTP
(Ha In-Proxy cepsep BblknagpiatoT, ¢ Out-Proxy
CepBsepa 4MTarT)
12.  [loppoepxnBaemble NPOTOKOSbI CYX60I U3BNEYEHMS FTP(S), SMB\CIFS

thaitnos (In-Proxy cepsep 4utaet, Out-Proxy cepsep
BbIKNabIBAET)
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OcHosHble napameTpbl npoaykTa AlK InfoDiode PRO

Noe  [lokasarenb 3HayeHue

n/n

13.  loanepxuBaemble MHTErpaunum SIEM, Active Directory, NTP

14.  Tlopoepxka SSL FTPS (naccmBHas n aktueHas cxemsl), HTTPS, LDAPS

15, MOHUTOPWHI CTOPOHHUMI CPeaCTBaMN SNMP

16.  VIHCTPYMEHTbI aAMUHUCTPUPOBAHUS SSH

17.  [ononHuTensHble yHKLMMN ®opmupoBanmne hainna MeTa-mHPOPMaLUK LN1F ero aHanu-
3a cpeacteamu DLP (4Tenue), Ynpasnenme KoHGuUrypaumei

18.  Ponu v rpynnbl nosib3oBatenen Aamunuctparop, Onepartop, Monb3oBatenb cepsuca, Monb-
3oBarenb DLP

19.  BHyTpeHHUe (HONONHUTENbHbIE) (OYHKUMM 06ecrnedeHns  KOHTPOSb LenoCTHOCTU, AYyOMT M3MEHEHUS KOHGMrypaLmn

6e30nacHOCTY NPOAYKTa cuctemsl, Mictopus coobLeHnR
20. lMopgepxuBaemble CLeHapun o6MeHa (He NCKNYas) Mepenada nHkpemeHta MS SQL Server, lMepenada nosnHoro

6akana MS SQL Server, Mepenaya o6HosneHnit WSUS, le-
pefada penytaunoHHblx 6a3 KPSN, Mepenada MHKpemMeHTa
PostgreSQL (log-shipping WAL noros), [epeaaya nonHoro
6akana PostgreSQL, Mepepaya npotokona NTP
(CcuHXpoHM3aums Bpemenn), MNepeaaya pesepBHbIX KON
Knbep bakan, MHTterpaums ¢ AVSOFT ATHENA
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LononHutensHble napameTpbl npogaykra AlK InfoDiode PRO

No
n/n

lNokasartenb

3HayeHue

MakcumanbHas apdekTUBHAA CKopocTb nepefayu UDP
n TCP\IP Tpachuka B HeKnacTepHoOM BapuaHTe

900 M6uT\cek

MakcumansHas adppekTuBHas ckopocTs nepegadun UDP
TCP\IP Tpathuka B KNacTePHOM BapuaHTe

900 MéuT\cek

MakcumanbHas 3addeKTUBHAA CKOPOCTb nepeaayn
panos no FTP(S)\CIFS\SFTP n SMTP B HeknactepHom
BapuaHTe

300 MéuTt\cek

MakcumanbHas 3addeKTUBHAA CKOPOCTb nepeaayn
aiinos no FTP(S)\CIFS u SMTP B knactepHom
BapuaHTe

300 MéuT\cek

MakcumanbHoe BpeMs roTOBHOCTW BE6-KOHCOMK
yrnpasrieHns nocre 3anycka

3 MUHYTBI

MakcumanbHoe Bpems roTOBHOCTM K Nepefaye LaHHbIX

3 MUHYTbI

MakcumanbHoe Kosin4ecTBo hainos (pasmepom Ao
1,75 M6) B cekyHay npu nepepaaye ¢ In-Proxy cepeepa
Ha Qut-Proxy cepsep

20

Mpw paboTe cnyx6bl U3BNeYeHNs graiinos (onpoc
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MakcumarnbHas 4actoTa 3anycka Cnyxobl
(MHTEHCMBHOCTb CKAHWUPOBaHUA (PaNIoB Ha YAaIEHHOM

1 pa3 B 1 cekyHay

[Mpn paboTe cnyx0bl 13BNEYeHNs painos (onpoc
BHELUHero cepsepa CTOPOHOM In-Proxy) -
MaKcKUMasbHas BNOXEHHOCTb NanoK Npu CKaHMPOBaHMN

10

10.

[Mpn paboTe cnyx6bl 13BNEYeHNs painos (onpoc
BHELUHero cepsepa CTOPOHOW In-Proxy) - Makcumym
NnanoK Ha 0IHOM YPOBHe

90

11.

Mpw paboTe cnyx6bl U3BNeYeHNs graiinos (onpoc
BHELLIHEro cepeepa CTOPOHOM In-Proxy) - MakcMMyMm
OLHOBPEMEHHO CO3[aHHbIX NarnokK (BKo4as

250

12.

Mpu paboTe cnyx6bl U3BNeYeHns graninos (onpoc
BHELLIHEro cepeepa CTOPoHOM In-Proxy) -
MakcumanbHoe KONu4ecTBo (paiinos Ha yaaneHHOM

1000
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LNononuutensHble napameTpol npoaykta AlK InfoDiode PRO

No  [lokasatenb 3HayeHue
n/n
13.  [lpwn pab6oTe cnyx6bl M3BMEYEHNS (DaNNoB (0Npoc 100
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKCKMarbHOe KONM4ecTBO (DannoB, N3BMIeKaeMbIX 32
OAVH 3anycK Cnyxobl
14.  [lpn paboTe cnyx6bl M3BNEYeHNs DanNoB (0Npoc 16
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKcKUMasnbHbI 06bLEM M3BNEKaEMOro haiina
15.  [lpu pa6ote cny6bl M3BIe4eHNs dannos (onpoc 20
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKCKMaJibHOe KOJIN4eCcTBO (DAisioB, 13BJIEKAEMbIX C
YOANIeHHOr 0 CepBepa, B CeKyHAY
16.  [lpm pa6ote n3sneyveHns aiinos (0NPoC BHELIHEro 300 M6éut\cek
cepsepa CTOpoHoiA In-Proxy) - apdhekTMBHasA CKOPOCTb
4TeHUS DANNOB NPU U3BMEYEHUN
17.  Mopnepxusaemble 6pay3epbl (KOHCOMb GChrome (v.139 u Bbiwe), Microsoft Edge, FireFox
aiMMHVCTPUPOBAaHNS) (v.142 1 BblLLe)
18.  TopaaepXvBaemble BEPCUM KOHTPOMEPOB AOMEHA 2012r2, 2016, 2019
Active Directory (Windows Server)
19. TopaepxmBaemMble NPOTOKOMbI ayTEHTUMMUKALIN Kerberos
(BOCTYN K KOHCONW aAMUHNCTPUPOBAHUS)
20. MoppepxuBaemble Bepcun SAMBA SMB2 (aKkTmBHas 1 naccusHas cxembl), SMB3 (Tonbko
NaccuBHas cxema)
21.  Noppepxuaemas sepcust SNMVIP SNMPv1, SNMPv2, SNMPv3
22. ToppepxuBaemble KIMEHTb! Ans paboTbl no CIFS smbclient (4.10.7), NMposogHuk Windows, cifs-utils (6.9,
aapo 5.0.0.38)
23.  TopaepxuBaemble KIMeHTbl ans pabotsl no FTP\FTPS Filezilla (3.29.0), Winscp (5.13.1), Iftp (4.8.4)
24.  MakcumanbHO nojaep>XxmBaemMoe KoJim4ecTeo 1000
nonb3oBarenein cucteMbl Ha oaunH cepeep (In-Proxy
unu Out-Proxy)
25. [lpepenbHOe KONMYeCTBO 0 HOBPEMEHHbIX 20

noaknioyeHunin\ceccuin FTPAFTPS\CIFS K kaxaomy u3
cepsepos In-Proxy\Out-Proxy
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LNononuutensHble napameTpol npoaykta AlK InfoDiode PRO

Ne lMoka3aTenb 3HayeHue
n/n

26.  [octynHoe ana pasmeLleHns ¢hainnos Mecto Ha guckax — 90% o1 o6bema gucka

27. [lpepen Hanu4ms cBOOOAHOIO MecTa Ha auckax In-Proxy 116 oT JOCTYNHOro ANs pasmelLeHmns hainnos mecTa Ha
1 Qut-Proxy ans rapaHTuu yCnewHoi nepeaayn AaHHbIX — OUcKax

28. MakcumanbHOe Konnm4ecTBO 06bEKTOB B 06paboTKe 800 000
(o4epenb 06paboTKM + 06pabaTbiBaeMble)

29.  MakcumarnbHas fimHa umeHn doainna, 6aint 255
30. MakcumanbHas gnuHa nyti daina, 6aint 2048
31.  MakcumanbHas BnOXeHHOCTb Nanok 10
32.  Makcrumym nanok Ha 0JjHOM YPOBHe 50

33.  Makcumym 0fHOBpPEMEHHO CO3[aHHbIX nanok (Bknwo4yas 250
BNOXXEHHbIE)

34. PekomeHayemoe KonnM4ecTBO paboyux 10
CTOJIOB\MCTOYHMKOB Tpadpuka ans CTpuMuHra (npu
outpeite 3000K)

35.  PekomeHAyembl MaKCHUMarbHbIN pasmep 1616

nepenasaemoro gpaiina

36. PexkomeHayemblin Ans nepenayu cpeHuii pasmep 4 M6
(haina (B Lenax MakcuMmaauuu 3P EKTUBHO A
CKOpOCTU nepeaayn)

37. PexkomeHayemoe KOJIM4eCTBO KaHarnos 50
nepenadu\endpoint-endpoint

38.  MakcumanbHoOe Konu4yecTBO COOOLLEHWUIA B OQHOM 5000
kaHane\endpoint (Ha OCHOBaHUM AaHHbIX B pasjene
VcTopus coobLeHnii)

39. Cpok xpaHeHus haiinoBs Ha In-Proxy un Out-Proxy 0T 1 MuH po 30 AHel (HacTpoiika)
cepsepax

40. [pouUeHT KoMMeHcauuu pasmepa B Lensx rapaHtum ot 12.5% (Ha 6onblinx aiinax) go 100% (Ha ManeHbKux
[0CTaBKU (haitnax n cnyxe6HbIx KOMaHaax) - 0T o6bema
nepefasaemblX JaHHbIX
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