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InfoDiode: peLLeHus ana oaHOHanNpaBeHHOIA Info
nepenaiun JaHHbIX -Diode

YCTpoiicTBa nepeiayyn AaHHbIX Knacca «Auofd» UCMoNb3ytoTes Ans PU3nN4eckoro pasaeneHns cetel B YCNOBUSX COXPaHEHMS
O[IHOHANPaBNEHHOr0 KaHana nepeja4n nHcopmauuu. Npu Takon opraHu3aLuy Nepeaadn CUrHanoB u JaHHbIX UCKIT0YaTCS
ySI3BUMOCTW, KOTOPbIE, KaK MpaBWnio, COMPOBOXAAIOT MOCTPOEHME aAPXUTEKTYPbl Ha OCHOBE MEXCETEBbIX 3KPaHOB W
NPOrPamMMHbIX CPEACTB 3aLLUTBI.

®n3nyecKoe pasaeneHne CermeHToB CeTH 6a3NPyeTCs Ha NPUHLMNE «rafbBaHUY4eCKON Pa3BA3KM», YTO NOMHOCTbIO UCKMHOYAET
BO3MOXXHOCTb MOCNaTh Yepe3 «AMoA» Kakoi-nnbo CUrHan BHYTPb 3aLLMLLAEMOr0 UK M30NUpyeMoro cermeHTa. OCHOBHOE
OT/INYME TAKOrO PeLLEHNs OT NPOCTOr0 «BO3AYLUHOMO 3a30pa», TO €CTb MOSHON U30MALMM CErMEHTOB, COCTOUT B TOM, 4TO B
Cy4ae YCTaHOBKM «AMOAA» COXPAHAETCA BO3MOXHOCTb NMepefayn CUrHanoB U AaHHbIX TONMbKO B OAHOM HanpasneHuu. 310
No3BONAET 3aLLMLLAEMOMY CErMeHTY 3(D(EKTUBHO M ONEPaTUBHO «JENUTbCA>» AaHHbIMI C BHELUHUMW NOTpebutensamn 6e3
Yrpo3bl CO CTOPOHbI HEJI0BEPEHHbIX CeTeil. [peACcTaBUTENAMM MMEHHO TaKOro Knacca YCTPOICTB SBMSIKOTCA NPOAYKTbI
InfoDiode. PewweHus InfoDiode o6ecneymBaroT rapaHTUPOBAHHYIO CErMEHTALIO CETEN Ha PM3M4YeCKOM YPOBHE. BCTPOEHHbIE
husnyeckne mexaHnambl o6ecneyeHms 6esonacHoctu InfoDiode He CTaHOBATCA MeHee d(PMEKTUBHBIMM CO BPEMEHEM.

Pewenusa InfoDiode fBNATCA OCHOBOI ANS MOCTPOEHUS KOMMIEKCHOA CUCTEMbI 3aLUMTbl 1 06ecneyeHmss 6e30MacHOCTU
00bEKTOB KPUTUYECKON WHOpMaunoHHON MHpacTpykTypbl (KWW). OHW o6GecneymBatoT annapatHyl 3awwuTy CceTen
(PMHAHCOBbIX OpraHu3aunii, NPOMbILLIEHHbIX 00bEKTOB, 00LEKTOB 3HEPreTUKMW, CUMOBLIX CTPYKTYP M CUCTEM YnpaBneHus
TPaAHCMNOPTOM.
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AnnapatHble komnnekcbl InfoDiode

AK InfoDiode - 6a3oBoe, cepTuduunposaHHoe GCTIK VI (4), annapaTHoe peLLeHne, rapaHTUpyHoLLee 3aLuTy Ha annapaTtHom
ypoBHe U 3(DEKTMBHO peluatoLiee 3apady no nepegade UDP, Syslog, SPAN Tpadiuka 3a npefenibl 3aWmMLLIaemMoro 06beKTa.
lMNo3BonseT 3dhheKTMBHO opraHn3oBatb cTopoHHe SOC 1 NOC LeHTPbI, LIEHTPbI MOHUTOPKUHIA U HaBNOAeHUS.

InfoDiode MINI

ba3oBoe annapaTtHoe peLlieHue Ans MOHTaxXa
Ha DIN-pefiky. Geptucpuumposano ®CTIK Y
(4). O6ecne4ynsaeT 3awnTy Ha annapatHOM
ypoBHe. Peluaer 3agayn no nepepave UDP,
Syslog, SPAN Tpadmka noTpebutensm 3a
npejenamu LOBEPEHHOr0 CerMeHTa, M3onmpys
9TOT CErMeHT.

InfoDiode RACK single

bazoBoe anmapatHoe  pelleHue  Ans
MOHTaXa B CTOMKY. CepTucuumpoBaHo
®OCTIK YO (4). O6ecneynBaeT 3aWMTy Ha
annapaTHOM YpoBHe. PeluaeT 3ajayn no
nepegade UDP, Syslog, SPAN Tpacuka
noTpebuTeNaM 3a npeaenamMm 40BEPEHHOro
CermeHTa, U30nnpys 3T0T cermeHTt. Mimeet
Pe3epBMUPOBAHME MO ANEKTPONUTAHNIO.

InfoDiode RACK double

bas3oBoe annapatHoe pelueHue Ans MOHTaXa B
CTOWKY  (gBa  «auopa» B OJHOM).
CepTudhnumpoBaHo ®CT3K )21 (4).
O6ecneynBaeT 3aLiUTy Ha annapaTHOM YPOBHE.
Pewaer 3agaun no nepepadse UDP, Syslog,
SPAN Tpachuka notpebutensm 3a npegenamu
[OBEPEHHOr0  CerMeHTa,  WU307Mpys  3TOT
CermeHT.  VmeeT  pesepBuUpOBaHWEe N0
3NIEKTPONUTAHNIO.
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AnnapaTtHo-nporpammHbie komniekcsl InfoDiode

InfoDiode PRO u InfoDiode SMART — ceptudpuumpoBanHbie ®CTIK V[ (4) pewenus. NpeaHasHadeHbl Ang nepeaadn 3Hauu-
MbIX (DainnoBbIX MOTOKOB, ANCTPUOYTUBOB, pennink BM 1 6a3 faHHbIX, 3IEKTPOHHON NOYTbI, 63KaMoB, NPOMbILLNEHHbIX MPOTO-
konos 1 pennuk SCADA cuCTeEM U3 JOBEPEHHOrO CerMeHTa BOBHE. [103BONAKOT €03aTh NOMHOLEHHbIE KOMWUM AaHHbIX 32 Npe-
Jlenamu 3aLLuLLaemMoro CeTeBoro nepumeTpa.

InfoDiode PRO base

basoBoe annapatHO-NporpaMMHoe peLLeHue.
Ceptucpnumposano ®CTIK VI (4). O6ecneynsaer
3alUMTY Ha annapaTHOM YpoBHe. PellaeT 3agayn no
nepenaye  painoebiX  MOTOKOB,  AUCTPUOYTWBOB,
09KanoB 6a3 [aHHbIX, PENUK BUPTYaNbHbIX MaLLUH,
3MEKTPOHHOWM MOYTbI, BMAEO W APYroro Tpaduka 3a
npeaesb JI0BEPEHHOr0 CermeHTa LLeNIeBbIM
NnoTPe6UTENAM, M30NUPYS ITOT CErMEHT.

InfoDiode PRO cluster

KnactepHoe  amnapaTtHO-MpPOrpaMMHOE  PELLEHMe.
CeptncpuumposaHo OCTIK Y[ (4). O6ecneymsaer
3alMTY Ha annapaTHOM YpoBHe. PeluaeT 3agayu no
nepefadye  OamnoBbiX MNOTOKOB, AMCTPUOYTMBOB,
09KanoB 6a3 AaHHbIX, PENUK BUPTYanbHbIX MaLLWH,
9NIEKTPOHHOW NOYTbI, BMAEO U APYroro Tpaduka 3a
npeaenbl  [OBEPEHHOT0  CErMEHTa  LiENeBbIM
noTpebuTensm, n3onupys aTOT CErMeHT.
06ecne4nBaeT MOBbILLEHHYI0  0TKA30YCTOYMBOCTb
nepefadqn AaHHbIX 3a CHET KNacTepu3auyn OCHOBHbIX

KOMIMOHEHT.

InfoDiode SMART

AnnapatHo-nNporpaMMHOe pelleHue Ans  nepejaqu
NPOMBbILLTEHHbBIX NPOTOKOJ10B. O6ecneyuBaert
nuterpaymo  SCADA  cuctem M OpraHusaumio
6e30MacHOr0  (PYHKLWOHWUPOBAHMA  CUTYaLMOHHbIX
LIEHTPOB, HaxoAsLLMXca 3a rpaHuLen nepumetpa KU,
B YCNOBMSAX €r0 rapaHTUPOBAHHOI N30NALNN.

MoxxeT nepeaaBaTh Cpa3y HECKOMbKO BUAOB Tpadivka
(Chaiinbl, NpoMbILLNEHHbIE NPOTOKOMLI, BUAEO). meeT
APl ona  peanu3auum  nepeaaynm  HETUMOBbIX
NPOTOKOJIOB.
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Ta6nuua nog6opa pewenuit InfoDiode

HaumeHoBaHue peLueHus
Mapametpbl ATK InfoDiode ATK InfoDiode AK InfoDiode AK InfoDiode
PRO SMART MINI RACK
OHoHanpaBeHHbIA Tpaduk ¢
OTCYTCTBUEM (PU3NYECKON
BO3MOXHOCTW Nepeiayn B 06paTHyH fla fla fla fla
CTOPOHY
Mepenaya UDP n Mepegaya UDP un
MHTBHCMBH&Q lNepenaia Konui Tpadomka npu | Konwia Tpadomka npu
OCHOBHOE Ha3Ha4eHue (baiinosas nepenaa MPOMBILLINEHHbIX A3MELLEHN K a3MeLLEHNN
3HAYUTENbHBbIX MPOTOKONOB U yCTEOVICT:; 4a DIN- yC$p0I7IC'II:II-3la 819"
06bEMOB [1aHHbIX naHHbIXx SCADA Deiike CToliKe
[MpOMbILLINEHHbIE NPOTOKOMbI M MPOTOKOSbl MOHUTOPUHIA
OPC UA
OPC DA
Modbus TCP
Omron FINS
S7
Mitsubishi SLMP Het Oa* Her Her
IEC 61850 MMS
IEC 60870-5-104
DLMS
MQTT Ha
SNMP la
daiinoBblit 06MeH
FTP(S)
SFTP
ua**
SFTP Ha Het Het
SMB\CIFS
SMTP(S) Het
Tpadpuk over UDP 1 noToKoBbIii Tpaghuk
Syslog
Ha Ha
netcat
7 a a
SPAN TpachuK, Hepa36op4mBbIit Her Her it it
CTPUMUHT
UDP unicast Dla
UDP multicast Het Het
Het Jla
UDP broadcast
Ha Ha
CtpummHr paboyero crona APM Ja

*

Master OPC, KoTopoe yCTaHaBn1BaeTCcs Ha cepBepbl/BM’bl MCTOYHMKA U NPUEMHUKA
** - ¢ ncnonb3osaHuem gon. MO — koHHekTOpbl 0T AMT-TPYTI
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Ta6nuua nog6opa pewenuit InfoDiode

HanmeHoBaHue peLueHus
MapameTpbl AlK InfoDiode AlK InfoDiode AK InfoDiode AK InfoDiode
PRO SMART MINI RACK
®u3nyeckue nNopthl U NponyckKHasa cnoco6HOCTL
Mopt IN — 10/100/1000 Mbit/s,
RJ-45 (megb)
1000 1000 100/1000
Mopt OUT — 10/100/1000 Mbit/s,
RJ-45 (megpb)
1000
Mopt IN —10/100/1000 Mbit/s,
SX/LX (onTuka LC-LC)
Her Her Her
Mopt OUT - 10/100/1000 Mbit/s,
SX/LX (onTuka LC-LC)
KoHdurypuposaHue, HaieXXHOCTb U MOHUTOPUHT YCTPOIACTBA
Be6-KoHconb Her, B cocTase Her, B cocTase
lporpaMmHbIe CPeaCcTBa HACTPOMNKN Cli mganKE:?q?gpa;Oam peLueHus peLleHus
@aiin KoHdurypauum ypau otcytcTayeT 10 otcytersyeT 10
Knactepusaums Het Her Het
PesepBupoBaHne anekTponuTaHums Ja Ja
KOHTpONb LenoCTHOCTH NepeaaBaemblX
JaHHbIX Jla la
CobbITist 6630MaCHOCTU U UHTErpauus Het Het
¢ SIEM
MoHuTopuHr no SNMP
TexHuyeckas nopfepxka, cepTudukaums n KnaccuemkaTopel
Poccuiickas pa3paboTka
Jlnuenaus C3KN OCTIK y
pa3paboTymka
CepBuC rapaHTURHOMO 06CNYXNBAHMS
Ha TeppuTopun PO
Ceptudpukar ®CTIK Y14
CepTudpukat cooTBeTCTBUS Na Na Ia Na
TaMOXXEHHOr0 €032
Peectp poccuiickoro M0
(MuHUMdpbl PO)
Katanor MG
(MunnpomTpora P®)
Peectp MPOMBILLNEHHOR NPOAYKUY, B npotjecce B npouecce
NPou3BeAEHHON Ha TeppuTopun PO BHECEHIS BHECEHMS
(MunnpomTpora P®)
TH B3 8517 62000 3 8517 62000 3 8517 62000 3 8517 62000 3
oKnpg 2 26.20.40.140 26.20.40.140 26.20.40.140 26.20.40.140
KTPY (pekomeHayembli) 26.20.40.140 26.20.40.140 26.20.40.140 26.20.40.140
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TexHonornyeckue napTHepbl U COBMECTUMbIE peLIeHus

becloBHas UHTErpauna 1 OTCyTCTBME HEOOXOAMMOCTI B peopraHnsauum cywecTeytowein MT-uHgpacTpyKTypbl opraHmsawmm
3a4acTyto ABNAOTCA ONpeaeNAoLWMMmM (akTopamm npm Bolbope Toro unm uHoro knacca G3\. BHefipeHve pelueHuns, n3Ha4asb-
HO COBMECTMMOTO C YK€ NPUMEHAEMbIMU HA 0OBLEKTE MPOrPaMMHbLIMU 1 annapaTHbIMW KOMIIEKCamu ApYriX Npou3BOANTENEN
3HA4MTENIbHO 06/Ier4aeT NPOLECChl ero UHTErpauny n fanbHeilen akcnyaraumn. OCHOBY TEXHOIOMMYECKOr0 COTPYAHUYECTBA
pelleHnii InfoDiode ¢ apyrumiu BeHAOPaMM NPOrpaMMHbIX 1 annapaTHbIX PeLLeHWA COCTaBNAET NPOLECC TeCTMPOBAHNA, Npu-
3BaHHbIN BCECTOPOHHE NPOPab0TaTh aCMEKTbl U CLLEHAPMN COBMECTHOTO B3aUMOLENCTBUS 1 PACLUMPUTBL CMICOK TEXHONIOrMYe-
CKMX NapTHEPOB. KIoueBbIMM TEXHONOMMYECKUM napTHépamn komnnekca InfoDiode aBna0TCA KpynHeiiwmne B Poccuu npoms-
BOAMTENN NPOrPaMMHbIX W annapaTHbIX NPOAYKTOB, B 06nactu b, aHepreTuku, aucnetyepusaunn, MES, a Takxe apyrux su-
JI0B PeLLUeHUI, HaLEeNeHHbIX Ha 6e30nacHbI 06MeH MHpopmaLmeid. Huke NpefcTaBneH akTyanbHbIA CUCOK NapTHEPCKUX pe-
LLIEHWIA, COBMECTUMbIX C KOMMJIEKCaMI OHOHANPaBEHHON nepejadn gaHHelx InfoDiode.

TexHonorndeckue napTHepbl No Hanpaenexnuo Kb

No |HaummeHoBaHWe npogyKTa Onucanne

1 lapna Deception [Mnarchopma Ans co3faHus N0XXHOro Cnosi CETEBOI UHAIPACTPYKTYPbI,
[e3MHDOPMUPYIOLLIEr0 3N0YMbILLIEHHUKOB O peanibHOM MPUCYTCTBUK aTakyemblX
06beKTOB

2 |lappaNDR CucTtema aHanu3a BHYyTPMCETEBOr0 TpadhmKa 1 BbISIBNIEHUS aHOMaNiA

3 | CK3W «KBazap» CpencTeo KpMNTOrpadonyeckomn 3aluTbl MHGOPMALK A1 ONTUYECKMX

BbICOKOCKOPOCTHbIX KaHanoB CBA3U

4 | AVSOFT ATHENA Cuctema 3aWwmThl OT LiefieHanpaeneHHbIX aTak, paboTatollas Ha 6a3e TeXHONOrui
AHTUBUPYCHOrO MyNbTUCKAHEPA 11 NECOYHNLIbI

5 | CyberLympha [TporpaMMmHbIiA KOMNIIEKC A1 ONepaTUBHOr0 MOHUTOPUHIA U KOHTPONSA COCTOAHUS
3ALUMLLEHHOCTI CMCTEM aBTOMAaTK3auuu, B Tom yucne, AGY TIT KpUTUHECKN BAXKHbIX
06bEKTOB 1 0OBEKTOB KPUTUYECKOI MHPOPMALMOHHO NHPPACTPYKTYPbI

6 |HoneyCorn lMnarchopma ans co3aaHus NOXHOro Cros CeTeBO MHPACTPYKTYPbI,
Le31H(OPMUPYIOLLETO 3M0YMbILLIIEHHUKOB O PearibHOM NMPUCYTCTBUM aTakyemblxX
00beKTOB
7 |InfoWatch ARMA [TPOMBILLNEHHBIN MEXCETEBON 3KPaH HOBOTO NOKOJSIEHUS
Industrial Firewall

8 |InfoWatch ARMA EQWHBIA LeHTP ynpaBsneHus, No3B0oNAIOLLIMIA LIEHTPNIM30BaHHO 06HOBNATL NPOAYKTHI
Management Console cuctemsbl 3awmtel InfoWatch ARMA

9 | KIGS for Networks CneunannanpoBaHHoe CPeaCcTBO NACCUBHOMO MOHUTOPMHIA NPOMbILLIEHHON CETH,

HanpabieHHOe Ha 3aLLUNTy aBTOMATU3NPOBAHHbIX CUCTEM YTNpPaBieHNA N NCMNONTHUTENbHbIX
MEXaHN3MOB Ha CETEBOM YPOBHE.

10 [KICS for Nodes CpencTBo KOMMIIEKCHOM 3aLLMTbI CEPBEPOB U Pab04NX CTaHLMIA B MPOMbILLIIEHHbIX
cucTemax ynpasneHus 0T MHDOPMALMOHHBIX Yrpo3
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TexHonoruyeckue napTHepbl No Hanpasnexuio Ub

No | HaumeHoBaHue npopykTa Onucanne
11 | MaxPatrol Security Cuctema coopa 1 aHanm3a cobbITWiA, NO3BONAOLLIUX BbISBNATL MHLMAEHTbI VB B
Information and Event peanbHOM BpeMeHU
Management
12 | PT Industrial Security Cnctema naccMBHOr0 MOHUTOPMHIA W @HANN3a TEXHOJTOMMYECKOro Tpadouka
Incident Manager NPOMbILLSIEHHOI CETU, HanpaBNeHHOE Ha BbINOJIHEHWE TPe60BaHMIA K Mepam 3aLLnThl
nHcpopmaumu B coepe AGY T
13 |PT Sandbox [TporpaMMHbIi KOMNIEKC, NpeAHa3Ha4yeHHbIA AN NpoBepKn PansioB U 3NeKTPOHHbLIX
nucem Ha npegmeT yrpo3bl MHGOPMALIMOHHOM 6e30MacHOCTH (NecoYHMLa),
NO3BONAOLLMIA 06HAPYKMBATL HOBbIE BUPYCbI, SKCMIIONTbI HYNEBOI0 AHS, NPOrPamMMbl-
BbIMOraTesin u Apyroe cnoXxHoe speaoHocHoe M0
14 | RedCheck Cuctema aHanu3a 3alLyLLeHHOCTU U COOTBETCTBUS CTaHAapTaM, PeLlaroLlas 3aaaym B
NOBCEAHEBHOM LMKIIe ynpaseHus 6e30macHoCTbio T-MHGPACTPYKTypb! NPeanpuaTUs
15 | R-Vision EVO Komnnekc B3aMOCBA3aHHbIX TEXHONOTMIA, KOMMNOHEHTOB U BbICTPOEHHbIX MEXAY HUMN

NpoLeccoB, KOTOPbIE NO3BOJIAOT KOMNAHWUAM nocTpouTb Security Operation Center n
pa3BMBaTh €r0 10 HEOOXOAUMOr0 YPOBHS 3PENOCTH

TexHonoruyeckue naptHepb! no HanpasneHuto ACY TI1, aHepreTuku, gucneryepusaumm, MES

Ne

HaumeHoBaHue npojayKTa

OnucaHue

Anbtha nnatdopma

Mnarcdhopma ans co3panus npoektoB AGY TI v aucnetvepu3amm, B TOM HIUCNE BbICOKO-
HaAEXHbIX MHOTOYPOBHEBbIX/PAacnpPeieNIEHHbIX CUCTEM NOCTOSHHOTO MOHUTOPUHIA W
YNpaBieHMs TEXHONOrMYeCcKM 060pya0BaHNEM 1 NPOM3BOACTBEHHBIMI NPOLIECCAMM, A
TaKXe ANns 3KCnnyarauumn 34aHnin n COOPYXXeHWi

ACOKY

lnardhopma ans co3naHus CMCTEM AMUCNETYEPU3ALNKU TEXHONOTMYECKMX NPOLIECCOB Npef-
NPUATURA, NpeiHa3Ha4YeHHAs AN hOPMMPOBAHUA €ANHOMO 3aLLMLLEHHOTO UHGOPMALIMOH-
HOr0 NPOCTPAHCTBA TEXHOIOMMYECKMX NPOLIECCOB NPEANPUATIS UK UX KNnacTepa, YHUu-
LIMPOBAHHOIO MpPe/ACTaBneHNUs ONepaTuBHbIX U UCTOPUYECKUX AaHHbIX Ha APM

KOTMI-14

[MTnatdbopma ans pa3paboTKu CUCTEM aBTOMATU3ALMK, AUCTIETHEPCKOrO KOHTPONS Y
ynpasneHus

KPYT-2000

Mnatchopma Ans NOCTPOEHUS aBTOMATU3NPOBAHHBIX CUCTEM YNPaBeHNs 06bEKTaMN
NPeAnpUATIA, CUCTEM TeNEMEXaHNKK, PELLeHNS 3afa4 y4éTa 3HEPropecypcoB 1 AMCMET-
YepusaLum
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TexHonornyeckue naptHepbl No HanpasneHuto AGY TI1, aHepreTuku, aucnetyepusauum, MES

Ne

HaumeHoBaHWe NpoayKTa

Onuncadue

9 |NK Packapa SCADA-cuctema, npefjHa3Ha4eHHas ans paspaboTku NporpaMMHOro 06ecneyeHns
BepxHero yposHs ACY Il

6 |MTK CYPA lporpammHoe o6ecrneyeHue, NpeaHasHa4YeHHoe Ans ObICTPON paspaboTKu n
9(PMEKTUBHON JKCNITyaTaLMmM NOKATTbHBIX 1 pacnpenenéHHbIX CUCTEM YnpaB/eHus

7 |Penematuka M[ [MporpamMmHoe 06ecredeHue, npeaHa3HaveHHoe Ans paboTbl B CUCTEMAX aBTOMATU3aLIMM
Ans o6ecneveHns coopa, 06paboTKM 1 Nepesayn JaHHbIX HA «BEPXHUE» YPOBHU, B TOM
yucne Ans paclumnpenmns 3apy6exHoix SCADA-cuctem

8 |COKY ®okyc VHdbopmaumoHHas cuctema ans c6opa, 06paboTku, aHannaa, BU3yanu3auun 1 XpaHeHus
[aHHbIX TeX. NPOLECCOB B PEXMe pearbHOro BPEMEHN, a TakxXe npeaynpexaeHus
aBapUMHbIX CUTYaLMiA Ha 06bEeKTax aBTOMaTU3aLmMm

9 |CK-11 OTKpbITast Natopma ¢ U3MEHSIEMbIM HABOPOM NPUNOXEHWIA AN CO3AaHMS
aBTOMATU3NPOBAHHBIX CUCTEM AMCMETHEPCKOr0, TEXHOOMMYECKOro, CUTYaLOHHOTO,
KOMMEpYeCKOro ynpasneHus 00bekTammn 351eKTPOIHEPreTUKM

10 |Umdoposbie cepsucel I-DS CemeincTBO KpoccnnargyOPMeHHbIX MMMOPTO3aLLMLLEHHbIX MPOrPaMMHbIX NPOAYKTOB,

(MnpaCGodor) AN aBTOMATK3aLmMm npoLeccoB OnepaTMBHOro ynpasieHns Npon3soACTBOM

11 |lloT.Istok [Mnatchopma ans NPOMbILLNEHHOMO UHTEPHETA BeLLiei, cofiepKallias Habop UHCTPYMEHTOB
ANs yaanéHHOro MOHUTOPUHIA, ANArHOCTMKM U ONTUMK3ALIMK PaBOTbl 060PYA0BAHUS,
U3LeNMiA M MPOLECCOB WX KCNJTyaTaLmu

12 | MasterSCADA 4D\MaterOPG | Mnatcbopma ans pa3paboTkit CUCTEM aBTOMATU3ALIMK U AUCNeTHepu3aLmn, B
COOTBETCTBUM C KOHUEeNLMen MNpombliuneHHoro NHTepHeTa Beweit. Mnardopma ans
c6opa, 06pabOTKM 1 NpeLoCTaBeHNA JOCTYNA K NPOMbILLIEHHbIM JAHHbLIM

13 |TL.Solutions JnHerika nporpamMmHbIX NPOLYKTOB, 06ecneyuBaroLias co6op, 06paboTky n
1CNoJb30BaHNE AaHHbIX NPOM3BOACTBEHHOr0 060PYL0BAHMS, TEX. MPOLECCOB Ans UX
3(hDEKTUBHOrO UCNOMb30BAHNS, B PEXXUME BTIM3KOM K PearibHOMY BPEMEHU

14 |Wiren Board 8 YHMBEpCanbHbIil MOAYNbHbIA KOHTPOSEP aBTOMATM3auumn, paboTatoLLuin noj

yrnpasneHnem cBO6OHOI0 MPOrpamMmmMHOro 06eCreYeHus
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TexHonornyeckne napTHepbl B cdepe 6e30nacHOro o6MeHa AaHHbIMU U UHbIE pEeLLeHUs

Ne |HammeHoBaHwe npoaykTa Onucanue

1 BUALYK MporpaMMmHbIit KOMNJIeKC, NpeaoCTaBNALLMA BOSMOXHOCTb Nepeaasarb 1 Nosy4arb
JIOCTOBEPHbIE [JaHHbIE MEX[Y OpraHu3aLnAMm ¢ UCNONb30BAHNEM 3/1EKTPOHHON NOYThI 1
MPOTOKO0JI0B 6e30MacHOro hannoBoro 06meHa

2 | Knbep bakan PeLueHue ans pe3epBHOro KONUPOBAHUSA 1 BOCCTAHOBEHUS OaHHbIX

3 |HOTA BM30P MporpammHoe o6ecnedeHne ans peanusauumn tpe6osaHms ®HC PO ans y4acTHUKOB
HANOroBOro MOHMTOPUHIa

4 | Digital Q.Up — eanHas Komnnekc nporpaMmHbIX KOMMOHEHT AN 06ecneYeHns MeXBea0MCTBEHHOrO 1

LmdpoBas nnargopma MEXO0PraHW3aLmMoHHOro UHADOPMALMOHHOr0 06MEHa B HacTW aBTOMATU3aLMK CKBO3HBIX

OM3HEeC-NPOLeCcCoB, NPeoCTaBNeHNs LUMPOBLIX CEPBUCOB OPraHU3aLmMaMmn ns cBouxX
NapTHEPOB, CMEXXHbIX BEAOMCTB M (PU3NYECKIX NNALL

5 |Naumen CX KomnniekcHOe nporpamMmmHoe PeLleHne AN opraHn3aLumn KopnopaTuBHOro unu
ayTCOPCMHIOBOr0 KOHTaKT-LIeHTpa

6 |Secur0S lMporpammHas nnatgopma BMaeoHab/1I0AeHNA 1 yNpaBneHus BUaeo, npeaHa3HaveHHas

QNS CO3aHUA KOMMNEKCHbIX CUCTEM 6e30MacHOCTM
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TexHndeckue xapaktepuctukn AK InfoDiode

XapakTepucTuku

AK InfoDiode RACK single

AK InfoDiode RACK double

AK InfoDiode MINI (Desktop, DIN module)

BapuaHTbl 1CnosnHeHns

Kpenex ans MoHTaxa
B 19”7 cTOiiKy

Kpenex ans MoHTaxa
B 19”7 cTOiNKY

HacTonbHoe ucnosHeHue n kpenex Ha DIN
-PEKY N MOHTaXHYIO NMNIacTUHy

CKOpoCTb Nnepeaayn AaHHbIX

1 Gbps

1 Gbps, 2 Gbps npu
1CMONb30BaHNK 2 MOJYNeN

100/1000 Mbps

CrtaHpaptbl nepefayyn JaHHbIX

1000Base-SX, 1000Base-T

1000Base-SX, 1000Base-T

100/1000Base-T

MopTbl AN1f NOAKNI0YEHMS LC, RJ45 LC, RJ45 RJ45
060pyaoBaHNs
Temneparypa Pa6ouyas ot +0 go +40 C, Pa6ouyas ot +0 go +40 C, Pa6oyas ot +0 go +50 C,

XpaHeHue o1 -40 fo +70 C

XpaneHue ot -40 fo +70 C

XpaHeHue ot -40 fo +70 C

OTHOCUTENbHAs BNIAXHOCTb

Pa6oyas ot 5 40 90%
XpaHeHue o1 5 1o 95% 6e3
06pa3oBaHns KoHEeHcaTa

Pa6ouyas ot 5 5o 90%
XpaHeHue o1 5 10 95% 6e3
06pa3oBaHNs KOHLEeHcaTa

Pa6oyas ot 5 5o 90%
XpaHeHue o1 5 10 95% 6e3 06pa3oBaHns
KOHAgeHcaTa

lMoHMXeHne aTMochepHOro
[J1aBJIEHNs, MM pT. CT.

500

500

500

AC/DC

4 Bopa, 230 VAC +/- 20%,
50-60 'y, Max 15 W,
noakntoyeHue IEC320 IEC

4 BBoaa, 230 VAGC +/- 20%,

50-60 I'u, Max 30 W,
noakntoyeHne IEC320 IEC

2 BBoga, 10-36 VDG,
Max 10 W, agantep nutanua 12 V, 1,25 A

Paamepbl, LUXBXI, mm

440 x 44,5 x 250

440 x 44,5 x 250

120 x 40 x 145,5

Bec, kr

5,1

5,2

1

Cneundumkaumnn ans 3akasa AK InfoDiode*

Kop npoaykTa OnucaHue
AMTID-HW-BK AK InfoDiode RACK single, coopm-chaktop 1RU (1Gbps, 1000Base-SX, LC-LC)
AMTID-HW-BKT AK InfoDiode RACK single, dhopm-thaktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-HA-BK

AK InfoDiode RACK double ¢ asyms mogynamu, coopm-paktop 1RU (1Gbps, 1000Base-SX, LC-LC)

AMTID-HW-HA-BKT

AK InfoDiode RACK double ¢ asyms mogynsamu, hopm-thaktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-MINI

AK InfoDiode MINI, HacTonbHOe ucnonHeHne, moHTax Ha DIN-peitky (100/1000 Mbps, 100/1000Base-T, RJ45)

* LleHbl Ha yKa3aHHbIe B Tabnuue NpOAyKTbI NPefoCTaBNATCA N0 3anpocy, npu obpalleHumn Ha InfoDiode@amt.ru
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TexHunyeckue xapaktepuctukm AlK InfoDiode PRO

Mapametp lMokasatenn
Mpon3BoaNTENbHOCTb o 900 Mbps
Bo3moxHOCTbL KnacTepusawum EcTb

MopaepXxuBaemble NPOTOKOb

FTP/FTPS, CIFS, SMTP, SFTP, StartTls, IPSec, UDP

Mopaepxxusaemble UHTErpaLum

SNMP, Syslog, NTP, Active Directory

WHTepdeichbl gaHHbIx/ ynpasneHns

4 x 1000Base-T

KommyTaumoHHbIe nHTepdencel conpsaxxkeHus BHyTpu AlK - mexay
annapaTtHon KOMMOHEHTON 1 cepepamu

1000Base-SX

®opm-thakTop AlK InfoDiode PRO base

3 rack unit (1Ba cepsepa 1 0fHa annapaTtHas KOMMNOHEHTA -

Nno 0JHOMY rack unit Kaxabin)

®opm-akTop AMK InfoDiode PRO cluster

6 rack unit (4eTbipe cepsepa u ABe [BOiHbIE annapaTHble KOMMNO-
HEHTbI - N0 0fHOMY rack unit Kaxblii)

B03MOXHOCTb MOHT@Xa B 19” TENEKOMMYHUKALMOHHBIN LKA Ja
Bec AlK InfoDiode PRO base 25,1 kr
Bec AlK InfoDiode PRO cluster 50,6 kr

IneKTponuTaHue 100 — 240 B (AC)

Yacrota 50 — 60 'y (ogHOGa3HbIN)
lMoHMXeHne aTMOCepHOro JaBNeHns, MM pT. CT. 500

Pa6ouyast Temnepartypa Bo3ayxa 10-35C

Pabo4as BNaXHOCTb BO3AyXa 5-95%

Cneundukauus ans 3akasa AlK InfoDiode PRO*

Kop npoaykTa OnucaHue

MonHoe onucaxue

AlK InfoDiode PRO base

AMTID-IDK-1000-SCFM AMNK InfoDiode PRO base, Bkntoyvas

M0 InfoDiode PRO

KomnnekT 6a3oBoro o6opyaosaHus AlK: 2 npokcu-cepeepa,
AK InfoDiode RACK single (AMTID-HW-BK), dhopm-ghakTtop
3RU, MporpammHoe o6ecnedeHue InfoDiode PRO

ATK InfoDiode PRO cluster

AMTID-IDK-2000-SCFMHA ATK InfoDiode PRO cluster, Bknto4as

M0 InfoDiode PRO

Komnekt 060pyf0BaHNs 18 OpraHusauum 0Tka3oycTon4meo-
ro knactepa AlK: 4 npokcu-cepsepa, 2 AK InfoDiode RACK
double (AMTID-HW-HA-BK), thopm-thaktop 6RU, Mporpamm-
Hoe o6ecneyenue InfoDiode PRO

* LleHbl Ha yKa3aHHble B Tabnuue NpOAYyKTbI NPefoCTaBNATCA N0 3anpocy, npu obpalleHumn Ha InfoDiode@amt.ru
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TexHunyeckue xapaktepuctukm AlK InfoDiode SMART

Mapametp

lMoka3atenb

Mpon3BoAUTENLHOCTL

o 1 Gbps

MopaepxuBaemble NPOTOKOSIbI (B TOM YKCIE C UCNONb30BAHMEM [0MOS-
HWUTESIbHbIX KOHHEKTOPOB)

OPC UA/DA, Modbus TCP, Omron FINS, Mitsubishi SLMP, IEC
61850 MMS, IEC 60870-5-101/103/104, DLMS, S7, DNP.3,
FDST, ICCP (TASE 2), C37.118

MoaaepXnBaemble UHTErpaLum

Ovation OPC Server, Siemens WINGC, KepServerEX, Aveva Histo-
rian (Wonderware), MasterSCADA 4D/MasterOPC, KOTMI, ACO-
KY, COY ®okyc, Alpha.SCADA

WHTepeichbl gaHHbIx/ ynpasneHns

2 x 1000Base-T

®opm-akTop AlK InfoDiode SMART

1 rack unit

B0o3MOXHOCTb MOHTXa B 19” TENEKOMMYHUKALMOHHBIN LKA

Ja

IneKTponuTaHue 4 gBopa, 100 — 240 B (AC), Max 60 W, nyckoBoii TOK - He 6onee
10 A Ha Ka[bli1 BBOJ,
YacTtoTa 50 - 60 'y (ogHOGa3HbIN)

Cxema oxnaxaeHus

MaccuBHas (6e3BEHTUNATOPHAS)

[MoHMXeHNe aTMOCEPHOro AaBNEHNUs, MM PT. CT.

500

Pa6o4ne Temnepatypa 1 BNaXKHOCTb BO3ayXa

0-40C,5-95%

Paamepbl, LUXBXI, mm

483 x 44,5 x 250

Bec, kr

6,1

Cneundounkaums ans 3akasa AlK InfoDiode SMART*

Koa npoaykta Onuncanue

MonHoe onucaxue

AMK InfoDiode SMART

AMTID-SMRT-BK-1000  AIK InfoDiode SMART - Base KIT, 1Gbps,
Bkntoyas MO InfoDiode SMART

AIK InfoDiode SMART, 6a308blit KoMnekT: popm-ghaktop 1RU
(1Gbps, 1000Base-T, RJ45), MporpammHoe obecnevenne InfoDi-
ode SMART Ha AlK InfoDiode SMART, noggepxka UDP, MQTT

KonHekTopb! ans ANK InfoDiode SMART

AMTID-SMRT-CN-MB BHewwHee nporpaMmMHoe o6ecrneyeHne ans
AlK InfoDiode SMART - BHELUHWIA KOHHEK-
TOp Ans npotokona ModBus

lMporpammHoe o6ecneyeHne (KOHHeKTop) ans BM u/unm cepse-
poB, ans pab6otbl AMK InfoDiode SMART ¢ noaaep»xkoii npo-
MbILLieHHoro npoTokona ModBus

AMTID-SMRT-CN-OPCUA BHeluHee nporpammHoe o6ecneyeHune ans
AlK InfoDiode SMART - BHELLHWA KOHHEK-
Top ans npotokona OPC-UA

lMporpammHoe o6ecneyeHne (KOHHeKTOp) ans BM u/unm cepse-
poB, ans pab6otbl AMK InfoDiode SMART ¢ noaaep»xkoii npo-
MblLUAEHHOrO npoTokona OPC-UA

AMTID-SMRT-CN-FT BHeLLHee nporpamMmHoe o6ecneyeHune s
AlK InfoDiode SMART - BHELLHWIA KOHHEK-
Top ans npotokonos FTP/FTPS, CIFS, SFTP

lporpammHoe o6ecneyeHne (KOHHeKTop) ans BM n/unu cepse-
pos, ans pa6otsl AlK InfoDiode SMART ¢ noafep»Koi npoTo-
konos FTP/FTPS, CIFS, SFTP

* LleHbl Ha yKa3aHHbIe B Tabnuue NpOAyKTbI NPefoCTaBNATCA N0 3anpocy, npu obpalleHumn Ha InfoDiode@amt.ru
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Cxema nepBUYHOro BbIOOpa
npoaykToB InfoDiode

l HET

Tonbko UDP?

+ MoxHo npokeuposatb TCP\IP Tpadmk
(Chaiinbl, NpoM. MPOTOKOMbI U T.1.)

AnnapaTHo-nporpamMMHble
peweHus InfoDiode

+ CogepxaT fononHuTenbHble GyHKuum C3U
- Henb3s nepegats SPAN Tpadmk

+ MoxHo nepegaBaTth 60nbLumne
06BbEMBI (hainos,
OpraHn30BbIBaTb
MHOrOMOb30BaTENbCKYHO
thainnosyto nepegavy

+ Beb-nHTepdeiic 4ns HacTponkm

- 3aHnmaeT o1 3U B cTOlKE

HET

PeleHue
C NOBbILEHHON
0TKa30yCTOMY.?

HET OA
InfoDiode InfoDiode
PRO base PRO cluster
O6nactu Oainosas nepegaya, nomnyyeHue dainosas nepegaya, nonyyeHue
NpUMeHEeHUs 0OHOBMEHMIA, NEpeaaya penmk 0BHOBMEHWIA, NepeaaYa pennuk

CYB[l, HeckonbKo napannenbHbIX
thannosbix NOTOKOB (nogaepxka SMB,
FTP(S), SMTP, SFTP),
B3aumogeiictame ¢ SIEM v DLP).
B03MOXHOCTb BECTU CTPUMUHT
pabouyero cTona, nepegasatb BUAEO,
nepegaeaTtb Heckonbko UDP noTokos,
pa3genas no noptam. Peluenue ¢
MOBbILIEHHON OTKA30YCTOMYMBOCTHIO,
Knactepusauus

CYBL, Heckonbko napannenbHbIX
hannoBbIX NOTOKOB (MoAAepKKa
SMB, FTP(S), SMTP, SFTP),
B3aumopenctaume ¢ SIEM v DLP).
BO3MOXHOCTb BECTU CTPUMUHT
paboyero cTona, nepeaasatb BUAEO,
nepeaasatb Heckonbko UDP
NOTOKOB, pa3aensisi No nopTam

AMT

GROUP

Tpebyercs
nepeaasathb
NPOMbILLNEHHbIE
NPOTOKONbI?

OA

|

InfoDiode
SMART

Mepenaya paHHbIx ACY TI1 B BUAE
npom. npotokonos (OPC UA/DA, IEC-
104, S7, Modbus), oTobpaxeHue
konun SCADA, y1dhpoBble BONHUKY,
CTPMMUHT pabouero cTona

(SPAN, Syslog,
NOTOKOBOE BMAEO)

+ MoxHO nepegasatb NPoOM.
npotokonbl: MQTT, OPC UA/
DA, Modbus TCP u gp.

+ 3aHumaet 1U B cTOMKe,
NaccuBHOE OXNaxaeHve

- Henb3s nepepatb Gonbluve
06BbEMbI thannos

AnnapaTHble peLueHmns
InfoDiode

+ MoxHo nepegasatb Buaeo, SPAN n UDP-tpadmk
+ He TpebyeT HacTpomKu

+ Manbli pasvep
+ BO3MOXHOCTb

an.nutaxunio 220B

HET

}

InfoDiode
MINI

Mepenayva UDP Tpadumka, Syslog,
3epKanuMpoBaHHbI Tpadvk Ans
cucTem 0BHapyxeHUst BTOPXKEHMA,
nepegava aaHHbix B SOC koMnakTHOe
UCNOMHEHNE

119121, Pocens, MockBa, PyxelHblid nepeyrnok, 6¢1.
Ten:+7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru

Heobxoanmo
MOHTVPOBATb
B cTOMKy 19"7

noakoyeHus no DC
- Hert pesepBupoBaHns no

- Henb3s npokcuposatb TCP\IP Tpadmk
(Chaiinbl, NpoM. MPOTOKOMbI U T.M.)

+ Pe3epBupoBaHue no
an.nutaHuio 220B

+ BO3MOXHOCTb NOCTaBKM C
pa3HbiMu SFP Mogynsmm

- bonbwwit Tvno-

rabapuTHbIi pa3mep

TpebyeTcs
Oonee ogHoro
OHOHaNpPaBNEHHOro
kaHana?

HET OA
InfoDiode InfoDiode
RACK single RACK double
Mepenadya UDP Tpaduka, Syslog, Mepenava UDP Ttpadcmka, Syslog, O6nacTu
3epKanMpoBaHHbIA Tpadvk Ans 3epKkannpoBaHHbIil Tpaduk A4ns npuMeHeHus
cucTem 0BHapyxeHust BTOPXKEHMA, cucTeM 0bHapyXeHNs BTOPXKEHUN,
nepegava aaHHbix B SOC, cToeuHOe nepenaya aaHHbix B SOC,
UCTIONHeHNe CTOEYHOE UCTIONHEHNE, IKOHOMWS
MecTa B CTOMKe ecnu TpebyeTcs
[Ba YCTPOMCTBA B O4HOM
www.amt.ru

www.infodiode.ru
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