WHOOPMALINOHHAA BE3OIMACHOCTb

InfoDiode: peLueHusi Ana ogHOHanpasseHHOM Info
nepeaiun JaHHbIX -Diode

YcTponicTea nepefayn OaHHbIX Knacca «Auofd» UCMONb3yTes Ansa oM3NYeckoro pasfesieHns ceteil B YCNOBUAX COXPaHEHUs
O[HOHAMNPaBNEeHHOro KaHana nepefadqu vHopmauun. Ipy Takoin opraHm3aLuy nepefayn CUrHanoB U AaHHLIX UCKITHOYAKTCA
yA3BUMOCTU, KOTOpPblE, KaK MNpaBuio, CONPOBOXAAKT MNOCTPOEHWE apXUTEKTYPbl HAa OCHOBE MEXCETEBbIX IKPAHOB W
NPoOrpaMmmMHbIX CPEACTB 3aLUNTDI.

dunanyeckoe pafeneHne CerMmeHToB CeTi 6a3npyeTcs Ha NPUHLIMNE «ranbBaHNYeCKON Pa3BA3KN», 4TO MOMHOCTLI) UCKMHOYaeT
BO3MOXHOCTb MOCNATh Y4epe3 «anof» Kakoi-nnbo CUrHan BHYTPb 3aLMLLAEMOro WaKU u3onupyemoro cermeHta. OCHOBHOE
0T/IMYME TaKOro peLleHns oT NPOCTOro «BO3AYLUHOr0 3a30pa», TO €CTb MOJIHON U30NALMM CErMEHTOB, COCTOUT B TOM, 4TO B
Cnyyae yCTAHOBKM «Anofa» COXPAHSETCS BO3MOXHOCTb Mepefays CUrHanoB M AaHHbIX TONbKO B OAHOM HanpasneHun. 310
NO3BONIAET 3alLNLLAEMOMY CerMeHTY a(DEKTUBHO 1 OMepaTUBHO «JeNnTbCA» AaHHbIMU C BHELHUMU NoTpebutensmu 6e3
Yrpo3bl CO CTOPOHbI HEeJOBEPeHHbIX CeTeid. pefcTaBUTENsIMU MMEHHO TaKOro Knacca YCTPOWCTB SBNAIOTCA MPOAYKTbI
InfoDiode. Pewwenus InfoDiode o6ecneynBatoT rapaHTMpPOBaHHYI0 CErMeHTaLUMUI0 CeTeln Ha IU3N4eCKOM YPOBHE. BCTPOEHHbIE
(buanyeckne mexaHuambl o6ecrneveHuns 6esonacHocTu InfoDiode He cTaHOBATCSA MeHee ADMEKTUBHBIMMU CO BPEMEHEM.

Pewenus InfoDiode sBnsTCA OCHOBOW [N1F MOCTPOEHWS KOMMNEKCHOM CMCTEMbI 3aliuTbl 1 06ecneyeHns 6e30MacHOCTU
00bEKTOB KPUTWUYECKOM WHCGOPMALMOHHON UHGpacTpykTypbl (KWW). OHu o6ecneqmBatoT annapaTHyio 3aliuty CeTeil
(PMHAHCOBLIX OPraHW3aLmWiA, NPOMbILLINIEHHbIX 0OLEKTOB, 00LEKTOB 3HEPreTUKM, CUSTOBbIX CTPYKTYP W CUCTEM YMNpaBiieHus
TPAHCMOPTOM.
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AnnapatHble komnnekceol InfoDiode

AK InfoDiode - 6a3oBoe, ceptucpuumposanHoe ®CTIK Y[ (4), annapatHoe peLLeHne, rapaHTUpyoLLee 3almuTy Ha annapaTHoMm
ypoBHE W 3hheKTUBHO peluaroLee 3agady no nepegade UDP, Syslog, SPAN Tpadhuka 3a npeaenbl 3aLiniiaeMoro 06bekra.
Mo3Bonset achdekTnBHO opraHn3oBaTh cTOPOHHME SOC 1 NOG LeHTPbI, LEHTPbI MOHUTOPUHIA U HABMOAEHNS.

InfoDiode MINI

ba3zoBoe annapaTtHoe pelleHne Ans MOHTaXa
Ha DIN-periky. Ceptucpuumposaso ®CTIK V]
(4). O6ecneymBaeT 3alWUTy Ha annapaTtHOM
ypoBHe. PewaeT 3apgayqn no nepepave UDP,
Syslog, SPAN Tpacbuka notpebutensm 3a
npegenamu JOBEPEHHOr0 CermeHTa, n3onmpys
9TOT CErMEHT.

InfoDiode RACK single

basoBoe anmnapatHoe  pelleHwe  And
MOHT2Xa B CTOWKY. CepTudnuMpOBaHO
®CTIK Y[ (4). Obecreynsaet 3awmTy Ha
annapatHoM ypoBHe. PeluaeT 3agadqn no
nepegade UDP, Syslog, SPAN Tpacuka
notpebuTensam 3a npeaenamn LOBEPEHHOr0
CermMeHTa, 130nnpys 3TOT CermeHT. Vimeet
pe3epBMpOBaHMe Mo 3NEKTPONUTAHNIO.

InfoDiode RACK double

bas3oBoe annapatHoe peLleHue A1 MOHTaxXa B
CTOWKY (nBa «anona» B OQHOM).
CeptncpuumpoBaHo OCTIK \7i (4).
O6ecre4nBaer 3aLiMTy Ha annapaTHOM YpPOBHE.
Pewaer 3apga4n no nepepade UDP, Syslog,
SPAN Tpachuka notpebutenam 3a npegenamu
LOBEPEHHOr0  CermMeHTa,  M3onupys  310T
cermMeHT.  lImeer  pesepBMpOBaHWe Mo
3/1eKTPONMUTAHMIO.
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AnnapatHo-nporpammHbie komnnekcol InfoDiode

InfoDiode PRO u InfoDiode SMART — ceptudpuumposanHbie ®CTIK V[ (4) pewenus. MpeaHasHayveHbl ans nepeaadin 3Havu-
MbIX 0ainoBbIX MOTOKOB, ANCTPUOYTUBOB, pennuk BM 1 6a3 AaHHbIX, 3NEKTPOHHOW NOYTbI, 63KANO0B, NPOMBbILLNEHHbIX MPOTO-
konoB u pennnk SCADA cucTem U3 JOBEPEHHOIO CErMeHTa BOBHE. [103BONAIOT CO34aTb NOHOLEHHbIE KONUI AaHHbIX 3a Npe-
Jienamm 3alMiLLaemoro CeTeBoro nepumeTpa.

InfoDiode PRO base

basosoe annapaTHo-nporpaMmMHoe peLLEHMe.
CeptucpmumposaHo OCTIK VYO (4). 0O6ecneymsaer
3alMTY Ha annapaTtHOM YypoBHe. Pelsaet 3agaun no
nepefaye  QalnoBbiX  MOTOKOB,  AWUCTPUOYTUBOB,
09KanoB 6a3 [aHHbIX, PEnnuUK BUPTYaNbHbIX MaLLIVH,
3MIEKTPOHHOW MOYTbI, BMOEO W APpYyroro tpaduka 3a
npenensl [I0BEPEHHOr0 cermeHTa LLeNeBbIM
NoTPebMTENSM, N30ANPYS 3TOT CErMEHT.

InfoDiode PRO cluster

KnactepHoe  annapaTtHO-MpOrpammMHOe  PeLUeHue.
Ceptucpmumposano ®CTIK VI (4). O6ecneumsaer
3aWnTy Ha annapaTHOM YpoBHe. Peluaer 3agayn no
nepegaye (bamnoBbiX NOTOKOB,  AUCTPUOYTMBOB,
63kanoB 6a3 AaHHbIX, PENAUK BUPTYanbHbIX MaLLUH,
9NTEKTPOHHON MOYTHLI, BUAEO W APYroro Tpaduka 3a
npeaensl NI0BEPEHHOr0 CerMeHTa LIeNIeBbIM
noTpebuUTenaMm, n3onnpys atot CErmMeHT.
O6ecne4nBaeT MOBBIWEHHYD  OTKA30YCTOM4YMBOCTb
nepefayn AaHHbIX 3a CHET KNacTepu3aun O0CHOBHbIX
KOMMOHEHT.

InfoDiode SMART

AnnapaTHO-NporpaMMHOEe peLleHne ansa  nepejayu
MPOMbILLISIEHHBIX MpOTOKONOB. O6ecne4nBaet
uHterpaumto  SCADA  cucteM M OpraHu3auunio
0e30MacHOro  (OYHKLMOHMPOBAHMS  CUTYALMOHHbIX
LLEHTPOB, HaxoaaLumxcs 3a rpaHuuen nepumetpa KU,
B YC/TIOBMSAX €ro rapaHTMPOBAHHOI U30NaUun.

MoxeT nepefaBath Cpa3y HECKOMbKO BUAOB Tpadhuka
(Chaiinbl, NpoOMbILLNEHHbIE NPOTOKONLI, BUAEO). meeT
APl nona  peanu3auum  nepefays  HeTWUMOBbIX
NpOTOKOJIO0B.
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Tabnuua nopg6éopa pewieHunt InfoDiode

HaumeHoBaHue peLLeHus
MapameTpbl ATK InfoDiode ATK InfoDiode AK InfoDiode AK InfoDiode
PRO SMART MINI RACK
OaHoHanpaBneHHbIN Tpaduk ¢
OTCYTCTBUEM (DU3NYECKON
BO3MOXHOCTW Nepefadn B 06paTHyto fla fla fla fla
CTOPOHY
VHTEHCHBHAS Mepegava ﬂepvenaqa UDP u ﬂepvenaqa UDP u
y KONuWii Tpadomka Npy | Konuid Tpadomka npu
(hainosas nepegaya NPOMBILLSIEHHbIX
OCHOBHOE Ha3Ha4eHue pasMeLLeHmnn pasmMeLeHnn
3HAYMTENbHbIX MPOTOKOJIOB 1 . . »
ycTpoiicTea Ha DIN- ycTpoiicTBa B 19
06bEMOB JJaHHbIX JaHHbIx SCADA y y
peiike CTONKe
[MpOMbILLINEHHbIE NPOTOKOMbI U NPOTOKOMbI MOHUTOPHUHIa
OPC UA
OPC DA
Modbus TCP
Omron FINS
S7
Mitsubishi SLMP Her Ha* Her Het
IEC 61850 MMS
IEC 60870-5-104
DLMS
MQTT Ja
SNMP Ja
®daitnosbIin 06MeH
FTP(S)
SFTP
ﬂa**
SFTP la Hert Hert
SMB\CIFS
SMTP(S) Het
Tpacbuk over UDP 1 noTOKOBbIN Tpaghuk
Syslog
Aa Aa
netcat
y a a
SPAN Tpachuk, Hepa36opUUBbIiA Het Het A A
CTPUMMUHT
UDP unicast Da
UDP multicast Het Hert
Het Ja
UDP broadcast
Ha Ja
CTpumuHr paboyero ctona APM la

*

Master OPC, koTopoe ycTaHaBnMBaeTCs Ha cepBepbl/BM bl UCTOYHMKA M MPUEMHUKA
** - ¢ ucnonb3osaHuem gon. M0 — koHHeKTOpbI 0T AMT-TPYN
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Tabnuua nopg6éopa pewieHunt InfoDiode

HaumeHoBaHue peLueHus

MapameTpsl AMK InfoDiode AlK InfoDiode AK InfoDiode AK InfoDiode
PRO SMART MINI RACK
dunanyeckune NopTbl U NPoONycKHas crnoco6HOCT
Mopt IN — 10/100/1000 Mbit/s,
RJ-45 (megb)
1000 1000 100/1000
Mopt OUT — 10/100/1000 Mbit/s,
RJ-45 (megpb)
1000
Mopt IN — 10/100/1000 Mbit/s,
SX/LX (onTuka LC-LC)
Het Het Het

Mopt OUT - 10/100/1000 Mbit/s,
SX/LX (onTuka LC-LC)

KoHchurypupoBaHue, HaIeXXHOCTb U MOHUTOPMHT YCTPOICTBA

MporpamMmmHbIe CPeCcTBA HACTPOMKN

Be6-koHCcoMb
Cli
@aiin KoHurypawmn

M0 Koxdpurypatop
dain KoHgurypaumu

HeT, B cocTaBe
peLIeHNs
otcytcTByeT 10

HeT, B cocTaBe
peLIeHNs
otcytetayet 10

Knactepu3aauus

PesepBupoBaHue anekTponuTaHms

KoHTpOsb LienoCcTHOCTY nepesaBaemMblx
NaHHbIX

Co6bITUs 6€30NaCHOCTM U UHTErpauus
¢ SIEM

MonuTopuHr no SNMP

Ja

Het

Het

Het

Ja

Ja

Ja

Het

Het

TexHu4eckas nofiepXxka, cepTudmkaLus n KnaccmehmkaTopbl

Poccuiickas paspaboTtka

NuueHaung C3KN ®CTIK y
pa3paboTynka

CepBuC rapaHTUIAHOTO 06CTYXMBAHNA
Ha Tepputopun PO

Ceptuchukar ®CTIK Y14

CepTudmkar cooTBETCTBUSA
TaMOXXEHHOT0 CO3a

Peectp poccuiickoro M0
(MuHUnpb! PO)

Karanor M'ACM
(MunnpowmTpora PO)

PeecTp npombILLneHHON NpoAyKLmMK,
NpOW3BEeAEHHOI Ha TeppuTopumn PO
(MunnpowmTtpora P®)

Ja

Ja

Ja

B npouecce
BHeCeHus

B npouecce
BHECEHUS

Ja

TH B3

8517 62000 3

8517 62000 3

8517 62000 3

8517 62000 3

OKna 2

26.20.40.140

26.20.40.140

26.20.40.140

26.20.40.140

KTPY (pekomeHayemblIi)

26.20.40.140

26.20.40.140

26.20.40.140

26.20.40.140
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TexHonornyeckue napTHepbl U COBMECTUMbIE PeLLEHUS

beclioBHas uHTErpaums 1 OTCYTCTBME HEOOXOAMMOCTI B PeOpraHu3auny cyLecTBytoLen UT-uHApacTpyKTypbl OpraHuaunm
3a4aCTy0 SBNAKTCA ONPeAenaoLLMI (hakTopamu npm Bei6ope Toro unm nHoro knacca G311, BHeapeHue peLleHuns, n3Havarb-
HO COBMECTUMOrO C y)Ke MPUMEHSEMbIMU HA 00BLEKTE MPOrPaMMHbBIMM 1 annapaTHbIMIW KOMMNEKCaMu Apyrux NPOM3BOAUTENEN
3HAYUTENbHO 06NIeryaeT NPOLECCHI €ro MHTerpaLun 1 fansHenwwen akcnnyaraumn. OCHOBY TEXHOMOMMYECKOro COTPYAHNYECTBa
pewenun InfoDiode ¢ apyrumu BeHAOpPaMu NPOrpaMMHbIX U annapaTHbIX PELUeHNd COCTaBMAET NPOLECC TECTUPOBAHNSA, NPU-
3BaHHbIN BCECTOPOHHE NPOPab0TaTh aCMeKTbl U CLEHAPUM COBMECTHOMO B3aMMOAEACTBMS U PACLIMPUTL CMUCOK TEXHONOrnYe-
CKMX NapTHEPOB. KNto4eBbIMM TEXHOMOMMYECKUM napTHEpamu komnnekca InfoDiode sBnATCA KpynHenwmne B Poccun npouns-
BOJMTENIN NPOrpaMMHbIX M annapaTHbIX NPOAyKToB, B o6nactu Wb, aHepretuku, aucnetyepusaunu, MES, a Takxe apyrux Bu-
JI0B PELLEHWIA, HaLENeHHbIX Ha 6e30nacHbIn 06MeH UHAOpMaLmMen. Huxe npeactaBneH akTyanbHbIA CMUMCOK NApTHEPCKMX pe-
LUEHWIA, COBMECTUMbIX C KOMM/EKCamMi OfHOHaNpaBsneHHON nepeaayn aaHHelx InfoDiode.

TexHonoruyeckue napTHepbl N0 HanpasnexHuo Nb

Ne |HaumeHoBaHue npogykTa Onucanue

1 lapnoa Deception [Mnatcpopma and co3aaHns NOXHOro CNos CEeTeBON HADPACTPYKTYPbI,
[E3NH(DOPMUPYIOLLEr0 3N0YMbILLIEHHIKOB O PeasibHOM MPUCYTCTBUM aTaKyemblX
06bEKTOB

2 |lappa NDR CucTtema aHanusa BHyTPMCETEBOrO TPAGhMKa W BbISBIIEHUS aHOMamWiA

3 | CK3I «Keazap» CpenctBo KpunTorpapuyeckomn 3awmtbl MHAOPMaLNUK AN ONTUYECKNX

BbICOKOCKOPOCTHbIX KaHaJ10B CBA3K

4 | AVSOFT ATHENA Cuctema 3aWwmThl OT LieIeHanpaBeHHbIX aTak, paboTatollas Ha 6a3e TeXHONOrMiA
AHTMBMPYCHOrO MYNbTUCKAHEPA W NECOYHULbI

5 | CyberLympha MporpammMHbIil KOMNEKC ANs ONepaTMBHOr0 MOHUTOPUHIA U KOHTPONS COCTOSHNS
3aLLUMLLIEHHOCTM CUCTEM aBTOMaTM3auum, B ToM Yucne, AGY Tl KpMTUYECKM BaXKHbIX
06bEKTOB U 0OBEKTOB KPUTUYECKON MHDOPMALMOHHOI MHGPACTPYKTYPbI

6 |HoneyGorn [narghopma Asis Co34aHuns JIOXKHOr0 €105 CETEeBON MHAPACTPYKTYpbI,
Ne3NHPOPMUPYIOLLIETO 3M10YMbILLNEHHWKOB 0 PeasibHOM NPUCYTCTBUM aTaKyeMblX
06bEKTOB
7 |InfoWatch ARMA pOMBILLNEHHBIA MEXCETEBOW 3KPaH HOBOr0 NMOKOEHNA
Industrial Firewall

8 |InfoWatch ARMA EAWHBIA LEHTP ynpaBneHuns, No3BONAIOLWMNA LEHTPaNN30BaHHO 06HOBIATL NPOAYKTbI
Management Console cuctembl 3awnbl InfoWatch ARMA

9 | KICS for Networks Cneunanu3upoBaHHoe CpeCcTBO NACCUBHOrO MOHUTOPUHIA NPOMbILLIEHHOR CETH,

HanpaBfieHHOE Ha 3aLLUUTy aBTOMATU3NPOBAHHbIX CUCTEM YNPaBNeHNA U NCNOMHUTENbHbIX
MEeXaHN3MOB Ha CETeBOM YPOBHE.

10 |KICS for Nodes CpencTBO KOMNIIEKCHOIA 3aLMThbl CEpBEPOB U PA6OYUX CTAHLMIA B MPOMbILLIEHHbIX
cucTemax ynpasJsieHus 0T MHGDOPMALMOHHBIX Yrpo3
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TexHonoruyeckue napTHepbl N0 HanpasnexHunto Nb

Ne |HaumeHoBaHue npogykra Onucanue

11 | MaxPatrol Security Cuctema c60pa 1 aHann3a cobbITWIA, NO3BONAOLLNX BbIABMATL MHUMAEHTbI VB B
Information and Event peanbHOM BPEMEHN
Management

12 | PT Industrial Security Cnctema NaccyBHOrO MOHUTOPWHIA U aHANM3a TEXHONOrNYecKoro Tpaduka
Incident Manager MPOMbILLIMEHHON CETW, HANPaBMEHHOE HA BbINOMTHEHWE TPEOOBAHWIA K Mepam 3aLLuTbl

nHpopmaumun B cpepe AGY T

13 |PT Sandbox [porpammHbIn KOMMNIIEKC, NpeSHA3HAYEeHHbI 418 NPOBEPKU (DANIOB W 3NEKTPOHHbIX
nucem Ha npeameT yrpo3bl MHAOPMALIMOHHO 6630MacHOCTH (NecoYHNLA),
NO3BONAIOLLMIA 06HAPYXXMBATL HOBbIE BUPYCHI, 3KCMIIONTLI HYIEBOIO AHA, NPOrpamMmMbl-
BbIMOraTesin 1 Jpyroe croxHoe spegoHocHoe 10

14 | RedCheck Cnetema aHanm3a 3alluLLEHHOCTU U COOTBETCTBIS CTaHAapTaMm, PeLlaoLLas 3anaqm B
MOBCEHEBHOM LIMKNE ynpaBneHns 6e30nacHocTbio UT-nHGpacTpyKTypbl NpeanpuaTms

15 |R-Vision EVO Komnuiekc B3arMOCBA3aHHbIX TEXHOMOTMIA, KOMMOHEHTOB W BbICTPOEHHbLIX MEXAY HUMM
NpOLEeccoB, KOTOPbIE NO3BONAKT KOMNaHUAM nocTpouTb Security Operation Center n
pa3BmBaTh €ro [0 He06X0AUMOro YPOBHS 3penocTy

TexHonornyeckue naptHepb! no Hanpasneuuto ACY TI1, aHepreTukun, gucnetyepusauun, MES

Ne |HaumeHoBaHMe NpoayKTa Onuncanue

1 | Anbgha nnatcpopma Mnatcpopma ans cospanus npoektos ACY Tl n gucnetyepusauum, B TOM YUCIE BbICOKO-
HaZEXHbIX MHOrOYpOBHEBbIX/PacnpenenéHHbIX CUCTEM NMOCTOSHHOr0 MOHUTOPUHTA U
ynpaB/ieHns TEXHONIOrMYecKUM 060pyA0BaHNEM M NPOM3BOACTBEHHLIMU NpoLeccamu, a
TaKxKe ANs aKCnyatauun 3aaHnin 1 COOPYXXeHNA

2 |ACOKY lnardopma ans co3aaHus CUCTEM ANUCMETYEPM3ALINN TEXHONOTMYECKIUX NPOLIECCOB Npej-
NpuATWIA, NpeJHa3HaveHHas Ang )opMMpPoBaHNS e AMHOMO 3aLLWLLEHHOTO UHGYOPMALIMOH-
HOr0 MPOCTPAHCTBA TEXHONOMNYECKUX NPOLIECCOB NPEANPUATUAS MW X KNacTepa, yHupu-
LIMPOBAHHOIO NPeCTaBNEHNS ONEePaTUBHbIX 1 NCTOPUYECKNX JaHHbIX Ha APM

3 |Henbta-K lporpammHbIn KoMnieke ansg c6opa n 06paboTKi TEXHONOTMYECKMX JaHHbIX, YNPaBIieHus
1 BU3yanusauum - 0T YPOBHA OTLENbHOr0 y3na y4era, KOHTponnepa unu u3Meputens go

4 KOTMW-14 lnatgopma ans pa3paboTKM CUCTEM aBTOMATU3aLNK, JMCNETYEPCKOr0 KOHTPONS
ynpasnieHna
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TexHonornyeckue napTHepb! N0 HanpasneHuto ACY TI1, aHepreTuku, gucnetyepusaumu, MES

Ne

HaumeHoBaHue npopykTa

Onuncaxue

KPYI-2000

Mnathopma Ans NOCTPOEHNs aBTOMATU3MPOBAHHBIX CUCTEM YMPaBeHNs 06bEKTaMu
NPeANPUATUIA, CUCTEM TeNEMEXaHUKI, PeLeHns 3aa4 y4éTa dHepropecypcos i
AUCNeTYepU3aLMM

MK Packapa

SCADA-cucTema, npeaHasHadeHHas ans pa3paboTkn NporpamMmMHOro 06ecneyeHus
BepxHero ypoBHs AGY TI1

MTK CYPA

MporpammHoe o6ecneyeHne, NnpeaHa3Ha4eHHOe AN 6bICTPOit pa3paboTKuM 1
3D (PEKTUBHOI IKCNNyaTaLMmM NIOKANbHbIX U pacnpeienéHHbIX CUCTEM YNPaBeHNS

Penematnka MJ

lporpammHoe o6ecneyeHue, npeLHa3Ha4YeHHoe 4N1f paboTbl B CUCTEMAX aBTOMATM3aLMK
ans obecneyeHns cbopa, 06paboTKM U Nepeaadn JaHHbIX HA «BEPXHUE» YPOBHU, B TOM
qucne Ans paclumpenus sapy6exHoix SCADA-cuctem

CLKY ®okyc

iHcpbopmaumoHHas cuctema ansa céopa, 06paboTKy, aHanm3a, BU3yannaauum 1 XpaHeHns
JAHHbIX TEX. MPOLIECCOB B PEXUME PeanbHOro BPEMEHU, a TaKXXe NpeaynpexaeHus
ABAPWIAHBIX CMTYaLMiA HA 06bEeKTax aBToMaTM3aLum

10

CK-11

OTKpbITas nnatcpopma ¢ M3MeHsIeMbIM HAGOPOM NPUNOXKEHUI N1 CO3AAHNS
ABTOMATU3MPOBAHHbIX CUCTEM JMUCNETYEPCKOro, TEXHONOMNYECKOr0, CUTYaLMOHHOTO,
KOMMEPYECKOr0 yrpaBneHus 06beKTamm 3f1IeKTPOIHEPreTUKm

1

Ludoposble cepBuchl I-DS
(MHpaCodor)

CemeiicTBO KpoccnnaTdopPMEHHbIX UMMOPTO3ALLMLLIEHHBIX NPOrPaMMHbIX NPOAYKTOB,
ANS aBTOMATN3aLmMn NPOLIECCOB ONepaTBHOrO ynpasneHus Npou3BoiCTBOM

12

AstraRegul

MogaynbHas NpoeKTHO-KOMMOHyeMas nnaTchopma, npefaHa3Ha4yeHHas ans noCTpoeHNs
ACY TI pa3nuyHbIX YPOBHEI CNOXHOCTM 1 MacLuTaba

13

[loT.Istok

Mnathopma Ans NPOMbILINEHHOTO MHTEPHETA BELLEN, CoAepKallian Habop UHCTPYMEHTOB
ANS YAANEHHOTr0 MOHUTOPUHIA, AUArHOCTUKN 1 ONTUMU3ALMM PaboTbl 060pyA0BaHMS,
N3[enuii 1 NPOLLECCOB X AKCMyaTaLum

14

MasterSCADA 4D\MaterOPC

lnartcopma ans pa3paboTKM CUCTEM aBTOMAaTU3aLUKU U AUCNETYepU3aLmmn, B
COOTBETCTBUM C KOHUenuuen MpombiiuneHHoro ViTepHerta Bewei. Mnatcpopma ang
cbopa, 06paboTKM 1 NPeOCTaBIIEHNS [OCTYNA K NPOMbILLNEHHbIM JaHHbIM

15

TL.Solutions

JInHelka nporpamMmMHbIX NPOAYKTOB, 06ecneynBatoLLas céop, 06paboTky u
1CMONb30BaHNE JaHHbIX NPOU3BOACTBEHHOr0 060PYA0BAHKS, TEX. NPOLIECCOB ANs UX
3D MEKTUBHOIO UCNONb30BAHNSA, B PEXUME BSIM3KOM K peasibHOMY BPEMEHN

16

Wiren Board 8

YHuBepcarnbHblii MOOYNbHbIA KOHTPOJIIEp aBTOMATM3aLmMy, paboTaroLwnii nog
ynpasJfieHnem CBOOOAHOI0 NPOrpaMmmMHOro o6ecrneyeHus
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TexHonornyeckue napTHepbl B cdepe 6e30nacHOro 06MeHa JaHHbIMUA U UHbIE PeLLeHuns

Ne

HaumeHoBaHWe npogykTa

OnucaHue

1 |BUAOYK [MporpammHbIi KOMNNEKC, NPeA0CTaBNAOLLNIA BOSMOXXHOCTb NepeaaBaTb U nonyyatb
A0CTOBEPHbIE JaHHbIE MEX/Y OPraHU3aLUmMsaMu ¢ MCNONb30BAHIEM 3NEKTPOHHON NOYTHI 1
NpOTOKON0B 6€30NacHOro painoBoro 06MeHa

2 | Kubep bakan PelleHne ans pe3epBHOro KONMPoBaHWUS 1 BOCCTAHOBIIEHNS AHHbIX

3 |HOTA BM30P MporpammHoe o6ecnedeHne ansa peanusaumn tpedosaHns ®HC P® ans y4acTHUKOB
HaNoOroBOro MOHUTOPUHIA

4 | Digital Q.Up — eguHas Komnnekc nporpammHbIX KOMMNOHEHT 418 06ecneYeHunst MexxBe0MCTBEHHOMO Y

Lmposas nnarcopma MEeXXOpraHm3aLuyoHHOro MHOPMaLIMOHHOTr0 06MeHa B 4acTX aBTOMATU3ALIMI CKBO3HbIX

GM3HEC-NpPOLLECCOB, NPeA0CTaBEHNS LN POBbLIX CEPBUCOB OpraHn3auusaMu Ans CBOUX
MapTHEPOB, CMEXHbIX BEAOMCTB U (h13UYECKMX NiL

5 |[Naumen CX KomnnekcHOe NporpammMHoOe peLleHne ansg opraHm3auum KopnopaTuBHOro Unu
ayTCOPCMHIOBOr0 KOHTAKT-LIEHTPa

6 |SecurOS [lporpammHas nnargpopma BUae0Ha6NI04eHNA 1 ynpaBieHns BUAEO, NpeaHasHa4yeHHas

ANs CO3[aHUS KOMMNEKCHbIX CMCTEM 6Ee30MacHoCTH
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TexHuyeckue xapakrepuctukn AK InfoDiode

XapaKTepuCTUKH

AK InfoDiode RACK single

AK InfoDiode RACK double

AK InfoDiode MINI (Desktop, DIN module)

BapuaHTbl ucnosHeHns

Kpenex ons MoHTaxa
B 19” cTOMKY

Kpenex o1 MoHTaxa
B 19” cTOMKY

HacTtonbHoe ucnonHexnune n kpenex Ha DIN
-PEViKY 1 MOHTXHYIO NNacTUHy

CKopocTb nepefadn JaHHbIX

1 Gbps

1 Gbps, 2 Gbps npwu
1CNoNb30BaHUKM 2 MOAynen

100/1000 Mbps

CraHzapTbl nepefayin gaHHbIX

1000Base-SX, 1000Base-T

1000Base-SX, 1000Base-T

100/1000Base-T

MopTbl AN NOAKNIOYEHUS LC, RJ45 LC, RJ45 RJ45
060pya0BaHmus
Temnepatypa Pa6oyas ot +0 1o +40 C, Pa6oyas ot +0 1o +40 C, Pa6oyas ot +0 o +50 C,

XpaHeHue o1 -40 po +70 C

XpaHeHue oT -40 go +70 C

XpaHeHue o1 -40 o +70 C

OTHOCWTENbHAS BNAXHOCTb

Pa6oyas ot 5 10 90%
XpaHeHue o1 5 1o 95% 6e3
06pa3oBaHus KOHAeHcaTa

Pa6oyas ot 5 0 90%
XpaHeHue 0T 5 1o 95% 6e3
06pa3oBaHmMs KOHAeHcaTa

Pa6ou4as ot 5 10 90%
XpaHeHue oT 5 00 95% 6e3 06pa3oBaHKs
KOHJieHCaTa

MToHWXeHWe aTMOCEpHOro
AaBMeHNs, MM pT. CT.

500

500

500

AC/DC

4 8BoAa, 230 VAGC +/- 20%,
50-60 I'y, Max 15 W,
noakntodexne IEC320 IEC

4 BBoga, 230 VAGC +/- 20%,
50-60 I, Max 30 W,
nogkntoyexne IEC320 IEC

2 BBoja, 10-36 VDC,
Max 10 W, apantep nutaHua 12V, 1,25 A

Paamepbl, LUXBXI, MM

440 x 44,5 x 250

440 x 44,5 x 250

120 x 40 x 145,5

Bec, kr

5,1

5,2

1

Cneundukauumn ana 3akasa AK InfoDiode*

Kog npogykTa Onucaxue
AMTID-HW-BK AK InfoDiode RACK single, chopm-thaktop 1RU (1Gbps, 1000Base-SX, LC-LC)
AMTID-HW-BKT AK InfoDiode RACK single, chopm-thaktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-HA-BK

AK InfoDiode RACK double ¢ asyms mogynamu, dpopm-chaktop 1RU (1Gbps, 1000Base-SX, LC-LC)

AMTID-HW-HA-BKT

AK InfoDiode RACK double ¢ agsyms mogynsamu, dpopm-aktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-MINI

AK InfoDiode MINI, HacTonbHOe ucnonHeHune, MoHTax Ha DIN-peitky (100/1000 Mbps, 100/1000Base-T, RJ45)

* LleHbl Ha yKasaHHbIe B TabnuLe NPOLYKTbI NPeSOCTaBAATCA MO 3anpocy, npu obpatlequmn Ha InfoDiode@amt.ru
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TexHuyeckue xapakrepuctuku AlK InfoDiode PRO

Mapametp Mokasarenb
[Mpon3BoANTENLHOCTD [0 900 Mbps
B03MOXHOCTb KnacTepusawmm Ectb

MNopaepxmBaemble MPOTOKOMbI

FTP/FTPS, CIFS, SMTP, SFTP, StartTls, IPSec, UDP

Moagepxusaemble MHTErpaLum

SNMP, Syslog, NTP, Active Directory

VHTepdhencol AaHHbIX/ ynpasneHns

4 x 1000Base-T

KommyTauuoHHble uHTepdencol conpsxeHns BHyTpu AlK - mexay
annapaTtHON KOMMOHEHTON 1 cepBepamu

1000Base-SX

®opm-hakTop AMK InfoDiode PRO base

3 rack unit (fBa cepeepa 1 0fHa annapatHas KOMMOHEHT -

Nno OAHOMY rack unit Kaxznblii)

®opm-akTop AlK InfoDiode PRO cluster

6 rack unit (4eTbipe cepsepa W ABe [BOIHblE annapaTHbIe KOMMO-
HEHTbI - N0 0AHOMY rack unit Kaxabin)

B03M0OXHOCTb MOHTaXa B 19” TENEKOMMYHUKALMOHHBIN LiKadg) Ja
Bec AlK InfoDiode PRO base 25,1 kr
Bec AlK InfoDiode PRO cluster 50,6 kr

InekTponuTaHue 100 - 240 B (AC)

YactoTa 50 - 60 'y (ooHOMA3HBIN)
lMoHWKeHMe aTMOCEPHOro fAaBNeHNs, MM pT. CT. 500

Pa6o4as Temneparypa Bo3ayxa 10-35C

Pa6oyas BnaxHoCTb BO3yxa 5-95%

Cneundukauus ans 3akasa AlK InfoDiode PRO*

Kog npogykTa Onwucaxue

MonHoe onucaHue

ATK InfoDiode PRO base

AMTID-IDK-1000-SCFM ANK InfoDiode PRO base, Bkntoyas

10 InfoDiode PRO

Komnnekt 6a3osoro o6opygosanus AlK: 2 npokcu-cepsepa,
AK InfoDiode RACK single (AMTID-HW-BK), bopm-ghakTtop
3RU, MporpammHoe o6ecneyeHue InfoDiode PRO

AlK InfoDiode PRO cluster

AMTID-IDK-2000-SCFMHA AlK InfoDiode PRO cluster, Bkntoyas

10 InfoDiode PRO

Komnekt 060pynoBaHus s opraHnsanmum 0TkasoycTon4meo-
ro knactepa AlK: 4 npokcu-cepsepa, 2 AK InfoDiode RACK
double (AMTID-HW-HA-BK), dopm-thaktop 6RU, Mporpamm-
Hoe o6ecneyeHue InfoDiode PRO

* LleHbl Ha yKasaHHbIe B TabnuLe NPOLYKTbI NPeSOCTaBAATCA N0 3anpocy, npu obpatlequmn Ha InfoDiode@amt.ru
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TexHuyeckue xapakrepuctukun AMK InfoDiode SMART

MapameTp lMokasarensb

Mpon3BOAUTENbHOCTb [o 1 Gbps

MoaaepxnuBaemMble MPOTOKOSbI (B TOM YucAe ¢ ucnonb3oaHnem gonon- OPG UA/DA, Modbus TCP, Omron FINS, Mitsubishi SLMP, IEC

HWUTENBHbIX KOHHEKTOPOB) 61850 MMS, IEC 60870-5-101/103/104, DLMS, S7, DNP.3,
FDST, ICCP (TASE 2), C37.118
MoanepxmBaemble UHTErpaLuu Ovation OPG Server, Siemens WINCC, KepServerEX, Aveva Histo-

rian (Wonderware), MasterSCADA 4D/MasterOPC, KOTMI, ACO-
KY, COY ®okyc, Alpha.SCADA

VHTepeichl JaHHbIX/ ynpasneHus 2 x 1000Base-T

®opm-takTop AlK InfoDiode SMART 1 rack unit

B03M0OXHOCTb MOHTaXa B 19” TENEKOMMYHNKALMOHHBIN LKad) Jla

dnekTponuTasme 4 BBogia, 100 — 240 B (AC), Max 60 W, nyckoBoli TOK - He 6onee
10 A Ha Kax[blii BBOA

YactoTa 50 - 60 'y (ooHOMA3HBIN)

Cxema oxnaxpeHus MaccusHas (6e3BEHTMNATOPHAA)

lMoHmKeHne aTMOCEPHOrO AABMIEHNS, MM PT. CT. 500

Pabou4ne Temnepatypa 1 BNaXXHOCTb BO3Ayxa 0-40C,5-95%

Paamepbl, LUXBXI, MM 483 x 44,5 x 250

Bec, kr 6,1

Cneundunkauus ana 3akasa AlK InfoDiode SMART*

Kog npogykTa Onuncanme lMonHoe onncaHwe

AlK InfoDiode SMART

AMTID-SMRT-BK-1000  AIK InfoDiode SMART - Base KIT, 1Gbps,  AIlK InfoDiode SMART, 6a30BblIii KomnnekT: dhopm-gaktop 1RU
Bkntoyas M0 InfoDiode SMART (1Gbps, 1000Base-T, RJ45), Mporpammuoe o6ecneyenue InfoDi-
ode SMART Ha AlK InfoDiode SMART, nogaepxka UDP, MQTT

Konnekrtopbl gns AlK InfoDiode SMART

AMTID-SMRT-CN-MB BHeluHee nporpaMmHoe obecneveHue ana  [lporpamMmmHoe o6ecrneyveHne (KOHHekTop) ans BM u/unm cepse-
AlK InfoDiode SMART - BHelLHW KOHHEK-  poB, ansa pa6oTbl AMK InfoDiode SMART ¢ nofaep»xkoii npo-
Top ans npotokona ModBus MbILLIEHHOro npoTokona ModBus

AMTID-SMRT-CN-OPCUA BHewwHee nporpammuoe obecnedenue ansg  [porpammHoe obecneyeHne (KOHHeKTop) ons BM u/unu cepse-
AlK InfoDiode SMART - BHelLHWI KOHHEK-  poB, ans pab6oTbl AlK InfoDiode SMART ¢ nogaep»xkoii npo-
Top ansa npotokona OPC-UA MblLLINeHHOro npotokona OPC-UA

AMTID-SMRT-CN-FT BHeluHee nporpamMmHoe obecneveHue ans  [porpammHoe o6ecrneyeHne (KOHHekTop) ans BM u/unm cepse-
AlK InfoDiode SMART - BHelUHWiA KOHHEK-  poB, ang pa6oTbl AMK InfoDiode SMART ¢ nopaep»koit npoto-
Top onsa npotokonos FTP/FTPS, CIFS, SFTP  konos FTP/FTPS, CIFS, SFTP

* LleHbl Ha yKasaHHbIe B TabnuLe NPOLYKTbI NPeSOCTaBNAOTCA N0 3anpocy, npu obpatlequmn Ha InfoDiode@amt.ru
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