InfoDiode: cLieHapun NpuMeHeHus

YcTponcTea nepefayn AaHHbIX Knacca «AuoAbl OaHHbIX» WCMOMb3YTCA AN (PM3MYECKOro pasfesieHns ceTen B
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MeXxnoMeHHas nepefada AaHHbIX @
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya TeXHONOrMYECKUX AaHHBIX KpUTN4ECKON MHAPACTPYKTYPhI B HEJIOBEPEHHbIN CETEBO

CermMeHT

OTPACIIb

@\]

SHEPTETUKA

LIEJb

O6ecneuutb nepepady Teros OPC DA
Pa3nnyHbIX BEPCUIA U3 TEXHOMOTMYECKOr0
(3awwmiaemoro) cermeHta B Historian
KOpNOPaTMBHOMO CErMeHTa 1Sl PeLleHns
3a/1a4 aHanu3a AaHHbIX 1 NNaHNPOBAHMS

PELLEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nyktoB KepServerEx, InfoDiode SMART,
Aveva/Wonderware Historian

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
MCTO4HUKOM AaHHbIx OPC DA ¢
BO3MOXHOCTbH Nepeadn AaHHbIX BHELIHUM
noTpebuTeNnam

MpuMeHsemblit NpoayKT

O KOMnaHuu

MexyHapoHas rpynna KoMnaHuii, oHa U3 BeayLL1X B MIPE B
cchepe [06bI4M 1 NePepaGoTKI MUHEPanbHbIX PECYPCOB, C
WHTErPUPOBaHHbIMU, I0GbIBAIOLLNMU, NEPEPABATHIBAIOLLMMMY,
SHEPTeTUYECKUMM 1 NIOTUCTUYECKIUMIA NPeANPUATUSMM

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

YT06bl BLIMOMHUTL CBOM 06f3aTeNbCTBA Mepes noTpebuTenamu
NOCTaBLUMKY 3NEKTPO3Hepruu Tpebyetcs NPOBOANTL MOHUTOPUHT U
aHanM3 COCTOAHMSA CUCTEM reHepauuu n o6opynosaHus. [laHHble
ANs 3TOr0 NepefatoTCcs U3 TEXHONIOMMYECKOro CerMeHTa B Kopnopa-
TMBHbIA. OJHAKO MO TOMY XXe KaHany BO3MOXHA OpraHu3aums ara-
KW unu nonagaHve BpefoHocHoro MO n3 KOpnopatMBHOrO Wim
WHOTO BHELUHEro CermeHTa. 310 MOXET MPUBECTW K HapYLUEHWHO
paboTbl TEXHONOMMYECKOIA CETH, NPOCTO reHepaLun u AoporocTo-
ALLEMY PEMOHTY.

ATK InfoDiode SMART o6ecneyuBaeT nepeaayy AaHHbIX OfHOBPE-
MEHHO N0 HECKONbKUM NPOMbILLIEHHbIM NPOTOKONAM Yepes3 rpaHu-
uy nepumetpa. Cneunann3npoBaHHbIe KOHHEKTOPbI MPOMbILLMEH-
HbIX NPOTOKOSI0B NMO3BOMSAIOT COBPATh JAHHbIE U3 KAXKAOr0 CErMEH-
T2 cetu (0T pasnuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
pOB, [ATYMKOB) U Nepedatb WX fanee No OJHOHANPABIEHHOMY Ka-
Hany, 06eCneYnB COOTBETCTBME BbICOYANLLUM TPEOOBAHNAM U30NS-
LV 3aLLMLLAEMOTO CerMeHTa.
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TpeboBaHus

Historian, panee cneuyuanuctam Ans MOHUTOPWHIA, aHAMUTUKK U NIAHUPOBAHMA

TOMY Xe KaHasny, no KoTopoMy nepefarTcs AaHHble Ans Historian
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KopnopaTuBHas unu cTopoHHsA ceTb
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FapaHTUPOBAHHO UCKMIOYUTL BO3EIACTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXKHOIM OpraHn3aLmio ataku no

«O6nako»

MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya M3 TeXHONOMMYECKOrO CErMeHTa [JaHHbIX 0 COCTOAHMM 060PYA0BaHNUA ANA Lienei

MOHWTOPUHIA N ANArHOCTUKHK

OTPACIIb

SHEPTETUKA

@ LIESTb

O6ecneyuTb Nepegady TenemeTpum no
npotokony IEC-104 13 TeXHONOrM4YecKoro
(3awmLLaemoro) cermMeHTa B permoHanbHoe
AucneTyepckoe ynpasneHue n
LIEHTPaIN30BaAHHbIN CUTYaLMOHHBIA LIEHTP

@ PELLEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
aykToB InfoDiode SMART, KOTMIA-14, CK-11

NPEUMYLLECTBA

@\]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
BO3MOXHOCTbIO Nepefadin JaHHbIX B LIEHTP
MOHWUTOPMHIa

MpuMeHsemblit NpoayKT

O KOMnaHuu

MHoronpounbHbIA XONAUHT, 06bEAUHSAIOLLUIA aKTMBbI B
3HEpreTuke

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

JHeproreHepupyoLLMe NPeanpuaTUS  MNONagalT noj  HOPMbI
187-®3 0 6e3onacHocTt 06bekToB KWI. B cooTBETCTBMM C
Tpe6oBaHMAMI HEOOX0AMMO (PM3NYECKN OrPaHNYUTL BOSMOXXHOCTb
[0CTyNa K TeXHONOrn4ecKoil CeTM W3BHE, MOCKOMbKY BO3MOXHa
OpraHusauus ataku unu nonagaHue BpemoHocHoro MO w3
KOPMNOPaTMBHOIO WM MHOTO BHELUHEro CermMeHTa. 310 MOXeET
NPUBECTU K HApYLUEHWO paboThbl TEXHOMOMMYECKOM CETW, NPOCTOI0
reHepaumm 1 [0POrocTosLLEMY PeMOHTY. B To e Bpems, Ans
CBOEBPEMEHHOW AUArHOCTMKM W NPOMUNAKTUKL 060pYyaA0BaHMS
HEo6X0MM MOHUTOPUHT W yAaneHHas AUArHOCTUKA CO CTOPOHbI
JKcnnyaTauuoHHbIX CNy6 U NPOM3BOAUTENS 0O0PYA0BAHUS.

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.
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TpeboBaHus

MOHUTOPWHIA 1 ONEPATUBHOI0 KOHTPONA

TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen
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PerynspHo co6upaTth JaHHbIe C 060PY/I0BaHIUS B TEXHONOTMYECKOM CErMEHTE, HanpaBnATh UX B CTOPOHHME CIYXKObI NS
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BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

BbINONHEHO u3nyeckoe OTAENEeHMe TEXHONMOMMYECKONW CeTW OT APYruX, MeHee [0BEPEeHHbIX, CErMeHTOB. VIcknioyeHa
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CLIEHAPWUI NCMOMb30BAHUA

C6op, o6paboTka v nepeaaya NpOMbILLNEHHOro Tpaduka 06bEeKTa SHEPreTUKM u3

TEXHOJI0rM4eckKoro cerMeHTa B MeHee A0BepPeHHbI CEeTeBOW CerMeHT

OTPACIIb

SHEPTETUKA

@ LIESTb

0O6ecneynTb c60p, 06pPABOTKY 1 Nepeaady
TUNOBbLIX CUrHANOB NPOMbILLEHHbIX MPOTOKO-
J10B Ha «BEepXHMe» YPOBHN N3 TeXHONOTn4e-
CKOr0 CErMeHTa B CTOPOHHIE CETH 11 CUCTEM!
B OTKPbITOM CermMeHTe

@ PELLEHWE

COBMECTHOE MPUMEHEHME annapaTHo-
nporpamMmuoro komnnekca InfoDiode SMART
C NPoOrpamMmMHbIM 06ecneveHnem

Penemaruka M[]

NPEUMYLLECTBA

@\]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
BO3MOXXHOCTbIO Nepeadn JaHHbIX B CUCTEMBI
«BEPXHEro» ypoBHA

MpuMeHsemblit NpoayKT

O KOMnaHuu

O6beKT SHEePreTuKK

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

3HA4NTENbHAS 4aCTb 0ObLEKTOB SHEPreTUKM NOMAAAIOT MOJ HOPMbI
187-®3 0 6e3onacHocTt 06bekToB KWI. B cooTBETCTBMM C
TpeboBaHUAMM  3aKOHOAATENIbCTBA  HEOOXOAMMO  OrpaHWynTb
BO3MOXXHOCTb A0CTYNa K TEXHONOrNYECKO CETU N3BHE, UCKNIOYUTD
OpraHM3auulo ataku wnu nonagaHwe BpeaoHocHoro MO u3
BHELUHEro cermeHTa. Peanuaaums Takoil ataku MOXeT NpuBecTn K
HapyLIeHU0  paboTbl  TEXHONOrMYecKOW CeTW, NPOCTO W
[0POrocTosLLEMY PEMOHTY. B TO Xe Bpems, AN onepaTUBHOMO
YNpaBneHus W KOHTPONS  NPOM3BOACTBEHHLIX  MPOLIECCOB
Heo6XxoauMo 06ecneynTb LIEHTPANU30BaHHbLIA COOpP U 06PabOTKY
AaHHbIX N3 TEXHONOTMYECKOro CerMeHTa 06beKTa 3HEPreTUKN.

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHus

° Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

. PerynspHo cobupaTth JaHHbIe C 060PY/I0BaHIUS B TEXHONOTMYECKOM CErMEHTE, HanpaBATh UX HA «BEPXHNE» YPOBHU B
CTOPOHHUE CETU 11 CUCTEMbI

° [@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen
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Pe3ynbrarhl

° BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

° BbINONHEHO u3nyeckoe OTAENEeHMe TEXHONMOMMYECKONW CeTW OT APYruX, MeHee [0BEPEeHHbIX, CErMeHTOB. VIcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

o Peann3oBaH C60p JaHHbIX C 0GOPYAOBaHMSA W WX Mepefaya no OAHOHANPaBNEHHOMY KaHany 4epes AWOA [aHHbIX
yAanéHHoMY NoTPeobuTeNto, B TOM YUCE CTOPOHHAM 3KCMNyaTaLMOHHbIM CIy)X6am

° PeanunsoBaHbl TpeboBaHMs SLA 0 nepefade faHHbIX O COCTOSHUM 0O0PYA0BaHMS 1 00LEKTA AN LENen MOHUTOPUHIA U
0MnepaTnBHOr0 KOHTPONS CUTYALUMOHHBIM UNIN AUCIETYEPCKUM LIEHTPOM
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CLIEHAPWUI NCMOMb30BAHUA

lMepenaya U3 TEXHONOMMYECKOro CerMmeHTa JaHHbIX 0 COCTOSAHMM 060pYA0BaHUA U NPOLLECCOB ANS
Lenen nx 06pa6oTku, aHanu3a u sudyanusauum B MES n b[1PB

OTPACIb O KomMnaHum
NPOMBILLNEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady OaHHbIX U3
TEXHO0rMYeCcKoro (3aLynLLlaemoro) cermeHTa
C LieNbio 06ecneyeHuns ux arperaumm n
o6pa6botku B MES cucteme B MeHee
[IOBEPEHHOM CermeHTe

KpynHoe npou3BOACTBEHHOE NpeanpusaTue

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nykToB InfoDiode SMART, TL.Solutions, I-DS

(Indusoft Digital Services) prI'IHbIe NPOMbILLNEHHbIE NPeanpuaATA nonagdrT NoA HOPMbI

187-®3 o 6esonacHocTn o6bekToB KWIW. B cooTBeTCTBMM C
Tpe6oBaHMAMI HEOOX0AMMO (PM3NYECKN OrPaHNYUTL BOSMOXXHOCTb
A0CTYNa K TeXHOMOrN4eCKOW CEeTW W3BHE, MOCKOMbKY BO3MOXHa
OpraHu3auus ataku unu nonagaHue BpegoHocHoro 10 u3
KOpPMNOPATMBHOrO WA MHOrO0 BHELUHEro CermMeHta. 310 MOXET
FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM MPUBECTW K HApYLLUEHWO PaboTbl TEXHONOrMYECKON CETW, NPOCTOH
YPOBHE) TEXHOMOTU4ECKOTO CerMeHTa o MPOM3BOACTBA U JOPOrOCTOSALLEMY PEMOHTY. B T0 e Bpems, Ana
BO3MOXHOCTLI0 Nepea: fakHeIX B MES ans OMepaTUBHOTO  YMPABREHUS W KOHTPONMS  MPON3BOACTBEHHbIX
nx céopa, 06paboTKK, aHanm3a u N

BMayATM3ALHH NpOoLECCOB HEOOXOAMMO 06ecnevnTb LEHTPANN30BaHHbIN c6opv "

00paboTKy JaHHbIX N3 TEXHONOrMYECKMX CErMEHTOB NpeanpusTUid.

NPEUMYLLECTBA

@\]

MpuMeHsemblit NpoayKT

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru

12

07.11.2025



TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

PerynsipHo cobupatb AaHHble ¢ 060PYA0BAHNA B TEXHONOrMYECKOM CErMeHTe, HanpaBnaTb UX B CUCTEMY YNpaBneHus
npom3soacTBeHHbIMU npoueccamu (Manufacturing Execution System, MES)

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen

ﬂ‘é 6 ﬁ g a3a
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Pe3ynbrarhl

BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

BbINONHEHO u3nyeckoe OTAENEeHMe TEXHONMOMMYECKONW CeTW OT APYruX, MeHee [0BEPEeHHbIX, CErMeHTOB. VIcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

PeanusoBaH c60p AaHHbIX C 060pYAOBaHWA M MX nepefada no OJHOHAMPABIEHHOMY KaHany 4epe3 AMOL [aHHbLIX B
NHPOPMALIMOHHYIO CMCTEMY YNpaBieHus NPou3BoACTBEHHbIMM npoueccamu (MES)

PeannsoBaHbl Tpe60BaHNSA K CKOPOCTM Nepeaadn MHGopMaumn 0 CoCToAHUM 060pYA0BaAHNUA U 06beKTa AN HAKOMNEeHUs
B 6a3e JaHHbIX PeanbHOro BPEMeHM
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya lloT-Tpacpmka U3 TeXHONOrM4eCKOro CErMeHTa B KOpnopaTuBHbIA CErMeHT Ana KOHTPONA,

MOHWUTOPWHIA N BU3yanu3aLun L poBbIX ABOAHUKOB

O KOMnaHuu

OTPACIIb

NPOMbILLUNEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady OaHHbIX U3
TEXHOMOrM4ecKoro (3alLniLaeMoro) cermeHTa
C LieNnblo 06ecneyeHns yaaneHHoro
MOHUTOPUMHIA, IUArHOCTUKI U ONTUMN3aLAN
paboTbl 060pYA0BaAHNUS B MEHEE JOBEPEHHOM
CerMeHTe

KpynHoe npou3BOACTBEHHOE NpeanpusaTue

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

CoBMeCTHOe NpUMEHeHMe KoMMJIeKca npo-

Ayktos InfoDiode SMART, lloT.Istok KpynHble MpOMBbILUNEHHbIE MPEANPUATAS MONAZAT MOA HOPMbI

187-®3 0 6e3onacHocTt 06bekToB KWI. B cooTBETCTBMM C
Tpe6oBaHMAMI HEOOX0AMMO (PM3NYECKN OrPaHNYUTL BOSMOXXHOCTb
[0CTyNa K TeXHONOrn4ecKoil CeTM W3BHE, MOCKOMbKY BO3MOXHa
OpraHusauus ataku unu nonagaHue BpemoHocHoro MO w3
KOPMNOPaTMBHOIO WM MHOTO BHELUHEro CermMeHTa. 310 MOXeET
NPUBECTU K HApYLUEHWO paboThbl TEXHOMOMMYECKOM CETW, NPOCTOI0

NPEUMYLLECTBA

@\]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM

YPOBHE) TEXHOMOTMMYECKOr0 CEerMeHTa ¢
BO3MOXXHOCTbIO nepenayn AaHHbIX B
nnargyopmy NPOMbILLSIEHHOr0 MHTEPHETA
BelLen (06paboTka, aHanu3 u BU3yanusauus)

NpOW3BOACTBA M [JOPOrOCTOSALLEMY PEMOHTY. B TO e Bpems, ans
OMepaTWBHOrO YNPaBMEHW W KOHTPONS  NPOM3BOACTBEHHbIX
MpoLLeccoB Heo6XoaumMo 06ecnednTb LEHTPANN30BaHHbIA CO0P K
06paboTKy JaHHbLIX U3 TEXHOMOMMYECKUX CErMEHTOB MPeanpUATHiA.

MpuMeHsemblit NpoayKT

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

HenpepbIBHO cO6MpaTh aHHbIE C 060PY0BAHIUS B TEXHONOTMYECKOM CErMEHTe, HanpaBAATh UX B NNaTchopmy Ans npo-
MbILLIEHHOTO UHTEPHETa BeLLeit

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen
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Pe3ynbrarhl

BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

° BbINONHEHO u3nyeckoe OTAENEeHMe TEXHONMOMMYECKONW CeTW OT APYruX, MeHee [0BEPEeHHbIX, CErMeHTOB. VIcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

. Peanuzoan c6op faHHbIx [10T ¢ 060pyLoBaHUS M UX nepefada no OJHOHANPAB/IEHHOMY KaHary Yyepes3 AWOA LaHHbIX B
nnatopmy Ans NpOMbILLIEHHOr0 UHTEPHETA BeLLeil

[}

Peanun3oBaHbl Tpe60BaHNS K CKOPOCTM Nepeaayn MHAOPMaLMK 0 COCTOSHUM 060PYA0BAHNUS U 06bEKTA AN HAKONNEHUs
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CLIEHAPWUI NCMOMb30BAHUA

lNepeaaya NpOMbILLINEHHOro Tpaduka U3 TEXHOSIOrMYeCKUX CETEBLIX CErMEHTOB BO BHELLHWE CETH

OTPACI1b O KoMnaHuu

MPOMbILUNEHHOCTD, SHEPTETUKA
KpynHas aHeproreHepupytoLLas KOMNaHus, npoMbILLMEHHOE
@ LENb npeanpuaTue, NpeanpuaTue HedTenepepaboTKn 1 HehTeEXUMUN

O6ecneyuTb nepeaady OaHHbIX U3
TEXHOMOrM4ecKoro (3alLniLaeMoro) cermeHTa
C LieNnblo 06ecneyeHns yaaneHHoro
MOHUTOPUMHIA, IUArHOCTUKI U ONTUMN3aLAN
paboTbl 060pYA0BaAHNUS B MEHEE JOBEPEHHOM
CerMeHTe

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

CoBMeCTHOe NpUMEHeHMe annapaTHo-

nporpammHoro komniekca InfoDiode SMART KpynHble MpeanpusaTAs NPOMBILLAEHHOCTA 1 OGLEKTbI 3HEPreTUKM

¢ MITK CYPA nonagatoT noa Hopmbl 187-03 o 6e30nacHoCcTU 06bekTOB KU, B
COOTBETCTBUM C  TPeBOBAHMAMW  HEOOXOAMMO  (DU3UYECKM

E;’ MPEUMYLLECTBA Egﬁéizmqnv(l)chKoEgiMO)KHOCTb [0CTyna K TEXHONOTUYecKoit CeTm
= , Yy BO3MOXHA OpraHu3auus ataku unu nonagaHue
BpeaoHocHoro MO M3 KOpnopaTMBHOrO WAKW WHOTO BHELLHEro

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM CermMeHTa. 9JT0 MOXET MNPWBECTM K HapyleHWHw  paboThl
YPOBHE) TEXHONIOTM4ECKOTO CErmMeHTa ¢ TEXHOMOTUYECKO  CeTw, npocToOld  NPOM3BOACTBA U

BO3MOXXHOCTbIO nepenayvn AaHHbIX B CUCTEMbI
«BEPXHero» ypoBHs Ans ux c6opa,
06paboTKu, aHann3a u Bu3yanusauum

A0POrocTosLLeMy PeMOHTY. B TO e Bpems, Ans onepaTtMBHOrO
yrpaBneHus 1 KOHTPOAS  MPOM3BOACTBEHHbIX  MPOLECCOB
Heo6Xo4MMO 006€eCrneqnTb LieHTPanU30BaHHbIA cOop U 06paboTky
AAHHbIX 13 TEXHONOrMYECKNX CErMEHTOB NPeanpUATH.

MpuMeHsemblit NpoayKT

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.
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TpeboBaHus

Pa3nenntb CErMeHTbl CETU C Pa3HbIMM YPOBHSAMI JOBEPUS 1 UCKNKOYNTL NOG0E BHELLIHEE BO3MEICTBUE HA KPUTUHECKNIA
cerment OKNN

PeanusoBatb nepeaayy aaHHbiX ACYTI B LleHTPann30BaHHbIE AMCMETHEPCKNE U CUTYALMOHHbIE LIEHTPbI

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen

-

N e

RN
aENR
| tasy
WeTouHnim IEC,
E &3 OPC DAUA =_ «OBnako»
O V. cncteml ‘e AaHHbIX —t
q: —— ¢ Yerpoiicrea ERP, VES ‘==‘
.. SCADA N / / !==!
8 BeHpopbI 1
noApAAYNKA
S g - -
g T CUTYaLMOHHbIN
x Modbus werp
|G_J / MTK CYPA \ MTK CYPA
= E RN &3&
X / T
Q- oy 2 % Avcnetyepckre
< cepsepb! E E i v % vy

BHewHve

OPC DA IEC 60870-5- cuCTeMbI

cepeepbl 104 ncTouHMKA

Kputuueckun cermeHtT OKUU KopnopatvBHas ceTb npepnpuatis
A

Pe3ynbrarhl

° BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

° BbINONHEHO u3nyeckoe OTAENEeHMe TEXHONMOMMYECKONW CeTW OT APYruX, MeHee [0BEPEeHHbIX, CErMeHTOB. VIcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

[}

Peanu3oBaHbl c60p W nepenaya AaHHbix ACYTIT B LiEHTPann30BaHHbIe AMCMETYEPCKUE W CUTYALMOHHbIE LIEHTPbI.
LleHTpbl 06eCcne4YnBaTCS TEXHONOTNYECKUMIA AAHHLIMI OHMAIAH.

N | s

1N
Duanyeckas MIONALMS E CHH
cermeHTa '’
WeTounmim IEC,
L E ) OPCDAUA «O6nako»
: Vicp. cucrems M RaHbix _f
O = j o Yois ERP, MES P
(@) SCADA e / -2
E InfoDiode SMART BeHpopbl n
il noapAAuMKN
S < _ <o rén o
& T T - > CUTYaLyIOHHbIT
Modbus LieHTp
':E MTK CYPA \ | NTK CYPA
E E / T E Tern NPOMBILNEHHbIX NPOTOKOS0B x \ &a&
A OPCUA /‘ Avcnetyepckue
P cepsepbl E E % cnyx6bl
o BHelwHve
< OPC DA IEC 60870-5- cuctembl
cepeepbl 104 vcTOUHMKN
Kputuyeckuii cermeHt OKUU KopnopatveHas ceTb npeanpusms
. J
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CLIEHAPWUI NCMOMb30BAHUA

lMepeaaya KPUTUYHBIX AAHHLIX B LieNAX pe3epBHOr0 KONUPOBaHUA B 3aLUMLLEHHOE XpPaHUMNLLE

OTPACI1b O KoMnaHuu

NPOMbILUNEHHOCTb, SHEPTETUKA
BepTukanbHO MHTErpuPOBaHHbIA NPOMBILLMIEHHbIA XONANHT,

LIEMNb YNpaBNsIOLLMA aKTUBaMI B Chepe aHepreTUKu, MeTannyprum n
FOPHOPY/AHOW NPOMBILLINEHHOCTH

06ecneyunTh PerynspHoe pesepeHoOe
KONMPOBaH1e NHCHOPMALIAN U3
KOPNOPaTUBHO CETH B 3aLLIMLIEHHOE
XPaHUmuLLE.

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ons co3aaHust u3onu-
POBaHHOMO CETEBOr0 CErMeHTa, 3aLLMLLEHHO-
[0 OT BHELLUHEro Bo3aelicTBus

YcTon4neoe (YHKLUMOHMPOBaHWe 6U3HEC-NPOLeCCOB NPeanpuaTia
3aBMCMT, B TOM 4WCNe, U OT HaNNYUsA HAAEXHO OYHKLMOHMPYIOLLEN
CUCTEMbI PE3EPBHOr0 KOMUPOBaHMS. B TO e Bpems, BHELUHWe CO-
eQVNHEHNA C OCHOBHOI CETbI0, @ TAKXKE MECTa XPAHEHUS Pe3epBHbIX

E;’ MPEUMVYLLIECTBA KOMWIA, MOryT NOABEPraThCs Kubepartakam. B aTux ycnoBusix xpaHe-
HME [aHHbIX HA 00bIYHbIX pecypcax (IeHTOYHOE XpaHunuLe, daii-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM NOBOE XPaHUMNLLE 1 T.M.) NOBbLILIAET PUCKN YTEPK, KOMNPOMETaLMN
YPOBHE) CETEBOr0 CErMeHTa Anst XpareHus [aHHbIX. TpeanpusTio TPeGyeTcs OpraHu3auns 3allyLLieHHOro

63KaroB CUCTEM, «CHUMKOB AaHHbIX»,

DE3EPBHbIX KOMMIA JaHHbIX CEermMeHTa, KOTOpbIA MO3BONIUT COXPAHATL 3TaNOHHbIE KOMWK [aH-

HbIX ANsi Han6onee PUCKOBAHHbIX CLIGHAPMEB UX NOTEPH, B TOM YIC-
ne B pe3ynbTare AeNCTBUA 310YMbILLIEHHUKOB.

MpuMeHsemblit NpoayKT

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoOTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENSIMK BUPTYanbHbIX
MAaLLWH, 371EKTPOHHON MOYTHI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

PerynsapHo nepefasatb AaHHble 63KAMNOB Ha 3aLUMLLIEHHbIA PECYPC ANS LeNei rapaHTUpOBaHHOMO U30NPOBAHHOIO Xpa-
HEHMSA PE3ePBHbIX KOMUIA, «CHUMKOB AAHHbLIX», 3TaNOHHbIX KOMUIA LAHHBIX 1 CUCTEM

FapaHTUPOBAHHO UCKMIOYNUTL BO3JEICTBIE HA 3aALLMLLEHHDBII CErMeHT, C1eNaB HeBO3MOXHOI OpraHn3aLmIo aTaku no
TOMY X€ KaHany, no KOTOpOMY AaHHble NepeaaloTcs Ha XpaHeHue

Bbirpyska pesepBHbIX KOMWi Eé
E e q ﬂ =]
[ |

[Mony4yeHne pe3epBHbIX KOMui ﬂ L
= —

f Cucrema pe3epBHOro
[loBepeHHbIN CErMEHT

KOIWIpOBaHMﬂ n XpaHeHMﬂ
) a8 ‘
& N4

®)
g
P
(oF
>
~
x
()
it
S
x
o
<

Pe3ynbrarhl

® BbinonHeHo (1)I/I3I/I‘-IeCK09 oTaeneHune 3au4|/|u4eHH0ro/nosepeHHoro CermMeHta OT MeHee [0BEPEHHbIX CErmMeHTOB.

Mcknio4eHa BO3MOXHOCTb MPOHWUKHOBEHMS 3MI0YMbILLNIEHHUKA B CErMEHT XPaHEeHWUs [daHHbIX W pacnpocTpaHeHus
(3anycka) B Hem BPeAOHOCHbIX Mporpamm

o ObecneyeHa OAHOHANpaBneHHas mnepefjaya [JaHHbIX HA BHELUHee 3allWLLIEHHOe XpaHWIULLE, WUCKIoYatoLLas
BO3MOXXHOCTb BO3/IeCTBUS Ha CUCTEMY XpaHeH!s 63Kanos 1 pe3epBuUpyeMble AaHHbIe

O6ecneyeHa HenpepbIBHOCTb BU3HEC-NPOLECCOB NpeanpuaTua 6narofaps OpraHu3auum CTporo AeTepMUHUPOBAHHOMO
O[HOHAMNPaBNEHHOro MOTOKA AAHHbIX HA BHELUHWIA MO OTHOWEHWI0 K KOPMOPaTMBHOM CEeTU 3allWLLEeHHbIA Pecypc,
CHWXEHbI PUCKW NMOJSTHOW YTEPU AAHHBIX B CNy4ae YCMELHON aTakn 3M10YMbILLIIEHHNKA HA OCHOBHOWM CErMEHT AaHHbIX

|
(" N\ dusmyeckas m3onaums (" )

cerMeHTa Eé
1
E - @ El s
— -
S Z E<":
- InfoDiode B |

ApxutekTypa: NOCJIE

Cuctema pesepBHOro
KONWUPOBaHUSA U XpaHEeHUs!

[loBepeHHbIN CerMeHT ) BoipysKa pesepsHbix Konwi
I
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CLIEHAPWUI NCMOMb30BAHUA

Mepepaya SPAN-Tpacuka TexHonornyeckoro cermeHta B SOC B pamkax noCTPOEHUs CUCTEMbI

o6Hapy»xeHus BTOp)XeHuit Ha 6a3e npoaykToB IDS/IPS

OTPACIIb

@\]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHONOTNYECKOr0
(3awwMLLaemoro) cermMeHTa npoOMbILLIEHHOr0
00beKTa B MHble CETEBblE CErMEHTbI ANs
peLLeHns 3a8a4 06HapYyXeHUs BTOPXKEHWA

PELLEHWE

CoBMECTHOE NPUMEHEHME annapaTHOro Kom-
nnekca InfoDiode ¢ peweHuamm KICS for Net-
works, PTISIM wnu lapaa NDR B pamkax no-
ctpoenuns COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOTMMYECKOr0 CEerMeHTa ¢
COXpaHeHnem BO3MOXXHOCTU Nepeaayn
Tpadvka Ang aHanusa u npeLoTBpaLLeHuns
BTOPXXEHWI

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe NpOMbILLNEHHOE NPEANPUATIAE, UMEIOLLIEE 3HAYUMBIN
TEXHOMNOMNYECKIUIA CErMeHT, TPEOYIOLLUA AONONHUTENbHBIX CPEACTB
KOHTPOA - NOCTPOEHUS CMCTEMbI 06HapYyXeHus BTopxxeHuin (COB)

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

B pesynbTaTe KubepaTtaku Ha TEXHONOMMYECKYH CeTb MOTYT CyLle-
CTBEHHO MOCTPafdaTh [aHHbIe W 0O0PYAOBaHME, YTO NPUBEAET K
3HAYUMbIM  HapYLLUEHUAM TEXHOMOrn4eckux npoueccos. [ns
npefoTBpalLeHns Knbepatak TpebyeTcs OCYLLECTBNATb HENpepbls-
HblA MOHUTOPUHI CETEBOr0 TPaddMKa TEXHOMOTMMYECKOro CermeHTa
Ha NpeaMeT 06HAPYXKEHNS NPU3HAKOB BTOPXKEHMS.

B T0 e Bpems, y4uTbiBas, YTO LIGHTP MOHUTOPUHIra 6e30MacHOCTY
(SOC) pacnonoxeH B Apyrom cermeHTe ceTn, He06xoaumo obecne-
YNTb HAAEXHYH 3aLUTYy NepUMETPa TEXHONOrMYeckoro CerMeHTa
CeTu.

AK InfoDiode - 6a30Boe annapartHoe pelueHue ans nepenaqu UDP,
Syslog, SPAN Tpachuka notpebutensm 3a npegenamu JOBEPEHHOIO
cermenta. CeptucbuumpoBaHo OCTIK VYO (4). 06ecneduBaer
3aLUMTY HA annapaTHOM YPOBHe, N30NMUPYET 3aLLNLLAEMbIA CErMEHT.

InfoDiode RACK npeaHasHa4eH Ans MOHTaXa B CTOMKY.

InfoDiode MINI npegHasHayeH pns moHTaxa Ha DIN-peiiky wnm
Desktop BapwaHT.
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TpeboBaHus

° PerynapHo nony4atb SPAN-Tpacuk ¢ NpON3BOACTBEHHbIX CErMEHTOB B LIEHTP MOHUTOPUHIa 6630MaCHOCTU ANs aHanm-
3a W NpeoTBPALLEHNs BTOPXKEHUIA, UCKNO4KB ycTaHoBKY aon M0 Ha APM B TeXHONOrMYeCKOM CErMeHTe

. 06ecneynTb LEHTPaNM30BaHHbIi MOHUTOPUHT CETEBOrO TpadhuKa TEXHONOMMYECKO CeTH

o [apaHTUPOBAHHO MCKNIOYNTbL BO3ENCTBIE HA TEXHONOrMYECKIUIA CErMEHT, C1eNaB HEBO3MOXHOW OpPraHM3aLunio aTaku no
TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC

( ) ( N\

i = i

BupeorabrnioaeHve SPAN, UDP, Syslog

N >
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CepBepb CeTeBoe 06opynosaHue
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L CeTb npeanpusTUs ) AK L LleHTp ob6ecneyeHmns GesonacHocTy

Pe3ynbrarhl

° MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 32 CHET 3DMEKTUBHOI CerMeHTauum ceTu

° BbInonHeHo dyu3nyeckoe OTAENEeHNe TEeXHOMNOrNYEeCKOM CeTu OT APYruX, MeHee [OBEPEHHbIX CermeHToB. McknoyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

° PeanusosaHa nepeagavya SPAN-Tpadvka ¢ npOM3BOACTBEHHbIX 0OLEKTOB MO OJHOHAMPABIEHHOMY KaHanmy 4epe3 AuoA

JaHHbIX B LEHTp o6ecneyeHuns 6esonacHocti (SOC), ycnewHo peLueHa 3a4ada no noCTPOEHUIO CUCTEMbI 0BHAPYXEHNS
BTOp>XeHUi (COB) Ha npeanpusaTimn

( ™ I ( N\
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? BupaeoHabnionexve
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Apxutektypa: MOCNE

% Sensor SOC
I (PTISIM /KICS / Fapga NDR)
Eé SPAN, UDP, Syslog
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CepBepbl Cetesoe 0bopynosaHie
L CeTb npeanpuaTUs ) L LleHTp ob6ecneyeHmns GesonacHocTy
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CLIEHAPWUI NCMOMb30BAHUA

lMepepaya faHHbIX ¢ fatynkoB B ceTeBoi cermeHT ACY Tl 4epe3 He0BepeHHbIe CETH

OTPACIIb

@\]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJb

O6ecneynTb 6e30MaCHYI0 Nepeaayy CUrHanos
¢ 060pyI0BaHMS 1 AATYMKOB, PA3MELLIEHHbIX
Ha yAanéHHbIX NYHKTax TEXHONOrMYecKoro
cermenTa cetu, B SCADA ans pelueHns 3agay
KOMMNNIEKCHOMO MOHUTOPUHIa 06beKTa

PELLEHWE

CoBMeCTHOE MPUMEHEHNE annapaTHoOro KoM-
nnekca InfoDiode u KoHHekTOpoB Modbus

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
COXPAHEHNEM BO3MOXKHOCTU MONyYeHuUs
[laHHbIX OT BHELIHMX JATYMKOB
060pyaoBaHNs

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHas aHeproreHepupytoLLas KoMnaHus, NpOMbILLNIEHHOE
npeanpuaTne

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

3a4acTyl0 aTtakam MOABEPratTCs KaHamnbl CBA3W, CONpsrawLme
TEXHONIOrNYECKYI0 U KOPNOPATUBHYIO CETM, OJIHAKO He CTOMT 3abbl-
BaTb 1 NPO NOTEHLMAMNbHYIO YA3BUMOCTb CErMEHTOB CaMOii TEXHO-
Nornyeckom cetn. B pesynbTate KubepaTakm MOryT CYLLIECTBEHHO
nocTpajarb AaHHble U CepBepbl MPUIOXKEHWA MPEANnpUATUS, YTO
NPUBEAET K CYLLECTBEHHbIM HAPYLLIEHUAM TEXHOMNOMUYECKMX Mpo-
LeccoB. 06bEKTbI MHAIPACTPYKTYPbI, PACnonoXeHHble 3a npejena-
MW dn3ndeckoro nepumetpa oowvekta KW, Haxogatcsd B MeHee
NOBEPEHHOM CermeHTe, noctyn u3 kotoporo Kk KU pomkeH 6biTh
OrpaHuUYeH 1 COOTBETCTBYHOLLMM 06Pa30M 3aLLULLEH.

AK InfoDiode - 6a30Boe annapartHoe pelueHue ans nepenaqu UDP,
Syslog, SPAN Tpachuka notpebutensm 3a npegenamu JOBEPEHHOIO
cermenta. CeptucbuumpoBaHo OCTIK VYO (4). 06ecneduBaer
3aLUMTY HA annapaTHOM YPOBHe, N30NMUPYET 3aLLNLLAEMbIA CErMEHT.

InfoDiode RACK npeaHasHa4eH Ans MOHTaXa B CTOMKY.

InfoDiode MINI npegHasHayeH pns moHTaxa Ha DIN-peiiky wnm
Desktop BapwaHT.
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TpeboBaHus

PerynsipHo nony4arb [jaHHbIE C BHELUHUX 06bEKTOB KOHTPONS (060PYLOBAHMUS, [ATYMKOB), HANPABAATL UX B €AMHYIO
cuctemy SCADA B TEXHONOrMYECKOW CETW AN MOHUTOPUHIA, 06PabOTKN W Nepeayn B UHbIE CUCTEMbI

FapaHTUPOBAHHO UCKMIOYUTL BO3EIACTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXKHOIM OpraHn3aLmio ataku no

TOMY XXe KaHasy, no KOTopoMy nepeaarTcs AaHHble ¢ 060PYL0BaHNA U NATHUKOB, HAXOLALLMXCA 32 NPeSenamm KOHTpo-
nupyemoii 3oHbl KW (dpusmnyeckoro nepumetpa KNW)

MODBUS , MODBUS
Slave Master
B0 tadm
(©)
=
o Tk
8 s HesawmwéHHas
E cetb
< @ MODBUS TCP san MODBUS TCP
= — - e T g
x Jatunk
<% ’ SCADA
N
r - &%
F - N
Jatumk

Pe3ynbrarhl

° MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo
(busnyeckoe  OTHENeHMe TEeXHONOTMYECKOW CeTU OT MeHee [0BEepeHHbIX CeTel nepepayn AaHHbIX. VcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

° O6ecnedeHa nepefada OMOBELLEHWIA OT YCTPOICTB, PACMOMNOXEHHbIX 3a npeaenamu (MU3NYECKOro nepumeTpa
NPeanpuaTis, B TEXHOMOMMYECKYI0 CETh, peann3oBaHa nepepaya Tpadmka Modbus B uensx c6opa aaHHbix B SCADA

[}

PeanusoBaH c60p [AaHHbIX C BHEWHWX OOGLEKTOB KOHTpONs B eauHyl cuctemy SCADA n ux nepepaya no
OQIHOHANPaBNEHHOMY KaHary Yepe3 ANO [aHHbIX B TEXHONOMMYECKYIO CETb

MODBUS ~ MODBUS MODBUS

,,,,,,,,,,,,,,,, o~ ______, MopBUS
Slave Master | Slave Master
— ete — panuua dusndeckoro
5 olc pasaeneHus ceTeit
@} I
C Jatunk UDP
=
Q — InfoDiode
> MODBUS TCP ! ! | MODBUS TCP
€ o e R SO
[¢)) h:d h:d
= Rarunk MODBUS MODBUS
S SCADA
< ' KoHHekTop (IN) KoHHekTop (OUT)
2‘ !,
JaTumnk
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CLIEHAPWUI NCMOMb30BAHUA

TpaHcnAuna CHUMKOB 3kpaHoB ¢ APM B JoBEpeHHOM CEerMeHTe CETH B LieNnsX OKa3aHus yAanéHHo

TEXHU4EeCKOW NoAAep>KKU CTOPOHHUMM cny>XK6amu U OpraHusaLmamm

OTPACIIb

@\]

NPOMbILUNEHHOCTb, TPAHCMOPT

LIEJb

O6ecneynTb OHMANH Nepeaayy CHUMKOB
9KpaHa ¢ paboyux MecT Ha
MPOU3BOACTBEHHOM 0OBLEKTE B LIEHTP
TEXHWUYECKOI NOALEPKKW BEHLOPA,
CTOPOHHEN CIyX0bl

PELLEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans 3awutbl nepumert-
pa TEXHONOTMYECKOr0 CerMeHTa CeTy

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CerMeHTa CeTit 0T
N060ro BHELLHEro BO3AeNCTBNS ¢
BO3MOXHOCTbO OHNANH Nepefadn CHUMKOB
3KpaHa ans cneumanucToB Tex. NOAAEPKKN

MpuMeHsemblit NpoayKT

O KOMnaHuu

[pOMBILLNIEHHOE NPeLNpUATIE C aBTOMATU3MPOBAHHbLIM
NPOU3BOACTBEHHbIM LyKnoMm. Mpeanpusatue npuobpeTaet y
CTOPOHHUX BEHA0POB W NPOM3BOANTENE YCYrY TEXHUHECKOI
NOAAEPXKN MMetoLLierocs Ha o6bekte o6opynosaHus u SCADA

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

CoBpeMeHHbIE BbICOKOTEXHONOIMYHbIE NPON3BOACTBA TPEOYHOT Bbl-
coyaiilen Keanudgukauum KaapoB U YpoBHA CONPOBOXaeHMs. He-
pefKo TpebyeTcs NoAAepXKa CreunannctoB No KOHKPETHbIM CK-
cTemMam W npoueccam, B TOM 4ucne ot Benaopos VG n 06opynosa-
Hus. [Ina atoro gaHHble ¢ APM nepeparotcs U3 TEXHONOrMYeCKOro
CEerMeHTa B KOpPNoOPaTUBHbIA, OJHAKO, N0 TOMY Xe KaHany BO3MOX-
Ha OpraHu3auus ataku unu nonagadue speaoHocHoro M0. 3to mo-
XKET NPUBECTN K HAPYLIEHWO NPOWN3BOACTBEHHbIX NPOLECCOB U NO-
NOMKe Joporocrosiiero o6opynosaHus. Tpebyetcsa o6ecneyntb
HarnAgHoe npefocTaBneHune aaHHbIX ¢ APM onepatopa B TexH. cer-
MEHTE CTOPOHHUM cny6am B LieNsiX 0Ka3aHus TeX. NoAAepXKu

AMNK InfoDiode PRO pewaet 3agaus no nepejaye (ainosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Peniuk
BMPTYa/IbHbIX MALUWUH, 3NEKTPOHHOW MOYThl, BUAEO W Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NOTPe6uTENaM, N30MNPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus
O6ecne4ntb nepefavy CHUMKOB 3kpaHa ¢ SCADA n APM onepatopoB Ha NPOMbILLIEHHOM 06bEKTE BO BHELUHWIA LEHTP
TEXHUYECKOW NOAAEPXKKM

FapaHTMPOBAHHO MCKIIOYUTH BO3AGNCTBIME HA MHDOPMALIMOHHbIE CUCTEMbI U 060PY0BaHIE NPOMbILLIIEHHOTO 06bEeKTa
B YCNOBUSAIX NOMY4EHUS OHMANH JaHHbIX C MOHUTOPOB OMEPaToOPOB
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- POCMOTP AaHHbIX
é_ R M 13 TEXHOMOTMYECKOMN CeTU
< APM APM APM
onepaTopoB  OMepaTopoB onepaTopoB
L TexHonoruyeckas ceTb ) L LleHTp TexHUYECKOI noaaepx KM

Pe3ynbrarhl

BbINonHeHO hu3nyeckoe OTAENeHMe TEXHOMOMMYECKOr0 CerMeHTa CeTW MPOMBILLIIEHHOr0 06beKTa OT BHELUHWX CEeTei
McknoYeHa BO3MOXHOCTb BO3JeACTBUSA HA UHGDOPMALIMOHHBIE CUCTEMbI M 060PYL0BAHNUE

O6ecneyeHa HanpaBreHHas nepejaya JaHHbIX B LGHTP TEXHUYECKOW MOAAEPXKKM, UCKNI0YaloLas Nobble BXoAALLMe
COEANHEHUS B TEXHONOTMYECKNIA CErMEeHT NPOMbILLMIEHHOr0 06bEeKTa

ObecneyeHa nepedadya OHMAWH CHUMKOB 3KpaHa B PeanbHOM BPEMEHM C KOHTPOMbHbIX MOHMTOPOB U YCTPOIACTB
HabNoeHNs CreLnancTam TeXHUYECKOii NOAAePXKKI CTOPOHHUX cny6 1 BeHaopos MO 1 060pya0BaHMs

N | e N
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= I -
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© SCADA
o InfoDiode PRO Buaeo cepsep/
E CTPUMMHT CEpBEP
X
o |
E L] L] [T] MpocMoTp AaHHbIX
= = = N
X = ToTOKOBOE BIAEO/CTPUMUHT 113 TeXHOMOr4eckou cet
o APM APM APM
< OnepaTopoB  OMEpaTopoB  OMepaTopoB
L TexHonoruyeckas cetb ) L uEHTp TeXHUYecKon noaaepXku
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CLIEHAPWUI NCMOMb30BAHUA

lNepeaaya TEXHONOrMYECKUX AaHHbIX U3 NPON3BOACTBEHHOr0 KOMNekca unu o6bLekTa fo6bl4uu B

KOpNOopaTuBHbIA CETEBON CErMeHT

OTPACIb 0 KoMNaHuu

XUMWYECKAA NPOMBILLUNEHHOCTb
OauH 13 BefyLLMX NPOM3BOANTENEI MUHEPaNbHbIX YA0OPEHN Ha

,@, LIEJTb MUPOBOM PbIHKE

0O6ecneuntb nepegady teros OPC DA
Pa3nnyHbIX BEPCUIA U3 TEXHOMOTMYECKOr0
(3awumiLaemoro) cermMeHTa noTpebuTensm B
KOPNOPATMBHbIA CErMEHT ANs pelleHmns 3agay
aHanM3a JaHHbIX 1 NNaHMPOBAHNA

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nyktoB MasterOPC n annapatHo-

. ne4yeHne HeNpepbLIBHOroO N Ha XUMUYEeCKOM Mpomn3Boa-
nporpammuoro komnsekca InfoDiode SMART O6ecnig:seHue HENpepLIBHOTD NpoLecca Ha SCKOM NPO3BOA

CTBE TPeObyeT MOHUTOPUHIA W aHann3a NPONU3BOACTBEHHbIX 06bEK-
TOB 11 060py0BaHus. [laHHbIe A0S 3TOr0 NepefatoTcs U3 TEXHONO-
TMYeCKOro CermeHTa B KOpnopatuBHbIn. OiHaKo N0 TOMY Xe KaHa-

E;/ MPEMMYLLECTBA ny BO3MOXHA OpraHu3auus ataku unu nonagaHue BpPeaOHOCHOro

M0 13 KOpnopaTUBHOrO WAM WHOTO BHELUHEro CermeHTa. 910 MO-

[apaHTUpOBaHHas 3aLuTa (Ha hU3N4ecKom )KET NPUBECTUN K HapyLLEHWUI0 PaboTbl TEXHONOMMYECKON CETH, 10PO-
YPOBHE) TEXHONIOrM4ECKOTO CErmeHTa ¢ FOCTOSLLEMY PEMOHTY, BO3HUKHOBEHMIO TEXHOTEHHBIX KaTacTpod.

MCTOYHUKOM JaHHbIX OPC DA ¢
BO3MOXHOCTbH Nepeadn AaHHbIX BHELIHUM
noTpebuTeNnam

MpuMeHsemblit NpoayKT

AMK InfoDiode SMART o6ecne4mBaeT nepegady  AaHHbIX
OAHOBPEMEHHO MO HECKONbKUM MPOMbILLIEHHbIM  MPOTOKOIAM
yepe3 rpaHuly nepumeTpa. Cneuwann3mpoBaHHble KOHHEKTOPSI
MPOMBILLIEHHbIX MPOTOKONMIOB MNO3BOMSIOT CO6paTh [AaHHblE W3
Kaxgoro cermeHta cetm (o1 pasnuyHbix  SCADA  cuctem,
KoHTponnepos, OPC cepsepoB, AaT4nKoB) U nepeaatb ux aanee no
OQIHOHANPaBNEeHHOMY KaHany, obecneyms COOTBETCTBME
BbICOYAILLUM TPEOOBAHUAM U30NALMN 3ALLNLLAEMOrO CErMEHTa.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

PerynsapHo nony4arb AaHHble YCTAHOBOK TEXHONOIMYECKOro CerMmeHTa, HanpaenaTh UX BHELLIHUM NOTPEOUTENAM W CNyX-
6am MOHUTOPUHIA N1 KOHTPOMS, aHANIUTUKK U NTaHMPOBAHNA

FapaHTUPOBAHHO UCKMIOYUTL BO3EIACTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXKHOIM OpraHn3aLmio ataku no
TOMY € KaHany, no KoTopoMy NepefaloTcs JaHHbIe AN CTOPOHHUX NOTpebuTenei
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MpeanpusTue

KOpHOpaTVIBHaH WNKN CTOPOHHAA CeTb
J

J

Pe3ynbrarhl

MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHMUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHWNS B TEXHOMOTNYECKMIA CErMEHT U PacnipoCTPaHeHUs BPEJOHOCHbIX MPOrpaMm

PeanusoBaH 060[3 JaHHbIX C TEXHONOrM4eCKNX yCTaHOBOK 1 UX nepefada nNo 0AHOHanpaBieHHOMY KaHaly 4epe3 auon
AaHHbIX B NoApa3aeneHna MOHUTOPUHIa, NNaHUPOBaHUA N KOHTPOIA

o Peann3oBaHa nepefadya [ONOSHUTENbHBIX [OaHHbIX [Ans

pykoBOoACTBa W 3alHTEpPeCOBaHHbIX COTPYAHWKOB B
KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

o
°
J

OPC DA
Server +
MasterOPC

- f
InfoDiode SMART SRS \

TpOMBILLNEHHbIE NPOTOKOMbI AHaJ'IVITVIKa [/
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CLIEHAPWUI NCMOMb30BAHUA

lNepeaaya TeXHONOrM4eCKUX AaHHLIX B rONIOBHOM 0YUC - M3 601ee JOBEPEHHOro B MeHee

J0BEPEeHHbI CeTEBON CermeHT

W&]

OTPACIIb

HE®TETA3

LIEJb

O6ecneynTb nepefady npomM. NPOTOKONOB
Pa3NNYHbIX BEPCUIA N3 TEXHONOTNYECKOTO0
(3awwMLLaemMoro) cermMeHTa BHeLHUM
noTpe6UTENsIM B LIENSX LieHTPann30BaHHOro
MOHUTOPMHIA U KOHTPONS COCTOSIHNA

PELLEHWE

COBMECTHOE MPUMEHEHME annapaTHo-
nporpaMmmHbIx komnekcos InfoDiode
SMART, InfoDiode PRO 1 KOHHEKTOPOB Npo-
MbILLIEHHbIX NPOTOKONIOB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CerMeHTa ¢
UCTOYHUKOM NPOMBbILLIIIEHHOr0 Tpadinka ¢
BO3MOXHOCTbH Nepeadn AaHHbIX BHELIHUM
noTpebuTeNnam

MpuMeHsemblit NpoayKT

O KOMnaHuu

MeXyHapoHas KOMNaHus - ofjHa U3 BeayLUX B MUpe B cepe
[06b141 11 NepepaboTKN MUHEpPaTbHbIX PECYPCOB C
WHTErPUPOBaHHBIMM [06bLIBAIOLLMMM, NepPepabaTbiBAKLLMK,
SHEPTeTUYECKUMM 1 NIOTUCTUYECKIUMIA NPeANPUATUSMM

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

Knbeparaka Ha 06bEKT U NPOHWKHOBEHWUE 3NM0YMbILLIEHHMKA Yepes
TUNOBbIE CPEACTBA 3aALLUUTLI MOTYT MPUBECTU K NOBPEXAEHMIO [aH-
HbIX U CepBepoB NpunoxeHuin B cermente AGY TI1, 4To npuBeaéT K
HapyLLIEHUAM TEXHONOrn4ecKnx npoueccos. B pesynbTate Komna-
HUSA, KaK MWHUMYM, BbIHY)XAeHa 6yaeT OTK/4YUTb COEAUHEHne
cermenTa AGY TI ¢ kopnopaTuBHbIM CErMEHTOM U IHTepHeT.

Hanuune BO3ayLIHOTO 3a30pa XOTs W NpeoTBpaLLaeT Kubepartaky
Ha 3allMLLIEHHbIA CErMEHT, HO He NO3BONSET 06EeCMeYnTb Hempe-
PbIBHOCTb GU3HEC-NPOLIECCOB N CTOPOHHUIA MOHUTOPUHT TEXHOMO-
FMYECKIX CErMEHTOB NPeanpuUATUIl HechTera3oBoil KOMNaHMK.

AlK InfoDiode SMART o6ecneyuBaeT nepeaady AaHHbIX OJHOBPEMEHHO MO
HECKOMbKUM NPOMbILLIEHHbIM NPOTOKONAM Yepe3 rpaHuLly nepumetpa. Gne-
UNanu3nMpoBaHHble KOHHEKTOPbl MPOMbILIMEHHbIX MPOTOKOMNOB MO3BONAKT
cobpaTb JaHHble U3 KXA0ro CerMeHTa CeTM 1 nepefatb WX anee no 0AHo-
HanpaBneHHOMY KaHany, 06ecne4yuB COOTBETCTBME BbICOYAMLLIMM Tpe6OoBa-
HUAM M30NALNN 3aLLNLLAEMOrO CEerMeHTa.

AMNK InfoDiode PRO o6ecneynBaetT nepegayy (haiinoBbiXx MNOTOKOB
(KypHanos, AuMCTpuGYTUBOB, 63KaNOB 06a3 [aHHbLIX, 3JIEKTPOHHOWA MOYTbI),
Buaeo u UDP, Syslog n apyroro Tpadomka 3a npefesibl JOBEPEHHOO CerMeH-
Ta LIeNeBbIM NOTPEOUTENAM, N30IMPYS 3aALLUNLLAEMbIA CETMEHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

° PerynsapHo nepefasatb AaHHbIE C 06bEKTOB TEXHONIOrMYECKOr0 CErMeHTa B LIEHTPbI MOHUTOPUHIA, ONepaTuBHON aHanu-
TUKW 1 NNTaHUPOBAHNA

. 06ecneynTb LHTPan130BaHHbI MOHUTOPUHT 6830MACHOCTIA 1 MPON3BOAUTENLHOCTU TEXHONOMMYECKON CeTH

) FapaHTUPOBAHHO UCKMIOYUTL BO3/EICTBIE HA TEXHOMOTUYECKINIA CErMeHT, C1eNaB HeBO3MOXKHON OPraHn3aLmio aTaku no
TOMY € KaHany, no KoTopoMy NepefarnTcs AaHHbIe AN CUTYaLMOHHbIX LEHTPOB 1 LieHTpoB SOC/NOC
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Pe3ynbrarhl

° MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hM3NYeCKoe  OTAENEHWE TEXHOMOTUYECKOH CEeTM OT KOPMOPaTMUBHOW M [PYruX, MeHee [0BEPeHHbIX CErMEeHTOB.
ckntoyeHa BO3MOXHOCTb NMPOHUKHOBEHNS! B TEXHOMOTMYECKMIA CErMEHT 11 pacnpoCTPaHeH!st BPEJOHOCHbIX NPOrpaMm

o Peanu3oBaH c60p [aHHbIX C 000PY[OBAHWS W WX Nepedadya no OAHOHANPABNEHHOMY KaHany 4Yepe3 Anoj [aHHbIX B

CUTYALMOHHBIA N JUCNETYEPCKNIA LEHTPbI

o Peann3oBaHa nepefadya [ONOSHUTENbHBIX [OaHHbIX [Ans pykoBOoACTBa W 3alHTEpPeCOBaHHbIX COTPYAHWKOB B

KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

L4 O6ecneyeHa ornepaTuBHas nepejaya faHHbIX 0 6€30MacCHOCTW M NPOU3BOLUTENIbHOCTU TEXHOMOMYECKOr0 CEerMeHTa CeTi
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya AaHHbIX AN MOHUTOPWHIA NPOM3BOACTBEHHOI MHGPACTPYKTYPbl B MEHEEe J0BEPEHHbII

CeTeBOi CermMeHT

OTPACIIb

@\]

JOBbI4A, TPAHCIOPTUPOBKA r'A3A

LIEJb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHONOTNYECKOr0
(3awmiLaemoro) cermMeHTa 06bEKTOB J06bLIYM
11 TPAHCMOPTMPOBKM B UHbIE CErMEHTbI ANS
peLLeHns 3aja4 MOHUTOPMHIA MPOM3BOACTBA

PELLEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nyktoB MasterOPC n annapatHo-
nporpaMmHoro komnnekca InfoDiode SMART

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOrMYECKOro cermeHTa/
06bEKTOB C MCTOYHMKAMM [JAHHbIX C
COXPaHeHNeM BO3MOXKHOCTY Nepeaaqn
[aHHbIX BHELUHUM NOTPebUTeNam

MpuMeHsemblit NpoayKT

O KOMnaHuu

MexxgyHaponHas KomnaHnus no go6blye rasa ¢ 06bekTaMm 4o6blyn,
nepepaboTKu 1 TPAHCNOPTUPOBKM rasa

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

B pesynbTate Kubeparaku MOryT CYLLECTBEHHO NOCTPafaTh AaHHbIE
1 CEepBepbl NPUNOXEHNIA KaK KOHEYHbIX 00LEKTOB, TaK M MPOMEXY-
TOYHbIX TOYEK COOpa AaHHbIX, YTO MPMBEAET K CYLUECTBEHHbLIM
HapyLIEHUAM TEXHOMOrM4ecKUxX NpoLeccoB. B pesynbrarte Takux
AENCTBUA KOMNAHMS, KaK MUHUMYM, OYAET BbIHY)KAEHA OTKITIO4YNTb
nepenady aaHHblx u3 cermenta ACY TIT B KOpnopaTtuBHbIA CErMeHT
1 B rno6anbHyto CeTb VIHTEpHET.

HecMoTps Ha TO, 4YTO paspbiB COEAUHEHUS XOTS W NPefOTBpaTUT
[lanbHeiiliee pacnpocTpaHeHue Knbeparaku, 3T0 NPUBEAET K Hapy-
LIEHUAAM HENPepbIBHOCTA OU3HEC-NPOLIECCOB U MOHUTOPUHTA TeX-
HOMOTNYECKOr0 CerMeHTa.

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

PerynsapHo nony4atb AaHHble C 06bEKTOB A06bI4YW, TPAHCNOPTUPOBKM, MPOMEXYTOYHbIX LEHTPOB MOHUTOPKHIA, Hanpas-
NATb X B LEHTPaNnn30BaHHbIE LEHTPbI MOHUTOPWHIA N ONOBELLEHNA

06ecneyunTb LEHTPaNN30BaHHbI MOHUTOPUHT COOBLLEHNIA O NPOU3BOAUTENLHOCTI TEXHONOTNYECKON CETH

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTca AaHHble A1 BHELHWA NoTpe6buTesen, LIEHTPOB NOC n APYrux cnyxe
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Pe3ynbrarhl

[MoBbllLEH YPOBEHb WHMOPMALMOHHON 6e30MacHOCTM 32 CYET IMAEKTUBHOW CermMeHTaLuMu CeTh. BbINOMHEHO

(PM3n4eckoe OTAENEeHNEe TEXHONIONYECKON CETU OT LPYrUX, MeHee [JOBEPEHHbIX CErMeHTOB. VICKnoyeHa BO3SMOXHOCTb
MPOHWKHOBEHUSA B TEXHONIOTMYECKMNIA CETMEHT U pacnpoCcTpaHeHUs BPeAOHOCHbIX NPOrpamm

Peann3oBaH cO0P JaHHbIX C 0GLEKTOB [00bIYM, TPAHCMOPTUPOBKMW, MPOMEXYTOYHbIX LIEHTPOB MOHUTOPUHrA U WX

nepefaya no ofHOHanpaBfeHHOMY KaHany Yyepes Anoj, AaHHbIX B LEHTP NNaHUPOBaHUS U MOHUTOPUHTA C 06eCNeYeHeM
BbICOKOI# NPON3BOANTENBHOCTY Nepeaadn AaHHbIX

Peann3oBaHa nepefgaya [OMNOJSIHUTENbHbIX [HAdHHbIX AONA pykoBoACTBa W 3aWHTEPECOBaHHbIX COTPYAHWKOB B

KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

119121, Poccus, Mocksa, PyxxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 (axc: +7 (495) 646-7560

O6ecneyeHa nepeaaya ONOBELLEHNIA OT YCTPOICTB TEXHONOTNYECKON CETW NOJb30BATENAM B UHbIE CETEBbIE CErMEHTbI
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya AaHHbIX ¢ A06bIBaIOLLErO 060PY/I0BAHUA U CMEXHBIX CUCTEM B MEHEe [J0BepPEeHHbIi

CeTeBOi CermMeHT

OTPACIIb

@\]

I'OPHOOBbLIBAOLLIASI MPOMBILLIITEHHOCTb

LIEJb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHONOTNYECKOr0
(3awmiLaemoro) cermMeHTa 06bEKTOB J06bLIYM
B MHbIE CErMeHTbl ANs peLueHmns 3aaay
MOHUTOPMHIA 1 MaHNPOBaHMS

PELLEHWE

CoBMeCTHOE NMPUMEHEHNe KOMMJeKca npo-
nyktoB Master OPC, annapatHo-
nporpamMmHoro komnnekca InfoDiode SMART,
Aveva/Wonderware Historian

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOrMYECKOro CermeHTa
ropHO06bIBAKOLLEr0 06bEKTA C UCTOYHUKAMMU
[laHHbIX C COXPAHEHMEM BO3MOXXHOCTH
nepefayn JaHHbIX BHELIHUM NOTPE6UTENSM

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHas MexayHapofHas KomnaHus no fo6biye 1 nepepacoTke
MONe3HbIX UCKOMAeMbIX

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

B pesynbTate Kubeparaku MOryT CYLLECTBEHHO NOCTPafaTh AaHHbIE
1 CEepBepbl NPUNOXEHNIA KaK KOHEYHbIX 00LEKTOB, TaK M MPOMEXY-
TOYHbIX TOYEK COOpa AaHHbIX [J06bIBAKOLIEr0 NPeanpusaTus, 4To
NPUBEAET K CYLLECTBEHHbIM HApYLLUEHUAM TEXHOMNOTMUYECKMX Mpo-
LLlecCcoB. B pesynbrate Takux AENCTBUA KOMNAHUSA, KaK MUHUMYM,
BbIHY)X/eHa BYAeT OTKMIOYUTb Nnepefady AaHHbIX U3 cermenTa ACY
Tl B KOPNOpaTUBHbIA CErMEHT W B rNobanbHyo ceTb IHTEpHET, a
TaKXXe OCTaHOBWUTb MNPOM3BOACTBEHHbIE MPOLECChl. YTO, B CBOH
0yYepeflb, HeU3BEXHO NPUBEAET U K (DMHAHCOBLIM, U K penyTaLmnoH-
HbIM NOTEPSM.

AMK InfoDiode SMART o6ecne4mBaeT nepegady  AaHHbIX
OAHOBPEMEHHO MO HECKONbKUM MPOMbILLIEHHbIM  MPOTOKOIAM
yepe3 rpaHuly nepumeTpa. Cneuwann3mpoBaHHble KOHHEKTOPSI
MPOMBILLIEHHbIX MPOTOKONMIOB MNO3BOMSIOT CO6paTh [AaHHblE W3
Kaxgoro cermeHta cetm (o1 pasnuyHbix  SCADA  cuctem,
KoHTponnepos, OPC cepsepoB, AaT4nKoB) U nepeaatb ux aanee no
OQIHOHANPaBNEeHHOMY KaHany, obecneyms COOTBETCTBME
BbICOYAILLUM TPEOOBAHUAM U30NALMN 3ALLNLLAEMOrO CErMEHTa.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHus

PerynsapHo nony4atb AaHHble ¢ 06bEKTOB J06bI4M, HANPABNATbL WX B eIMHOE XpaHunuLle Historian B KOPNopaTnBHOW
CeTu Ana nocneayroLlein 06paboTKn U aHanu3a, nepeaaymn B npoyne MHOPMaLUOHHbIE CUCTEMBI

° 06ecneynTb LiEHTPaNnN30BaHHbIA MOHUTOPWHT cepBepoB SCADA 1 OPC-cepBepoB 060raTUTENbHOI habpuku

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XK€ KaHaly, N0 KOTOpoMy nepenardTCcA AaHHbIE

-
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Pe3ynbrarhl

MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHMUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHMNS B TEXHOMOTNYECKMIA CErMEHT U PacnpocTpaHeHe BpeAOHOCHbIX MPOrpamm

Peann3oBaH c60p AaHHbIX C 06LEKTOB A06bI4M 1 UX Nepefada no OfHOHANPaBIEHHOMY KaHany 4yepe3 Auofd AaHHbIX B
e[IMHOE XpaHunuile Historian B KopnopaTUBHOM CETK

PeanusosaHa nepefada [OONOSIHATENIbHBIX [OaHHbIX AN PYKOBOACTBA W 3aMHTEPECOBAHHbIX COTPYOHWUKOB B
KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

O6ecneyeHa nepeaaya ONOBELLEHNIA OT YCTPOICTB TEXHONOTNYECKON CETW NOJb30BATENAM B UHbIE CETEBbIE CErMEHTbI
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KOpnOpaTMBHaH WK CTOPOHHAA CeTb

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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CLIEHAPWUI NCMOMb30BAHUA

lepepada AaHHbIX TEXHOOMMYECKOM CeTH ropHo-060ratuTenbHoro koméuHara (F'OK) B meHee

J0BEPEeHHbI CeTEBON CermeHT

O KOMnaHuu

OTPACIIb

I'OPHOOBbLIBAOLLIASI MPOMBILLIITEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOAO0B 1 (haiiNoB U3 TEXHONOMMYECKOro
(3awmiLaemoro) cermMeHTa 06bEKTOB J06bLIYM
B MHbIE CErMeHTbl ANs peLueHmns 3aaay
MOHUTOPMHIA 1 MaHNPOBaHMS

Komnanus no go6blye 1 nepepaboTke none3HbIX MCKONaeMblX

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

COBMECTHOE MPUMEHEHME annapaTHo-
nporpamMmuoro komnnekca InfoDiode SMART

¢ MasterSCADA 1 Anbcha nnatdhopia B pesynbTate kKubepatakm MOryT CyLLECTBEHHO NOCTPAaTh AaHHbIE

1 cepBepbl NPUIIOXKEHNIA KaK KOHEYHbIX 06BEKTOB, TaK WU MPOMEXY-
TOYHbIX TOYEK COOpA AaHHbIX TOPHO-060raTUTENbHOro0 Npeanpus-
TS, YTO NMPUBELET K CYLIECTBEHHbIM HAPYLUEHUAM TEXHOSornye-
CKMX npoueccos. B pesynbtate Takux [LEACTBUIA KOMMAHMA, Kak
MUHUMYM, BbIHY)XX[ieHa 6yaeT OTKM4YUTb Nepeaady AaHHbIX U3 cer-
meHTa AGY Tl B KOPNopaTuBHbIA CErMEHT W B r106anbHY0 CETb

NPEUMYLLECTBA

W&]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM

YPOBHE) TEXHONOTNYECKOr0 CermeHTa
rOpHOZ0GbIBAIOLLEr0 06bEKTA C UCTOYHMKAMM
LaHHbIX C COXPaHEeHUEM BO3MOXXHOCTY
nepe/jadyn JaHHbIX BHELIHUM NOTPEGUTENAM

VHTepHET, a TakXe OCTaHOBUTb MPOM3BOACTBEHHbIE MPOLECChI.
4710, B CBOIO 04epeib, HEM36EXHO NPuUBedeT U K (DMHAHCOBLIM, U K
penyTaLnoHHbIM NOTEPAM.

MpuMeHsemblit NpoayKT

AlK InfoDiode SMART o6ecneyuBaeT nepeaady AaHHbIX OJHOBPEMEHHO MO
HECKOMbKUM NPOMbILLIEHHbIM NPOTOKONAM Yepe3 rpaHuLly nepumetpa. Gne-
UNanu3nMpoBaHHble KOHHEKTOPbl MPOMbILIMEHHbIX MPOTOKOMNOB MO3BONAKT
cobpaTb JaHHble U3 KXA0ro CerMeHTa CeTM 1 nepefatb WX anee no 0AHo-
HanpaBneHHOMY KaHany, 06ecne4yuB COOTBETCTBME BbICOYAMLLIMM Tpe6OoBa-
HUAM M30NALNN 3aLLNLLAEMOrO CEerMeHTa.

AMNK InfoDiode PRO o6ecneynBaetT nepegayy (haiinoBbiXx MNOTOKOB
(KypHanos, AuMCTpuGYTUBOB, 63KaNOB 06a3 [aHHbLIX, 3JIEKTPOHHOWA MOYTbI),
Buaeo u UDP, Syslog n apyroro Tpadomka 3a npefesibl JOBEPEHHOO CerMeH-
Ta LIeNeBbIM NOTPEOUTENAM, N30IMPYS 3aALLUNLLAEMbIA CETMEHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHus

PerynspHo nomy4atb jaHHble ¢ 06bEKTOB NepepadoTKil, HaNpPaBNATb UX B KOPNOPATUBHYIO CETb AMs NOCNeaytoLLeil 06-
pabOoTKM M aHann3a, nepeaayy B NPoyNe MHKHOPMALIMOHHbIE CUCTEMbI

06ecneyntb MOHUTOPUHT cepBepoB SCADA o6oratutensHoin dabpuku 1 SCADA ee TEXHONOrMYECKMX Y4aCTKOB

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XK€ KaHaly, N0 KOTOpoMy nepenardTCcA AaHHbIE
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TexHONOrM4YecKuit CermeHT M KOpHOpaTMBHaH WUINKN CTOPOHHAA CeTb
J

Pe3ynbrarhl

MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHMUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHMNS B TEXHOMOTNYECKMIA CErMEHT U PacnpocTpaHeHe BpeAOHOCHbIX MPOrpamm

Peanu3oBaH c60p [aHHbIX C 06BLEKTOB A06GbIYM W X Nepeaada no OAHOHANPABNEHHOMY KaHany 4Yepe3 Anoj [aHHbIX B
KOPMOPaTUBHYO CETb

PeanusoBaHa nepefaya [OMOMHUTENbHbIX [AAHHbIX AfS PYKOBOACTBA W 3aMHTEPECOBAHHbIX COTPYAHMKOB B
KOpropaTUBHOM CermeHTe (dpaiinbl, Aaw6opabl, BATPUHbI, OTHETHI)

O6ecneyeHa nepeaaya ONOBELLEHNIA OT YCTPOICTB TEXHONOTNYECKON CETW NOJb30BATENAM B UHbIE CETEBbIE CErMEHTbI
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119121, Poccus, Mocksa, PyxxeiiHbIin nepeynok, 6¢1.
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CLIEHAPWUI NCMOMb30BAHUA

lMepeaaya KPUTUYHBIX AAHHLIX B LieNAX pPe3epBHOr0 KONUPOBaHUA BO BHELLHEe XpaHWUULLe

OTPAC/1b O KOMnaHuu
BAHKW, ®UHAHCHI

@ LIESTb

06ecneyunTh PerynspHoe pesepeHoOe
KONnpoBaH1e NHAOopMaLMn 3 Cetn 6aHKa B
3aLLMLLIEHHOE XPaHWUINLLE.

KpynHas puHaHcoBas opraHusaumus us ton - 13.

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ons co3aaHust u3onu-
POBaHHOMO CETEBOr0 CErMeHTa, 3aLLMLLEHHO-
[0 OT BHELLUHEro Bo3aelicTBus

YcTonymBoe (PyHKLMOHWPOBAHME 6U3HEC-NPOLECCOB (IUHAHCOBOA
OpraHm3aLm 3aBuUCKT, B TOM YUCNE, U OT HANTMYMS HAJEXHO (DYHK-
LIMOHNPYIOLLEI CMCTEMbI PE3EPBHOr0 KonupoBaHus. B 10 e Bpe-
M, BHELUHWE COeJUHEHMS C OCHOBHOM CETblO, a TakXe MecTa Xpa-

E;/ MPEMMYLLECTBA HEHWS PEe3epBHbIX KOMWiA, MOryT NoABepratbcsi Kubeparakam. B
3TUX YCMOBUAX XpaHEHWe [AHHbIX HA O0ObIYHbIX pecypcax

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM (neHTO4YHOE XpaHunuile, annoBoe XpaHWUNULLE W T.M.) NOBbILLIAET
YPOBHE) CETEBOTO CErMEHTa ANIA XpaHeH!s PUCKM yTepu, KOMMPOMETaumu AaHHbIX. bauky Tpebyercs opraHu-

63KaroB CUCTEM, «CHUMKOB AaHHbIX»,

DE3EPBHbIX KOMMIA JaHHbIX 3auus 3aLLWLLEHHOr0 CerMeHTa, KOTOPbIA NO3BOJIUT COXPAHATL 3Ta-

NIOHHbIE KOMUU AAHHbIX AN HAWBONee PUCKOBAHHbIX CLIEHApNEB X
noTepu, B TOM YnCne B pe3ynbTaTe AeiACTBUIA 3N0YMbILLINEHHUKOB.

MpuMeHsemblit NpoayKT

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoOTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENSIMK BUPTYanbHbIX
MAaLLWH, 371EKTPOHHON MOYTHI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHus

HEHMSA PE3ePBHbIX KOMUIA, «CHUMKOB AAHHbLIX», 3TaNOHHbIX KOMUIA LAHHBIX 1 CUCTEM

TOMY XX€ KaHaly, N0 KOTOPOMY AaHHbIe rnepenardTCAa Ha XpaHeHne

¥ B
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KopnopaT1BHbIf cermeHT

Bbimy3ka pe3epBHbIX Konuid
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lNonyyeHne pesepBHbIX KOMWI
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PerynsapHo nepefasatb AaHHble 63KAMNOB Ha 3aLUMLLIEHHbIA PECYPC ANS LeNei rapaHTUpOBaHHOMO U30NPOBAHHOIO Xpa-

FapaHTUPOBAHHO UCKMIOYNUTL BO3JEICTBIE HA 3aALLMLLEHHDBII CErMeHT, C1eNaB HeBO3MOXHOI OpraHn3aLmIo aTaku no

Cuctema pe3epBHOro

L KonnpoBaHuA U XpaHeHUA

BbinonHeHo (*)I/I3I/I‘-IGCKOG otaeneHne 3allulleHHOro cermMeHta OT MeHee [JO0BEpPEeHHbIX CEermMeHTOB. McknioyeHa
BO3MOXXHOCTb MPOHWUKHOBEHNA 3NM0YMbILLTEHHWKA B CErMEHT XpPaHEeHWA OaHHbIX U PaCNPOCTPAHEHUsA (3anyCKa) B HEM

BPEAOHOCHbIX MPOrpamm

O6ecrneyeHa OfHOHaNpaBneHHas

nepedada [aHHbIX HA BHELUHEE 3aLLMLLEHHOE XPaHUnuLLe,
BO3MOXXHOCTb BO3/IeCTBUS Ha CUCTEMY XpaHeH!s 63Kanos 1 pe3epBuUpyeMble AaHHbIe

NCKN0YatoLLas

O6ecrneyeHa HenpepbIBHOCTb GM3HEC MPOLECCOB (PUHAHCOBOWA OpraHu3auui 6Gnarojaps OpraHu3aLuuum CTporo
[ETePMUHNPOBAHHOTO OfJHOHAMPABMIEHHOTO MOTOKA JAHHbIX HA BHELIHWA MO OTHOLIEHMIO K KOPNOPaTWUBHON CETU
3aLUMLLIEHHbIA PECYPC, CHWXEHbI PUCKWM MOSHOM YTepU AaHHbIX B Cly4ae YCMEWHON aTakum 370yMbILUMIEHHUKA Ha

OCHOBHOA CErMEHT aHHbIX 6aHKa

rd

(——)

5
'

kKopnopawual-u:u7| CerMeHT

N dusmnyeckas nsonaums ("

CerMeHra

1
-
B-®--B

In'foDiode
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Boirpy3ka pesepBHbIX KOMKM

B

B

Cuctema pe3epBHOro
KOMUPOBaHMA N XpaHeHUS

119121, Poccus, Mocksa, PyxxeiiHbIin nepeynok, 6¢1.
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CLIEHAPWUI NCMOMb30BAHUA

Oka3aHue TeXHN4eCcKoMn noaaepXXkKu KieHTam v4epes3 MecCeHppxKepbl U UHbIe KaHallbl

KOMMYHUKaLUIA

OTPACIIb

@\]

BAHKW, ®NHAHCBI

LIEJb

O6ecneynTb B3aUMOJENCTBIME ONEPATOPOB C
KNueHTamMu nocpesCcTBOM MeCcCeHIXepoB

PELLEHWE

CoBMeCTHOE MPUMEHEHMe ABYX annapaTHo—
nporpaMmHbIX kKomnnekcos InfoDiode PRO u
peweHnii Naumen ans 3awiuThbl CErMeHTa ¢
UCTOYHNKOM HYBCTBUTENbHBIX AaHHbIX

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) BHYTPEHHEN CeT OpraHn3aummn ¢
BO3MOXHOCTbH NMONYYEHNUA U OTNPABKN
COOO6LLIEHNI Yepes pas3finyHble NHCTPYMEHTI
KOMMYHUKALUUW C KITUEHTOM

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHbiin 6aHK 13 Ton - 20. KOHTaKT-LeHTp 6aHKa Ucnosb3yer
[aHHble, B TOM YUCNE NePCOHANbHbIE, N3 3aLLNLLEHHOT0 CErMeHTa.

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

BsaumopeiicTeue C KnmeHTamu TpebyeT NpUMEHeHNs COBPEMEHHbIX
CNOCO60B KOMMYHWKALWUKX 1 MHOTOKaHaNbHOCTK (Hanpumep, coLce-
Tell, MECCEHDKEPOB, 3. MOYTbI U T.M.) KaK AN NMOAJEPXKKU KNUeH-
TOB, TaK W 19 CONPOBOXIEHNA OCHOBHBIX NPOLECCOB 06CNYXMBa-
HUA 1 npofax. OTaen WHOPMALMOHHOIA 6€30MacHOCTU CHUTAET,
4TO WUCMONb30BaHWE (PaipBoNIOB 6ONEE HE rapaHTUpyeT Hafexa-
WMA YPOBEHb 3awwmMTbl OT Ku6epyrpos. Opranusaumm Tpebyetcs
NOBLICUTL YPOBEHb 6GE30MacHOCTM BHYTPEHHEr0 CermeHTa Cetw,
COXPaHWB MpW 3TOM BO3MOXHOCTb B PEXWUMe OHNanH o6pabarbl-
BaTb 3anpOCbl OT KIIMEHTOB, NOJTy4eHHble NOCPELCTBOM PA3/NYHbIX
KaHanos.

AMNK InfoDiode PRO pewaet 3agaus no nepejaye (ainosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Peniuk
BMPTYa/IbHbIX MALUWUH, 3NEKTPOHHOW MOYThl, BUAEO W Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NOTPe6uTENaM, N30MNPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

O6ecneynTb 3awuTy nepuMeTpa, CoiepKaLllero CUCTeMsbl, 6a3bl JaHHbIX, XPAHNNKLLA NEPCOHANbHbIX U YYBCTBUTENbHbIX
[aHHbIX NOCPeACTBOM OpraHM3auumn pasfaenbHbIX annaparHbiX 04HOHANPaBNEHHbIX KaHanoB 06MeHa CO06LLEHNAMY

[apaHTMPOBAHHO UCKMIOYNTbL BHELLIHWE NOAKIYeHUS, cienaB HEBO3MOXXHON YTeUKY, Nopyy, KOMNPOMETALM0 JaHHbIX
Mo KaHanam o6meHa MHopMaLmen
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DMZ (yactb

BHyTpeHHsIS ceTb opraH13aLmu KOHTaKT-LieHTpa)
—

Pe3ynbrarhl

BbinonHeHo pu3nyeckoe OTAeSIeHNe BHYTPEHHE CEeTW opraHn3auun ot cermeHta DMZ, B KOTOPOM pacnosioXeH npokcu
-CepBep COOOLLIEHNA KOHTAKT-LIEHTpa.

O6ecneyeH 06MeH JaHHbIMU C KIMEHTaMI CeLManincToB KOHTAKT-LeHTpa, HanpasieHHas nepeaya 06paLleHnit BHYTPb
CETW OpraHu3aLmn, NCKKYatoLLas yTeuKy AaHHbIX

O6ecneyeHa HanpasfeHHas nepefada OTBETOB CMELMANNCTOB KOHTAKT-LEHTPA BO BHELUHWIA CErMEHT, UCKMYaLLas
BO3/EIICTBIE Ha GU3HEC-NPOLIECChI 6aHKa U pacnpocTpaHeHne BpeJOHOCHbIX MPOrpamMm

O6ecneyeHa HenpepbIBHOCTb OGM3HEC-NPOLIECCOB 6narofaps OpraHu3auuu CTporo AeTePMUHMPOBAHHLIX B3aUMHO
OJHOHAMNPAB/IEHHbIX MOTOKOB AAHHbIX W KOHTPOMb 3a KaHanamu B3aUMOLEWCTBUA C HEAO0BEPEHHbIMU UCTOYHUKAMW

LOaHHbIX
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CLIEHAPWUI NCMOMb30BAHUA

lepepaya paHHbIX B na6oparoputo b B coctase SOC ans usonauuu 1 nocneayioLlero aHanusa Ha

npeamMeT Hann4na spejoHOCHOro Koaa

OTPACIIb

@\]

BAHKW, ®NHAHCBI

LIEJb

O6ecneynTb nepeaady 06pa3oB BUPTYASbHbIX
maluuH 1 M0, noao3puTenbHbIX aitnos n3
CeTM OpraHusaumn B n1abopatoputo
MHdopMaLnoHHo 6esonacHocT SOC unm
CTOPOHHEro NoapsaYuKa

PELLEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans 3awuTbl 0T yTeuek
13 nabopaTopun No KaHany ceA3u

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CermeHTa cetu nabopaTtopuu ot
yTe4eK BO BHELLHWE CETU C BO3MOXHOCTbIO
nepefayn 06pa3os aHAU3NPYEMbIX CUCTEM
BO BHYTPEHHIOK0 CeTb nlabopatopum

MpuMeHsemblit NpoayKT

O KOMnaHuu

®uHaHCOBas OpraHWM3aums peruoHanbHOro YpoBHe ¢ omnuanbHom
cTpykTypoit. MpegnpusaTtue nmeet cermeHt SOC, Bkntovatowmin b
nabopaTopuio.

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

Jlabopartopms MHOPMALMOHHON 6e30MacHOCTI OTBEYAET 3a aHa-
N3 HOBOTO M (PYHKLMOHWPYIOLLErO NPOrpaMmmMHOro 06ecreyeHus
Ha Hanu4ue yrpo3 kubepbesonacHoctu. B «necoyHuie» naboparo-
puy MOTYT ObITb PA3BEPHYTbI 3apaXKEHHbIE WHAOPMALMOHHbIE CU-
CTeMbl, KOTOpPble MOryT NpPeacTaBnATb Yrpo3y «oobuen cetn» UT-
WHAQPACTPYKTYpbl NPU NEPEcevyeHnn nepumeTpa CermMeHTa CeTw
naéopatopun. Heob6xoaMmo NpeaoTBpatuTh NO6YH0 BO3MOXHOCTb
HEraTUBHOIO BO3JENCTBUA HA BHELUHME CErMEHTbl CETW, COXPaHss
Nnpu 3TOM KaHan CcBA3W Ang nepefadn AaHHbIX B Na6OPaTopuio 1H-
tbopmaunoHHO 6e30NaCHOCTH.

AMNK InfoDiode PRO pewaet 3agaus no nepejaye (ainosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Peniuk
BMPTYa/IbHbIX MALUWUH, 3NEKTPOHHOW MOYThl, BUAEO W Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CerMeHTa  LieneBbiM
NOTPe6uTENaM, N30MNPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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Apxutektypa: MOCNE

o
g
P
(oF
>
~
X
()
-
S
x
Q
<

TpeboBaHus

PerynsapHo nepegasatb AaHHbIE N3 BHELLUHWUX CErMEHTOB CETU B CeTb nabopaTopun Ans aHanuaa

FapaHTMPOBAHHO MCKIIOYUT YTEYKM U3 CErMEHTa CeT Ia6opaTopum 1 UX BO3AENCTBME Ha KOPMOPATUBHBIA CErMEHT,

C/enaB HEBO3MOXHbIM pPacnpoCTPaHeHne KN6epyrpo3 B «06LLEn CeT» opraHm3aumnn u B T-MHPaCcTpyKType opraHu-
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BbinmonHeHo du3nyeckoe oTaeneHue cermeHta cet Wb nabopatopum OT WHbIX CeTeil opraHusauun. MckniodeHa

BO3MOXXHOCTb NPOHUKHOBEHMS 1 PaCNpPOCTPAHEHUS BPEAOHOCHBIX MPOrpamm 13 «necoyHuLibl» b na6opatopuu

COEIMHEeHNsA B KOPMOPATUBHBINA CErMeHT

ObecneyeHa OAHOHANpaBneHHass nepejaya AaHHbIX B CErMEHT CeTU NnabopaTopuu, WUCKYaoLas UcXoasine

PeanusoBaHa BO3MOXHOCTb 6€30MacHOr0 TECTUPOBAHMSA, HANPaBEHHOr0 Ha [MarHOCTMKY W u3ydveHue MO u

OUCTPUOYTMBOB, WCKNIOYas BO3MOXXHOCTb 06pATHOro BO3AEWCTBUA (B TOM 4YMCle HenpeaHamepeHHOro) Ha CeTb-
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CLIEHAPWUI NCMOMb30BAHUA

OcyLecTBneHue yaanéHHoro MOHUTOPUHIra COCTOSAHWUA OYUCTHBIX COOPYXKEHWIA U CTaHLWIA

BOJONOArOTOBKM

OTPACIIb

BOAOO4YNCTKA, BOOMOAroTOBKA

@ LIESTb

O6ecneynTb nepeaady OnoBeLLeHni 1
BWIEOMNOTOKA C 06bEKTA B LIEHTP MOHUTOPWHTA
1 06ecneyeHns 6e30NacHOCTL

@ PELLEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans 3awutbl nepumert-
pa TEXHONOTMYECKOr0 CerMeHTa CeTy

NPEUMYLLECTBA

@\]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CerMeHTa CeTit 0T
N060ro BHELLHEro BO3AeNCTBNS ¢
BO3MOXHOCTbH Nepefadn 0noBeLLeHNi n
BUAEONOTOKA ANS LeNeit MOHUTOPUHIa

MpuMeHsemblit NpoayKT

O KOMnaHuu

FocyaapCcTBEHHOE YHUTAPHOE NPEANPUATUE, 3aHUMALOLLLEecs
0YUCTKOIA W MOATOTOBKOW BOAbI ANS NOCEAYIOLLEro
NCMONb30BaHNS NOTPEOUTENAMM

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

CTaHuMn BOAOOYMCTKM W BOLOMOArOTOBKM SBAAKTCA HE TOMbKO
KPUTUYECKN BaXXHbIMU 06bEKTaMU MHADPACTPYKTYPLI, HO U MOTEH-
LManbHO MOTYT NPeACcTaBnAaTb TEXHOTEHHYH onacHocTb. O6ecneye-
HWe UX NOCTOSAHHOTO MOHUTOPWHTA, B TOM YMCIIE YAAJIEHHbIMU AKUC-
neT4epCKUMI cnyxx6amu, opraHamiu ynpassieHns N CUTYaLuUoHHbIMU
LieHTpamu, ABNAETCA HEOOXOAMMBIM. B TO Xe Bpems Henb3s fonyc-
KaTb BHELUHWX BO3JEWCTBUA HA TEXHONOTMMYECKYK CETb Camoro
06beKTa MOHUTOPUHIA, MOCKONIbKY 3TO MOXET NMPUBECTM K CyLLe-
CTBEHHbIM MOC/EACTBUAM Kak /19 NMOTpebuTesnei, Tak ans n oKpy-
XawoLen cpegsl.

AMNK InfoDiode PRO pewaet 3agaus no nepejaye (ainosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Peniuk
BMPTYa/IbHbIX MALUWUH, 3NEKTPOHHOW MOYThl, BUAEO W Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NOTPe6uTENaM, N30MNPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

° PerynapHo nepeaaBath YBeAOMEHWUS 0 COCTOAHMM 060PYA0BAHNS U TEXHONOMNYECKO CETW B LIEHTP MOHUTOPUHIA
° O6ecne4nTb Nepeaayy BUAEONOTOKA (C MOHUTOPOB W Buaeokamep) ¢ o6bekta KW B LEHTP MOHMTOPUHIA

o [apaHTMPOBAHHO UCKITIOYNTb BO3AENCTBIE HA TEXHONOMMYECKUIA CErMeHT, CAeNaB HEBO3MOXHbIM PAcnpoCcTpaHeHue
Knbepyrpos Ha 06bexT KNI
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HabniogeHne  onepatopos ynpaBneHus
L TexHonoruyeckas cetb ) L LieHTp MOHUTOpMHra u 6e3onacHocTH )

Pe3ynbrarhl

° BbINONHeHO pu3nyeckoe OTAENEHNE CEerMeHTa TEXHOMOrMYeCKoW CeTU OT BHELIHUX ceTel. cKNoYeHa BO3MOXHOCTb
BO3/1e/CTBMSA Ha 060pYI0BaHNE U PacnpOCTPaHeHNs BPELOHOCHbIX NPOrpaMMm B TEXHONOMMYECKON CeTH

® O6ecneyeHa HanpaefeHHan nepefada AaHHbIX B LIEHTP MOHUTOPUHIA U 6e30MacHOCTU, UCKNoYaoLWwas nobble BXoAsLLNeE
COEIMHEeHNS B TEXHONOMMYECKNIA CErMEHT

o O6ecneyeHa nepefaya NoToka ONOBELLEHWIA OT YCTPOICTB TEXHONOrMYECKOW CETU NOMb30BATENSAM B YAANEHHOM LiEHTpe
MOHUTOPWUHIA

o ObecneyeHa nepefaya NOTOKOBOrO BWAEO C KOHTPOJNbHLIX MOHUTOPOB U YCTPOWCTB BUAEOHAGMIOAGHNS B YAaNEHHbII
LIeHTP MOHUTOPWHIA M 6e30MacHOCTM
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TexHonornyeckas ceTb

LleHTp MOHUTOPUHIa U Ge3onacHoCTH
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CLIEHAPWUI NCMOMb30BAHUA

OcyLyecTsneHue yaanéHHoro c6opa AaHHbIX C NpU6OPOB YYéTa U MOHUTOPUHT COCTOSAHWA 00LEKTOB

KOMMYHaJIbHOr0 X034iACTBa

OTPACI1b O KoMnaHuu

XKKX
YnpasnsatoLas koMnaHua, 06CNyX1BaoLLIasA 3HAYUTENbHOE

@ LIENb KONn4ecTBo 06beKToB XKKX

O6ecneyuTb Nepeaady nokasaHuii npuéopos
y4éTa, AaT4NKOB W BUAEONOTOKA C 06bEKTA
JKKX B LIeHTP MOHWUTOPMHIA 1 06ecneyeHuns
6e3onacHocTu

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca AlK InfoDiode ans 3awwmtsl nepumeT-

06c¢nyxmBaHmne 06bekToB XKKX TpebyeT Kak NOCTOSHHOrO MOHMTO-
pa TeXHON0rn4eckoro cermeHTa cetu

PUHra pasfinyHblX cUCTeM (IMJITOBOE X034MCTBO, NOXKAPHas oXpa-
Ha, 3alMTa OT NPOTEYeK U T.4.), TaK U PerynspHoro coéopa nokasa-
HWiA NPUBGOPOB Y4ETa AN PACHETOB C NOTPEBUTENAMM 1 NMOCTABLLM-
Kamu. B T0 e BpeMs Henb3a JONycKaTb BHELUHUX BO3AEMCTBUIA Ha
TEXHOMOMMYECKYH0 CeTb 06bEKTA, NOCKONbKY 3TO MOXET NPUBECTU K
FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM CYLIECTBEHHbIM MOCNEACTBMAM AN NOTpebuTenen, BNAOTb [0
YPOBHE) TEXHONIOTM4ECKOTO CErMEHTa CeT 0T Yrpo3bl XKU3HI 11 3[0POBbI0, @ TAKXKE BNUATL HA B3aUMOPACHETbI C

N060r0 BHELUHEr0 BO3AEHCTBMA C NOCTABLLMKAMM 1 NOTPEGUTENSAMU KOMMYHATbHBIX PECYPCOB.
BO3MOXXHOCTbIO nepefayvn nokasaHun

npu6opoB y4éTa N AaTYNKOB, A TAKXKE
BWLEONOTOKA ANS LieNieil MOHUTOPUHTa

NPEUMYLLECTBA

@\]

MpuMeHsemblit NpoayKT

AlK InfoDiode SMART o6ecneynBaeT nepejayy AaHHbIX OAHOBPEMEHHO MO
HECKONbKAM MPOMbILUMEHHbIM NPOTOKONAM Yepe3 rpaHuly nepumeTpa.
Cneunann3npoBaHHble  KOHHEKTOPbl  MPOMbILUAEHHbIX  NPOTOKO/0B
no3BONAOT CO6pPaTb AaHHble M3 KAKAOro CermMeHTa CeTW W nepedatb UX
janee Mo OAHOHANpaBleHHOMY KaHany, 00ecneynB  COOTBETCTBUE
BbICOYANLIMM TPE6OBAHNAM M30NALNN 3ALLNLLAEMOTO CErMeHTa.

AMNK InfoDiode PRO o6ecneynBaetT nepegayy (haiinoBbiXx MNOTOKOB
(KypHanos, AuMCTpuGYTUBOB, 63KaNOB 06a3 [aHHbLIX, 3JIEKTPOHHOWA MOYTbI),
Bngeo u UDP, Syslog u apyroro Tpaduka 3a npefdenbl [OBEPEHHOro
CermeHTa LieneBbIM NOTPE6UTENAM, U30NNPYA 3aALLULLIAEMbIA CErMEHT.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

PerynapHo nepegasarb NokasaHus npuoopos y4éTa u AaTiMkoB ¢ 06beKTOB XKKX B LLEHTP MOHUTOPUHIA
O6ecne4nTb Nepegayy BUAEONOTOKA (C MOHUTOPOB M Buaeokamep) ¢ 06bekTa XKX B LIEHTP MOHUTOPWHIA

[apaHTUPOBAHHO UCKMOYUTL BO3AENCTBUE HA 000PYA0BaHNE 00beKTa XKKX
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MoxapHas Jlatumku
Oronnetive 6e30MacHoCTb
L 06BekT KKX ) L LleHTp MOHMTOpUHra 1 6e3onacHocTy

Pe3ynbrarhl

BbINONHeHO ou3nyeckoe OTHEeNEHNe TEXHONOTMYECKOro cermenTa cetn o06bekta XKKX oT BHeWHUX ceteid. McknoyveHa
BO3MOXXHOCTb BO3[IEMCTBUA HA 060PYA0BaHKE U NPUOOPbI Y4éTa

O6ecneyeHa HanpaBneHHas nepefada AaHHbIX B LIEHTP MOHUTOPUHIA U 6€30MAaCHOCTH, UCKITHYAKOLLAA N06ble BXOAALLNE
COEJIMHEHNS B TEXHONOTMYECKUIA CErMeHT 06bekTa KX

O6ecneyeHa nepenada nokaszaHun NnpuobopoB y4éTa U AaT4NKOB ¢ 06beKTOB XKKX B yAanEHHbIA LEHTP MOHUTOPUHIA

O6ecneyeHa nepedada NOTOKOBOTO BWAEO B PeanbHOM BPEMEHM C  KOHTPOMbHbLIX MOHWUTOPOB U YCTPOIACTB
BUEOHAGNIONEHNS YaNn8HHOM LIGHTPE MOHUTOPUHIA 1 6830MacHOCTH
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a BupneoHabntogeHve
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o & :

.. BopgocHabxeHue &™& [vcnetyepusaima

S _— el -

> LA

e InfoDiode SMART

) OnekTpocHabxeHre

= + [pocMoTp BUEONOTOKOB
: T

> @1 ¢ 0ObekToB KX
o ﬂO)KapHaﬂ [atuukm [MPpOMbILLNEHHbIE MPOTOKOTbI,
< Oronnetve Be3onacHocTh BUAEONOTOK

L 06bekT KKX ) | LleHTp MOHMTOPMHra 1 6e3onacHOCTM
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CLIEHAPWUI NCMOMb30BAHUA

lpenocTasneHune goctyna K KIMHUYECKUM UCCnef0BaHUAM CTOPOHHEN OpraHu3auumn

OTPACIIb

@\]

3[1PABOOXPAHEHUE, UCCITEIOBAHIA

LIEJb

O6ecneynTb Nepeaady AaHHbIX NauneHToB (B
T.4 1enepcoHntULMPOBaHHbIX) 13
KNUHNYECKOA 6OMNbHULBI CTOPOHHUM
noTpeouTensam. 3aluTuTb Nepe. AaHHble 1
MEeANLIMHCKNE CUCTEMbI OT KBepaTaku

PELLEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans npenoTBpalLeHuns
npsMOro A0CTyna K nepcoHanbHbIM JaHHbIM
naLmeHToB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CETU MELULMHCKOrO Y4PeXaeHns ot
N060ro BHELLHEro BO3AeNCTBNS ¢
BO3MOXHOCTbH nepefayn 06e3nn4eHHbIX
JIaHHbIX B CETb CTOPOHHEr0 NoTpebutens

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe MeNLIMHCKOE Y4PEXAeHNE, MEANLIMHCKIIA LIEHTP

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

MegununHckas uHgopmaumonHas cuctema (MIC) cogepxut wH-
(bopmauuio 0 naumeHTax, KoTopas npeacTaBnseT co6oi BpayebHyo
TalHy W, B TOM YUCMe, OTHOCUTCA K NEPCOHaNbHbIM AaHHbIM. [Jo-
CTyn K nHcpopmauuu o naumente 8 MC npegocTtaBnsaeTcs T0MbKO
nevatiemy Bpayy u aBTOPM30BaHHOMY NEPCOHANY MeLyHpPexKaeHus.
B T0 >e Bpems CTOPOHHME OpraHu3aLmn (MccnefoBaTefibCKue LieH-
TPbl, CTPAXOBbIE KOMNAHWU U T.N.) HYXXAAKTCA B 9TUX AAHHbIX W
ncnonb3ytoT goctyn Hanpsmyr K MG 6e3 3Ha4yMMbIX OrpaHuye-
HWiA. Tpebyetcs 06eCNeYnTb OrpaHNYeHHbId JOCTYN K MepcoHanb-
HOW MHpopmauuu naumentos, MAC n apyrum MeamUUHCKUM CW-
CTemMaM B COOTBETCTBUM C TPEOOBAHMAMY 3aKOHOATENIbCTBA.

AMNK InfoDiode PRO pewaet 3agaus no nepejaye (ainosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Peniuk
BMPTYa/IbHbIX MALUWUH, 3NEKTPOHHOW MOYThl, BUAEO W Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NOTPe6uTENaM, N30MNPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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Apxutektypa: MOCNE
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TpeboBaHus

° 06ecnednTsb JOCTYN CTOPOHHUM OpraHn3auusam CTaTUCTUKM M y4eTa K 06€3/IMYEHHbIM AaHHbIM MEONLUHCKMX 3anucei

° CoxpaHuTb AOCTYN K AaHHbIM ANS COTPYAHWKOB Med. yupexaeHus yepe3 MUC B npexxHeM 06bEMe

L [apaHTMPOBAHHO UCKMIOYNTL BO3JENCTBME HA CETb MEJULIMHCKOr0 Y4peXxaeHns, cief1aB HeBOSMOXHbIM N3MEHeHUe Me-
OWUWNHCKUX OaHHbIX, YTEe4KY NepPCOHaAJIbHbIX AaHHbIX MALWNEHTOB, NOBPEXAEHNE MWC n o6opynosaHua

Pe3ynbrarhl

s

B[ MmeauumMHcKmx
[aHHbIX

¥

=
=

APM
uceneaosarens

naumeHToB
4
—
TR
APM wen, .
nepcoHana \ i
E
APM mep. ™ Cucrema

nepcoHana

7
APM mep.
nepcoHana

[DiaHHbIMM

MenuumMHCKOe yupexaeHue

ynpasneHua mea.

> 44

[ ]
&

- - %
CrpaxoBast
opraHu3auust

MapuupyTusatop
VPN

OpraHbl yyeta u
CTaTUCTUKN

CTOpOHHiIﬂ opraHusauuma

BbinonHeHo n3nyeckoe OTAENEeHNe CerMeHTa CeTI MEeANLIMHCKOTO YYPeXAeHUs 0T BHELUHUX CeTeil - noTpe6uTeneil

nHchopmaumu. McknioyeHa BO3MOXHOCTb BO3JEACTBUS Ha 6a3y MEAMLIMHCKNX 3anuceil U HeorpaHWYeHHOro [ocTyna K

HUM U3BHE

(nepcoHanbHbIM AaHHbIM, AaHHBIM BPa4ye6HON TaliHbl) 1 ee 3alimTe

06€3/1M4eHHbIM MEANLUHCKUM AaHHBIM ANS NPOBEAEHNS HAY4YHbIX U3bICKAHWIA

r

0O6e3nnyeHHble
ﬁ [JaHHble ans
1ccneaoBaHni
— —
T -f
APM e, [ — 1 [ —|
nepcoHana i
B
APMwmen. > Cucrema
nepcoHarna ynpaenexus mep.
/ JaHHbIMU
APM meq.
nepcoHarna
MeguumHckoe yupexaeHmne

duanyeckas usonayns
CermeHTa

InfoDiode PRO

»>

lMepenava faHHbIX, pennvk
6a3 AaHHbIX U T.N.

119121, Poccus, Mocksa, PyxxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 (axc: +7 (495) 646-7560

APM
— uccnegosarens
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— E
Konusa B[] CrpaxoBasi
06e3MMYeHHbIX p,aHHbI‘e\ OopraHu3aLus
QNS UCCNEeaoBaHuil u %

HaKoMMeHust
OpraHbl y4eta u

CTaTUCTUKKN

Email: infodiode@amt.ru

Cro POHHAA OopraHM3auunsa

www.infodiode.ru

06ecne4eHo COOTBETCTBUE TPEOOBAHNSM 3aKOHOAATENbCTBA MO OFPaHNYEHIUI0 AOCTYNA K YyBCTBUTENbHOM MHOPMALN

O6ecneyeH [0CTYN MCCNEAOBaTENIbCKOrO MepcoHana, 06pa30BaTeflbHbIX YYPEXOEHUA U OpPraHoB CTATUCTMKM K
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CLIEHAPWUI NCMOMb30BAHUA

lMpepocrasnenune knuentam LLOJ, nokynatowmm yenyru [aaS, aaHHbie ceTv ynpasneHus o paéore

CepBepoB M CETeBOro 060pyA0BaHNA C LieNIbI0 MOHUTOPUHTa

OTPACI1b O KoMnaHuu

JATA-LIEHTPbI
KomnaHus - Bnagenel Heckonbkux L0, npegocTtasnsioLLan

LENb yCnyrun pasmeLLeHns 060pya0BaHUs B COOCTBEHHbIX LIEHTPAX
06paboTKN AaHHbIX

O6ecneyuTb nepeaady faHHbIX U3 3aKPLITON
ceTn ynpasnenus LOJ ans MOHUTOPMHra
o6opyaoBaHus, cepsepos 1 cepencos B SOC u
NOC knueHTOB, npuobpetatoLmx yenyru LIO
Ha npuHuunax Saas u laaS

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans npenoTBpalLeHuns

NPAMOTO A0CTYNa K CeTv ynpasnenns LOJ] LleHTpbl 06paboTku JaHHbIX (uon npefocTaBnAwT

NHAPACTPYKTYpY B BuAe ycnyr laaS CTOPOHHUM OpraHu3auusim.
HekoTopbiM M3  3TUX  opraHu3aumii  Tpebyetca  nonyyatb
TEXHOMOrNYeCKUe AaHHble W3 CermeHta cetu ynpasnewus LOJ

E;’ MPEMMYLLECTBA (Temnepatypa,  9HepronoTpe6ieHue,  COCTOSIHWE  CEPBEPOB,
CeTeBOro 060pyOBaHUS M T.M.), KacalolMecs WMEHHO UX

3alLmTa Ha (PU3UECKOM YPOBHE Cetn o60pyaoBaHMs n cepBucoB. Bmecte ¢ Tem, Ans o6ecneveHus
ynpasnenus LIOJL oT BHewWHero Bo3AeicTauA HaAEXHOCTN  PaboTbl  WHAPPACTPYKTYPbl M NPEAOTBPALLEHUS

C BO3MOXHOCTbIO Nepefayl AaHHbIX 0
COCTOSIHUM MHEDPACTPYKTYPbI B LEEHTPbI
MOHUTOPWHIA, AMCMETYEPCKIE, KNNEHTAM

Kn6epyrpo3, HeO6X0AUMO MCKKOYUTL BHELLUHEE BIIMAHME HA CEeTb
ynpasnenus LO.

MpuMeHsemblit NpoayKT

AMNK InfoDiode PRO pewaet 3agaus no nepejaye (ainosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Peniuk
BMPTYa/IbHbIX MALUWUH, 3NEKTPOHHOW MOYThl, BUAEO W Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NOTPe6uTENaM, N30MNPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHus

o Mepenasatb fJaHHble 060pyaoBaHus 1 cepBucoB L0 B pexkuMe OHMAMH - B CTOPOHHWUE LIEHTPbI MOHUTOPUHIA, AUCNET-
4epcKmMe CNyxObl, CNYXObl TEXHUYECKOI NoaaepXkn knuentos LIOL. Paclunputs cnekTp ycnyr, npeanaraeMblx KnneH-
TaMm, 06ecneynB yaaneHHbIA 1 6e30NacHbIi KOHTPONb 32 apeHayemoii MHAPPACTPYKTYPOI

° [@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA CETb YNPABNEHMS N MOHUTOPUHIA LlO, coenas HEBO3MOXKHOIA OpraHun3a-
LIMIO aTaKm Mo TOMY XKe KaHany, no KOTOPOMY NepeaardTcs AaHHbIe A8 BHELLHWX NOoTpeduTteneil

N\ 4 N\
g[ Cepaep KnaCTep NOC J Otyetbl 1
R — % &8& a Aaw6pabl
© E \ ‘| , a“a
Q -
E" Cepeep jua) AHanUTUKa 1
X — Cuctema cbopa 1 1 - nnaHnpoBaHie
() = / AaHHbIX i ——— % &ﬁﬁ
- = SYSLOG, napameTpb!
A @ (hyHKLMOHMPOBAHUS
< epsep obopyaoBaHms,
o nepenaya (hainoB xypHanos &a& Aucnerepusaus
s
Cepsep Knactep
L Cetb ynpaBnenus LLOJ L YAanéHHbIN LIeHTP MOHUTOPMHra )

Pe3ynbrarhl

) Peanu3oBaH c60p JjaHHbIX C CEPBEPOB 1 CETEBOr0 060PYA0BAHNS 1 UX Nepeaaya no OfHOHANPaBIEHHOMY KaHarny Yyepes
JVOJ, JaHHbIX BHELIHAM NOTPeObUTensm

° CyLLlecTBEHHO NOBbILWEH YpOBeHb 3aluThl ceteBoro nepumetpa LOL 3a cueT domsnyeckoro
YNpaBlieHNs 1 MOHUTOPMHIA OT MEHEE [J0BEPEHHbIX CETEBbIX CErMEHTOB

OTAeNneHna Cetu

o WckntoyeHa BO3MOXHOCTb MPOHUKHOBEHMS B CermeHT cetu ynpasnenus LIO[l w pacnpocTpaHeHus BpefoOHOCHbIX

nporpaMm CO CTOPOHbI Nofy4ateneil MHGOPMALMN 0 COCTOSAHUM ceTu u o6opynosaHus LIOL (KNWeHTOB, BHELLUHMX
cnyx6 TMwn t.n.)

*

lJ,aHHbIX
Cepaep /

Cepsep KnaCTep

Cetb ynpaenenus LO[

SYSLOG, napameTpbl
(YHKUMOHUPOBaHWS
060pyAoBaHMS,
nepenaya annos xypHanos

N\ 1 4 N\
dusnyeckas usonauma
CermeHTa
L
=
8 Cepsep \ Knamep NOC J_fJ OTYeTbI 1
a @ nawbpas!
= & — 278 ads
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YAanéHHbIN LLEHTP MOHUTOPUHra
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CLIEHAPWUI NCMOMb30BAHUA

Arperauus B KOpNopaTMBHOM CErMeHTe JaHHbIX C Y3J10B YNpaBneHus

OTPACIIb

@\]

TPAHCMOPT

LIEJb

O6ecneyuTb Nepeaady akTyanbHbIX AaHHbIX O
COCTOSIHWW /[ WH(DPACTPYKTYPbI B LIEHTP
yNpaBneHus /g coo6LIeHEM

PELLEHWE

MpumeHeHMe annapaTHO-NPoOrpaMMHbIX KOM-
nnekcos InfoDiode ans 3awuTbl nepumeTpa
TEXHONOMMYECKOro CerMeHTa CeTu

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CErMeHTa CeTW ynpasneHus x/g ot
NO60ro BHELLHEro BO3AeNCTBUS C
BO3MOXHOCTbI Nepefadn AaHHbIX
MOHUTOPUHIA U COCTOSAHUS

MpuMeHsemblit NpoayKT

O KOMnaHuu

FocyaapcTBeHHAs BEPTUKANbHO-UHTErPUPOBaHHAsA KOMMaHUS,
Bnajenew MHAPacTPyKTypbl 06LLEr0 NOMb30BAHUS U CETH
KeNe3HbIX J0por

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

JKenesHble nopory ABNAIOTCA 0ObLEKTOM MOBbILEHHON OMacHOCTW.
AKTyanbHble [aHHble O COCTOSHWM CWUCTEM 3NIEKTPOCHAOXKEHMA,
ynpaBneHus X/ nepee3gamu, TEKYLIEM MECTONOMOMXEHUN NO-
NBVXHOrO COCTaBa U T.n. He06XoAMMbI Ang obecnedveHns 6esonac-
HOCTW NepPeMeLLLeHNs NacCaXXMPoB 1 rpy30B, NPOBEAEHUS PEMOHT-
HbIX WU MPOUNAKTNYECKUX PabOT, akTyanu3auuu pacnucaHus Ha
3NEKTPOHHbIX TA6M0 U B MOOUIIbHLIX NPUNOXEHMAX, NPeaoCcTaBle-
HWS CBEJEHUI B CUTYaLMOHHbIE LeHTPbl (MoHUTOpUHra, SOC, NOC).
BwmecTe ¢ Tem, HE06X0AMMO 06ECNEeYnTh rapaHTUPOBAHHYIO 3aLLMTY
CMCTEM TEXHOJIOrMYeCKOro CerMeHTa A BHELLHWUX BO34eNCTBUIA.

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoOTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENSIMK BUPTYanbHbIX
MAaLLWH, 371EKTPOHHON MOYTHI, BUAEO U APYroro Tpaduka.

AMK InfoDiode SMART o6ecneynBaeT nepefady AaHHbIX OJHOBpeE-
MEHHO MO HECKONTbKMM MPOM. NMPOTOKOMAM Yepe3 rpaHuly nepu-
meTpa. CrneunannuampoBaHHble KOHHEKTOPbI NPOM. NPOTOKONOB N03-
BONAKT CO6paTh LaHHbIe U3 KXLOro CermeHTa cetu (0T pasnuy-
Hbix SCADA cuctem, koHTponnepos, OPC cepBepoB, AaT4yMKoB) W
nepeaartb WX N0 OfHOHANPABNEHHOMY KaHany, 06ecrneynB COOTBET-
CTBVE TPe6OBAHNAM U30NALMN 3ALLULLAEMOrO CErMEHTA.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru
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Apxutektypa: MOCNE
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TpeboBaHus

CErmMeHT

UMK OaHHbIX U MOHUTOPWUHIA

JIOKOMOTVBOB

YnpasneHue
cTpenkamu/cemacdopamu
a—— E
) O
BuneoHabnioneHve
—
Datunku /
[Mornoxexune E

3J'IeKTpOI'II/ITaHVIe

Y3en ynpaBneHus gBkeHUEM

PerynsapHo nepefasatb AaHHble MOHUTOPKUHIA U AaHHbIE CMCTEM YNpaBneHuns ¢ y3na ynpasneHus B KOPropaTuBHbIN

FapaHTMPOBAHHO MCKMIOYUTb BO3AGNCTBIUE HA X/ UHCDPACTPYKTYPY Yepes3 KaHan CBA3W, UCTONb3YeMbli Ans penuka-

Pe3ynbrarhl

L O4
BuneoHabniof

YnpaBnexue
cTpenkamu/cemacopamm

B

[atumnku

MonoxeHne

TIOKOMOTVBOB

OnekTponuTaHue

Ten: +7 (495) 725-7660 (axc: +7 (495) 646-7560

Cepsep

LleHTp ynpaBneHus x/a coobleHnem

Ancnetyepusaums My6nuyHbIE CepBUChI
n (pacnucatue u ap.)
E o
: EE S A i
T 1 | 1
LleHTp Tex. obcnyxusaHus u [ YEEP
L peMoHTa Crip == .* gp’
- KoHTtponupytowme
E ads ada opraHb!
e ;
SOC/NOC CUTyaLMOHHBI
\ LIEHTP

duanyeckas uonaums
CermMeHTa

InfoDiode

+»

UDP-notok
Pennukaums faHHbIX

BbInonHeHo uU3NYecKoe OTeNeHNe CETH y3Na YNPaBIeHNs X/ 0T BHELLIHWX CeTel
VicknioyeHa BO3MOXHOCTb BO3LENCTBUA HA /[ UHGDPACTPYKTYPY U3 BHELUHUX CeTei

MckntoyeHb! Nto6ble BXOAALLME COEMHEHUS B TEXHONTOMMYECKINIA CErMEHT y3na ynpasneHusa

O6ecneyeHa HanpaBneHHas nepefada AaHHbIX MOHUTOPUHIA U PENSIMKALIMW AaHHbIX B LIEHTP YNpaBneHus

[ncnetyepusauns

LieHTp ynpaBnenus x/g coobleHnem

My6nunyHbie cepBUChHI
(pacnucanue u ap.)

-
= )
; g % » A,
] aAENER
LleHTp Tex. oBCyxuBaHus 1 ] anEs
_ pemMoHTa Copaop =2 _* ‘.-'
1 KoHTponupytowue
E &ﬁ& Aa:s opraHbl
L ,
SOC /NOC CHTYaLWOHHBIN
~ LIEHTP

119121, Poccus, Mocksa, PyxxeiiHbIin nepeynok, 6¢1.
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CLIEHAPWUI NCMOMb30BAHUA

Cﬁop AdHHbIX MOHUTOPKUHIA CTPEN0YHbIX NepeBoA0B C MECTHbIX Y3/10B yrpaBleHusa

OTPACI1b O KoMnaHuu

TPAHCMOPT
['0CcyaapCTBeHHas BEPTUKANbHO-MHTErpUPOBaHHAA KOMNaHMS,

LIEMb Bnaaenew, MHAPacTPYKTypbl 06LLEr0 NONb30BaHNS U CETH
KENe3HbIX Jopor

O6ecneynTb nepepady nokasaHuii
MOHWUTOPUHIA CTPENOYHbIX NEPEBO/I0B B LIEHTP
yNpaBneHus /g coo6LIeHEM

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

lpuMeHeHMe annapaTHbIX KOMMNekcos Info-
Diode ons 3awuTbl NepuMeTpa TeEXHONOrnye-

KenesHble [oporun AsnatTca 06bEKTOM MOBbILLIEHHOW ONACHOCTH.
CKOro cermeHTa cetu

OnHUMU 13 KNHOYEBbIX 06bEKTOB YNPABNEHUS HA XXENe3HoM Jopore
ABNAOTCA CTPENOYHbIE NEPEBO/bI, HEKOPPEKTHAS paboTa KOTOPbIX
MOXET NPUBOAUTbL K aBapUiiHbIM CUTyaLMsIM C TSXKENbIMU NOCNE-

E;’ MPEUMYLLECTBA CTBUAMM, BMMOTb [0 CMEPTESIbHbIX. B CBA3U C 3TUM, HEOOX0AUMO

OCYLLIECTBNATL NMOCTOSAHHbINA LEHTPANM30BaHHbIA MOHUTOPUHT CTpe-

[apaHTMpOBaHHas 3alluTa (Ha hr3n4ecKom NOYHBIX NEepeBofoB, HO, B TO XXe BPems, HeMnb3s [0NYyCcKaTh BHELL-
YPOBHE) CErMeHTa CeTn ynpasneHus x/a ot HUX BO3[ACTBUI HA C8Tb YNIPaBNeHNs 06bEKTaM.

N60ro BHELIHEro BO3AENCTBUS C
BO3MOXXHOCTbIO Nepefayn nokasaHuii
MOHUTOPWHIA CTPENOYHbIX NEPEBOLOB

MpuMeHsemblit NpoayKT

InfoDiode MINI - 6a30B0e annapaTHOe peLLeHNe ANS MOHTaXa Ha
DIN-peitky unm Desktop Bapuant. O6ecneymsaet nepepady UDP,
Syslog, SPAN Tpadhuka notpebutensm 3a npeaenamu [OBEPEHHOr0
cermenta. CeptucbuumpoBaHo OCTIK VYO (4). 06ecneyusaer
3aLUMTY Ha annapaTHOM YpOBHe, N30NMUPYET 3aLMLLAEMbIA CErMeHT.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHus

° PerynsapHo nepefasarb AaHHblE MOHUTOPWHIA CTPEJIOYHbIX NEPeBO/0B C Y3na YNpaBneHus B LEHTP MOHUTOPUHIA

FapaHTMPOBAHHO UCKIIOYUTb BO3AGNCTBIE HA CTPEIOYHbIE NEPEBO/bI YePe3 KaHan CBA3W, UCMONb3YEMblil 1S MOHUTO-

puHra
( N\ N
o 545
= CTpenoyHbIi nepesoa
.
< ‘é, -> a
a CTpenoyHbIit nepeBof * a"a
ac) [ucnetyepusauns
o “es '
2 L - i Be || ERSE
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CTpenoyHbIit Nepesos LIeHTP pemoHTa
L Y3en ynpaBneHusi ABMXEHUEM LleHTp ynpaBnexus x/a coobuweHnem
Pe3ynbrarhl
° BbInonHeHo uU3NYecKoe OTeNeHNe CETH y3Na YNPaBIeHNs X/ 0T BHELLIHWX CeTel
[ J

MckntoyeHa BO3MOXHOCTb BO3JENCTBUSA Ha CTPenoYHble Nepesob! U3 BHELLHWX CETel
MckntoyeHb! Nto6ble BXOAALLME COEMHEHUS B TEXHONTOMMYECKINIA CErMEHT y3na ynpasneHusa

O6ecneyeHa HanpaBneHHas nepeada AaHHbIX MOHUTOPUHIA CTPENOYHbIX NEPEBOJIOB B LIEHTP MOHUTOPUHIA
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119121, Poccus, Mocksa, PyxxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru

53

07.11.2025



CLIEHAPWUI NCMOMb30BAHUA

Mepenaya AaHHbIX BUAEOHAGMIOAEHMS C 3aLLMLLAEMOr0 06bEKTa B LIGHTP MOHUTOPUHIa

6€30MacHOCTI UMW CUTYALMOHHBIiA LIEHTP

OTPACI1b O KoMnaHuu

WHOPACTPYKTYPA, OXPAHA
KpynHoe TepputopuanbHo-pacnpeenéHHoe npeanpusTue,
@ LIENb MYHULMNASTbHbIA U PErVOHANTbHBIA CUTYALUUOHHBIIA LIEHTP

O6ecneynTb 6e30NaCHYI0 Nepeaady BUAEO C
Kamep HabMoAeHNS, pa3MeLLEHHbIX Ha
yAanéHHbIX 06bEKTax, B 6ANHbINA LEHTP
MOHUTOPKHIa

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

MpumeHeHMe annapaTHO-NPOrpamMMHOro KOM-
nnekca InfoDiode COBMECTHO ¢ CUCTEMON

Cuctema BUAEOHAONIOEHMS KaK YacTb 0OLLEH CeT 0ObeKTa TaKXe
BugeoHaénogeHns Secur0S

MOXET nojJBepratbca atakam. MoTuBaLma ataku 310yMblLLINEHHUKA
MOXET ObITb KaK NPAMOi - BbIBEJleHNe U3 CTPOA CaMOi CMCTEMbI
hnanyeckoin 6e30MacHOCTU 00bEKTA, TaK U KOCBEHHOW - pa3BuTHe

E;/ MPEVMVYLLIECTBA aTaknm Ha CeTb 06bEKTa C MCMONb30BAHMEM KaMep U 3NMEMEHTOB
CUCTEMbl BMAEOHAOMIOAEHNS KaK NMPOMEXYTOYHbIX y3noB. B pe-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM 3ynbTaTe KubepaTaku MOryT CYLLECTBEHHO MOCTPafaTh [AaHHble U
YPOBHE) CeTV BUABOHaGNt0AeHNA 06beKTa cepBepbl NPUNOXKEHWIA OpraHu3auui, 4To NpUBEAET K CYLLECTBEH-

COXpaHeHnem BO3MOXXHOCTWU nepeaadn

9 HbIM yrpo3am 6e30MacHOCTU Ha 00bekTe. Heobxoaumo 3aluTuTb
NaHHbIX B €AWHbIN LIEHTP MOHUTOPUHIA

CEeTeBON NepuMETP CPeacTB obecnedeHns Pranyeckon 6e30nacHo-
CTK 06bEKTa, B TOM YMCie NepUMETP CUCTEMbI BUAEOHAOIIOAEHUS.

MpuMeHsemblit NpoayKT

AMNK InfoDiode PRO pewaet 3agaus no nepejaye (ainosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Peniuk
BMPTYa/IbHbIX MALUWUH, 3NEKTPOHHOW MOYThl, BUAEO W Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NOTPe6uTENaM, N30MNPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

Ha nocTosAHHOW OCHOBE NepeaBaTth JaHHble BUAEOHA6I0eHMs C 00beKTa B LLEHTP MOHUTOPUHIA W NPEA0CTaBUTb BO3-
MOXHOCTb NONy4aThb JaHHbIE N0 BbIGPAHHLIM 06bEKTaM KOHTPONS

[apaHTUPOBAHHO UCKMKOYUTL BO3AENCTBUE HA MHPOPMALIMOHHYIO MHAPPACTPYKTYPY 06bEKTA Yepe3 KaHan CBA3U, UC-
Nonb3yeMblid NS Nepeaayn BUAEO BHELIHUM NOTPEOUTENSM
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BNMELEHNSX  BMAEOKAMEpbl  OMepaTopoB
L OGbeKT BUaeoHabnoaeHus ) L LieHTp MOHUTOpPMHra u 6e3onacHoCTU )
Pe3ynbrarhl
° BbINonHeHo hu3nyeckoe OTaeNeHNe CeT 00bEKTa OT BHELLIHWX CETel
° VicknioyeHa BO3MOXHOCTb BO3LENCTBIA Ha MHZDOPMALIMOHHYIO CeTb 06bEKTa U3 BHELLIHUX CETel
[}

Vicknto4eHbl No6ble BXOASALLNE COEAUHEHMS B CETb BWUJEOHAOMIOAEHUS 00bekTa, WCKIYEHO BO3[ECTBUE HA CETb
BWAEOHABNOEHNS N3 MEHee J0BEPEHHbIX CETEBbIX CErMEHTOB

O6ecneyeHa nepefaya faHHbIX BUAEOHAONOAEHUS B LEHTP MOHUTOPMHIA B OTHOLLEHWUM TPEOYEMbIX 06bEKTOB KOHTPONS
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OGbeKT BuaeoHabnoaeHus

L LleHTp MOHMTOPMHra U 6e3onacHoCTy
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CLIEHAPWUI NCMOMb30BAHUA

lepenaya onoBeLleHuin 0 Kn6epyrpo3ax us Deception-cuctemsl 3awmiaemoro cermeHta B SOC

OTPACIIb

@\]

NPOMbILUNEHHOCTb, 3HEPTETUKA, BAHKI

LIEJb

O6ecneynTb nepeaady OnoBeLLeHuin 0
Knbepyrposax u3 3alnLLaemoro ceTeBoro
CerMeHTa OpraH13aLmm B UHble CETEBbIE
CerMeHTbI 4151 peLUeHns 3aay 06HapY>XeHUs
BTOPXXEHWI

PELLEHWE

CoBMeCTHOe NpUMEHeHMe annapaTHo-
nporpammHoro komnnekca InfoDiode n peLue-
Huin HoneyGorn unu Mappa Deceptoin B pam-
Kax noctpoeHus COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) [OBEPEHHOr0 CErMeHTa CeTH C
COXPaHEHNEM BO3MOXKHOCTU Nepeaayn
onoseleHunin B SOC ans aHanu3a u
npeLoTBPALLEHNs KNbepyrpos

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe NpOMbILLIEHHOE, 3HEPTeTUYECKOE UMK (PMHAHCOBOE
NpeanpuaTAe, MMEIOLLIEE 3HAYMMBbIIA CErMEHT CeTH, TPeOyHoLLMi
[ONONHUTENbHbIX CPELACTB KOHTPONS - NOCTPOEHMS CUCTEMbI
o6HapyxeHus sTopxeHuin (COB) Ha 6a3e Deception-cuctem

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

B pesynbTare Kubepataku Ha [OBEPEHHYIO CETb MOXET CYLLECTBEH-
HO MOCTpajaTb KpuUTM4eckas WHPAcCTPYKTypa, 410 NPUBERET K
3HA4YMMbIM MOCEACTBUAM NS opraHu3aumn. [ng npefotspalle-
HUA Kmbepatak TpebyeTCsi CBOEBPEMEHHO BbIIBNATH MPU3HAKM
BTOPXXEHWA, Hanpumep, ¢ npuMeHeHnem knbepnosywek (Deception
-CUCTEM) U MepefaBaTb COOTBETCTBYIOLLME OMOBELLEHNA B LEHTP
MOHUMTOpKHTa 6e3onacHocTyn (SOC) .

B 10 e Bpems, y4uThiBast, 470 SOC pacnonoxeH B ApYrom CermeH-
T€ CETW, HEOOXOAMMO 06eCMeYnTb HAAEXHYK 3alnUTy nepumeTpa
[I0BEPEHHOr0 CErMeHTa CeTH.

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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Apxutektypa: MOCNE
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TpeboBaHus

OnepaTMBHO NONyYaTb ONOBELLEHUS 0 KNGEPYrpo3ax U3 3alliuLLaeMblX CErMEHTOB B LIEHTP MOHUTOPUHIa 6630MacHOCTH
NS aHanu3a 1 NpeaoTBPaLLEHIs BTOPXKEHUI 0T cucTeMbl knacca Deception

06€ecneynTb LEHTPANN30BAHHbIA MOHUTOPWUHI KU6eP6E30MacHOCTM 3aLLMLLAEMOr0 CErMeHTa CETH

[apaHTUPOBAHHO MCKNIOYNTbL BO3AENCTBIE HA 3ALLMLLAEMbIA CErMEHT, CAENaB HEBO3MOXHOI OPraHM3aLunio ataku no
TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC

-

N\ (

@ 0010 )
ﬂoaymnng\ 1 E
— B

loBywLKa Ha 60TH8TV
HONEY\

Deoepti)n Trap
TNoByLuKa Ha BMPYCbI

JloByLWKa Ha ceTeBble
COeAVHEHMS! Jloywwka Web

HONEY \ Deception Server

3awmiaembIii CErMeHT ceTn

) X L LlenTp obecneueHns GesonacHocTu

Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 32 CHET 3DMEKTUBHOI CerMeHTauum ceTu

BbINMonHeHO dusnyeckoe OTAENeHMe 3aLWLLIAEMON CeTW OT APYruxX, MeHee [0BEPEeHHbIX CEermeHToB. VICKnioyeHa
BO3MOXXHOCTb NMPOHUKHOBEHUS B 3aLLIMLLIAEMbI CErMEHT W pa3BuUTUE Knbepartaku

Peanu3oBaHa nepefaya OMOBELLEHMIA 0 Knbepyrpo3ax ¢ 3alyniiaeMbix 06bEKTOB N0 OJHOHANPABIEHHOMY KaHany Yepes
ANo[ AaHHbIX B LEHTP o6ecneyeHns 6esonacHocti (SOC)

YcneluHo peLleHa 3afada no nocTpoeHMo cucTeMbl 06HapyxeHus BTopxxeHunit (COB) Ha 6a3e Deception cuctembl

™) | ( A
duanyeckas nonauns 10
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cermeHTa A&
Nosywika SSH
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OB 72 OTHeTV HONEY\ ATIK InfoDiode SMART
/Deoeption Trap + E sSoc

JloByLuKa Ha BUpYChI

MQTT
HONEY \ Deception Server
JloByLuKa Ha ceTeBble
COeanHEHNs Jlosywwika Web

3awyuaemMblin CErMeHT ceTn

) L LleHTp o6ecneyeHmns GezonacHocTu
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya oT4ETOB COCTOAHMA 3almLLeHHOCTU AT-MHpacTpyKTypb! 3aLimiLaemMoro o6bekTa B

LeHTpbl SOC

OTPACIIb

@\]

NPOMbILUNEHHOCTb, 3HEPTETUKA, BAHKI

LIEJb

O6ecneynTb nepenfady 0TYETOB O COCTOSHUM
3allWLIeHHOCTM 6onee J0BEPEHHOr0 CEeTEBOr0
CerMeHTa opraHu3auiun B UHble CETEBbIE
CermMeHTbl I aHanM3a 1 NocneayoLLero
pearnpoBaHus

PELLEHWE

COBMECTHOE MPUMEHEHME annapaTHo-
nporpammuoro komnnekca InfoDiode PRO ¢
cucTemon aHanmaa sawuiieHHoctn RedCheck

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) [OBEPEHHOr0 CErMeHTa CeTH C
COXPaHEHNEM BO3MOXKHOCTU Nepeaayn
onoseleHunin B SOC ans aHanu3a u
npeLoTBPALLEHNs KNbepyrpos

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe NpoMbILLIEHHOE, SHEPreTUYecKoe Uu (PUHAHCOBOE
npeanpuaTue, UMELoLLEee 3HA4UMbI CErMeHT CeTH, TPeBY LI
LOMOSTHUTESbHbIX CPEACTB aHaN3a U KOHTPONS - UCMOMb30BaHNA
cucTembl aHanusa sawnweHHoctu (CA3) cetesoi UT-

MHPACTPYKTYPbI

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

3alMLLEHHbIE CEeTU N CerMeHTbl TPEOYHOT HeNpPepbIBHOTO KOHTPONS
3a VIT-MHppacTpyKTypoi Ha NpeLMeT aHanu3a CoCTOAHMSA ee 3alLu-
LLIeHHOCT B YCNOBUAX MOCTOSAHHO BbIMOMHAEMbIX O6HOBMEHWA,
n3meHeHun MO u HacTpoek. B pesynbTate Takoro aHannaa AomxHbl
(bopMMpoBaTLCA OT4ETbl O COCTOAHUM 3ALLULLEHHOCTU KOHTPOMK-
pyembiX 06bEKTOB M CBOEBPEMEHHO nepefaBatbCA [Ans aHanu3a
nogpasgenenuamm Vb (nogpasaeneqmsm SOC) .

B 10 e Bpems, y4uThiBast, 470 SOC pacnonoxeH B ApYrom CermeH-
T€ CeTU, HEOOX0AMMO 06ECNeYNTb FrapaHTUPOBAHHYHO 3aLLUTY A0BE-
PEHHOr0 CermMeHTa CeTW, M3 KOTOPOro OT4eTbl HanpaBMsTCA
BOBHE.

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoOTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENSIMK BUPTYanbHbIX
MAaLUWH, 3/1eKTPOHHOW MOYTHI, BUAEO U ApYroro Tpaduka 3a npeje-
Nbl [OBEPEHHOr0 CerMeHTa LenesbiM NOTPebuTensam, WU3onupys
9TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

6e30MacHOCTN B LieNAX BbINOSTHEHWA aHAN3a W pearnpoBaHus

TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC

06€ecneynTb LEHTPANN30BAHHbIA MOHUTOPWUHI KU6eP6E30MacHOCTM 3aLLMLLAEMOr0 CErMeHTa CETH

OﬂepaTVIBHO nepefasatb JaHHble 0 COCTOAHMM 3aLLMLLEHHOCTN 60/1ee JOBEPEHHOrO CerMeHTa B LIEHTP MOHUTOPUHIA

[@apaHTUPOBAHHO UCKIKOYUTL BO3AENCTBUE HA 3aLLMLLAEMbIA CErMEHT, Cl1eN1aB HEBO3MOXXHON OPraHM3aLmio ataku no
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Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 32 CHET 3DMEKTUBHOI CerMeHTauum ceTu

BbINMonHeHO dusnyeckoe OTAENeHMe 3aLWLLIAEMON CeTW OT APYruxX, MeHee [0BEPEeHHbIX CEermeHToB. VICKnioyeHa
BO3MOXXHOCTb NPOHUKHOBEHUS B 3aLLIMLLIAEMbI CErMEHT W Pa3BUTUS Knbeparaku

Peanu3oBaHa nepefaya MOMy4yaeMblX BPYYHYH) WAWM MO PACMUCAHWMO OTYETOB O COCTOSIHAWM 3aLLMLLEHHOCTA B
nogpasgenenue Vb (SOC) ¢ 3awwmiiaembix 06bEKTOB N0 OAHOHANPABIEHHOMY KaHany
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CLIEHAPWUI NCMOMb30BAHUA

lMepeaaya KPUTUYHBIX AAHHLIX B LieNAX pe3epBHOr0 KONUPOBaHUA B 3aLUMLLEHHOE XpPaHUMNLLE

«48PHOro OHA»

OTPACIIb

@\]

NPOMbILUNEHHOCTb, 3HEPTETUKA, BAHKI

LIEJb

06ecneynTb perynspHoe pe3epBHoe
KOMMpoBaHue MHdopMaLnn u3
KOPMOPATMBHOIA CETN B 3aLLMLLEHHOE
XPaHUNULLE «4EPHOTO LHSA»

PELLEHWE

lpumMeHeHne annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ¢ cuctemoit pe3epBHO-
ro konuposaxus Knbep bakan.

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CETEBOr0 CErMEHTa ANl XpaHeH!s
03KanoB CMCTEM, «CHUMKOB JaHHbIX»,
Pe3epBHbIX KOMWIi JaHHbIX.

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe npoMbILLIfIEHHOE, 3HEPreTUYecKoe MnK (PMHAHCOBOE
npeanpuatue, TpebytoLLee, B LENAX NOBbILLEHNS
0TKa30YyCTONYMBOCTM MHADOPMALMOHHBIX CUCTEM M COXPAHEHNA
MHGOPMALIMK OT YTpaThbl, PErynspHOro KONMpPoBaHWA 3HA4UMON
MHDOPMaLMK B CNELMANU3NPOBAHHbIN Y3en XpaHeHns -
XPaHUNULLE "4EPHOrO AHA".

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

[MpoucLLecTBNS TEXHOTEHHOr0 XapakTepa, YenoBeyYeckuin akTop,
Yrpo3bl HECAHKLMOHMPOBAHHOIO JOCTYNa MOTYT NPUBECTM K HEOO6-
paTUMON yTparte XpaHuMoii 1 06pabaTbiBaeMOin OpraHu3aLnamm
MHGOpMaLMK. PelleHnem BbICTYNaOT CUCTEMbI PE3EPBHOI0 KOMW-
POBaHUS 1 CreLnann3npoBaHHble Y3nbl XPaHeHNs, Tak Ha3blBae-
Mbl€ XPaHUNLLA «4EPHOr0 AHS», PACMOMIOXKEHHbIE B OTAEIIbHOM,
6onee AOBEPEHHOM CETEBOM CermeHTe. B T0 e Bpems, ABYCTOPOH-
HUA 06MeH MeX[y KOpnopaTUBHON CPeoi 1 y3110M XpaHeHus
HECET B cebe pUCKN KOMNPOMETALMN 3/10YMbILLIEHHUKOM KaHana
nepefayn ¢ faibHeMWnUM pasBuTUeM aTaky Ha 3aLLuLLaeMblid Cer-
MEHT, YTO CNOCO6HO NPUBECTM K YTpaTe BCEX PE3EPBHbIX JAHHBbIX.

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoOTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENSIMK BUPTYanbHbIX
MAaLLWH, 371EKTPOHHON MOYTHI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

PerynsapHo nepenasatb AaHHble 63KaMoB B 3aLLMLLEHHOE XPAHWUIIULLE «HEPHOr0 AHA» NS rapaHTUPOBaHHOIO M30NKUPO-
BAHHOr0 W JOJITOBPEMEHHOI0 XPaHEHMS PE3EPBHBIX KOMWiA, «CHUMKOB LAHHbIX», 3TANOHHbIX KOMWIA JAHHbLIX 1 CUCTEM

FapaHTUPOBAHHO UCKMIOYNUTL BO3JEICTBIE HA 3aALLMLLEHHDBII CErMeHT, C1eNaB HeBO3MOXHOI OpraHn3aLmIo aTaku no
TOMY X€ KaHany, no KOTOpOMY AaHHble NepeaaloTcs Ha XpaHeHue
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Pe3ynbrarhl

BbinonHeHo (DI/I3I/I‘-IGCKOG oTaeneHune 3aLL|,I/ILL|,eHHOFO/,£I,OBepeHHOFO cermeHta OT MeHee [0BEpPeHHbIX CEermMeHTOB.

Mcknio4eHa BO3MOXHOCTb MPOHWUKHOBEHMS 3MI0YMbILLNIEHHUKA B CErMEHT XPaHEeHWUs [daHHbIX W pacnpocTpaHeHus
(3anycka) B Hem BPeAOHOCHbIX Mporpamm

o ObecneyeHa OAHOHANpaBneHHas Mepefjaya [JaHHbIX BO BHELUHee 3aLUMLLEHHOE XpaHWWLLE, WCKMYaloLLas
BO3MOXXHOCTb BO3/IeCTBUS Ha CUCTEMY XpaHeH!s 63Kanos 1 pe3epBuUpyeMble AaHHbIe

O6ecneyeHa perynspHas (HacTpausaemas no pacnucaHuio) nepeaya pe3epsHbIX KONWii B 3aLLMLLEHHOE Pe3epBHOE

XPaHWULLE U COXPAHEHO UCMOJTb30BAHNE YXKe CYLLECTBYHOLLEN CUCTEMbI PE3EPBHOMO KOMMPOBAHUSA, BbINONHALLEN
(PyHKLMM B63KaNMPOBaHUA 1 pensinKauum
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Cucrema pesepsHOro AlK InfoDiode Y3en XpaHeHus
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KopnopaTuBHbIi cermeHT

L XpaHunuue «4epHOro AHA»
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya raitnoBoro NOTOKa M3 BHeLLHEN CeTU B 60siee AOBEPEHHbIA CeTeBON CErMeHT

OTPACIIb

W&]

NPOMbILUNEHHOCTb, 3HEPTETUKA, BAHKI

LIEJb

O6ecneynTb Nepeaady annoBoro NOToka
(BncTpubyTMBOB, 0GHOBIEHUA AHTUBUPYCHBIX
6a3, NpuKnagHelx haiinos, 63kanos, NOYTHI)
13 KOpnopaTUBHOW CeTU B 60Nee N0BEPEHHBIN
CETEeBOW CErMeHT

PELLEHWE

COBMECTHOE MPUMEHEHME annapaTHo-
nporpammuoro komnnekca InfoDiode PRO u
CWUCTEeMbl 3aLLMTbI OT LeNeHanpaBNeHHbIX aTak
AVSOFT ATHENA nnu nporpaMMHOro Kom-
nnekca PT Sandbox

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CETEBOr0 CErMEHTA C COXpPaHeHUeM
BO3MOXHOCTU UMMOPTA AAHHbIX U3 BHELLHUX
UCTOYHUKOB

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe npoMbILLIfIEHHOE, 3HEPreTUYecKoe MnK (PMHAHCOBOE
npeanpuaTe, KOTOPOe MMEET B CBON MHAPACTPYKTYPE 3aKPbITbIN
CErMEHT, B KOTOPbIN PErynsapHo Hanpaensaetcs hannoBbli NOTOK:
06HOBNEHMA AHTMBUPYCHbIX 6a3, AUCTPUOYTUBbI, OTYETHI, NMOYTA,
MHON TPadOuK.

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

®aiinoBbIA NOTOK, KOTOPbIA LMPKYIMPYET MeXLy CermeHtamu C
pasHbIM YPOBHEM [0BEPUA, MOXET NPeLCTaBNATL PUCKN ANA Kpu-
TU4ECKMN BaXHOr0o cermenTa. O4HON 13 yrpo3 Takoro o6meHa sBJis-
eTCA BO3MOXXHOCTb NMPOHWKHOBEHMS BPEAOHOCHOrO KOAa B 3alLu-
LLIaeMblil CErMeHT BMecTe C (haiinamn. IgeKTUBHbIM METOAO0M
ANd onpefenexHuns, aBNdeTca nu daiin BpeoHOCHbIM, 663 BO3/eii-
CTBUA HA PealbHY0 MHMPACTPYKTYPY SABNSETCA WUCMONb30BaAHWUE
0e30MacHbIX U30MMPOBAHHBLIX CPeq (necoyuud). Mpu ncnonb3osa-
HUWN NPOrpamMMHbIX CPELCTB MEXCETEBOro 3KPaHWPOBAHUA CyLLe-
CTBYET PUCK, Y4TO AdXe B CNy4yae UCnosib30BaHUA CPEACTB JeTeKTU-
poBaHus, BpeaoHocHOe 10 BCE e MOXET MPOHUKHYTb 32 rpaHuLly
3aLUnLLAeMOoro CeTeBOro nepumertpa. Tpebyercs, B TOM 4ucne, 3a-
LUTA KaHana doainnoBoi nepeaadn AaHHbIX.

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoOTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENSIMK BUPTYanbHbIX
MAaLLWH, 371EKTPOHHON MOYTHI, BUAEO U APYroro Tpaduka.
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TpeboBaHus

° PerynsapHo nepenasatb B [J0BEPEHHbI CErMEHT 06HOBMNEHUS aHTMBUPYCHbLIX 6a3 U 6a3 penyTauuu, NPpUKnagHble qannel,
ANCTPUBYTUMBbI, MOYTOBbIE COOOLLEHNA U NPOYNIA PanNIoBbIA TPAOUK 1 06ECNeYnTL KOHTPONb NepeaaBaemMoro gainsno-
BOr0 NOTOKA, NPOBOASA CTaTUYECKUIA, AUHAMUYECKWUIA U JpYrue BUAbl aHanm3a B CreumanbHON N30MpoBaHHoIA cpeae

° [@apaHTUPOBAHHO UCKIOYUTL BO3AENCTBUE HA 3ALLMLLEHHbIA CErMEHT, CL1e/1aB HEBO3MOXXHOW OpraHn3aLunio ataku no
TOMY XK€ KaHaly, N0 KOTOpoMy nepenardTCca AaHHbIE
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Pe3ynbrarhl

® BbinonHeHo (pu3myeckoe OTAENEHUE 3aLUMLLEHHOr0/N0BEPEHHON0 CEermMeHTa OT MEHEee [JO0BEpPEHHbIX CEerMeHTOoB.
O6ecneyeHa BO3MOXHOCTb UMNOPTA [JAHHbIX U3 BHELLIHWX UCTOYHMKOB.

° O6ecneyeH KOHTPOSb Haj NpoLeccom nepeaayn annoBbiX NOTOKOB (AMCTPUOYTUBOB, OOHOBIIEHWA aHTMBMPYCHBIX 6a3
1 6a3 penyTaumn, NOYTOBbLIX COOOLLUEHUIA 1 NMp.) U3 BHELUHMX UCTOYHMKOB, B TOM YWCNE C YBEJOMMEHWEM CneLuanmcTos
B B cnyqae o6HapyeHus BPEAOHOCHOro im nogo3sputenbHoro M0

o O6ecneyeHa OJHOHANpPaBNeHHas nepefaya faHHbIX, NCK0YA0LWAA BO3MOXHOCTb NPOHUKHOBEHUS 3M10YMbILLNEHHUKA B
60/1ee JOBEPEHHbIV CETEBOI CErMEHT, PacMPOCTPAHEHNs W/UNK 3anycka B HEM BPeOHOCHbIX MPOrpamMm
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya NpOMBILLINEHHOr0 Tpaduka U3 TeXHONOrMYECKOro CerMmeHTa B MeHee [J0BEpeHHbIe

ceTeBbleé CErMeHTbl

OTPACI1b O KoMnaHuu

MPOMbILUNEHHOCTD, SHEPTETUKA
KpynHoe npoMbILLNeHHOe NpeanpusTie, TpebytoLLee, B LENsX
@ LIEMNb MOBbILLIEHUS 0TKA30YCTONYMBOCTYM NPOMbILLIIEHHON aBTOMATUKM!,
06eCMeynTb KOHTPOSIb U MOHUTOPUHT 3@ MPOTEKAHUEM PaBoYMX

06ecneynTs nepesady AaHHbIX npoLeccoB TEXHOIOTN4ECKOro CermeHTa.

NPOMbILLNEHHbIX NPOTOKONOB M3
TEXHOJIOrMYECKOro (3aLuLLaemMoro) cerMenTa
B SCADA cuctembl B KOpnopaTuBHOM
CErMeHTe /191 PeLIeHNs 3aa4 KOHTPONS
MOHUTOPMHra

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH

COBMECTHOE MPUMEHEHME annapaTHo-
nporpamMmuoro komnnekca InfoDiode SMART

KpynHble NPOMbILWNEHHbIE NPeAnpuATUS NONagatoT noj HOPMbI
1 NporpaMMHOro Kommnnekca Packaaa by P PeAnp A A Hop

187-®3 0 6e3onacHocTi 06bekTOB KW, B cooTBeTcTBUI C TPE6O-
BaHMAMN HEOOX0ANMO (DU3NYECKU OrpaHuyUTb BOSMOXHOCTb [0-
CTyna K TEXHONOTMYECKOIA CETU U3BHE, MOCKONbKY BO3MOXHA Opra-

E;’ MPEMMYLLECTBA HW3auMa aTaku unn nonagaHue spegoHocHoro M0 n3 kopnopatms-
HOTO MM MHOTO BHELLHEro cerMeHTa. B To e Bpems, Ans onepa-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM TUBHOrO YNpPaBfeHWs, KOHTPONS MPOU3BOACTBEHHbIX NPOLECCOB U
YPOBHE) TEXHONOTU4ECKOTO CErMeHTa C NpeaynpexaeHns aBapuitHbiX CUTyaumii Heo6x0AMMO 06ecnednTb

BO3MOXHOCTbIO nepefadn aaHHbix B MES,
JMcneTyepckme cucteml, cuctemsl ERP ans
ux c6opa, 06paboTKL 1 aHanu3a

LIEHTPaNn30BaHHbIA c60p 1 06pabOTKY OaHHbLIX M3 TEXHOMOrmye-
CKMX CErMEHTOB MPeAnpuaTUR.

MpuMeHsemblit NpoayKT

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.
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Apxutektypa: MOCNE
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TpeboBaHus

MOHUTOPWHIA 1 ONEPATUBHOI0 KOHTPONA

TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen

Pe3ynbrarhl
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Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

PerynspHo co6upaTth JaHHbIe C 060PY/I0BaHIUS B TEXHONOTMYECKOM CErMEHTE, HanpaBnATh UX B CTOPOHHME CIYXKObI NS

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
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noApAAYMKMA

BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

BO3MOXXHOCTMW B OHNAiH peXxxume HabntoaTh 3a COCTOSHMEM 006bekTa Yepe3 SCADA

BbinonHeHo dhn3nyeckoe OTAeneHMe 00bekTa HaGMOAEeHUS OT CeTW Habnwogarens ¢ 0JHOBPEMEHHbIM COXPaHeHWem

Peann3oBaH C60p AaHHbIX C 060PYAOBaHMS M UX Mepefaya no OAHOHANPABEHHOMY KaHany 4epe3 AMOJ AaHHbIX

yAanéHHOMY NOTPeOUTENHO, B TOM YUCNe NPOM3BOAUTENSAM U/MIM CTOPOHHIUM 3KCNIyaTaUMOHHBLIM Cly»X6am
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InfoDiode SMART

O6ecneyeHa BO3MOXHOCTb NPOrHO3MPOBATL M CBOEBPEMEHHO Npeaynpexaatb aBapuiiHble CUTyaLMKU NPOMBILLTIEHHOrO
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CLIEHAPWUI NCMOMb30BAHUA

lepenaya faHHbIX TEXHONOrMYECKUX NPOLLECCOB A4 NONy4eHUa NpeanKTUBHON aHANUTUKU U

BbISIBJIEHWS OTKNOHEHWIi B pa6oTe NPOMbILLIEHHbIX 06bEKTOB

OTPACIIb

@\]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJb

O6ecneynTb nepeaady faHHbIX
TEXHONOrMYeCKoro npowecca u3
TEXHOOrMYECKOr0 CErMeHTa B MHble
CErMEeHTbI B LeNAX NPeAUKTUBHOI aHanuTUKm
11 BbISIBMIEHNS OTKNTOHEHWIA B paboTe
NPOMbILUMEHHbIX 06HEKTOB

PELLEHWE

CoBMeCTHOe NpUMEHeHMe annapaTHo-
nporpammHoro komnnekca InfoDiode ¢ npo-
rpaMmHbIM pelleHnem Kaspersky MLAD

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
COXPaHEHNEM BO3MOXKHOCTU Nepeaayn
Tpadomka Ans nony4eHns npeauKTMBHON
AHANUTUKN W BbISIBNIEHWS CKPbITbIX aHOMAUIA

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe npoMbILLNeHHOe NpeanpusTie, UMELLEe 3Ha4YUMbIN
TEXHONOrMYECKMIA CBrMEHT 1 060pY/10BaHNE B HEM, TPEOYHoLLne
JI0MOMHUTENbHbIX CPEACTB aHANN3a U KOHTPONA - BHEAPEHUS
CUCTEMbI NPEANKTUBHON aHANUTUKN Ha 6a3e NCKYCCTBEHHOO
WHTENNeKTa

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

Tpebyetcsa rny6oKniA aHanu3 AaHHbIX TEXHONOrMYECKMX NPOLEccoB
06beKTa C NPUMEHEHNEM TEXHOMOMMA MALUIUHHOTO 06YYEHMS 1 UC-
KYCCTBEHHOr0 MHTeNnekTa. Takon aHanu3 no3BossieT CBOEBPEMEH-
HO 06HapYXMBATb aHOMAaNMKN W OTKITOHEHWS B (DYHKLIMOHUPOBAHMN
Tex. npouecca 1 Bcero 06bekta. [pMeHeHne CpeacTB UCKYCCTBEH-
HOr0 WHTENNeKTa TPebyeT ConpsAratb CErMEHT UCTOYHUK AaHHbIX C
CErMEHTOM, B KOTOPOM HaxoAAaTcs NpOrpammMHble PeLleHus, Bbl-
MONHSAOLLNE aHANUTUKY W MPOTHO3MPOBAHME. ITO MOBLILLAET BEPO-
ATHOCTb KMbepaTaku Ha 3alLuLLaeMblil CErMEHT U MOXET NPUBECTM
K 3HA4MMbIM HAPYLLIEHUAM TEXHONOrMYeCKUX NPOLEecCoB.

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.
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Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru

www.infodiode.ru

66

07.11.2025



TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

PerynsapHo nepeasatb TENEMETPUIO TEXHONOMMYECKOrO NpoLecca Ha cepeep aHanutukn Kaspersky MLAD

[apaHTNPOBAHHO MCKMIOYNTL BO3LENCTBIE HA 3ALLUMLLEHHbIA CErMEHT, CAeNaB HEBO3MOXHOI OpraHm3aunio ataku no
TOMY )Xe KaHasy, no KOTOpoMy AaHHble nepefatotca Ha cepsep Kaspersky MLAD
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TexHonornyeckui cermeHT ) ) L KopnopaTuBHaa WU CTOPOHHAA CeTb

Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 32 CHET 3DMEKTUBHOI CerMeHTauum ceTu

BbINMonHeHO dusnyeckoe OTAENeHMe 3aLWLLIAEMON CeTW OT APYruxX, MeHee [0BEPEeHHbIX CEermeHToB. VICKnioyeHa
BO3MOXXHOCTb NMPOHUKHOBEHUS B 3aLLIMLLIAEMbI CErMEHT W pa3BuUTUE Knbepartaku

Peanu3oBaHa nepejada noToka TeNnemeTpUM TEXHOMOTMYECKOro npouecca C  NPOMbILLIEHHbIX O0ObEKTOB MO
O[IHOHANPaBNeHHOMY KaHany Yyepes Anof AaHHbIX Ha cepBep aHanutuku Kaspersky MLAD

o O6ecnedeHa BO3MOXHOCTb MPOrHO3MPOBATb OTKA3bl, aBapuuM, He3annaHMPOBaHHbIE MPOCTOM MNPOMbILLIEHHOMO

0060pyA0BaHMs, BbIABAATL NPU3HAKK NPOBGNEM C UCMONb30BaHMEM METOAOB MALUNHHOTO 06Y4EeHWS (MCKYCCTBEHHOMO
WHTENNeKTa)
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KopnopaTtuBHas unu CTOpoHHsIsA ceTb
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CLIEHAPWUI NCMOMb30BAHUA

lMepenaya TenemeTpun U co6bITUIA MHEOPMALMOHHON 6€30MaCHOCTU U3 TEXHOIOMMYECcKOro

cermeHTa B SOC npu noCTpOEHUM cUCTEMbI 0OHApY>KeHUA BTOPXXeHUI Ha 6a3e npoaykTos IDS/IPS

OTPACIIb

@\]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJb

O6ecneynTb nepegady TenemeTpum u
COObITUI 6630MACHOCTN C aHTUBMPYCOB U3
TEXHONOIMYECKOro CerMeHTa
MPOMbILLIEHHOr0 00bEKTA B UHbIE CErMEHTbI
ANs peweHnsa 3agad 06HapyXeHns

PELLEHWE

CoBMECTHOE NPUMEHEHME annapaTHo-
nporpamMmuoro komnnekca InfoDiode SMART
¢ KICS for Nodes ans nepefayun AaHHbIX Ha
ceHcop KICS for Networks B pamkax COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOTMMYECKOr0 CEerMeHTa ¢
COXpaHeHnem BO3MOXXHOCTU Nepeaayn
Tpadvka Ang aHanusa u npeLoTBpaLLeHuns
BTOPXXEHWI

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe NpOMbILLNEHHOE NPEANPUATIAE, UMEIOLLIEE 3HAYUMBIN
TEXHOMNOMNYECKIUIA CErMeHT, TPEOYIOLLUA AONONHUTENbHBIX CPEACTB
KOHTPOA - NOCTPOEHUS CMCTEMbI 06HapYyXeHus BTopxxeHuin (COB)

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

B pesynbTaTe KubepaTtaku Ha TEXHONOMMYECKYH CeTb MOTYT CyLle-
CTBEHHO MOCTPafdaTh [aHHbIe W 0O0PYAOBaHME, YTO NPUBEAET K
3HAYUMbIM  HapYLLUEHUAM TEXHOMOrn4eckux npoueccos. [ns
npefoTBpalLeHns Knbepatak TpebyeTcs OCYLLECTBNATb HENpepbls-
HbIA MOHUTOPUHI TEXHONOMMYECKOro CerMeHTa Ha npeameT BUpYcC-
HOI aKTUBHOCTU U 06HAPYXXEHUS NPU3HAKOB BTOPXEHUSA.

B T0 e Bpems, y4uTbiBas, YTO LIGHTP MOHUTOPUHIra 6e30MacHOCTY
(SOC) pacnonoxeH B Apyrom cermeHTe ceTn, He06xoaumo obecne-
YNTb HAAEXHYH 3aLUTYy NepUMETPa TEXHONOrMYeckoro CerMeHTa
CeTu.

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

PerynspHo nonyyarb TenemMeTpuio CPeACTB KOMMNIEKCHOM 3aLLnTbl CEPBEPOB M paboynx CTaHLMIA (LaHHbIe 06 y3nax,
COObITMAX 6€30MACHOCTU, CECCUAX) U3 NPOM3BOACTBEHHbLIX CErMEHTOB B LIEHTP MOHMTOPUHIa 6630MacHOCTH

06ecneynTb LEHTPaNM30BaHHbI MOHUTOPUHT CETEBOrO TpadhuKa TEXHONOMMYECKO CeTH

[apaHTUPOBAHHO MCKNIOYNTbL BO3ENCTBIE HA TEXHONOrMYECKIUIA CErMEHT, C1eNaB HEBO3MOXHOW OpPraHM3aLunio aTaku no
TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC
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KICS for Nodes
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CeTb npeanpuATAs AK L LieHTp o6ecneyenns 6esonacHocTy
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Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 32 CHET 3DMEKTUBHOI CerMeHTauum ceTu

BbINONHEHO (bu3nyeckoe OTAeNeHNe TEXHONOrMYECKOM CeTW OT APYruX, MeHee [OBEPEHHbIX CErmMeHTOB. MckntoyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

PeanusoBaHa nepepaya Tenemetpum u  cobbitui M ¢ npom3BoacTBeHHbIX 06bektoB (APM, cepsepbl) o
O[IHOHaNpaBneHHOMY KaHaly 4yepes AUOA AaHHbIX B LeHTp o6ecneveHns 6e3onacHoctu (SOC), yenewHo pelueHa 3agada
No MOCTPOEHUO cucTembl 06HapyxeHus BTopxeHwin (COB) Ha npepnpustun Ha 6a3e pewwennin KICS for Nodes ¢
nepenayeit naHHbix KIGS for Nodes Ha ceHcopbl KIGS for Networks B Security Operation Center.
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CLIEHAPWUI NCMOMb30BAHUA

Mepenaya noros u co6bITHIt MHGOPMALMOHHO 6€30MaCHOCTM U3 TEXHONOrUYECKOro CerMeHTa B

SOC B pamkax nocTPOEHUA LieHTpa KOHTPOA UHAOPMaLMOHHOI 6630NacHOCTH

OTPACIIb

NPOMbILUNEHHOCTb, SHEPTETUKA

@ LIESTb

O6ecneynTb nepeaady IoroB U co6bITUIA
6€30MacHOCTM U3 TEXHONOTMYECKOro
(3awwMLLaemoro) cermMeHTa npoOMbILLIEHHOr0
00bLEKTa B MHbIE CETEBbIE CErMeHTbI AN
KOHTpONs cocTosHus Vb 1 CBOEBPEMEHHOr0
pearnpoBaHns Ha MHUNGEHTbI

@ PELLEHWE

CoBMeCTHOe NpUMEHeHMe annapaTHoro Kom-
nnekca InfoDiode PRO ¢ peweHuamm R-Vision
EVO B pamkax noctpoenus LKINB

NPEUMYLLECTBA

W&]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOTMMYECKOr0 CEerMeHTa ¢
COXpaHeHnem BO3MOXXHOCTU Nepeaayn
Tpadvka Ang aHanusa u npeLoTBpaLLeHuns
BTOPXXEHWI

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe npoMbILLIeHHOE NPeAnpuUATAe, UMetoLLEe 3HAYUMbINA
TEXHONIOrMYECKMIA CErMeHT, TPeOYHOLLMIA LONONHUTENbHBIX CPELCTB
KOHTPONS W pearnpoBaHms - MOCTPOEHNS LEHTPA KOHTPONS
nHdopmaumoHHoit 6e3onacHoctu (LIKIB)

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

B pesynbTaTe KubepaTtaku Ha TEXHONOMMYECKYH CeTb MOTYT CyLle-
CTBEHHO MOCTPafdaTh [aHHbIe W 0O0PYAOBaHME, YTO NPUBEAET K
3HAYUMbIM  HapYLLUEHUAM TEXHOMOrn4eckux npoueccos. [ns
npefoTBpalLeHns Knbepatak TpebyeTcs OCYLLECTBNATb HENpepbls-
HblA MOHUTOPMHI TEXHONOIMYECKOro CerMeHTa Ha npeameT obHa-
pyxeHus yrpo3 b v cBoeBpeMEHHO pearmpoBatb Ha HX.

B T0 e Bpems, y4uTbiBas, YTO LIGHTP MOHUTOPUHIra 6e30MacHOCTY
(SOC) pacnonoxeH B Apyrom cermeHTe ceTn, He06xoaumo obecne-
YNTb HAAEXHYH 3aLUTYy NepUMETPa TEXHONOrMYeckoro CerMeHTa
CeTu.

ATK InfoDiode PRO peluaet 3agayun no nepefade annosbix noTo-
KOB, AMCTPMOYTMBOB, 63KaNoB 6a3 AaHHbIX, PENNUK BUPTYanbHbIX
MalLVH, 3NEKTPOHHOI NOYThl, BUAEO 1 APYroro Tpaduka.

AlK InfoDiode SMART o6ecneynBaeTt nepeaavy AaHHbIX 0JHOBpE-
MEHHO M0 HECKONMbKUM NPOM. MPOTOKONAM 4epe3 rpaHuly nepu-
meTpa. Crneumann3npoBaHHble KOHHEKTOPbI MPOM. MPOTOKONOB N03-
BONAOT cOO6PATb JAHHbIE M3 KXAOr0 CermeHTa Cetn (0T pasnuny-
Hbix SCADA cuctem, kKoHTponnepos, OPC cepBepoB, AaT4YMKOB) K
nepeaatb UX N0 OJHOHANPABIEHHOMY KaHany, 06ecrneyqnB COOTBET-
CTBUE TPeOGOBAHMAM U30NALMMN 3ALLMLLAEMOrO CErMEeHTa.
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TpeboBaHus

PerynsapHo nony4ats noru n cobbitus b n3 npom3soacTeeHHbIX cermeHToB B LLKWB ans ynpasnenuns nHumaeHtamu b
aBTOMaTM3aLMmM 3anycka CLeHapueB pearnpoBaHus, ynpasnieHns Apyrumu cCUcTeMaMm 4epes MexaHnuam OpKecTpaumum

KoHconuauposatb MHOPMaLMIo 0 cocTosHUK b B opraHuaaumu

[apaHTUPOBAHHO MCKNIOYNTbL BO3ENCTBIE HA TEXHONOrMYECKIUIA CErMEHT, C1eNaB HEBO3MOXHOW OpPraHM3aLunio aTaku no
TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC
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Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 32 CHET 3DMEKTUBHOI CerMeHTauum ceTu

BbINONHEHO (bu3nyeckoe OTAeNeHNe TEXHONOrMYECKOM CeTW OT APYruX, MeHee [OBEPEHHbIX CErmMeHTOB. MckntoyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

PeanusoBaHa nepegaya Nioros 1 cobbiTuii b ¢ Npon3BoACTBEHHbIX 06BLEKTOB MO OJHOHANPABSIEHHOMY KaHany 4epes

ANo[ AaHHbIX B LEHTp o6ecnedequns 6e3onacHoctu (SOC), ycnewHo pelleHa 3afada no noCTPOEHMO LEHTPa KOHTPONA
MHgopmaumonHoin 6ezonacHocTn (LLKNB) npeanpustus
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CLIEHAPWUI NCMOMb30BAHUA

lMepenaya TexHonornyeckux AaHHbix ot MJ1K B KOpnopaTuBHbIiA CErMeHT

OTPACIIb

@\]

NPOMbILLUNEHHOCTb

LIEJb

O6ecneynTb Nepefady LaHHbIX HANPAMYIO OT
MJ1K 13 TeXHONOrM4ecKoro (3aLLmiiaemoro)
CErMeHTa C LieS1blo 06eCcneyeHns yaaneHHoro
MOHUTOPUHIra paboTbl 060PYA0BAHUS B MEHEe
[I0BEPEHHOM CErMeHTe

PELLEHWE

COBMECTHOE MPUMEHEHME annapaTHo-
nporpamMmuoro komnnekca InfoDiode SMART
¢ MK Wiren Board 8

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
BO3MOXXHOCTbIO Nepeadn JaHHbIX B CUCTEMBI
«BEPXHEro» ypoBHA

MpuMeHsemblit NpoayKT

O KOMnaHuu

[MpOMbILLINEHHOE NPEANPUATIAE, UMELOLLIEE HECKOJTbKO
TEXHOJSIOrNYeCKUX CerMeHTOB PasnnyHOro maclutaba

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

KpynHble NPOMBILLNEHHbIE NPEANpUATAS NONagalT nof HOPMbI
187-®3 0 6e3onacHocTi 06bekTOB KW, B cooTBeTcTBUI C TPE6O-
BaHWUAMMW HEOOXOAMMO (DU3NYECKM OrpaHUydnUTb BO3SMOXHOCTb [10-
CTyna K TEXHONIOrN4YeCKOI CeTU N3BHE, NMOCKOSIbKY BO3MOXXHA Opra-
HU3aUMs aTaku Unu nonagaHue speaoHocHoro MO u3 KopnopaTus-
HOrO W/ MHOrO BHELLHEro CerMeHTa. 310 MOXET NPUBECTM K Hapy-
LUEHNO PaboTbl TEXHONMOrMYECKO CeTH, NPOCTO NMPOU3BOACTBA W
[0POrocTosLLEMY PEMOHTY. B TO Xe Bpems, AN onepaTUBHOMO
yNpaBneHus U KOHTPOMS NPON3BOACTBEHHbIX NPOLIECCOB HEOOXO0aU-
MO 06ecnednTb LiEHTPann30BaHHbIid cO0p 1 06paboTKy AaHHbIX U3
TEXHONTIOrMYECKNX CErMEHTOB NPEANPUATHIA.

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

PeanusoBatb nepeaayy aaHHbiX ACY TIT B cMCTEMbI BEPXHEr0 YPOBHS AN UX 06paboTKM 1 aHannaa

FapaHTUPOBAHHO UCKMIOYUTL BO3JEICTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXKHOIM OpraHn3aLmio ataku no
TOMY € KaHany, no KoTopoMy NepefanTcs AaHHbIe AN BHELIHUX nonyyaTenei
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Pe3ynbrarhl

BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

BbINONHEHO u3nyeckoe OTAENEeHMe TEXHONMOMMYECKONW CeTW OT APYruX, MeHee [0BEPEeHHbIX, CErMeHTOB. VIcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

PeanusoaHbl c6op 1 nepeaaya AaHHbix AGY TI1 B cucTembl BEPXHEro YpoBHS. TEXHONOrMYECKIUE AaHHble NepesatoTes B
PeXNUMe OHJIANH.
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CLIEHAPWUI NCMOMb30BAHUA

lMepepada npombituneHHoro Tpacguka ACY TI1 B KOpNOpPaTUBHLIA CerMeHT

OTPACIIb

@\]

NPOMbILLUNEHHOCTb

LIEJb

O6ecneynTb nepeaady faHHbIX
NPOMbILUEHHbIX MPOTOKONOB 13
TEXHOJIOrMYECKOro (3aLuLLaemMoro) cerMenTa
B SCADA cuctembl B KOpnopaTuBHOM
CErMeHTe /191 PeLIeHNs 3aa4 KOHTPONS
MOHWUTOPWHIA

PELLEHWE

CoBMeCTHOe NpUMEHeHMe annapaTHo-
nporpamMmuoro komnnekca InfoDiode SMART
¢ [TK AstraRegul

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
BO3MOXXHOCTbIO Nepeadn JaHHbIX B CUCTEMBI
«BEPXHEro» ypoBHA

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe npoMbILLNeHHOe NpeanpusTie, TpebytoLLee, B LENsX
MOBbILLIEHUS 0TKA30YCTONYMBOCTYM NPOMbILLIIEHHON aBTOMATUKM!,
06eCMeynTb KOHTPOSIb U MOHUTOPUHT 3@ MPOTEKAHUEM PaBoYMX
MPOLIECCOB TEXHONMOrMYECKOr0 CerMeHTa

Bbi30Bbl B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTK

KpynHble NPOMBILLNEHHbIE NPEANpUATAS NONagalT nof HOPMbI
187-®3 0 6e3onacHocTi 06bekTOB KW, B cooTBeTcTBUI C TPE6O-
BaHWUAMMW HEOOXOAMMO (DU3NYECKM OrpaHUydnUTb BO3SMOXHOCTb [10-
CTyna K TEXHONIOrN4YeCKOI CeTU N3BHE, NMOCKOSIbKY BO3MOXXHA Opra-
HU3aUMs aTaku Unu nonagaHue speaoHocHoro MO u3 KopnopaTus-
HOrO W/ MHOrO BHELLHEro CerMeHTa. 310 MOXET NPUBECTM K Hapy-
LUEHNO PaboTbl TEXHONMOrMYECKO CeTH, NPOCTO NMPOU3BOACTBA W
[0POrocTosLLEMY PEMOHTY. B TO Xe Bpems, AN onepaTUBHOMO
yNpaBneHus U KOHTPOMS NPON3BOACTBEHHbIX NPOLIECCOB HEOOXO0aU-
MO 06ecnednTb LiEHTPann30BaHHbIid cO0p 1 06paboTKy AaHHbIX U3
TEXHONTIOrMYECKNX CErMEHTOB NPEANPUATHIA.

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.
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TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

PeanusoBatb nepeaayy aaHHbiX ACY TIT B cMCTEMbI BEPXHEr0 YPOBHS AN UX 06paboTKM 1 aHannaa

FapaHTUPOBAHHO UCKMIOYUTL BO3JEICTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXKHOIM OpraHn3aLmio ataku no
TOMY € KaHany, no KoTopoMy NepefanTcs AaHHbIe AN BHELIHUX nonyyaTenei
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Pe3ynbrarhl

BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

BbINONHEHO u3nyeckoe OTAENEeHMe TEXHONMOMMYECKONW CeTW OT APYruX, MeHee [0BEPEeHHbIX, CErMeHTOB. VIcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

PeanusoaHbl c6op 1 nepeaaya AaHHbix AGY TI1 B cucTembl BEPXHEro YpoBHS. TEXHONOrMYECKIUE AaHHble NepesatoTes B
PeXNUMe OHJIANH.
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CLIEHAPWUI NCMOMb30BAHUA

lMepeaaya faHHbIX U3 TEXHONOrMYeCKOro KOHTYpa BO BHELLHWE CETH

OTPACI1b O KoMnaHuu

NPOMbILLUNEHHOCTb
[NpOMbILLNEHHOE NPESNPUATUE, UMEIOLLEE HECKOSTbKO
@ LlEJ'Ib TEXHOJSIOrNYeCKUX CerMeHTOB PasnnyHOro maclutaba

O6ecneynTb nepegady faHHbIX OT
MHOTO4MUCEHHbIX CUCTEM UCTOYHWUKOB U3
TEXHO0rMYeCKOro KOHTYpa B KOPMOPATMBHBIiA
CErMeHT Ans peLleHns 3agay KOHTpons,
MOHUTOPWMHIA M yNpaBneHus

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830MaCHOCTH
CoBMECTHOE NPUMEHEHME annapaTHo-
nporpamMmuoro komnnekca InfoDiode SMART

KpynHble NPOMBILLNEHHbIE NPEANpUATAS NONagalT nof HOPMbI
C nporpammMHbIM KoMnsiekcom [ensta-K by p PeAnp A A Hop

187-®3 0 6e3onacHocTi 06bekTOB KW, B cooTBeTcTBUI C TPE6O-
BaHMAMN HEOOX0ANMO (DU3NYECKU OrpaHuyUTb BOSMOXHOCTb [0-
CTyna K TEXHONOTMYECKOIA CETU U3BHE, MOCKONbKY BO3MOXHA Opra-

E;’ MPEUMVYLLIECTBA HU3aUMs aTaku Unu nonagaHue speaoHocHoro MO u3 KopnopaTus-
HOTO WM UHOTO BHELLIHEro CerMeHTa. 3T0 MOXET NPUBECTN K Hapy-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM LUEHUI0 paboThl TEXHONOMMYECKOW CETW, NPOCTOK NPOM3BOACTBA U
YPOBHE) TEXHONIOTM4ECKOTO CErmMeHTa ¢ [OPOTOCTOALLEMY PEMOHTY. B TO XXe Bpems, ANns OnepaTuBHOro

BO3MOXXHOCTbIO Nnepeaadin AaHHbIX B CUCTEMbI

MpaBeHns 1 KOHTPONA NPOM3BOACTBEHHBIX MPOLIECCOB HEOBX0AN-
«BEPXHEr0» YPOBHS ynp p p A pou il

MO 06ecnednTb LiEHTPann30BaHHbIid cO0p 1 06paboTKy AaHHbIX U3
TEXHONTIOrMYECKNX CErMEHTOB NPEANPUATHIA.

MpuMeHsemblit NpoayKT

AK InfoDiode SMART o6ecneyuBaeT nepefayy AaHHbIX OLHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3nmpoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJI0B NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABMIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LW 3aLLMLLAEMOTO CermMeHTa.
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TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

Peanusosatb nepefavy AaHHbIX U3 TEXHONOMMYECKOr0 KOHTYPA B LIEHTPANN30BaHHbIE AUCMETYEPCKME N CUTYALMOHHbIE
LIEHTPbI ANs 1x 06paboTKK 1 aHanu3a

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen
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Pe3ynbrarhl
° BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN
[}

BbINONHEHO u3nyeckoe OTAENEeHMe TEXHONMOMMYECKONW CeTW OT APYruX, MeHee [0BEPEeHHbIX, CErMeHTOB. VIcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

Peanu3oBaHbl cO0p 1 Nepeaaya aHHbIX U3 TEXHONOTNYECKOro KOHTYpa B CUCTEMbl BEPXHEr0 YPOBHS. TeXHONOrn4eckme
[aHHble NepeaaloTcs B PeXXMMe OHMaH.
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