WHOOPMALINOHHAA BE3OIMACHOCTb

InfoDiode: peLueHusi s ogHOHanpasseHHOM Info
nepefaiun JaHHbIX -Diode

YcTponcTea nepefayn OaHHbIX Knacca «auMofd» UCMONb3yTes Ansa M3NYeckoro pasfesieHns ceteil B YCNOBUAX COXPaHeHUs
O[HOHAMNPaBNeHHOro KaHana nepefadqu vHopmauuu. py Takoin opraHmsaLuy nepefayn CUrHanoB U AaHHLIX UCKITHOYAKTCA
yA3BUMOCTU, KOTOpPblE, KaK MNpaBuio, CONPOBOXAAKT MNOCTPOEHWE apXUTEKTYpPbl HAa OCHOBE MEXCETEBbIX IKPAHOB W
NPorpaMmmMHbIX CPEACTB 3aLUNTDI.

dunanyeckoe pasfeneHne CerMmeHToB CeTi 6a3npyeTcs Ha NPUHLIMNE «ranbBaHNYeCKON Pa3BA3KN», 4TO MNOMHOCTLI) UCKMHOYAEeT
BO3MOXHOCTb MOCNATh Y4epe3 «Amof» Kakoi-nnbo CUrHan BHYTPb 3aLMLLAEMOro WaK u3onupyemoro cermeHta. OCHOBHOE
0T/INYME TaKOro peLleHns oT NPOCTOro «BO3AYLUHOr0 3a30pa», TO €CTb MOJTHON U30NAUMM CErMEHTOB, COCTOUT B TOM, 4TO B
Cnyyae YCTAHOBKM «Anofa» COXPAHSETCS BO3MOXXHOCTb Mepefays CUrHanoB M AaHHbIX TONbKO B OAHOM HanpasneHun. 310
NO3BONIAET 3aLNLLAEMOMY CerMeHTY a(DEKTUBHO 1 OMEpaTUBHO «[eNnTbCA» AaHHbIMU C BHELHUMU NoTpebutensmu 6e3
Yrpo3bl CO CTOPOHbI HEeJOBEPeHHbIX ceTeid. pefcTaBUTENsIMUM MMEHHO TaKOro Knacca YCTPOWCTB SBNSIOTCA MPOAYKTbI
InfoDiode. Pewenus InfoDiode o6ecneynBatoT rapaHTMpOBaHHYIO CErMeHTaLUUI0 CeTeln Ha IN3N4eCcKoM YPOBHE. BCTPOEHHbIe
(busnyeckne mexaHuambl o6ecrneveHuns 6esonacHocTu InfoDiode He cTaHOBATCSA MeHee SDMEKTUBHBIMU CO BPEMEHEM.

Pewenus InfoDiode sBnsoTCA OCHOBOW [N1F MOCTPOEHWS KOMMNEKCHOM CMCTEMbI 3aliuTbl 1 06ecneyeHns 6e30MacHOCTU
00bEKTOB KPUTUYECKOM WHCGOPMALMOHHON UHGpacTpykTypbl (KWW). OHu o6ecneyqnBatoT annapaTHylo 3aliuty CeTel
(PMHAHCOBLIX OPraHW3aLmWiA, NPOMbILLINIEHHbIX 0OLEKTOB, 00LEKTOB 3HEPreTUKM, CUSTOBbIX CTPYKTYP W CUCTEM YMNpaBiieHus
TPAHCMOPTOM.
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AnnapatHble komnnekceol InfoDiode

AK InfoDiode - 6a3oBoe, ceptucpuumposanHoe ®CTIK Y[ (4), annapatHoe peLLeHne, rapaHTUpyoLLee 3almuTy Ha annapaTHoMm
ypoBHE W 3bheKTUBHO peluaroLee 3agady no nepegade UDP, Syslog, SPAN Tpadhuka 3a npeaenbl 3aLiniiaeMoro 06bekra.
Mo3Bonset achdekTNBHO opraHn3oBaTh cTOPOHHME SOC 1 NOG LeHTPbI, LEHTPbI MOHUTOPUHIA U HAGMOAEHNS.

InfoDiode MINI

ba3zoBoe annapaTtHoe pelleHue Ans MOHTaXa
Ha DIN-peiiky. Ceptucpuumposaso ®CTIK V]
(4). O6ecneymBaeT 3alWUTy Ha annapaTtHOM
ypoBHe. PewaeT 3agadqn no nepepave UDP,
Syslog, SPAN Tpacbuka notpebutensm 3a
npegenamu JOBEPEHHOr0 CermMeHTa, 3onmpys
9TOT CErMEHT.

InfoDiode RACK single

basoBoe anmnapatHoe  pelleHwe  And
MOHT2Xa B CTOWKY. CepTudnuMpOBaHO
®CTIK Y[ (4). Obecre4ynsaet 3awmTy Ha
annapatHoM ypoBHe. PeliaeT 3agadqn no
nepegade UDP, Syslog, SPAN Tpaduka
notpebuTensam 3a npeaenamn LOBEPEHHOr0
CermMeHTa, 130nnpys 3TOT CermeHT. Vimeet
pe3epBMpPOBaHME MO 3NEKTPONUTAHNIO.

InfoDiode RACK double

bas3oBoe annapatHoe peLleHue A1 MOHTaxXa B
CTOWKY (nBa «auona» B OQHOM).
CeptncpuumpoBaHo OCTIK i (4).
O6ecne4nBaeT 3aLiMTy Ha annapaTHoOM YpPOBHE.
Pewaer 3apga4n no nepepadye UDP, Syslog,
SPAN Tpachuka notpebutenam 3a npegenamu
LOBEPEHHOr0  CermMeHTa,  M3onupys  310T
cermMeHt.  lImeeT  pesepBMpoBaHWe Mo
3/1EKTPONMUTAHMIO.
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AnnapatHo-nporpammHbie komnnekco! InfoDiode

InfoDiode PRO u InfoDiode SMART — ceptudpuumposanHbie ®CTIK V[ (4) pewenus. MpeaHasHayveHbl ans nepeaadin 3Havu-
MbIX 0ainoBbIX MOTOKOB, AUCTPUOYTUBOB, pennuk BM 1 6a3 AaHHbIX, 3N1EKTPOHHOW NOYTbI, 63KANO0B, NPOMbILLNEHHbIX MPOTO-
konoB u pennnk SCADA cucTem U3 JOBEPEHHOIO CErMeHTa BOBHE. [103BONAIOT CO3aTb NOHOLEHHbIE KONUI AaHHbIX 3a Npe-
[ienamm 3alMLLaemMoro CeTeBoro nepumeTpa.

InfoDiode PRO base

basosoe annapaTHo-nporpaMMHoe peLLEHMe.
CeptucpmumposaHo OCTIK VYO (4). O6ecneymsaer
3alMTY Ha annapaTtHOM YypoBHe. Pelsaet 3agaun no
nepefaye  OalWnoBbiX  MOTOKOB,  AWUCTPUOYTUBOB,
09KanoB 6a3 [aHHbIX, PEnnuUK BUPTYaNbHbIX MaLLIVH,
3MIEKTPOHHOW MOYTbI, BMOEO W APpYyroro tpaduka 3a
npenensl [I0BEPEHHOr0 cermeHTa LLeNeBbIM
NOTPeOMTENSM, N30NNPYS 3TOT CErMEHT.

InfoDiode PRO cluster

KnactepHoe  annapaTtHO-NpOrpammMHOe  PeLUeHue.
CeptucpmumposaHo ®CTIK VI (4). O6ecneumsaer
3aWnTy Ha annapaTHOM YpoBHe. Peluaer 3agayn no
nepegaye (hamnoBbiX MNOTOKOB,  AUCTPUOYTMBOB,
63kanoB 6a3 AaHHbIX, PENAUK BUPTYanbHbIX MaLLUH,
9NEKTPOHHON MOYTHLI, BUAEO W APYroro Tpaduka 3a
npeaensl NI0BEPEHHOr0 CermeHTa LIeNIeBbIM
noTpebuTenaMm, n3onnpys artot CEermMeHT.
O6ecne4qnBaeT MOBBIWEHHYD  OTKA30YCTOM4YMBOCTb
nepefayn NaHHbIX 32 CHET KNacTepu3aun O0CHOBHbIX
KOMMOHEHT.

InfoDiode SMART

AnnapaTHO-NporpaMMHOe peLleHne Onsa  nepejayu
MPOMbILLISIEHHBIX MpOTOKONOB. O6ecne4nsaet
uHterpaumto  SCADA  cucteM M OpraHu3auuio
0e30MacHOro  (OYHKLMOHMPOBAHMS  CUTYALMOHHbIX
LLIEHTPOB, Haxoaawmxcs 3a rpaHuuen nepumetpa KU,
B YC/TIOBMSAX €ro rapaHTMPOBAHHOI U30NaUuK.

MoxeT nepefaBath Cpa3y HECKOMbKO BUAOB Tpadhuka
(Chaiinbl, NpOMbILLNEHHbIE NPOTOKONLI, BUAEO). meeTt
APl nona  peanu3auum  nepefays  HeTWUMOBbIX
NpOTOKOJIO0B.
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Tabnuua nopg6éopa pewieHunt InfoDiode

HaumeHoBaHue peLLeHus
MapameTpbl ATK InfoDiode ATK InfoDiode AK InfoDiode AK InfoDiode
PRO SMART MINI RACK
OaHoHanpaBneHHbIN Tpaduk ¢
OTCYTCTBUEM (DU3NYECKON
BO3MOXHOCTW Nepefadn B 06paTHyto fla fla fla fla
CTOPOHY
VHTEHCHBHAS Mepegava ﬂepvenaqa UDP u ﬂepvenaqa UDP u
y KONWii Tpadomka Npu | Konuid Tpadomka npu
(hainosas nepegaya NPOMBILLSIEHHbIX
OCHOBHOE Ha3Ha4eHue pasMeLLeHmnn pa3mMeLLeHnn
3HAYMTENbHbIX MPOTOKOJIOB 1 y , »
ycTpoiicTea Ha DIN- ycTpoiicTBa B 19
06bEMOB JJaHHbIX JanHbIx SCADA y y
peiike CTONKe
[MpOMbILLINEHHbIE NPOTOKOMbI U NPOTOKOMbI MOHUTOPHUHIa
OPC UA
OPC DA
Modbus TCP
Omron FINS
S7
Mitsubishi SLMP Her Ha* Her Het
IEC 61850 MMS
IEC 60870-5-104
DLMS
MQTT Ja
SNMP Ja
®daitnosbIin 06MeH
FTP(S)
SFTP
ﬂa**
SFTP la Het Het
SMB\CIFS
SMTP(S) Het
Tpacbuk over UDP 1 noTOKOBbIN Tpaghuk
Syslog
Aa Aa
netcat
i a a
SPAN Tpachuk, Hepa36opUUBbIiA Het Het A A
CTPUMMUHT
UDP unicast Da
UDP multicast Het Her
Hert Ja
UDP broadcast
Ha Ja
CTpumuHr paboyero ctona APM la

*

Master OPC, koTopoe ycTaHaBnMBaeTCs Ha cepBepbl/BM bl UCTOYHMKA M NPUEMHMKA
** - ¢ ncnonb3osaHuem gon. M0 — koHHeKTOpbI 0T AMT-TPYN
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Tabnuua nopg6éopa pewieHunt InfoDiode

HaumeHoBaHue peLueHus

MapameTpsl AMK InfoDiode AlK InfoDiode AK InfoDiode AK InfoDiode
PRO SMART MINI RACK
dunanyeckune NopTbl U NPONYCKHaA CrMOCOGHOCT
Mopt IN — 10/100/1000 Mbit/s,
RJ-45 (megb)
1000 1000 100/1000
Mopt OUT — 10/100/1000 Mbit/s,
RJ-45 (megpb)
1000
Mopt IN — 10/100/1000 Mbit/s,
SX/LX (onTuka LC-LC)
Het Het Het

Mopt OUT - 10/100/1000 Mbit/s,
SX/LX (onTuka LC-LC)

KoHchurypupoBaHue, HaIeXXHOCTb U MOHUTOPMHT YCTPOICTBA

MporpamMmmHbIe CPeCcTBA HACTPOMKN

Be6-koHcoMb
Cli
@aiin KoHurypawmn

M0 Koxdpurypatop
dain KoHgurypaumu

HeT, B cocTaBe
peLIeHNs
otcytcTByeT 10

Her, B cocTaBe
peLIeHNs
otcytetayet 10

Knactepuaauus

PesepBupoBaHue anekTponuTaHms

KOHTpOsb LieNoCTHOCTY nepesaBaemMblx
NaHHbIX

Co6bITUs 6€30NaCHOCTM U NHTErpauus
¢ SIEM

MonuTopuHr no SNMP

Ja

Het

Het

Het

Ja

Ja

[a

Het

Het

TexHu4eckas nofiepXxka, cepTudmkauus n KnaccmehmkaTopbl

Poccuiickas paspaboTtka

NuueHauna C3KN ®CTIK y
paspaboTynka

CepBuC rapaHTUIAHOTO 06CTYXMBAHNA
Ha Tepputopun PO

Ceptuchukar ®CTIK Y14

CepTugmkat CoOTBETCTBUSA
TaMOXXEHHOT0 CO3a

Peectp poccuiickoro M0
(MuHUnpbI PO)

Karanor TGN
(MunnpowmTpora PO)

PeecTp npomblILLneHHON NpoayKLmK,
NpOW3BEAEHHOI Ha TeppuTopumn PO
(MunnpowmTtpora P®)

Ja

Ja

Ja

B npouecce
BHeCeHus

B npouecce
BHECEHUS

Ja

TH B3

8517 62000 3

8517 62000 3

8517 62000 3

8517 62000 3

OKna 2

26.20.40.140

26.20.40.140

26.20.40.140

26.20.40.140

KTPY (pekomeHayemblii)

26.20.40.140

26.20.40.140

26.20.40.140

26.20.40.140
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TexHonornyeckue napTHepbl U COBMECTUMbIE PeLLeHUS

beclioBHas uHTErpaums U OTCYTCTBME HEOOXOAMMOCTI B peOpraHu3auny cyLecTeytoLen UT-uHGpacTpyKTypbl OpraHusaunm
3a4aCTy0 ABNAKTCA ONPeAenaoLLMMM (hakTopamu Npm Bbi6ope Toro unm nHoro knacca G3. BHeapeHue peLieHuns, naHavarnb-
HO COBMECTUMOrO C y)Ke NMPUMEHSEMbIMU HA 06LEKTE MPOrPaMMHbBIMM 1 annapaTHbIMIU KOMMNEKCaMu ApYrux NPOM3BOANTENEN
3HAYUTENbHO 06IeryaeT NPOLECCHI €ro MHTerpaLmun 1 fansHenwwen akcnnyaraumn. OCHOBY TEXHOMNOMMYECKOro COTPYAHNYECTBa
pewenun InfoDiode ¢ apyrumu BeHAOpamMu NPOrpaMMHbIX U annapaTtHbIX PELLUeHWA COCTaBMAET NPOLECC TECTUPOBAHNSA, NPU-
3BaHHbIN BCECTOPOHHE NPOPab0TaTh aCMeKTbl U CLEHAPUM COBMECTHOMO B3aMMOAEACTBMS U PACLIMPUTL CMUCOK TEXHONOrnYe-
CKMX NapTHEPOB. KNto4eBbIMM TEXHOMOrMYECKUM napTHEpamu komnnekca InfoDiode sBnATCA KpynHenwmne B Poccun npouns-
BOJMTENIN NPOrpaMMHbIX 1 annapaTHbIX NPOAyKTOB, B 06nactu Wb, aHepretuku, aucnetyepusauuu, MES, a Takxe apyrux Bu-
JI0B PELLEHWNIA, HaLENeHHbIX Ha 6e30nacHbIn 06MeH UHAOpMaLmMen. Huxe npeactaBneH akTyanbHbIA CUCOK NAapTHEPCKMX pe-
LUEHWIA, COBMECTUMbIX C KOMM/EKCamMK OfHOHaNpaBsneHHOM nepeaayn aaHHelx InfoDiode.

TexHonoruyeckue napTHepbl N0 Hanpasnexuuno Nb

Ne |HaumeHoBaHue npogykTa OnucaHue

1 lapnoa Deception [Mnatcpopma ansd co3aaHMs NOXHOro CNos CEeTeBON MHADPACTPYKTYPbI,
[E3NH(OPMUPYIOLLEr0 3N0YMbILLIEHHIKOB 0 pPeasibHOM NMPUCYTCTBUM aTaKyemblX
06bEKTOB

2 |lappa NDR CucTtema aHanusa BHyTPMCETEBOrO TPAGhMKA W BbISBIIEHUS aHOMaNiA

3 | CK3I «Keazap» CpenctBo KpunTorpauyeckomn 3awwmtbl MHAOPMaLNUK AN ONTUYECKNX

BbICOKOCKOPOCTHbIX KaHaJ10B CBA3K

4 | AVSOFT ATHENA Cuctema 3aWwmThl OT LieNIeHanpaBieHHbIX aTak, paboTatollas Ha 6a3e TeXHONOrMiA
AHTMBMPYCHOrO MYNbTUCKAHEPA W NECOYHULbI

5 | CyberLympha MporpammMHbIi KOMNEKC ANs ONepaTMBHOr0 MOHUTOPUHIA U KOHTPONS COCTOSHNSA
3aLLUMLLIEHHOCTM CUCTEM aBTOMaTM3auum, B ToM yucne, AGY Tl KpMTUYECKM BaXKHbIX
06bEKTOB 1 0OBEKTOB KPUTUYECKON MHDOPMALMOHHOM MHGPACTPYKTYPbI

6 |HoneyGorn [narghopma Asis Co34aHns JIOKHOI0 C10s CETEeBON MHPACTPYKTYpbI,
Ne3NHPOPMUPYIOLLIETO 3/10YMbILLNEHHWKOB O PeasibHOM NPUCYTCTBUM aTaKyeMblX
06bEKTOB
7 |InfoWatch ARMA MpOMBILLNEHHBIA MEXCETEBOW 3KPaH HOBOI0 NMOKOEHNA
Industrial Firewall

8 |InfoWatch ARMA EQWHBIA LEHTP ynpaBneHuns, No3BONAIOLMNIA LEHTPaNN30BaHHO 06HOBIATL NPOAYKTbI
Management Console cuctembl 3awnel InfoWatch ARMA

9 | KICS for Networks Cneunanu3upoBaHHoe CpeacTBO NACCUBHOrO MOHUTOPUHIA NPOMbILLINIEHHON CETH,

HanpaBfieHHOE Ha 3aLLUUTY aBTOMATU3NPOBAHHbIX CUCTEM YNPaBNeHNA U NCNOMHUTENbHbBIX
MEeXaHN3MOB Ha CETeBOM YPOBHE.

10 |KICS for Nodes CpencTBO KOMMNIIEKCHOIA 3aLMThbl CEpBEPOB U PA6OYUX CTAHLMIA B MPOMbILLIEHHbIX
cucTemax ynpassieHus 0T MHGDOPMALMOHHBIX Yrpo3
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TexHonorndeckue napTHepbl N0 HanpaeneHuo Nb

Ne |HaumeHoBaHue npogykra Onucanue

11 | MaxPatrol Security Cnctema c60pa 1 aHann3a cobbITWIA, NO3BONAOLLNX BbISABNATL MHUMAEHTbI VB B
Information and Event peanbHOM BPEMEHN
Management

12 | PT Industrial Security Cnctema NaccyBHOrO MOHUTOPWHIA U aHANM3a TEXHONOrNYecKoro Tpaduka
Incident Manager MPOMbILLIMEHHON CETW, HANPaBMEHHOE HA BbINOMTHEHWE TPEOOBAHWIA K Mepam 3aLLuTbl

nHdopmaumu B cpepe AGY T

13 |PT Sandbox [porpammHbIn KOMMNIIEKC, NpeSHa3HAYEeHHbI 418 NPOBEPKU (DANIOB W 3NEKTPOHHbIX
nucem Ha npeameT yrpo3bl MHAOPMALIMOHHOM 6630MacHOCTH (NecoYHNLa),
NO3BONIAIOLLMIA 06HAPYXXMBATL HOBbIE BUPYCbI, 3KCMJIONTLI HYNIEBOTO AHA, NPOrpamMmMbl-
BbIMOraTesin 1 Jpyroe croxHoe spegoHocHoe M0

14 | RedCheck Cvctema aHanmsa 3allMLLEeHHOCTU U COOTBETCTBIS CTaHAapTaM, PeLlaroLLas 3anaqm B
MOBCEHEBHOM LIMKNE ynpaBneHns 6e30nacHocTbio UT-nHGpacTpyKTypbl NpeanpuaTms

15 |R-Vision EVO Komnuiekc B3aMOCBA3aHHbIX TEXHOMOTMIA, KOMMOHEHTOB W BbICTPOEHHbLIX MEXAY HUMM
NPOLeccoB, KOTOPbIE NO3BONSAKT KOMNaHUAM nocTpouTb Security Operation Center n
pa3BmBaTh €ro [0 He06X0AUMOro YPOBHS 3PenocTy

TexHonoruyeckue napTHepb! No HanpasneHuo ACY TI1, aHepreTuku, gucnetyepusaumu, MES

Ne |HaumeHoBaHMe NpoayKTa Onuncanue

1 | Anbgha nnatcpopma Mnatcpopma ans cospanus npoektos ACY Tl n gucnetyepusauum, B TOM YUCIE BbICOKO-
HaJEXHbIX MHOrOYPOBHEBbIX/PacnpenenéHHbIX CUCTEM NMOCTOAHHOr0 MOHUTOPUHTA U
ynpaB/ieHns TEXHONOrMYecKUM 060pyA0BaHNEM M MPON3BOACTBEHHBIMU NpoLeccamu, a
TaKxKe ANs aKCnyatauun 3aaHnin 1 COOPYXXeHNA

2 |ACOKY lnardopma Ans co3aaHus CUCTEM AUCMETYEPM3ALININ TEXHONOTMYECKIUX NPOLIECCOB Npej-
NpuATWiA, NpeJHa3HaveHHas Ang )OpMMPOBaHNS 8 AMHOMO 3aLLMLLEHHOTO UHGOPMALIMOH-
HOr0 MPOCTPAHCTBA TEXHONOMNYECKUX NPOLIECCOB NPEANPUATAS MW UX KNacTepa, yHudu-
LIMPOBAHHOMO NPeCTaBNEHNS ONePaTUBHbIX 1 NCTOPUYECKNX JaHHbIX Ha APM

3 |Henbta-K lporpammHbIn KoMmnuieke ansg céopa u 06paboTKi TEXHONOTMYECKMX JaHHbIX, YNPaBIieHus
1 BU3yanusauum - 0T YPOBHA OTLENbHOr0 y3na y4era, KOHTponnepa unu u3Mmeputens go

4 KOTMW-14 lnartgopma ans pa3paboTKM CUCTEM aBTOMATU3aLNK, IMCNETHEPCKOr0 KOHTPONS
ynpasnieHna
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TexHonornyeckue napTHepb! No Hanpasnenuto ACY TI1, aHepreTuku, gucnetyepusaumu, MES

Ne

HaumeHoBaHue npopykTa

Onuncaxue

KPYI-2000

Mnathopma Ans NOCTPOEHNs aBBTOMATU3MPOBAHHBIX CUCTEM YMPaBeHNs 06bEKTaMN
NPeANPUATUIA, CUCTEM TeNEMEXaHUKI, PeLeHNs 3aa4 y4éTa SHepropecypcos i
AUCNeTYepU3aLMM

NAK LLA3C

[porpammMHo-annaparHbIiA KOMMEKC, NpefHa3HavYeHHbIA AN YUCNEHHOr0
MOAennpoBaHna B peanbHOM BPEMEHW W BbIMOMHEHNA PACHETOB 3NIEKTPUYHECKUX,
3NIEKTPOMArHWUTHBIX 11 ANEKTPOMEXAHUYECKNUX NPOLECCOB AN 3ajaHHO MaTeMaTU4ecKoi

MK Packapa

SCADA-cucTema, npefHa3HavyeHHasa ang pa3paboTkit nporpamMmMHOro 06ecneyveHns
BepxHero yposHs ACY TI1

MTK CYPA

[MporpamMmMHoe obecrneyeHue, NpeaHa3Ha4YeHHoe ans 6bICTPOI pa3paboTku 1
3P eKTMBHOM 3KCNyaTaLun NOKaNbHbIX 1 pacnpefenéHHbIX CUCTEM yNpaBneHus

Penematnka MJ

lporpammHoe o6ecneyeHune, npeLHa3HA4YeHHoe 41a paboTbl B CUCTEMAX aBTOMATM3aLMm
ans obecneyeHns cbopa, 06paboTKM U Nepeaaqnt AaHHbIX HA «BEPXHUE» YPOBHU, B TOM
qucne Ans paclumpenus sapy6exHoix SCADA-cuctem

10

CLKY ®okyc

iHcpbopmaumoHHas cuctema ansd céopa, 06paboTKy, aHanm3a, BU3yannsauum 1 XpaHeHns
JAHHbIX TEX. NPOLLECCOB B PEXUME PeanbHOro BPEMEHU, a TaKXXe NpeaynpexaeHus
aBAPWIAHBIX CMTYaLMiA HA 06bEeKTax aBToMaTmM3aLum

1

CK-11

OTKpbITas nnatcpopma ¢ M3MeHsIeMbIM HAGOPOM NPUNOXKEHUI N1 CO3AAHNS
ABTOMATU3MPOBAHHbIX CUCTEM JMUCNETHEPCKOro, TEXHONOMNYECKOr0, CUTYaLMOHHOTO,
KOMMEPYECKOro ynpaBneHus 06beKTamm 3n1eKTPOIHEPreTukm

12

Lincpposeble cepsucel I-DS
(MHpaCodr)

CeMencTBO KpoccnnaTopPMeHHbIX UMMOPTO3ALLMLLEHHBIX MPOrPaMMHbIX NPOAYKTOB,
ANS aBTOMATN3aLmMm NPOLIECCOB ONepaTBHOrO yNpaBneHs NpoU3BOCTBOM

13

AstraRegul

MogynbHas NpoeKTHO-KOMNOHyeMas nnaTopma, npeaHa3Ha4eHHas Ans nocTPOeHNs
ACY TN pa3nnyHbIX ypOBHEN CIOXHOCTI 1 MacLuTaba

14

[loT.Istok

Mnatcpopma ans NPOMbILLIEHHOr0 MHTEPHETA BELLEN, COAepKaLlan Habop MHCTPYMEHTOB
Ons yAaNEHHOr0 MOHWUTOPWHTA, LUATHOCTUKM 1 ONTUMN3ALMK paboTbl 060PYA0BAHNSA,
U3Aenunii U NPOLIECCOB MX 3KCMyaTaumu

15

MasterSCADA 4D\MaterOPC

Mnarchopma ans paspaboTku CUCTEM aBTOMATU3ALMMW U QUCTIETHEpU3aLunn, B
COOTBETCTBUU C KOHUenuuein MpombiwnerHHoro ViHTepHeTa Bewweit. Mnatcpopma ans
c6opa, 06paboTKM 1 NPeJOCTaABNIEHNS JOCTYNA K MPOMbILLIEHHbIM JAHHbIM

16

TL.Solutions

JInHelKa nporpaMmHbIX NPOAYKTOB, 06ecneyunBaroLlas c6op, 06paboTky u
UCMOMb30BaHWe JaHHbLIX NPOU3BOACTBEHHOr0 060pYLOBaHUA, TEX. MPOLECCOB ANA UX
3(DMEKTUBHOIO UCNOSb30BAHNSA, B PEXUME BJIM3KOM K peasibHOMY BPEMEHM

17

Wiren Board 8

YHUBEpCanbHbIA MOAYNbHbIA KOHTPOSIEP aBTOMaTU3aLnK, paboTatoLLnii nog
ynpassieHnem cB0604HOI0 NPOrPAMMHOr0 06ecrneyeHms
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TexHonoruyeckue napTHepbl B cdepe 6e30nacHOro 06MeHa JaHHbIMUA U UHbIE PeLLeHuns

Ne

HaumeHoBaHWe npogykTa

OnucaHue

1 |BUAOYK [MporpammHbIil KOMNNEKC, NPEA0CTaBNAOLLNIA BOSMOXXHOCTb NepeaaBaTb U nonyyatb
A0CTOBEPHbIE JaHHbIE MEX/Y OPraHN3aLUmMsaMu ¢ MCNONb30BAHIEM 3NEKTPOHHON NOYTHI 1
NpOTOKOM0B 6€30MNacHOro (painoBoro 06MeHa

2 | Kubep bakan PelleHne ans pe3epBHOro KONMPOBaHWUS 1 BOCCTAHOBIIEHNS AHHBIX

3 |HOTA BM30P MporpammHoe o6ecnedeHne ans peanusaumn tpeéosaHns ®HC P® ans y4acTHUKOB
HaNoroBOro MOHUTOPUHIA

4 | Digital Q.Up — eguHas Komnnekc nporpammMHbIX KOMMNOHEHT 518 06ecneyeHunst MexXBeL0MCTBEHHOMO Y

Lmposas nnarcopma MEeXX0praHm3aLyoHHOro MHOPMaLIMOHHOT0 06MeHa B 4acTK aBTOMATU3ALMK CKBO3HbIX

OM3HEC-NPOLLECCOB, NPeA0CTaBEHNS LN POBbLIX CEPBUCOB OpraHU3aUusaMu Ansa CBOUX
NapTHEPOB, CMEXHbIX BEAOMCTB U (H3UYECKMX NiL

5 |[Naumen CX KomnnekcHOe NporpammMHoOe peLleHne ansg opraHm3auum KopnopaTtuBHOro Unm
ayTCOPCMHIOBOr0 KOHTAKT-LIEHTPa

6 |SecurOS [TporpammHas nnargpopma BUae0Ha6NI04eHNsA 1 ynpaBieHns BUAEeO, NpeaHasHavyeHHas

ANs CO3[aHUs KOMMNEKCHbIX CMCTEM 6e30MacHoCTH

AMT
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TexHuyeckue xapakrepuctkn AK InfoDiode

XapaKTepuCTUKH

AK InfoDiode RACK single

AK InfoDiode RACK double

AK InfoDiode MINI (Desktop, DIN module)

BapuaHTbl ucnosHeHns

Kpenex o1 MoHTaxa
B 19” cTOMKY

Kpenex o1 MoHTaxa
B 19” cTOMKY

HacTtonsHoe ucnonHexnue n kpenex Ha DIN
-PEViKY 1 MOHTXHYIO NNacTUHy

CKopocTb nepefadn JaHHbIX

1 Gbps

1 Gbps, 2 Gbps npu
1CMNoNb30BaHUKU 2 MOAYNEN

100/1000 Mbps

CraHzapTbl nepefayin AaHHbIX

1000Base-SX, 1000Base-T

1000Base-SX, 1000Base-T

100/1000Base-T

MopTbl AN9 NOAKNIOYEHUS LC, RJ45 LC, RJ45 RJ45
060pyao0BaHmus
Temneparypa Pa6ouyas ot +0 go +40 C, Pa6ouyas ot +0 go +40 C, Pa6ouyas ot +0 go +50 C,

XpaHeHue o1 -40 po +70 C

XpaHeHue ot -40 go +70 C

XpaHeHue o1 -40 o +70 C

OTHOCKTENbHAs BNAXHOCTb

Pa6oyas ot 5 10 90%
XpaHeHue o1 5 1o 95% 6e3
06pa3oBaHus KOHAeHcaTa

Pa6oyas ot 5 10 90%
XpaHeHue 0T 5 no 95% 6e3
06pa3oBaHmMs KOHAeHcaTa

Pa6ou4as ot 5 10 90%
XpaHeHue 0T 5 00 95% 6e3 06pa3oBaHKs
KOHJieHcaTa

MToHWXeHWe aTMOCEpPHOro
[aBMeHNs, MM pT. CT.

500

500

500

AC/DC

4 BBoAa, 230 VAGC +/- 20%,
50-60 I'y, Max 15 W,
nogkntoyerne IEC320 IEC

4 BBoga, 230 VAGC +/- 20%,
50-60 I, Max 30 W,
nogkntoyexne IEC320 IEC

2 BBoja, 10-36 VDC,
Max 10 W, apantep nutaHua 12V, 1,25 A

Pazmepbl, LUXBXI, MM

440 x 44,5 x 250

440 x 44,5 x 250

120 x 40 x 145,5

Bec, kr

5,1

5,2

1

Cneundukauumn ana 3akasa AK InfoDiode*

Kog npogykTa Onucaxue
AMTID-HW-BK AK InfoDiode RACK single, chopm-thaktop 1RU (1Gbps, 1000Base-SX, LC-LC)
AMTID-HW-BKT AK InfoDiode RACK single, chopm-thaktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-HA-BK

AK InfoDiode RACK double ¢ asyms mogynamu, dpopm-chaktop 1RU (1Gbps, 1000Base-SX, LC-LC)

AMTID-HW-HA-BKT

AK InfoDiode RACK double ¢ agsyms mogynsamu, dpopm-aktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-MINI

AK InfoDiode MINI, HacTonbHOe ucnonHeHune, MoHTax Ha DIN-peitky (100/1000 Mbps, 100/1000Base-T, RJ45)

* LleHbl Ha yKasaHHbIe B TabnuLe NPOLYKTbI NPeSOCTaBNATCA MO 3anpocy, npu obpatlequmn Ha InfoDiode@amt.ru
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TexHuyeckue xapakrepuctukun AMK InfoDiode PRO

MapameTp lMokasarenb
[Mpon3BoANTENLHOCTD [0 900 Mbps
B03MOXHOCTb KnacTepusawmm Ectb

MNopaepxuBaemble NPOTOKOMbI

FTP/FTPS, CIFS, SMTP, SFTP, StartTls, IPSec, UDP

MoagepxuBaemble MHTErpaLum

SNMP, Syslog, NTP, Active Directory

VHTepdhencol AaHHbIX/ ynpasneHns

4 x 1000Base-T

KommyTauunoHHble uHTepdoenchl conpsxeHns BHyTpu AlK - mexay
annapaTtHoN KOMMOHEHTOM 1 cepBepamu

1000Base-SX

®opm-hakTop AMK InfoDiode PRO base

3 rack unit (fBa cepeepa 1 0fHa annapatHas KOMIMOHEHTA -

Nno 0OAHOMY rack unit Kaxznblii)

®opm-akrop AlK InfoDiode PRO cluster

6 rack unit (4eTblpe cepsepa W ABe [BOIHblE annapaTHbIe KOMMO-
HEHTbI - N0 0AHOMY rack unit Kaxxabln)

B03M0OXHOCTb MOHTaXa B 19” TENEKOMMYHUKALMOHHBIN LiKadg) Ja
Bec AlK InfoDiode PRO base 25,1 kr
Bec AlK InfoDiode PRO cluster 50,6 kr

InekTponuTaHue 100 - 240 B (AC)

Yactota 50 - 60 'y (ooHOMA3HBIN)
lMoHWKeHMe aTMOCEPHOro fAaBNeHUs, MM pT. CT. 500

Pa6o4as Temneparypa Bo3gyxa 10-35C

Pa6oyas BnaxHoCTb BO3ayxa 5-95%

Cneundukauus ans 3akasa AlK InfoDiode PRO*

Kog npogykTa Onwucaxue

MonHoe onucaHue

ATK InfoDiode PRO base

AMTID-IDK-1000-SCFM AlNK InfoDiode PRO base, Bkntoyas

10 InfoDiode PRO

Komnnekt 6a3osoro o6opygosanus AlK: 2 npokcu-cepsepa,
AK InfoDiode RACK single (AMTID-HW-BK), bopm-ghakTop
3RU, MporpammHoe o6ecneyeHue InfoDiode PRO

AlK InfoDiode PRO cluster

AMTID-IDK-2000-SCFMHA AlK InfoDiode PRO cluster, Bkntoyas

10 InfoDiode PRO

Komnekt 060pyfoBaHus A1s opraHnsanmm 0TkasoycTon4meo-
ro knactepa AMK: 4 npokcu-cepsepa, 2 AK InfoDiode RACK
double (AMTID-HW-HA-BK), dopm-thaktop 6RU, Mporpamm-
Hoe o6ecneyeHue InfoDiode PRO

* LleHbl Ha yKasaHHbIe B TabnuLe NPOLYKTbI NPeSOCTaBNAOTCA N0 3anpocy, npu obpatlequmn Ha InfoDiode@amt.ru
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TexHuyeckue xapakrepuctukun AMK InfoDiode SMART

MapameTp lMokazarensb

Mpon3BOAUTENbHOCTb [o 1 Gbps

MoaaepxuBaemMble MPOTOKOSbI (B TOM HYuche ¢ ucnonb3osaHnem gonon- OPGC UA/DA, Modbus TCP, Omron FINS, Mitsubishi SLMP, IEC

HWUTENbHbIX KOHHEKTOPOB) 61850 MMS, IEC 60870-5-101/103/104, DLMS, S7, DNP.3,
FDST, ICCP (TASE 2), C37.118
MoanepxmBaemble UHTErpaLuu Ovation OPG Server, Siemens WINCC, KepServerEX, Aveva Histo-

rian (Wonderware), MasterSCADA 4D/MasterOPC, KOTMI, ACO-
KY, COY ®okyc, Alpha.SCADA

VHTepeichl JaHHbIX/ ynpasneHus 2 x 1000Base-T

®opm-akTop AlK InfoDiode SMART 1 rack unit

B03M0OXHOCTb MOHTaXa B 19” TeNEKOMMYHNKALMOHHBIN LwKad) Jla

dnekTponuTasme 4 BBogia, 100 — 240 B (AC), Max 60 W, nyckoBoli TOK - He 6onee
10 A Ha Kax[blii BBOA

YactoTa 50 - 60 'y (ooHOMA3HBIN)

Cxema oxnaxpeHus MaccusHas (6e3BEHTUNATOPHAA)

lMoHmKeHne aTMOCEPHOr0 AABMEHNS, MM PT. CT. 500

Pa6ou4ne Temnepatypa 1 BNaXXHOCTb BO3Ayxa 0-40GC,5-95%

Paamepbl, LUXBXI, MM 483 x 44,5 x 250

Bec, kr 6,1

Cneundunkauus gna 3akasa AlK InfoDiode SMART*

Kop npogykTa Onuncanme lMonHoe onucaHwe

AlNK InfoDiode SMART

AMTID-SMRT-BK-1000  AIK InfoDiode SMART - Base KIT, 1Gbps,  AIK InfoDiode SMART, 6a30BbIii KomnnekT: dhopm-cgaktop 1RU
Bkntoyas M0 InfoDiode SMART (1Gbps, 1000Base-T, RJ45), Mporpammuoe o6ecneyenue InfoDi-
ode SMART Ha AlK InfoDiode SMART, nogaepxka UDP, MQTT

Konnekrtopbl gns AlK InfoDiode SMART

AMTID-SMRT-CN-MB BHeluHee nporpaMmHoe obecneveHue ana  [lporpammHoe o6ecrneyveHne (KOHHekTop) ans BM u/unm cepse-
AlK InfoDiode SMART - BHelUHWI KOHHEK-  poB, ansa pa6oTbl AlK InfoDiode SMART ¢ nofaep»xkoii npo-
Top Ans npotokona ModBus MbILLIEHHOro npoTokona ModBus

AMTID-SMRT-CN-OPCUA BHewwHee nporpammuoe obecnedenue ansg  lporpammHoe obecneyeHne (KOHHeKTop) ans BM u/unu cepse-
AlK InfoDiode SMART - BHelUHWI1 KOHHEK-  poB, ans pa6oTbl AlK InfoDiode SMART ¢ nogaep»xkoii npo-
Top ansa npotokona OPC-UA MbILLINEeHHOro npotokona OPC-UA

AMTID-SMRT-CN-FT BHeluHee nporpamMmHoe o6ecneveHue ans  [porpammHoe o6ecrneyeHne (KOHHekTop) ans BM u/unm cepse-
AlK InfoDiode SMART - BHelUHWiA KOHHEK-  poB, ans pa6oTbl AlK InfoDiode SMART ¢ nopaep»koit npoto-
Top ansa npotokonos FTP/FTPS, CIFS, SFTP  konos FTP/FTPS, CIFS, SFTP

* LleHbl Ha yKasaHHbIe B TabnuLe NPOLYKTbI NPeSOCTaBNAOTCA N0 3anpocy, npu obpatiequmn Ha InfoDiode@amt.ru

AMT 119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1. www.amt.ru
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Cxema nepBUYHOro BbIOOpa
npoaykToB InfoDiode

l HET

Tonbko UDP?

+ MoxHo npokeuposatb TCP\IP Tpadmk
(Chaiinbl, NpoM. MPOTOKOMbI U T.1.)

AnnapaTHo-nporpamMMHble
peweHus InfoDiode

+ CogepxaT fononHuTenbHble GyHKuum C3U
- Henb3s nepegats SPAN Tpadmk

+ MoxHo nepegaBaTth 60nbLumne
06BbEMBI (hainos,
OpraHn30BbIBaTb
MHOrOMOb30BaTENbCKYHO
thainnosyto nepegavy

+ Beb-nHTepdeiic 4ns HacTponkm

- 3aHnmaeT o1 3U B cTOlKE

HET

PeleHue
C NOBbILEHHON
0TKa30yCTOMY.?

HET OA
InfoDiode InfoDiode
PRO base PRO cluster
O6nactu Oainosas nepegaya, nomnyyeHue dainosas nepegaya, nonyyeHue
NpUMeHEeHUs 0OHOBMEHMIA, NEpeaaya penmk 0BHOBMEHWIA, NepeaaYa pennuk

CYB[l, HeckonbKo napannenbHbIX
thannosbix NOTOKOB (nogaepxka SMB,
FTP(S), SMTP, SFTP),
B3aumogeiictame ¢ SIEM v DLP).
B03MOXHOCTb BECTU CTPUMUHT
pabouyero cTona, nepegasatb BUAEO,
nepegaeaTtb Heckonbko UDP noTokos,
pa3genas no noptam. Peluenue ¢
MOBbILIEHHON OTKA30YCTOMYMBOCTHIO,
Knactepusauus

CYBL, Heckonbko napannenbHbIX
hannoBbIX NOTOKOB (MoAAepKKa
SMB, FTP(S), SMTP, SFTP),
B3aumopenctaume ¢ SIEM v DLP).
BO3MOXHOCTb BECTU CTPUMUHT
paboyero cTona, nepeaasatb BUAEO,
nepeaasatb Heckonbko UDP
NOTOKOB, pa3aensisi No nopTam

AMT

GROUP

Tpebyercs
nepeaasathb
NPOMbILLNEHHbIE
NPOTOKONbI?

OA

|

InfoDiode
SMART

Mepenaya paHHbIx ACY TI1 B BUAE
npom. npotokonos (OPC UA/DA, IEC-
104, S7, Modbus), oTobpaxeHue
konun SCADA, y1dhpoBble BONHUKY,
CTPMMUHT pabouero cTona

(SPAN, Syslog,
NOTOKOBOE BMAEO)

+ MoxHO nepegasatb NPoOM.
npotokonbl: MQTT, OPC UA/
DA, Modbus TCP u gp.

+ 3aHumaet 1U B cTOMKe,
NaccuBHOE OXNaxaeHve

- Henb3s nepepatb Gonbluve
06BbEMbI thannos

AnnapaTHble peLueHmns
InfoDiode

+ MoxHo nepegasatb Buaeo, SPAN n UDP-tpadmk
+ He TpebyeT HacTpomKu

+ Manbli pasvep
+ BO3MOXHOCTb

an.nutaxunio 220B

HET

}

InfoDiode
MINI

Mepenayva UDP Tpadumka, Syslog,
3epKanuMpoBaHHbI Tpadvk Ans
cucTem 0BHapyxeHUst BTOPXKEHMA,
nepegava aaHHbix B SOC koMnakTHOe
UCNOMHEHNE

119121, Pocens, MockBa, PyxelHblid nepeyrnok, 6¢1.
Ten:+7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru

Heobxoanmo
MOHTVPOBATb
B cTOMKy 19"7

noakoyeHus no DC
- Hert pesepBupoBaHns no

- Henb3s npokcuposatb TCP\IP Tpadmk
(Chaiinbl, NpoM. MPOTOKOMbI U T.M.)

+ Pe3epBupoBaHue no
an.nutaHuio 220B

+ BO3MOXHOCTb NOCTaBKM C
pa3HbiMu SFP Mogynsmm

- bonbwwit Tvno-

rabapuTHbIi pa3mep

TpebyeTcs
Oonee ogHoro
OHOHaNpPaBNEHHOro
kaHana?

HET OA
InfoDiode InfoDiode
RACK single RACK double
Mepenadya UDP Tpaduka, Syslog, Mepenava UDP Ttpadcmka, Syslog, O6nacTu
3epKanMpoBaHHbIA Tpadvk Ans 3epKkannpoBaHHbIil Tpaduk A4ns npuMeHeHus
cucTem 0BHapyxeHust BTOPXKEHMA, cucTeM 0bHapyXeHNs BTOPXKEHUN,
nepegava aaHHbix B SOC, cToeuHOe nepenaya aaHHbix B SOC,
UCTIONHeHNe CTOEYHOE UCTIONHEHNE, IKOHOMWS
MecTa B CTOMKe ecnu TpebyeTcs
[Ba YCTPOMCTBA B O4HOM
www.amt.ru

www.infodiode.ru
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