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1. BBenenune

Hacrosimmee pyKkOBOACTBO COAEPKUT HMHCTPYKLHMIO IO TMOATOTOBKE K OKCIUTyaTalluu
obopynosanus AIIK InfoDiode PRO u ero nepBoHauaibHOI HaCTpOUKe.

MoHTaxx 000pyI0BaHUsI JOJDKEH MPOU3BOJUTHCS C YYETOM COOJIOJCHUS BCEX TEXHUYECKUX
TpeboBanuit u xapakrepuctuk AIIK InfoDiode PRO.



2. Texunueckne xapakrepucTuku AIIK InfoDiode PRO 6a3oBas
KOMILJIEKTAll Ul

2.1 I'aGapuThbI

Bazoseiii AIIK InfoDiode PRO base coctout u3 3-X KOMIIOHEHT W 3aHuMMAacT 3 rack unit: asa
cepBepa M OjHa alllapaTHas KOMIIOHCHTa OJIHOHANPABICHHOW NepeIayn JaHHbBIX.

B Tabnuma 1 mpuBeneHsl rabapuTHBIE XapaKTEPUCTUKUA BCEX KOMITOHEHT OazoBoro AITK
InfoDiode PRO base.

Tabmuma 1. 'abaputHsie xapakTepuctuku komrmoHeHT AITK InfoDiode PRO base

[upuna (Mm) ['mybuna (Mm) BricoTa (Mm) Bec (xr)
Cepaep 483 497 /538 44 10
AnmaparHas 483 250 44,5 5,1
KOMITOHEHTa
ATIIK InfoDiode 483 497 /538 133 25,1
PRO base B
KOMILJIEKTE

2.2 DJ1. nMTaHWe, MOIITHOCTH U TeIIOBbIIeJIeHHue

— O nutanue - 230 B (AC);
— Yacrora - 50-60 I'i (omHO(DA3HBII).

Ha kaxaom CCPBECPE IO 2 OJI0Ka 3JI. MUTaHUs (I[J'ISI obecneueHUs OTKa30yCTOI>'I‘lHBOCTI/I).

Ha annapartHoil komrnoHeHTe 2 0yioka 3. nuTaHus (A1 o0ecredyeHus 3allUThl U pa3/ieieHUs
IIPUHUMAIOILEH U epeaaroieil CTOPOH B YaCTH JIEKTPOCHAOKEHMS).

B Tabmuuma 2 mpuBeAeHbl pacyeTHbIE W MaKCHUMalbHbIE I[IOKa3aTeld MOIIHOCTH H
TeruioBbineneuus 0azosoro AIIK InfoDiode PRO base.

Tab6numna 2. [MTokazarenn momuoctH U temiossiaeiienns AITK InfoDiode PRO base

[Toxazarens InProxy OutProxy AK InfoDiode | AIIK InfoDiode
RACK single | PRO base B
KOMILJICKTE

MormtHocts, BT: pacuetnas | 277,8 277,8 15 570,6

MouHoCTb, Br: | 450 450 30 930

MaKCUMaJbHas

Temnoseigenenune, BTU/hr: | 9473 947,3 51,2 1945,8

Pacuetnoe

Termoseinenenne, BTU/hr: | 1535 1535 102 3172

MakcumansHOE




2.3 PuznvecKue XapaKTePUCTUKH
Temnepatypa: padouas ot +10 no +35°C, xpanenue ot —40 1o +70°C;
Bnaxnocts: ot 5 10 90 %, 0€3 KOHIEHCALIMH BJIarH.

2.4 UnTepdeiicnb

Data&Management Ha kaxaom cepsepe: 4x1000Base-T (RJ-45), 2xSFP monyns 1000Base-SX
(LC), 1x Mgmt LAN (RJ-45)..

[IpomyckHasi ciocoOHOCTb:

— mnotokoBsii Tpaduk (UDP) — no 900 Mbps;
— mpokcu niepeaayda (FTP/CIFS/SMTP) — no 300 Mbps.

[Tonnepskka cTaTU4ECKUX MapIIPyTOB.



3. Texunueckne xapakrepuctuku AlIIK InfoDiode PRO

KJIacTepHasi KOMILVICKTAIlUs

3.1 I'aGaputsl

Knacrepnas Bepcust AIIK InfoDiode PRO cluster cocTouTt u3 6-Ti KOMIIOHEHT 1 3aHuMaeTt 6 rack
unit: 4eTeIpe cepBepa M JIBE IBOMHBIC alllapaTHbIe KOMIIOHEHTH! OJJHOHAIIPABICHHOH Iepeaadn
TaHHBIX.

B Tabnuua 3 mpuBeneHbl rabapUTHBIE XapaKTEPUCTHKH BCEX KOMIIOHEHT KJIACTEPHON BEpCHH
AIIK InfoDiode PRO cluster.

Tabnuma 3. 'abaputabie xapakTepucTiuku koMmrnoneHT AIIK InfoDiode PRO cluster

[[Iupuna (Mm) ['my6una (Mm) BricoTa (Mm) Bec (xr)
Cepaep 483 497 /538 44 10
JIBoiiHas 483 250 44,5 53
amnmaparHas
KOMITOHEHTa
AIIK InfoDiode 483 497 /538 266 50,6
PRO cluster B
KOMIUICKTE

3.2 JJ1. nMTAaHHUE, MOIITHOCTh U TEILUIOBbIAEIEeHHE

— On. nurtanue - 230 B (AC);
— Yacrora - 50-60 't (omHO(DA3HBII).

Ha kaxagom CCPBECPE IO 2 OJI0Ka 3JI. MUTaHUs (I[J'ISI obecrnieueHUs OTKa3OYCTOI7I‘{I/IBOCTI/I).

Ha xaxmoit ABoOitHOM ammapaTHOM KOMIIOHEHTE 2 JBOWHBIX OJioKa 3. TUTaHUs (I
oOecrieueHrs 3alUThl W pa3liefieHUus MPUHUMAIONIEH W Tepenaromeid CTOPOH B YaCTH
ANEKTPOCHAOKEHHUS).

B Tabmuua 4 mnpuBeaeHb
teroBblAeneHus kinactepHoil Bepcun AIIK InfoDiode PRO cluster.

paCUCTHBIC HW MAKCUMAJIBHBIC II0KA3aTCJIM MOIIHOCTH U

Taomuma 4. [Tokazarenu mormuoctu U termtoBeiaeiieHus AITK InfoDiode PRO cluster

IToka3arens InProxy OutProxy [ AK InfoDiode | AIIK InfoDiode
RACK double [ PRO cluster B
KOMILJICKTE

MomuHocts, BT: pacuetnas | 277,8 277,8 15 1142,2
MOIIHOCTB, BT: | 450 450 30 1860
MaKCHMallbHas
Temnoseinenenne, BTU/hr: | 947,3 9473 51,2 3891,6
Pacuernoe
Termoseinenenne, BTU/hr: | 1535 1535 102 6344
MakcumanbHOe




3.3 ®uznvecKkre XapakTepuCTUKH
Temnepatypa: padouas ot +10 no +35°C, xpanenue ot —40 1o +70°C;
Bnaxnocts: o1 5 10 90 %, 0€3 KOHIEHCALIMH BJIary.

3.4 Unrtepdeiicnl

Data&Management Ha kaxzaoM cepsepe: 4x1000Base-T (RJ-45), 2xSFP moayns 1000Base-SX
(LC), 1x Mgmt LAN (RJ-45).

[IpomyckHasi ciocoOHOCTb:

— mnotokoBsii Tpaduk (UDP) — no 900 Mbps;
— mpokcu niepeaayda (FTP/CIFS/SMTP) — no 300 Mbps.

[Tonnepskka cTaTU4ECKUX MapIIPyTOB.



4. ba3oBasi KOMILICKTAIIUA

B 6a3oByro kommmiekranuto AITK InfoDiode PRO base Bxonut:
ArmmapaTHoe yCTpoHCcTBO oHOHanpaBieHHoi nepenaun nanubix AK InfoDiode RACK
single;

— /JIBa Cepgepa Kraftway nnm AxBapuyc (In-Proxy u Out-Proxy) ¢ npemycraHOBIEHHBIM
I1O InfoDiode;

— JIBa matu-kopaa Multi-mode ¢ korrekTopamu LC-LC.

Ha Pucynok 1 m3o0pakeHa mepenHss MaHeNlb anmnapaTHOTO YCTPOMCTBA OAHOHAIPABIICHHOM
nepenaun qanHbix AIIK InfoDiode RACK single:

i TJIDI 9 9lolels 2

1 — Mnnukarop sa.nuranus nopra IN

2 — Pazvem LC-LC ans nogkmouenus InProxy cepsepa

3 — MnpukaTop cratyca coenuHenus nopra IN

4 — HamkaTop cTaTyca OJHOHAIPABICHHOTO COCIMHE HIS

5 — Magukarop craryca coennaerus nopra OUT
6 — Pazvem LC-LC mist mopkirouenust OutProxy cepBepa
7 — Uunukarop ai1.nuranus nopra OUT

Pucynok 1. Ilepeansis maHesb anmapaTHOro yCTPOMCTBA OJHOHAIPABICHHOU IIEpeIadyn
nanabix AK InfoDiode RACK single

Ha Pucynok 2 wm3oOpakeHa 3aJIHssl TaHEIh allapaTHOTO YCTPOWCTBA OJHOHAIPABICHHOMN
nepenaun nanHbix AK InfoDiode RACK single:

o O o O

L_res ouT 220v 501z

L Rres N 220v 50Hz -

1 — PazbeMmb1 i1 moaxirodeHus pesepsupoBanHoro dn.nuranust IEC mopta IN
2 — PazseMsbl 1i1s omkiTroueHms pesepBupoanHoro s.nuranus [EC mopra OUT

Pucynok 2. 3aHss maHenb annapaTHOro0 YCTPOMCTBA OJTHOHAMPABICHHON NTepeauu JaHHbBIX
AK InfoDiode RACK single

Ha Pucynoxk 3 m3ob6paxena nepennsisi maHenb npokcu-cepsepa Kraftway mns AIIK InfoDiode
PRO:



1

‘ | XXMeIoN —T—
) s Ly Ls |

1 — Kopsuna ans HDD nucka

2 —Ipusoxn CD/DVD-ROM

3 — KHormka BKIIOYCHUS ITUTAHUS

4 — Knaonka nepesarpysku

5 — USB-nopTsI

6 — Pazpem ams noaxitodeHns MoHuropa VGA

Pucynox 3. Ilepenusis manens npokcu-cepsepa aiast AIIK InfoDiode PRO

Ha Pucynoxk 4 uso0pakena 3aauss nanens npokcu-cepsepa s AIIK InfoDiode PRO:

1

-

o *1
®- Illlll
== L—/FF!F EEEEEEEEEE
. .J 111}

1 — Pa3beMbl U1 MOOKITIOUEHMST PE3ePBUPOBAHHOTO 1. MUTAHUS

2 — Pazwem mns moaxirouenus kinapuatypsl PC/2

3 —Iopt RJ-45 nnst MmoruTOpuHra cepsepa no npotoxory IPMI 2.0
4 — USB-nopTsr

5 — Pazwsem m1s noaxmrouenust MoHutopa VGA

6-9 — Bruemmnue cereBble naTepdeiics! lanl-land

10-11 — Buayrpennue onruueckue unrepdeics fcl-fc2

Pucynok 4. 3aauss nanens npokcu-cepsepa ais AIIK InfoDiode PRO

Ha Pucynok 5 nzo6pakena 3aaHsis1 manesnsb npokcu-cepsepa Kraftway (monens EL108) mist ATIK
InfoDiode PRO:



3 4 J 6— 7 8
— Pa3peMbl 111 TOAKITIOYEHNS Pe3ePBUPOBAHHOTO 1. IIUTAHUS
— COM-IIopt
— Pa3pem st nopkmnrouenust Moautopa VGA
— Brenrnue ceressle unrepdeiics! lanl u land
— Iopr RJ-45 nns monutopunra cepsepa 1o nporokory IPMI 2.0
— USB-noptst
— Pazsem st nopkmrouenust Morntopa HDMI
— LED-/lucrneit
— Buyrpennue ontuueckue unrepdeiicst fel u fe2

0 — Bremnue cereBble unrepdeiicel lan2 u lan3

= O 003N WAk W~

Pucynoxk 5. 3annss nanens npokcu-cepsepa (moaens EL108) mist AIIK InfoDiode PRO

Ha Pucynok 6 n3o0paxena rnepeaasis naHeab npokcu-cepsepa AxkBapuyc (mogens T40 S104DF)
st ATIK InfoDiode PRO:

27 r3 7]
E E 000000 |

=== 1—1

\ .

—1
1 — Kopsuna s HDD aucka
2 — Kuonxka ID

3 — KHormnka BKIIOYEHHUS DJI.MATaHHS
4 — USB-nopTsl

Pucynox 6. [lepenuss nanens npokcu-cepsepa (moaens T40 S104DF) muis AIIK InfoDiode PRO

Ha Pucynok 7 usoOpakeHa 3aaHsisl aHenb npokcu-cepsepa AxBapuyc (Moaens T40 S104DF)
st ATIK InfoDiode PRO:

F 1 —| F 2 9 — — 10
= 3
—r= L’ EEEEEEEEEE
e [ | i EEEEEEEEEN
1 — PazbeMbl U1 NONKITIOUEHU PE3CPBUPOBAHHOTO 3J1.IUTAaHUA
2 —Iopt RJ-45 nnst Mmonutopusra cepsepa no npotokony IPMI 2.0
3 — USB-nopts!
4 — Pazwsem mis moaxmrouenust Mouutopa VGA
5-8 — Bremmnne cereBbie naTepdeiics! lanl-land
9-10  — Buytpennue onruueckue unrepdeiicel fel-fe2

Pucynok 7. 3aanss nanens npokcu-cepsepa (Moaens T40 S104DF) miia AIIK InfoDiode PRO
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4.1 IloaroroBKa K HACTPONKe

3anokymentupyiite B Tabnuua 5 Bce HacTpoiiku o6opynosanus AIIK InfoDiode PRO base. Ot
JaHHBIC MOTYT TIOHAI00UTHCS JUTSl aIMUHUCTPUPOBAHHS U PE3EPBHOTO BOCCTAHOBJICHUSI.

Buumanne! KondurypupoBanue ycTpoicTBa cieqyeT BOCHPUHUMATH COTJIACHO MOJIEIH
«YEpHOTO SAIIUKA» C MPEJOCTaBICHHUEM U KOH(UTYPUPOBAHUS CTPOTO OIPEAEICHHOTO
Habopa KOMaHJ U MapaMeTpOB, SIBHO YKa3aHHBIX B COOTBETCTBYIOIIMX AKCILTyaTallHOHHBIX
nokyMmeHTax. LlenocTHOCTh cUCTeMHBIX (DailyioB M KaTaJloroB, Kak M pa3/iejoB HAa JUCKax B
LEJIOM, OTCJIEKHUBAETCS CHUCTEMOM KOHTPOJS LEIOCTHOCTH. B uacTHocTH, 3amperieHo
CO3/1aBaTh HOBBIE (Paillibl B JIFOOBIX KaTalorax, KpoMe JOMalIHUX AUPEKTOPUH MOJIb3oBaTeneit
(/home) u /tmp. Takke HATOKEHO OrpaHUYCHHUE (3AMPEIICHO) CAMOCTOATEIIbHOES U3MECHECHHE
OCHOBHBIX KOH(UTYypalMoHHBIX (aitnos: smb.conf, vsftpd.conf, sudoers, xkondpurypammii
sysctl 1 Apyrux CUCTEeMHBIX KOH(DUTYPALIMOHHBIX (haiyIOB, a TAK)KE BKIIOUCHUE/BBIKITIOUCHNE
ciryx0 1 I3MEHEHHE TTapaMeTpoB ciyk0 uepes cpeactna cli (systemctl, timedatectl u mpouee)—
SIBHO HE3aJIeKJIAPHPOBAHHBIX K M3MEHEHHUIO B HACTOAIICH HHCTPYKIINH.

CaMocToATeIbHO M3MEHEeHHE KOH(GUTYpalMOHHBIX (aillioB BHE TpeOOBAHUN WHCTPYKIIUU
MOYKET MPHUBECTU K HAPYIICHUIO LEJIOCTHOCTH MPOAYKTa W WHIMICHTY HWH()OPMAIMOHHON
0€30IaCHOCTH.

Kongurypamnusi ceteBoIx HHTEpEHCOB, aJpecani U T.I. BBITIOTHSIETCS B COOTBETCTBHH C
paznenom 4.2.4 HaCcTOSIIETO JOKYMEHTA.
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Tabmuma 5. Hactpoiiku o6opynoBanus AIIK InfoDiode PRO base

Bama nacrpoiika
Iynkr Onucanne
InProxy OutProxy

[P-anpec u | [P-agpec u macka Ynpasienue

Macka cete | uHTepdeicos

BBIX MHTED | YIPABJICHUS U JAHHBIX

¢eticos CEpBEPOB IS JIOCTYIIA
K web-unrtepdeiicy u
nepenavyy JaHHbIX.
Ecmu 1p-'(1;[pec Tanmbie
uHTepdeiica
yIpaBiIeHUS U TAHHBIX
IIOJIKHBI OBITH
coBMmeieHsl (inband-
managment), TO
npoayOoIupOBaTh
aapeca

Mapuipyt CereBoii 1LTI03, HA

1o KOTOPBIN ITAKET

YMOJTYAHHIO | OTHPABIISIETCS B TOM

(1mTr03) ciydae,
€CIIM MapIIPYT K CETH
Ha3HAYEHUS MTaKeTa He
U3BECTCH

XocT VYkazanue [P-anpeca

cepsepa cepBepa 11 coopa

Syslog syslog-unpopmanuu

*HeoOs3aTe | pa3HOrO ypOBHS

JBHO JIOTUPOBAHUS

SNMP CnoBo wu pa3a,

napoJib KOTOpast CIPAIINBACTCSI

*HeoOs13aTe | A7 YHpaBJIeHUsS

JIBHO CETEBbIMU
YCTpOMCTBAMU
(MapmpyTusarop,
KOMMYTAaTop)

Domain IP-anpec cepsepa,

name Sserver | UCHOJIb3yeMbIH JIs

*neoOs3are | DNS 3ampoca

JILHO

Anmvunuctp | JIoruH u maposb Juis

aTUBHBIC JocTyma K web-

JTAaHHBIE unrepdeticy. [locne

*HeoOs13aTe | aBTOPU3ALIUU MOXKHO

JBHO U3MEHUTD

12



4.2 Iloakawuenue AIIK InfoDiode PRO k kopnopaTuBHOM ceTH
4.2.1 TloakiaouyeHue K djieKTpoceTu, BKiaAw4Yenue d1.nutanus AIIK InfoDiode PRO

[TonkmrounTe MPOKCU-CEPBEPHI, aIMapaTHYI0 KOMIIOHEHTY KaOeiasiMM 5. HUTAHUS K DI
pO3eTKaM UM BKJIIOUNUTE KHOIKY O3J1. IIMTaHUs Ha YCTPOMCTBAaX. YCTPOMCTBA TI'OTOBBI K
JKCILTyaTaluu.

4.2.2 Tloakarwo4yenue cepepoB In-Proxy u Out-Proxy k kopnopaTtuBHOii ceTH

1. Tlomkmrounte BHemHUN MHTEpdeiic AaHHBIX lanl Kk cereBoMy 00OpYIOBaHUIO (MU K
KOHEYHOMY YCTPOWCTBY) KabeJjeM BUa «BUTas mapay» ¢ KOHHEKTopamu RJ-45.

2. TloaxmounTte BHEMIHUHM uHTEpdeiic ynpasneHus lan4 k ceteBoMy 000py10BaHHIO (WK K
KOHEYHOMY YCTPOWCTBY) KabeJeM BUa «BUTas mapay» ¢ KOHHEeKTopamu RJ-45.

3. IloBTOpuTE 3TH ACHCTBUS CO BTOPHIM CEPBEPOM.

4.2.3 TIloakawveHnune cepBepoB K annaparHoil komnonenTe InfoDiode RACK single:

[Monkmrounte onuMH W3 BHYTpeHHHX uHTepdeiicoB mannbix (fcl/fc2) cepepa In-Proxy
ONTHYECKUM KabeneMm K pazpeMy IN anmaparHoii komnoHeHTsl InfoDiode RACK single.

[Topxmounte oauH W3 BHYTpeHHHX wuHTepdeiicoB nanHbix (fcl/fc2) cepsepa Out-Proxy
ontuyeckuM kabdenem k pazbemy OUT annaparHoii komnoHeHTsl InfoDiode RACK single.

Hwke na Pucynok 8 mpencraBmena cxema noakmoueHust AIIK InfoDiode PRO base x
KOPIIOPAaTUBHOM CETH:

AK InfoDiode
InProxy RACK single OutProxy

Cetb 1 Cetb 2

Pucynok 8. Cxema noakmouenusi AIIK InfoDiode PRO base k kopriopaTuBHOii ceTu.
4.2.4 IIpoBepka n U3MeHeHHE KOHGUIYPALUH NIPOKCH-CEPBEPOB

Jlns mpocMOTpa M M3MEHEHUs TeKylllel KOH(QUIypaluu MOKHO HMOJKIIOUNThCS K InProxy m
OutProxy Tpems coco6amu:

1. TlogxaroyuTh MOHHUTOP U KJIABHATYpy HEMOCPEACTBEHHO K (U3NYECKUM CepBepam
InProxy n OutProxy

2. Ilo IPMI (Heobxomuma ceteBas HacTpoiika Ha [IPMI unTepdeiice).

3. Ilo SSH

IIpu 3arpyske cepsepa 3axogum B BIOS - Server MGMT - BMC Network Configuration u
yKa3piBaeM ceTeBble HacTpoiiku (IP-ampec, macky, numo3 mo ymMosdaHwio) Juisi uHTepderca
IPMI. Tlogkmrouaemcs uepes BeO-unTepderic, ucnoyb3ys 0ol Opay3ep ¢ MOIIEPKKOH java, B
aZpecHor cTpoke Kotoporo BBoauM I[P-ampec IPMI-untepdeiica, u, mocie MOIKIIOUCHUS
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MPOXOJUM aBTOPU3ALIMIO C HCIOJB30BAHHEM HMEHHU I0JIb30BATENsl U Mapojs, yKa3aHHBIX B
JOKYMEHTAlluM WJIM 33JlaHHbIX [0JIb30BAaTEIbCKUMHU HACTpoikamMu (10  YMOJIYaHUIO
WCIIONB3YETCS JIOTUH U Napoib admin/adminl234).

Buumanue! Ilpm mnepBoii aBropusammu B TepMmuHaie (o IPMI wiam mo mnpsmomy
MOJIKJIFOUEHUIO C TOMOIIIBIO KJIIABUATYPhl © MOHUTOPA) CUCTEMbI HEOOXOJUMO CMEHUTH [apojib
MOJIb30BATENS ¥00t HA COOTBETCTBYIOIIUN PEKOMEHAYEMbIM MOJIUTUKAM Oe3omacHoCTH. [ist
CMEHBI MMapojisi aBTOPU3YUTECh KaK root, BBEAUTE Mapoib infodiode, 3areM BBEIUTE HOBBIN
MapoJib B OTBET HA 3aIIPOC CUCTEMBI. 3aIIOMHUTE WK 3a)UKCUPYHTE JaHHBIN TaPOJIh COTIIACHO

paBujiaM U IMOJIMTUKaAM 0e30IacHOCTH JJIsA BaIei opraHnu3anuvu.

Jna nocryna mo SSH HeoOxoaumo, 4TtoObl NpenBapuTesbHO OblT HacTpoeH [P-ampec Ha
unTepdeiice ynpapiaeHus, MapuipyT no ymonyanuto. [lonkmountecs k cepsepy no IP-agpecy
untepdeiica ynpasnenus lan4. [locie noaxmtodenus eeaure B SSH-KOHCONMM JIOTUH U NTAPOJIb
diode/P@sswOrd.

Buumanwne! B cocraBe quctpuOyTiBa npucyTcTBYET yTuiuTa pwquality ¢
COOTBETCTBYIOIIUM KOH(MUTYPALIMOHHBIM (DaiiioM, OMpeeNIIOIUM NapOoIbHYIO TOTUTUKY
(TpeboBaHus K CIOKHOCTH MApOJIsl YCTAHOBJICHBI COTJIACHO TPEOOBAHUAM PETYIATOpA AJIs
C3U Y][14), a Taxoke yrrumata pam_faillock (onpenenser 6i1okupoBanue Y3 B ciyyae
HEKOPPEKTHOTO BBOJIa Maposist U 6a30Byro 3amuTy oT bruteforce). C yyeTom 3TOro B cucteme
HNPUCYTCTBYIOT 3HAYUMBbIE TPEOOBAHUS K CIIOKHOCTH MAPOJISL, @ HAPYIICHUE TTOJIUTHKH MOXKET
SIBIISITHCSI ITPETIAITCTBUEM JJIS 3aI1yCKa BCEH CUCTEMBI U MOXKET OBITh MPOJUArHOCTHPOBAHO.
[To ymogaHuto MpUMEHEHBI CIEAYIOINE TPEOOBAHMS TAPOIBHON MOTUTHKH:

e B orHomennn kayectBa napos - "'/{imHa maposist He MeHee BOCbMH CHMBOJIOB,
anaBut maposs He MeHee 70 CHMBOJIOB, TAPOJIb JIOJDKEH BKIIFOYATh 3arJIaBHBIC
OYKBBI, IU(PPbI U CIIELICUMBOJIBI"

B otHOmenuu 3amutel ot bruteforce:

® KOJMYECTBO HEMPABUILHBIX BBOJIOB — 4 TIOIBITKU

e BpEMsS U3MEPEHHUS — 5 MUHYT

e BpeMs OIIOKUPOBKH - 30 MUHYT

B ciygae ecnu cornacHo TpeOOBaHUSM OpraHU3AIMKA HEOOXOIUMO MPUMEHHUTH 0oJee
"MATKYIO" MapoJbHYIO MOJIUTHUKY B YaCTH KayecTBa MapoJis - CleAyeT BHECTH U3MEHEHHUSI B
daiin (/etc/security/pwquality.conf).

[Tocne mogkiroueHus K cepsepam In-proxy/Out-proxy:

1. CoxpansieM TEKyIIyl0 KOHPUTYpAIUIO KOMAHIOW infodiode-cli config save -f
/tmp/cfg.xml —wp

2. UYroObl penakTHpOBaTh TEKYILYI0 KOH(HIrypaluio, OTKpouTe daitn /tmp/cfg.xml c
MOMOIIBIO TEKCTOBOT'O pelakTopa vim.

3. Haiinute Onok <net:subsystem</net:subsystem> U HM3MEHUTE CETEBbIE MapaMeTpbl
uHTepderica ynpasienus lan4 u mapmpyta mo-ymondanuto (Pucynox 9)

4. Insa upumenenus koHburyparuu InfoDiode HeoOXOauMO BBITIOJHUTH KOMaHY:
infodiode-cli config load -f cfg.xml
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<net:hostname>id-dev2-gi-inl. lggaldomain</net hostnames

<net:data>
znet:enakbledstrue</net:enabled:>
<net:devicexlanl</net:devicex
<net:address>10.0.141.53/24</net:address>
<met:ping>false</met:ping:>

<fnet:datax>

<net:control>
<net:enabled>troe</met:enabled>
cnetidevicerland< /net:devices
<net:address>10.0.144.53/24</net:address>
<net:ping>troe</net:ping>

</net:control>

<net:cluster>
<net:enabled>false</net:enabled>

</neticluster>

</netinode>
</netinodes>
<net:routes>
<net:route network="diode" =subnet="192,168.1.0/24"/>

<net:route gateway="10.0.141.1" network="data" subnet="10.0.183.12/32"/>

<net:route gateway="10.0.141.1" network="data" subnet="10.0.183.8%/32"/:

<net:route gateway="10.0.144.1" network="control" =subnet="0.0.0.0/0"/>
</net:routes>

Pucynok 9. BriBoj uactu koHpuUrypamnnonsoro ¢aina B cli-konconu

3

[Tpumeuanwue.
/tmp/cfg.xml - ms daiina, kyna Oyzaer BeirpykeHa Tekyias koHdurypauus I10 InfoDiode
-WDp - BBITPY3Ka KOH(PUTYpaLH C MapOIISIMU

B nannom nmpumepe:
lanl — naumenosanue unmepghetica OanHHwvIX
lan4 - naumenosanue unmepdeiica ynpasnenus
10.0.144.53/24 - cemegoii aopec unmepgeiica ynpasieHusi

10.0.144.1 - adpec winio3a no-ymMoa4anuio
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5. KnacrepHasi koMILIeKTallM s

B xommnekranuro kinactepHoit Bepcuu AIIK InfoDiode PRO cluster Bxoasr:

— JlBa JOBOMHBIX ammapaTHBIX YCTPOMCTBA OJHOHAIpaBICHHON mnepenadn aaHHbIX AK
InfoDiode RACK double ¢ uetsipsms pazbemamu LC-LC;

— UYersipe Cepsepa Kraftway (aBa In-Proxy u asa Out-Proxy) ¢ npexycranosnensasiM [10
InfoDiode;

— Bocewms natu-kopaoB Multi-mode ¢ konnexkropamu LC-LC.

Ha Pucynox 10 wu3oOpaxeHa mepenHsisi TMaHeNb JABOMHOIO ammapaTHOrO YCTPOWCTBA
onHoHanpasienHoi nepeaun naHHbix AK InfoDiode RACK double:

B a2 1007 121 08l §-Divciog gloiels :
\ \

1 — Ungukarop sn.nuranus nopta IN 6 — Pazvem LC-LC nst nopximouenust OutProxy cepsepa
2 — Pazvem LC-LC ans nogkmouenus InProxy cepsepa 7 — Uupukarop ai.nuranus nopra OUT

3 — UnaukaTop cratyca coenquHenus nopra IN 8 — IepBbIif MOIYJIb IBOMHOrO aIlIapaTHOIO yCTPOiicTBa
4 — nnukarop cratyca oJHOHANPaBICHHOTO COEIUHEHUS 9 — Bropoii MOIyJb IBOHHOT'O allllapaTHOTO yCTpOiicTBa

5 — ngukarop cratyca coenqunenus nmopra OUT
Pucynok 10. [lepeansis nanens JBOMHOrO anmapaTHOro yCTPOMCTBA OAHOHANPABICHHON

nepenaun qaHHBIX AK InfoDiode RACK double

Ha Pucynok 11 wu3o0paxkeHa 3aaHss @aHedb JABOMHOIO ammapaTHOTO YCTpOWCTBa
onHoHanpasieHHoM nepefaun naHHbIX AK InfoDiode RACK double:

o O o O

L_Rrps ouT 220V 50Hz - L Rrps IN 220V 50Hz <

1 — PazpeMsl a1sl nofxmodeHus pesepsuposanHoro sn.nuranust IEC nopros IN
2 — PazpeMsl 1j1s oKiIoueHus pesepBuposanHoro 3i.nuranud IEC nopros OUT

Pucynok 11. 3anHss nanenb IBOWHOTO alapaTHOTO YCTPOHCTBA OJHOHANIPABICHHON
nepenaun qanHbix AK InfoDiode RACK double

Ha Pucynok 12 n3ob6paxxena nepeansis manenb npokcu-cepepa Kraftway nns ATIK InfoDiode
PRO:

16



.

= = o=

‘ | ooo
2

1 — Kop3auna mns HDD nucka

2 —pusox CD/DVD-ROM

3 — KHoIKa BKIIOYEHUS ITUTaHUS

4 — KHomka nepe3arpy3Kku

5 — USB-noptsl

6 — Pazpem ju1g noakimroueHns MoHuTopa VGA

Pucynoxk 12. Ilepeanss nanens npokcu-cepsepa 1t AIIK InfoDiode PRO

Ha Pucynok 13 uzo6paxena 3annss nanensb npokcu-cepsepa st AIIK InfoDiode PRO:

Fl—l 27 F3 10 — 11
gg Illllll

=

s 5 |

1 — Paznembl JJI TIOAKJIIOYCHUA pE3CPBHUPOBAHHOTO JJI.ITUTAHUSA

2 — Pazsem mns moaxiroueHus kinaBuatypsl PC/2

3 —Iopt RJ-45 nnst moruTopuHra cepsepa no nportoxory IPMI 2.0
4 — USB-mopTts!

5 — Pazwsem m1s noaxmrouenust Mouutopa VGA

6-9 — Buemmnue cereBble naTepdeiicer lanl-land

10-11 — Buyrpennue onruueckue unrepdeics fcl-fc2

Pucynok 13. 3annsas nanens npokcu-cepsepa 1uist AIIK InfoDiode PRO

Ha Pucynok 14 n3zobpaxena 3aaHss naHenb npokcu-cepsepa Kraftway (mogenn EL108) nns
AIIK InfoDiode PRO
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]
=

— —-I

3 4 J 6— 7
— PazbeMbl U151 TOAKITIOUEHUSI PE3CPBUPOBAHHOTO 1. ITUTAHUS
— COM-Ilopt
— Paszsem st nopkirroueHnst Morntopa VGA
— Bremrnue cereBbie nHTepdeticel lanl v land
— ITopT RJ-45 mist MoHuTOpHHTa cepBepa 1o npotokoiny [PMI 2.0
— USB-nopThI
— Pazbem w15 noakirouenust Monuropa HDMI
— LED-/Iucnneit
— Buyrpennue ontuueckue unrepdeiicsl fel u fe2
0 — Buemrnue ceressle unrtepdeiics! lan2 u lan3

= O 031N N W —

Pucynok 14. 3aguss manens npokcu-cepsepa (monens EL108) qis AIIK InfoDiode PRO

Ha Pucynok 15 wm3o0paxkeHa mepeqHsisi MaHelb HpOKcH-cepBepa AxBapuyc (monens T40
S104DF) nns AIIK InfoDiode PRO:

27 r3 4
E === 000000 |

=is _is—3s 3

.

—1
1 — Kopauna gyt HDD aucka
2 — Kuomnka ID

3 — KHomKka BKIIOYEHHUS 3JI.IIATAHUS
4 — USB-niopTs!

Pucynok 15. Ilepennss nanens npokcu-cepsepa (moaenb T40 S104DF) mis AIIK InfoDiode PRO

Ha Pucynok 16 n3o0pakeHa 3aHss naHelnb pokcu-cepsepa AkBapuyc (mozens T40 S104DF)
st AIIK InfoDiode PRO:

Flj -FZ 9T — 10
== @iﬁnnqn::::::::::
1 .

1 — PazpeMsl U1 NONKITIOYEHUS PE3EPBUPOBAHHOTO 3J1.TUTAHHSA

2 — Ilopt RJ-45 nnst MmonmuTopuHra cepBepa no nporokory IPMI 2.0
3 — USB-nopTsI

4 — Pazwsem mia moaximroueHus MoauTopa VGA

5-8 — Buemnue cereBble unTepdeiice! lanl-land

9-10  — Buyrpennue onruueckue unrepdetice fcl-fc2

Pucynok 16. 3anusasa nanens npokcu-cepsepa (moaens T40 S104DF) nnsa AIIK InfoDiode PRO
18



5.1 IloaroroBka K HaCTpPOiKe

3anokymeHtupyiite Bce Hactpoiiku obopynoBanusi AIIK InfoDiode PRO cluster B Tabniuua 6.
OTH JaHHBIE MOTYT IMOHAIOOUTHCS JJII AIMUHUCTPUPOBAHUS U PE3EPBHOTO BOCCTAHOBJICHHS.

Buumanne! KondurypupoBanue ycTpoicTBa cieqyeT BOCHPUHUMATH COTJIACHO MOJIEIH
«YEpHOTO SAIIUKA» C MPEJOCTaBICHUEM JUIsl KOH(DUTYPUPOBAaHUS CTPOTO OMPEAEICHHOTO
Habopa KOMaHJ U MapaMeTpOB, SIBHO YKa3aHHBIX B COOTBETCTBYIOIIMX AKCILTyaTallHOHHBIX
nokyMmeHTax. LlemocTHOCTh cucTeMHBIX (DaiiyioB M KaTaJloroB, Kak M pa3/ielioB Ha JUCKaxX B
LEJIOM, OTCJIEKHUBAETCS CHUCTEMOM KOHTPOJIS LEIOCTHOCTH. B dYacTHOCTH, 3ampenieHo
CO3/1aBaTh HOBBIE (Paillibl B JIFOOBIX KaTalorax, KpoMe JOMalIHUX AUPEKTOPUH MOJIb3oBaTeneit
(/home) u /tmp. Takke HATOKEHO OrpaHUYCHHE (3aMPEIICHO) CAMOCTOATEIbHOS U3MECHECHHE
OCHOBHBIX KOH(UTYypalMoHHBIX aitnos: smb.conf, vsftpd.conf, sudoers, xonduryparmii
sysctl 1 Apyrux CUCTEeMHBIX KOH(DUTYPALIMOHHBIX (haiyIOB, a TAK)KE BKIIOUCHUE/BBIKITIOUCHNE
cirykx0 1 I3MEHEHHE TTapaMeTpoB cIyk0 uepes cpeactsa cli (systemetl, timedatectl u mpodee)—
SIBHO HE3aJICKJIAPHPOBAHHBIX K M3MEHEHHUIO B HACTOAIICH HHCTPYKIINH.

CaMocToATeIbHO M3MEHEHHE KOHOGUTYpalMOHHBIX (aillioB BHE TpeOOBaHUN HHCTPYKIUU
MOYKET MPHUBECTH K HAPYIICHUIO IEJIOCTHOCTH MPOAYKTa W WHIMICHTY HWH()OPMAIMOHHON
0€30IaCHOCTH.

Kondurypanus cereBsix nHTep(heiCcoOB, aapecanuy U T.I. BINOJHACTCS B COOTBETCTBUU C
paznenom 5.2.4 HacTOSIIETO JOKYMEHTA.
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Tabmuma 6. Hactpoiiku o6opynoBanus kinactep AIIK InfoDiode PRO cluster

Bama nacrpoiika
IIynkr Onucanue
InProxy 1 (¥3eal) InProxy 2 (¥3exn2)
Bupryansn | IP-anpec, coBMecTHO Juist my0Iim4HoOro nocryna
b1l [P HCIIOJIb3yEMBbIil
y3J1aMH
s ynpasieHust
[P-agpec u | IP-anpec u macka Ynpasiienue
Macka cete | mHTepQeicoB
BBIX UHTEP | YIpaBJICHUA U
¢eiicos JTAHHBIX CEpBEPOB Aaunere
JUIsL 1ocTyna K web-
uHTepdency u Buyrpennuii (Kiracrep)
nepenayy JaHHbIX.
Mapuipyt CereBoil 1LTI03, Ha
1o KOTOPBIiA MaKeT
YMOJIYaHHUIO | OTIPABISETCSA B TOM
(1wTr03) ciyyae,
€CII MapuIpyT K
CeTH Ha3HAYCHUS
rakera He U3BECTEH
Xoct VYka3anue [P-anpeca
cepsepa cepsepa A coopa
Syslog syslog-undopmanuu
*HeoOs13aTe | pa3HOro YpOBHS
JIBHO JIOTHPOBAHUS
SNMP CnoBo wu dpa3a,
napoJib KOTOpast
*HeoOs3aTe | CIpalIuBaeTCs s
JHHO yIIpaBJICHUS
CETEeBBIMHU
YCTpPOMCTBAMU
(MapupyTH3aTop,
KOMMYTaTOp)
Domain [P-anpec cepsepa,
name server | UCIOJb3yEeMbIi JUIs
*neoOsi3are | DNS 3ampoca
JTHHO
Anvuauctp | JIoruH u mapomus s
aTHBHBIC Joctyna K web-
JTAaHHbIE untepdeiicy. [locne
*HeoOs3aTe | aBTOPU3ALUU MOKHO
JTHHO WU3MEHUTH
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Bama Hacrpoiika

IIynkr Onucanue
OutProxy 1 (¥V3ea 1) OutProxy 2 (¥3ea 2)
Buptyansn | IP-anpec, coBMecTHO Joist my0JIu4YHOro 10cTyna
b1t [P HCIIOJIb3yEMbIi
y3J1aMu
s ynpaBJjieHust
[P-agpec u | IP-anpec u macka Ynpasiienue
Macka cete | uHTepdeicos
BBIX UHTEP | YIpaBJICHUA U
¢eiico JTAHHBIX CEPBEPOB Aannpie
JUTSI TocTyTa K web-
uHTepdeicy 1 Buytpennnii (Kaacrep)
nepenavyu JaHHbIX.
Mapuipyt CereBoil 1ILTI03, Ha
1o KOTOPBIiA MakKeT
YMOJIYaHHUIO | OTIPABISETCSA B TOM
(1wTr03) ciyyae,
€CII MapIIpyT K
CETH Ha3HAuCHUS
Makera He U3BECTEH
Xoct VYka3anue [P-anpeca
cepeepa cepsepa A coopa
Syslog syslog-undopmanun
*HeoOs13aTe | pa3HOTO YPOBHS
JTHHO JIOTHPOBAHUS
SNMP CrnoBo unu ¢pa3sa,
napoJib KOTOpast
*HeoOs13aTe | CIIpaIIMBACTCS IS
JTHHO yIIpaBJICHUS
CETEBbIMU
YCTpPOMCTBAMU
(MapmpyTusarop,
KOMMYTaTOp)
Domain IP-anpec cepsepa,
name server | UCIOJIb3yEeMbIi Jis
*neoOs3are | DNS 3ampoca
JTHHO
Anmunuctp | Jlorun u napoins ans
aTHBHBIC JocTyna K web-
JTAaHHBIE unrepdeticy. [locne
*HeoOs3aTe | aBTOPU3ALUU MOKHO
JIBHO U3MEHUTD
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5.2 Tloakarovenue kiaacrepa AIIK InfoDiode PRO k kopnopaTuBHOii ceTH
5.2.1 ToakiarwoueHue K 3jeKTpoceTu, BKiaw4yenue di.nutanus AIIK InfoDiode PRO

[TonkmrounTe MPOKCU-CEPBEPHI, allllapaTHbIe KOMIIOHEHTHI KaOeISIMHU 3J1. MUTAHUSA K J1. PO3ETKE
Y BKJIFOYUTE KHOIIKY 3JI. IMTAHUS HAa YCTPOMCTBAX. Y CTPOMCTBA FOTOBBI K OKCILTyaTall1H.

5.2.2 Tloakarwouenue cepepoB In-Proxy u Out-Proxy k kopnopaTtuBHOii ceTH

1. Tlogxmtounte untepdeiic naHHbix lanl k ceTeBoMy 000pyAOBaHUIO (MM K KOHEUHOMY
YCTpOKMCTBY) KabOeneM Bua «BHTas Mapay ¢ KOHHEKTopamu RJ-45.

2. Tlogxmouute unTepdeiic ympaBienus land k cereBomy o0opymoBaHUIO (WIH K
KOHEYHOMY YCTPOMCTBY) KabeneM Buaa «BUTas napa» ¢ KoHHeKTopaMu RJ-45.

3. TloBropute 3TH AEHCTBUS C IPYTUMH CEPBEPAMH.

4. Jlns xaxaoi mapel ceppepoB In-Proxy u Out-Proxy Heo6xoauMo kabenem Buia «BUTas
napa» ¢ KoHHekTopamu RJ-45 (B KOMIUIEKTe) BBHIIOJHUTH UX COEIMHEHUE 10 BHEUTHUM
ceTeBbIM HHTEpdeiicam (o ymondanuto, lan3).

5.2.3 Iloakiawuyenue cepBepoB K anmapaTHbiM kKommnoHeHTam InfoDiode RACK
double

[Mogxmrouenue InProxy-1:

[Tonkmounte BHyTpeHHui untepdeiic fcl k pazsemy IN1 ognoro AK InfoDiode RACK
double, uatepdetic fc2 k pazpemy IN2 apyroro AK InfoDiode RACK double.

[Hogxmrouenue InProxy-2:

[Tonkmounte BHyTpennuii untepdeiic fcl k pazremy IN1 ognoro AK InfoDiode RACK
double, uatepdetic fc2 k pazpemy IN2 apyroro AK InfoDiode RACK double.

[Moaxmrouenune OutProxy-1:

[Tonxmrounte BHyTpeHHMI uHTEpdeiic fcl k pazsemy OUT1 onnoro uz AK InfoDiode
RACK double, unrepgetic fc2 x pazpemy OUT2 Toro xe AK InfoDiode RACK double.

[Toaxmrouenune OutProxy-2:

[Tonkmounte BHyTpeHHHM uHTepdeiic fcl k pazsemy OUTI1 gpyroro AK InfoDiode
RACK double, unrepdeiic fc2 k pazbemy OUT2 storo e AK InfoDiode RACK double.

Hwxe Ha Pucynok 17 npezacrasiena cxema nojaxitouenus kinactepHoit Bepcun AIIK InfoDiode
PRO cluster k kopropaTUBHOI ceTH:
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AK InfoDiode
InProxy-1 RACK double OutProxy-1

W

AK InfoDiode
RACK double

Pucynox 17. Cxema noaxmouenust kinactrepaoit Bepcuu AIIK InfoDiode PRO cluster
KOPIIOPAaTUBHOM CETH.

5.2.4 IlpoBepka u u3MeHeHHEe KOH(PUTYpALIMU IPOKCU-CEPBEPOB

Jnist mpocMOTpa W M3MEHEHUS! TEeKyIIeH KOH(UTYpaluyd MOXKHO MOJIKIIOUYHTHCS K InProxy m
OutProxy Tpems criocobamu:

1. TlogxaroYuTh MOHUTOpP U KJIABHATYPY HEMOCPEACTBEHHO K (U3UYECKUM CepBepam
InProxy u OutProxy

2. Ilo IPMI (HeoOxomuma ceTeBas HacTpoiika Ha [IPMI unTepdeiice).

3. Ilo SSH

[Tpu 3arpyske cepsepa 3axoaum B BIOS - Server MGMT - BMC Network Configuration u
yKa3biBaeM ceTeBble HacTpoiku (IP-aapec, macky, muto3 mo ymonuaHuio) Juisi MHTEpdeiica
IPMLI. IMonkmtrouaemcs uepe3 BeO-unTepdeiic, ucromab3ys 100oii Opaysep ¢ moIIepKKO java, B
aZgpecHor cTpoke KoToporo BBoauM IP-ampec IPMI-untepdeiica, u, mocie MOIKIIOUYCHUS
MIPOXOJUM aBTOPU3AIMIO C WCIOJIb30BAHUEM HMMEHHU IOJIb30BATENsl U Mapois, yKa3aHHBIX B
JTOKYMEHTAIlMM WJIM  33JaHHBIX TIOJh30BATEIbCKUMU HACTPOWKaMH (MO0  YMOJYAHHUIO
WCIIONB3YETCS JIOTHH U Napoib admin/adminl234).

Buaumanue! Ilpm mnepBoit apropusamuu B TepmuHane (o IPMI wnm mo mnpsmomy
MOJIKJIFOUEHUIO C TOMOIIBIO KJIIABUATYPhl © MOHUTOPA) CUCTEMBI HEOOXOJUMO CMEHHUTH Mapoib
MOJIb30BATENs #00f HA COOTBETCTBYIOIINN PEKOMEHIyEeMbIM MOJIUTHKAM Oe3omacHocT. J{is
CMEHBI MapoJjisi aBTOPU3YHTECh KaK root, BBEAUTE Mapoib infodiode, 3aTeM BBEIUTE HOBBIN
MapoJib B OTBET Ha 3aIPOC CUCTEMBbI. 3aTIOMHUTE WM 3aUKCUPYUTE TaHHBIN MapOJIh COTIACHO

MpaBUjIaM U TIOJIUTUKAM 0€30MMacHOCTH ISl BaIlle OpraHu3aliuu.

Hna nocryna mo SSH HeoOxoammo, 4ToOBI mpeaBapuTenbHO OblT HacTpoeH [P-ampec Ha
uHTepdeiice ynpapineHue, Mapmpyt mno ymomyanuto. [lonkmountech k cepsepy no IP-agpecy
untepdeiica ynpasnenus lan4. [Tocne noaxmrodenus Beeaute B SSH-koHCONMM TOTHH U AP0
diode/P@sswOrd.

Buumanwne! B coctaBe auctpuOyTiBa MprCcyTCTBYET yTHIIMTA pwquality ¢ COOTBETCTBYIOIIHM
KOH(HUTypallMOHHBIM  (ailyioM, ONpeAessIolUM HapoJIbHYI0 TOJUTHKY (TpeOoBaHUS K
CJIO)KHOCTH TApoJis YCTaHOBJIEHBI COTJIacHO TpeOoBaHusAM peryisTopa st C3U Y]I4), a
takxe yrunura pam_faillock (onpenenser 6:10kupoBanue Y3 B ciaydyae HEKOPPEKTHOTO BBOJA
naposisi U 0azoByro 3ammty orT bruteforce). C yuerom 3TOro B cHUCTEME MPUCYTCTBYIOT
3HAYMMbIe TPEOOBaHUS K CIOXHOCTH TApOJsi, a HapyIICHUE IMOJUTHKH MOXKET SBISTHCS

MPEIATCTBUEM JJIA 3aITyCKa BCEH CHUCTEMBI U MOJKET OBITh MpOoANArHoCTUpPOBAHO.
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[To ymMom4aHHIO MPUMEHEHBI CIIETYIOIINE TPeOOBaHUS TAPOIbHOMN MOTUTHKH:

e B orHomeHuu kavectBa mapois - "J[auMHA mapois HE MEHee BOCHBMH CHMBOJIOB,
andasut naposis He MeHee 70 CUMBOJIOB, TAPOJIb JOJKEH BKJIIOYATh 3arjiaBHbIE OYKBBI,
UQPBI U CIELICUMBOIIBI"

B otHomenuu 3ammutel ot bruteforce:

® KOJMYECTBO HEMPABUILHBIX BBOJIOB — 4 TIOIBITKU

® BpeMs U3MEPEHUS — 5 MUHYT

e BpeMms OJIOKHMPOBKH - 30 MUHYT

B cnydae eciam cormacHo TpeOOBaHUSM OpraHH3alluud HEOOXOIUMO TPUMEHUTH Oolee
"MATKYI0" MapobHYIO MOJUTHUKY B YaCTU KayecTBa Mapojisl - CIeAyeT BHECTH U3MEHEHHUs B
daiin (/etc/security/pwquality.conf).

[Tocne moakmodeHust Kk ceppepam In-proxy/Out-proxy:

1. CoxpansieM TeKyIy KOHOHUTypaluio KOMaHA0H infodiode-cli config save -
f /tmp/cfg.xml -wp

2. UroObl penakTUpoBaTh TEKYIIYI0 KOH(UTYpanuio, OTKpoiTe ¢aitn /tmp/cfg.xml c
MIOMOIIBIO TEKCTOBOTO pelaKTOpa Vim.
3. Haiimute Onok <net:subsystem>...</net:subsystem> u H3MEHUTE CETECBBIC

napameTpsl uHTepdeiica ynpasinenus lan4 u mapuipyra no-ymonyanuto (Pucynok
18)

4. Jlns nmpumenenusi koHpurypauuu InfoDiode HeoOXonuMoO BBIMOTHUTH KOMAaHIY:
infodiode-cli config load -f cfg.xml

<net:hostname>id-dev3-cl-inl. leocaldomain</net:hostname>
<net:data>
<net:enabled>troe</net:enabled>
<netidevicexland</net:device>
<met:address>10.0.144 . 57/24</net1address>
<net:ping>false</net:ping>
</net:data>
<net:control>
<net:enakbled>troe</net:enabled>
<net:devicexland</net:device>
<met:address>10.0.144 . 57/24</net:address>
<net:ping>rfalse</met:ping>
</net:controls>
<net:clusters>
<net:enabled>rfalse</net:enabled>
<netidevicexlan3</netidevice:
<net:address>172.20.0.1/30</net:address>
<net:pingrfalse</met:ping>
</net:cluster>
</netinode>
</netinodes>
<net:routes>
<net:route gateway="10.0.144.1" network="control" subnet="0.0.0.0/0"/>
</net:routes>

Pucynok 18. BoiBoa yactu koHpuUrypanonHoro Qaiina B cli-koHcoau

[Ipumeuanmue.
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/tmp/cfg.xml - ms daiina, kyna Oyzaer BeirpyskeHa tekymas kondurypanus [10 InfoDiode
-Wp - BBITpY3Ka KOH(PUTYpaLuu C apoIsIMU

B nannom npumepe:
lanl — naumenosanue unmepgeiica anHvIx
lan4 - naumenosanue unmepgheiica ynpaeieHusi

lan3 — naumenosanue eHympenuneco unmepghetica knacmepa (ip-aopec 3adaemcsi no-
YMOIUAHUIO, 8 NPpoYecce IKCAYAMAayuu He MeHsemcst)

10.0.144.57/24 - cemesoti adpec unmepghetica ynpagienus

10.0.144.1 - adpec wino3a no-ymMoa4anuio

Buumanue!

YnoMuHaemas Bbllle B UHCTpYKIMK yTuiuTa infodiode-cli peanusyer B poayKTe ABe OCHOBHBIX
byHKIMH:

1. Pabora c¢ xondurypauueir InfoDiode: infodiode-cli config (BbiBox daiina
KOH(Urypaluu, BbIBOJ UCTOPUU KOH(HUTypanuu, cOpoc K KOH(MUTYpAIMH IO YMOJIYaHUIO,
BBITpY3Ka KoHuUrypauuu B (aiin, 3arpy3ka KoHpurypauuu u3 daiia)

2. Pabota ¢ BHyTpennumu pecypcamu [10 InfoDiode: infodiode-cli resources

Komanza infodiode-cli npu skcryatanuu AIIK InfoDiode PRO npumensiercs TOJBKO B 4acTH
pabotel ¢ KoHburypauuei, T.. mnpuMeHsiercs:i ToJbKko infodiode-cli config ¢
COOTBETCTBYIOIIIMMH MapaMeTpaMH.

Komanna infodiode-cli resources npu sxcruryaramun AIIK InfoDiode PRO ne npumensiercs, 3a
UCKJIIOYEHHEM OCOOBIX CiydaeB, Korga TpeOyeTcs yriryOneHHas IMarHOCTHUKA HPOJIYyKTa C
IIPUBJICUEHUEM KOMAaHJIbl TEXHHUYECKOW MOJIEPKKH mHpou3BoauTens. /laHHas KomaHIa He
apisieTcs cpeactsoM agmuHuctpuposanus 110 InfoDiode, pabotaer Tonbko ¢ pecypcamu 110
InfoDiode, xoTopsble, B CBOIO 04Yepe/ib, SIBISIOTCS YaCThIO BHYTPEHHEH apXUTEKTYphl IPOAYKTa
Y MOTYT BIUATH Ha paboTy CaykO0 U IpYrUX KOMIIOHEHTOB MPOAYKTA. JJaHHYI0 KOMaHay CleayeT
HCIIOJIB30BATh TOJIBKO IMPH YH4aCTUHU KOMAaHABI HOJACPKKH ITPOU3BOANTEIIA, T.K. €€ HCKOPPEKTHOC
MIPUMEHEHHUE MOKET TOBJIEYb HapylIEHHE CTA0MIBHOCTH PaOOThl CUCTEMBI.

HItataeiM MetooMm agmunucTpupoBanus [10 InfoDiode sBnseTcst n3meHeHne KoHpUTypauu
1O InfoDiode uepe3 rpaduueckuii nuutepdeiic uam 3arpysky (aiina koHpurypamuu B popmare
xml. [TO InfoDiode camocTosTeNnbHO ynpaBiIseT CUCTEMHBIMU CITYKO0aMU U JPYTUMH 00bEKTaMU
CHCTEMBbl B COOTBETCTBHM CO CBOEW KOH(Hrypamueid u cocTosiHueM. M3MeHeHHue COCTOSHUM
CIIy’)kO 3a paMKaMH ONHCAHHBIX BBIIIE BO3MOXKHOCTEH MOXET TMIOBJIEYbh HapyIIeHHE
CTaOMIBHOCTH pabOTHI CHCTEMBI M HAPYIICHHE KOHTPOJIS IEJIOCTHOCTH MPOIYKTA.

B cJIydac IpoOsBJICHUA HCCTa6I/IJ'ILHOCTI/I, OIIMOOK HIIH YTpaThbL pa6OTOCHOCO6HOCTI/I CHUCTCMBI
CJICOYyCT C06paTB ANArHOCTUYCCKYIO I/IH(I)OpMaI_[I/IIO Mo pCKOMCHAaIun CJ'Iy)K6BI MMOAACPIKKH.
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6. Hactpoiika AIIK InfoDiode PRO

Hacrpoiika npousBoautcsi B web-untepdeiice cepBepa, 10CTyl K KOTOPOMY MOXHO TOTYYHTh,
MOJKJIFOYMBIINCH K cepBepy 1o ero [P-aapecy:

1. B crpoke Opay3epa BBOAMM ajapec HHTepdeiica yrnpaBlIeHHs, MPOXOIUM
ayreHTudukamnuio (cM. Pucynok 19).

TpebyeTca ayTeHTHdUMKALWA

https:/f10.0.189.70

Wwma nonezosarenn  dicde

CTN =na

Pucynok 19. Ayrentuduxarnus

[lpumeuanune. Ilepen nr000W HAacTpoOWKOH HEOOXOIUMO BKIOYATh pexuM «3MeHUTH
KOH(HUTYPAIHIO».

2. 3axomuMm B «llapamerpsl cepsepa», mepexoauM B «CereBbie untepdeiics». Ilpu
HEOOXOIMMOCTH BKJIIOYaeM HHTep(helc «IaHHbIE» M U3MEHSEM €ero HaCTPOMKU:
BBIOMpAEM HYKHBIA MOPT U YKa3bIBaeM ip-ajpec.

3. B mHacrtpoiike «CeteBbie MapuIpyThl» B cIydyae HEOOXOJAMMOCTH MOXXHO YKa3aTb
CTaTUYECKUE MapILIPYTHI JUIsl UHTEPPEICOB ypaBIeHUs U TaHHBIX.

[Ipumeuanue. YToObI KJIMEHT MOT IiepeaBaTh Tpaduk Ha nHTEpdeiic taHHbIX InProxy,
Ha caMmoM cepBepe InProxy HeoOGXoaum MapuipyT depe3 UHTepdeiic TaHHBIX K
UCTOYHUKY Tpa(uKa, B TOM CIy4yae, €CIM UCTOUHUK TpadHKa HE PACIION0KEH B OJTHOM
ceTu ¢ uHTepdeiicom naHHbIX (Hanpumep, nHTepdeiic nanubix B cetu 10.0.141.0/24, a
uctouHuk Tpapuka - B 10.0.183.0/24), a mapmpyT no yMOJYaHUIO UJAET HE 4Yepes3
uHTepdeiic naHHbIX. B ciiyuae oTCyTCTBHS MapuipyTa Tpaduk OT UCTOYHHMKA OyneT
otunsTpoBan rp_filter

4. Jlna xiacTepHOM KOH(UIrypaluu ykasblBaeM BupTyaibHble [P-anpeca unHTepdeiicoB
JlaHHbIE/yTIpaBJIeHUS

6.1 Hacrpoiika nepenaun ¢aiiios no FTP

1. Ha cepBepax In-Proxy m Out-Proxy Bo BKiaake «YIpaBiieHUE I[0JL30BATEIAMM
no0aBJisieM TPYIITY U MOJIb30BaTENs, BIOpaB rpyniy, K KOTOPOil OH OyAeT omnpe/elieH.
2. Bo Bknanke «lIpokcu-cepBuch»:
— Bxurouaem «OO011me HaCTPORKM.
— B nactpoiike «FTP» Britouaem konpurypauuto FTP.
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Ha cepepe In-Proxy B Hactpoiike «llamku obmiero poctyna» HaXuMaeM Ha
«COXpaHUThL M J00aBUTHY» W BBOJUM Ha3BaHME MAIKU U TPYIIY, Il KOTOPOW OHA
OyzeT AoCTyIHa.

Ha cepepe Out-Proxy B Hactpoiike «llepenaua daiiior» mobaBiasieM KaHa
nepegauy (Ha3BaHUE KaHaja epeJadn J0JKHO COBMAIaTh ¢ Ha3BaHUEM Manku Ha In-
Proxy cepBepe). Yka3piBaeM Bce JaHHbIC MOJIb30BaTENd Uil ayTeHTU(UKAIMN Ha
BHEIIHUM cepBep, [P-aapec BHEIIHETo cepBepa, Ha KOTOPBIA OyayT HPUXOIUTH
nannbie ot Out-Proxy cepsepa.

3. CoxpansieM HaCTPOWKH U MPUMEHSAEM KOH(PUTYPALIKIO.
4. Ilposepsiem npaBuiabHyt0 HacTporky FTP Bo Bknagke « MoHuTOpruH»:

Ha In-Proxy/Out-Proxy cepsepe B HacTpoiike «VicTopus coobiiennii» BeIOHMpaeM
KaHaJ nepeaayu, nodasnenusiii st FTP nepenaun, u nepexoauM Ha HETO.
Otnpasnsgem TectoBoe coobmienune ¢ In-Proxy ma Out-Proxy / ¢ Out-Proxy Ha
KOHEYHOE YCTpOMCTBO OyIeT OTHNPaBIEHO CaMOCTOSATENIBHO, €CIU HacTpOEHa
nepecbulka Ha ylnajieHHbIM XOcT. OTIpaBKa OCYILECTBISETCS Ha)KaTUeM KHOIKU
«OTIpaBUTh COOOLICHUEY.

Haxxumaem Ha kHOTIKY «OOHOBUTBY, €CITH COOOIICHUE OTIPABIICHO, B CTONOIE «baiit
[epe/iaHo» BBIBOAUTCS 00BbEM IMEPEJaHHOTO COOOIIEHHUS B 3€JI€HOM OKHE, €ClIU He
OTIPABUJIOCH — 00BbEM NEPEJAHHOIO COOOIIEHNs, paBHbIHN 0, B IPO3pauHOM OKHE.

HpI/IMe‘IaHI/IC. YuyerHas 3anuch IIOJIB30BAaTCIIA, 3adaHHas 1JI ITaIIKK1 O6IH€FO AOCTYIIa Ha Il’l—PI'OXy

cepsepe, OyeT ucrnosib3oBana s ayreHTuukanuu mexxay FTP-knuentom u FTP-cepsepom In-

PI'OXy, a yde€THas 3alliCh I10JIb30BAaTCJIA, HA3HAYCHHAA B CBOMCTBax KaHaja nepcaadn Ha BKIIAAKE

«repenaua ¢aitnoB» Ha cepsepe Out-Proxy - mis ayrentuduxanumn va ynaneaaom FTP-cepeepe

6.2 Hacrpoiika norokoBoii nepegauu rpagpuxa no UDP

1.

Bo Bknagke «IloTokoBbie CCPBUCHI»:

ITepexonuMm B HacTpoiiky «UDP Tynnenuposanuey» n BKIOYAEM €€ HA BCEX CEPBEPAX
In-Proxy u Out-Proxy.

JoGasnsiem npasuio tynHenupoBanust UDP-tpaduka Ha InProxy HaxaTtrem kHOnku
«JlobaBuTh mnpaBuno» U ykaspiBaeM [P-ampec m mopt wucrounuka, I[P-aapec
(untepoeiica In-Proxy cepsepa AIIK InfoDiode PRO, Ha xoTopslii mianupyercs
nepeaayda Tpaguka) U MOPT HazHAYEHUs Tpaduka, TP HEOOXOIUMOCTH YKa3bIBAEM
npaBuia NAT (TunoBoe HCHONB30BaHUE — COKPBITHE aJpeca HMCTOYHUKA U
Ha3HAYCHHS ).

Job6asnsem npaBuio TyHHenupoBaHusi UDP-tpaguka Ha OutProxy Haxkatuem
KHONKU «Jlo0aBuTh mpaBuiio» U ykasbiBaeM [P-ajnpec u mopTt ucrtouHuka (KOTOpbie
JIOJIKHBI COOTBETCTBOBATh 3HaUeHUAM B nipaBuiie NAT, B ciayyae ecnu npasuiia NAT
ucnonb3ytoresi) U IP-ampec u mopr HasHaueHHs Tpaduka (KOTOpBIE OJKHBI
COOTBETCTBOBaTh 3HaueHuUsAM B npaBuwie NAT, B cioyuae ecnum mpaBwia NAT
ucnonb3ytores). Ilpu HeoOxomumocTH ykaspiBaeM mnpaBwia NAT (TumoBoe
UCIIONIb30BaHue — anpec wuHTepdeiica maHHbIX Out-Proxy moacraBisieM Kak
UCTOYHUK, U aJI]pec KOHEYHOI'0 X0CTa KaK aJpec Ha3HAUCHMUS).

2. 3axonuMm B «Ilapamertpsl cepBepay, nepexoaum B «CeTeBble MapUIPyThI».
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Ha In-Proxy cepBepe mobaBisieM MapumipyT, yKa3bIBas IIOJCETh Ha3HA4YCHHS B
cooTBeTcTBUU ¢ ipaBuiamMu UDP TyHHenmMpoBaHus 1 BEIOMpaeM ceTeBoi nHTepderic
«JInomy, yepe3 KoTopbIi OyIeT HAIpaBJICH MOTOKOBHIN Tpadguk Ha OutProxy.

Ha Out-Proxy cepBepe qo0aBisieM O1H MapHIpyT, yKa3bIBas MOJCETh HA3HAUCHUS B
cootBercTBUM ¢ npaBunamu UDP TyHHenupoBaHus, agpec ILI03a CETH, B KOTOPOU
pacnosioxxeH natepdeiic nanapix Out-Proxy cepsepa, BEIOMpaeM ceTeBoi HHTEepdeiic
«/lannbpie». JlobGaBnasieM BTOpoi Mapmpyt misa npuema UDP-tpaduka c In-Proxy
cepBepa, YKasblBas IOJICETh HMCTOYHHMKA B COOTBETCTBMM ¢ mnpaBuigamu UDP
TYHHEJIMPOBaHUs, BEIOMpaeM ceTeBoil nutepgeiic «nomy.

CoxpaHsieM HaCTPOWKH ¥ MPUMEHSIEM KOH(PHUTypaIuio.

6.2.1 IIpumep HacCTPOMKH Nepegavu.

B nanmHom mnpumepe BeimonHsieTcs mnepenada UDP-tpadguka OT HMCTOYHMKA € aJpecoM

77.72.77.7Z/7Z X IIPUEMHHUKY C aaApECOM aa.aa.aa.aa/aa. B mponecce nepeaadyu NnpuMEHAKOTCA

npaswia NAT s agpeca Ha3HAYCHUS.

B web-untepdeiice In-Proxy cepBepa BBITOIHSIOTCS CISTYIONINE HACTPOUKH:
1. [JoGasnsiem npasmiio TynHenuposanus UDP-tpaduka:

VYxaseiBaem [P-anpec/moacers ucrounuka tpaduka: zz.zz.zz.7z/zz.

VYkaswiBaem [P-anpec naznauenus (IP-aapec uarepdeiica nanusix In-Proxy cepsepa)
U MOPT: XX.XX.XX.XX/XX:XX.

VYkaspiBaem npaBuiia NAT: ucrounuka: dd.dd.dd.dd/dd, naznauenus: yy.yy.yy.yy/yy

2. VYka3pIBaeM CETEBOM MapUIpPyT:

3amaeM MOJICETh HA3HAYCHUS: VY.VY.VY.YY/Yy
Brioupaem cereBoii uatepdeiic: Juom.

B web-unrtepdetice Out-Proxy cepBepa BBIMOTHSIIOTCS CIEAYIONINE HACTPONKH:
1. Jlo6asnseM npasuiio TyHHenupoanust UDP-tpaduka:

VYkaszeiBaeM [P-agpec/moncers ncrounnka tpaduka: dd.dd.dd.dd/dd.
3amaem [P-anpec u mopT Ha3HAYCHUS: VY.VY.VY.VY/YY:VY
3anaem npaBuna NAT: ucrounuka: bb.bb.bb.bb, Haznauenus: aa.aa.aa.aa.

2. VYKa3bIBaeM CETEBBIE MapLIPYTHI:

1) 3amaem moacets uctounuka s npuema UDP-tpaduxka: dd.dd.dd.dd/dd
Bribupaem cereBoit untepdetic: uos.
2) 3anmaeMm mojceTh Ha3HAYCHUS: aa.aa.aa.aa/aa

Bribupaem ceteBoit uaTepdeiic: JlaHHbie.

6.3 Hacrpoiika nepeaaym 3J1eKTPOHHOM MOYTHI

1.

Ha In-Proxy cepBepe Bo Bkinanke «lIpokcu-cepucel» BximrogaeM HacTpoilky

((QHGKTPOHHEIH moyra»

Ha In-Proxy cepBepe B HacTpoiike «DJIeKTpOHHAsI [10YTa» BEIOMpPAEM TPYIITY JOCTYIIA,

MIOPT, MAKCUMAJIbHBIN pa3Mep MUChMa.

Ha Out-Proxy cepBepe B HacTpoiike «DiekTponHasi 1odra» yka3piBaeM I[P-agpec

IMO4YTOBOTO CCPBCpPa B TIOJIC «XOCT)), opT, JIOTMH W IapoJib MOJb30BATCIA I
ABTOpHU3alMK HAa TIOYTOBOM CCPBEPC.
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b

CoxpansieM HaCTPOWKH M MPUMEHsIEM KOH(UTYpaIHIO.

IIpoBepsieM paBUIIBbHYIO HACTPOMKY MEPEAAUU ITOYTHI BO BKIIAAKE « MOHUTOPUHI»:

Ha In-Proxy/Out-Proxy cepBepe B HacTpoiike «lcTopus cooOrienuii» BEIOUpaeM KaHal
nepenayu «maily, ¥ mepexouM Ha HEro.

Otnpaginsiem TecToBoe coobmienue ¢ In-Proxy Ha Out-Proxy/ ¢ Out-Proxy Ha koHEeYHOE
YCTPOWCTBO HAKaTUEM KHOMKHU «OTIPaBUTEL COOOIICHUE.

Haxumaem Ha xkHONKY «OOGHOBHUTBY», €CIIM COOOIICHHE OTIPABIEHO, B cTONOIE «baiit
[epe/1ano» BBIBOAUTCA O0bEM MEpelaHHOTO COOOLICHHS B 3€JICHOM OKHE, €CIM He
OTIIPABUIIOCH — 00BEM NEPEAAHHOTO COOOILIEHUS, paBHBIH 0, B IPO3payHOM OKHE.
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7. CBenenus 00 akryajabHbIX Bepcusix AIIK InfoDiode PRO

[TpousBoauTeENb OCYIIECTBISET MyOIMKALMIO CBEACHUM, KaCAIOIINXCs aKTyalbHBIX BEPCHil
AIIK InfoDiode PRO, ocymecTBieHus TEXHUYECKON TOMICPKKA H  JACHCTBYIOIIUX
ceprudpukaroB PCTOK Poccum, Ha odunmansHom caiite https://infodiode.ru/. ITyGaukammm
MOJJIEXKAT CIEAYIOIINUE CBEACHHUS:

e O rekymei akryanbnoi Bepcun AlIK InfoDiode PRO;

e 006 akryansubix Bepcusix AIIK InfoDiode PRO, Ha xoTOpbIe OCYIIECTBIACTCS MOTHAS
TEXHHYECKas MOAJIEPKKa U COMPOBOKICHHUE;

e O Bepcusix AIIK InfoDiode PRO, Texaudeckas noaaepka Ha KOTOPbIE B MIEPCIICKTUBE
OyZeTr 3aBepllieHa U U KOTOPBIX OCYILIECTBISETCS TOJIBKO IMOJJIEp:KKa 0e30MacHOCTH
CpeICTBa, BKIIOYAIOLIas YCTpAHEHHUE HEJAOCTaTKOB, Je(PEKTOB, KPUTHUECKHUX
ySI3BUMOCTEH U HEJCKIapUPOBAHHBIX BO3MOKHOCTEH;

e O Bepcusix AIIK InfoDiode PRO, ceptudurar ®CTIK Poccun KOTOpPBIX B IEPCIIEKTUBE
OyZeT 0TO3BaH WM 3aKOHYHT CBOE JICHCTBUE.

Anmunuctpatop AlIIK InfoDiode PRO nomxken He pexe ueM pa3 B 6 MeCSIIEB OCYIIECTBIIATH
KOHTPOJb AaKTyaJbHOCTH BEPCUU TMPOJAYKTa B LEIAX NPEAYNPEKIECHUS HapyLICHUH
3aKkoHoarenbcTBa Poccuiickoit @exepanuu B yacTu ucnoib3oBaHusi C3U, B oTHomeHUH
KOTOpPBIX HE OCYILECTBISETCS TEXHMUYECKas MOJACpKKa WM IOAJEpKKa Oe30MacHOCTH
cpencTsa, mubo okonueHo aeiicraue ceprudurara DCTIK Poccun.
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