CoBpeMeHHble TPeOOBaHUA K 00ECMEYeHN0 MHPOPMALIMOHHOA 6630MacHOCTI rOCYAaPCTBEHHbIX UHOPMALIMOHHBIX CUCTEM,
opraHm3auuin  (UHAHCOBOWA OTPACAN, KPUTUYECKN BaXKHbIX 00bEKTOB, 00bekTOB KWW 1 ACY TI B 3HEPreTU4eckomn,
HedbTera3oBom, TPAHCMOPTHOW, KKX 1 Opyrux OTpacnsax NPMBOAAT K BbIOOPY MPUHLMUNUANIBHO HOBbLIX TEXHUYECKUX U
OpraHn3aLOHHbIX Mep 3aLLUTbI.

B ka4yecTBe peLLeHNs MOryT BbICTynaTb TEXHONOrMM oaHoHanpasneHHoi nepenayn gaHHbix AlK InfoDiode PRO, ocHoBaHHbIe
Ha NPUHLMNAX OU3NYECKOIA U30NALMA OJHOrO CETEBOr0 CErMeHTa OT APYroro, U npu 3TOM 06ecneynBaroLLe BO3MOXXHOCTb
nepeaayn JaHHbIX U3 3aKPbITOr0 KOHTYpa BO BHELUHWE CETW. Takme TEXHOMOMMM rapaHTUPYHT LENOCTHOCTb M JOCTYMNHOCTb
AaHHbIX B 3aLLWLLEHHOM CErMEHTE, a TaKXe MOMHOCTbI0 MCKMIOYAKT PUCKM Nepedaydn Kakux-nubo AaHHbIX B 06paTHOM
HanpaBneHNK, BHYTPb 3aLLNLLAEMOr0 CermeHTa.

B HacToswem pokymeHTe npenctaBneHbl uUenesble Xxapaktepuctuksn AlNK InfoDiode PRO, KoTtopble rapaHtupytoTcs
NpoKU3BOANTENEM NPN COBMIOAEHMN YKA3aHHbIX OFPAHNYEHUIA.

BHuMaHKe: B TabnuuUax HWKe MpefCcTaBfieHbl NoKa3aTeny Ha3HaveHus, KOTOpble MOAAEPKMBAOTCS NOCNEeLHeR BbINyLLEHHON
Bepcwueli M0 InfoDiode PRO.
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OcHosHble napameTpbl npoaykTa AlK InfoDiode PRO

Noe  llokasatenb 3HayeHue
n/n
1. OcHoBHbIe 3aa4n petiaemble AMK Infodiode PRO 1. 3awmTa CToYHMKA nepeaadn AaHHbIX,
2. 3awuta npMeMHUKa nepeaadmn aaHHbIX
0O6ecnevyeHne 0HOHANPABNEHHO NEPeaadn AaHHbIX 1
MCKMI0YeHne BO3BPATHOro Tpaduka 3a cHeT UCMNONb30BaAHUA
(buamyeckoro npmHLMNa 0AHOCTOPOHHEN NPOBOAUMOCTH
2. OcHOBHbIe annaparHble KOMMOHEHTBI e In-Proxy consnyeckuii cepsep
e AnnapartHbiit Diode
e Qut-Proxy domsunyecknii cepsep
3. AnnapartHble nnaTgopmbl e FEL19
e EL20/EL20.2
e FEL23
e FEL104/108
e Axsapuyc T40 S104DF
4. lporpammHoe o6ecneyenne (MO Infodiode PRO) e [0\npowweka Infodiode PRO (AMT PYI)
2. Buabl nepeaBaemMbix JaHHbIX e [l0TOKOBbIE CEPBUCHINMTOTOKOBbIE AaHHbIE
e [IpoKcu cepBUCHINNAKETHbIE fJaHHbIe
6. KnacTepHasa KoHdUrypaums - noTOKOBbLIE CEPBUCH! Ja
7. KnactepHas KoHduUrypauus - npoKcu CepBUCHI Ja
8. NoTOKOBbIE CEPBUCHINTOTOKOBbIE AaHHbIE UDP, TCP\IP (TyHHenuposaHue), Mepumetp KBO (IpSec),
CTpuMUHT BUAEO\paboyero cTona
9. lpoKcK CepBUCHI\NAKETHbIE AaHHbIE FTP(S), SMB\CIFS, SMTP(S), SFTP
10. [lopnoepxxuBaemMble NPOTOKOSbI AN aKTUBHOW CXEMbI FTP(S), SMB\CIFS, SMTP(S)
(Ha In-Proxy cepsep BblknaapiatoT, Out-Proxy cepsep
BbIKI1aAlbIBAET HA BHELLIHWIA CepBep)
11.  [lopnepxnBaemble NPOTOKOSIbI AN NACCUBHO CXEMbl FTP(S), SMB\CIFS, SMTP(S), SFTP
(Ha In-Proxy cepsep BblknagpiatoT, ¢ Out-Proxy
CepBsepa 4MTarT)
12.  [loppoepxnBaemble NPOTOKOSbI CYX60I U3BNEYEHMS FTP(S), SMB\CIFS

thaitnos (In-Proxy cepsep 4utaet, Out-Proxy cepsep
BbIKNabIBAET)
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OcHosHble napameTpbl npoaykTa AlK InfoDiode PRO

No  [lokasatenb 3HayeHue
n/n
13.  loanepxuBaemble MHTErpaunum SIEM, Active Directory, NTP
14.  Tlopoepxka TLS FTPS (naccmBHas n aktueHas cxemsl), HTTPS, LDAPS
15.  Topnepxka YHKUUA MEXAOMEHHOI0 peLLeHmns ICAP (DLP, Sandbox)
(npoBepka nepeaayn AaHHbIX)
16.  MOHWTOPUWHI CTOPOHHUMU CPeaCcTBaAMY SNMP
17.  VIHCTPYMEHTbl aAMUHUCTPUPOBAHNA SSH
18.  [lononHuTensHble QyHKLMMN ®opmupoBanHmne hainna MeTa-mHPOPMaLUK LN1F ero aHanu-
3a cpeacteamu DLP (4tenue), Ynpasnenme KoHGuUrypaume
19.  Ponu u rpynnsl Nonb3oBatenen AnmuHnctpatop, Onepatop, lMonb3oBaTenb cepsuca, Monb-
3osarenb DLP
20.  BHyTpeHHMe (BONOSMHUTENbHbLIE) QDYHKLMK 06ecneyeHns  KOHTPOMb LeSTIOCTHOCTM, AyAnT N3MEHEHWUA KOHADUTypauum
6e30MacHOCTW NPOaYKTa cuctemsl, Mictopus coo6LLeHum
21.  llopgepxuBaemMble cLeHapun o6MeHa (He NCKNoYas) Mepenada nHkpemeHta MS SQL Server, Mepenada nosnHoro

6akana MS SQL Server, Mepegaya 06HOBNEHWIA

WSUS, Mepepaya penytaunoHHbix 6a3 KPSN, Mepenaya
nHkpemeHta PostgreSQL (log-shipping WAL no-

ro), Mepenaya nonHoro 63kana PostgreSQAL, Mepeaaya
npotokona NTP (cuHxponusauus spemenu), Mepepaya pe-
3epBHbIx konuit Knubep bakan, NHterpaums InfoDiode ¢
AVSOFT ATHENA, WnTerpaums InfoDiode ¢ DLP InfoWatch
Traffic Monitor, MHTerpauus InfoDiode ¢ PT Sandbox
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LononHutensHble napameTpbl npoaykra AlK InfoDiode PRO

No
n/n

lMokasartenb

3HayeHue

MakcumanbHas apdekTUBHAA CKopocTb nepefayu UDP
n TCP\IP Tpachuka B HeKnacTepHoOM BapuaHTe

900 M6uT\cek

MakcumansHas adppekTuBHas ckopocTs nepegadun UDP
TCP\IP Tpathuka B KNacTePHOM BapuaHTe

900 MéuT\cek

MakcumanbHas 3addeKTUBHAA CKOPOCTb nepeaayn
ainos no FTP(S)\CIFS\SFTP n SMTP B HeknactepHoMm
BapuaHTe 63 hYHKLNIA MeXIOMEHHOI nepeaaymn
(NpOBEPKM AaHHbIX)

300 MéuTt\cek

MakcumansHas adppeKTUBHAs CKOPOCTL Nnepeaaqu
ainos no FTP(S)\CIFS u SMTP B knactepHom
BapumaHTe 6e3 PYHKLNIA MeXXJ0MEHHON nepeaayn
(NpOBEPKM AaHHbIX)

300 MéuTt\cek

MakcumanbHoe Bpems roTOBHOCTU BE6-KOHCO/M
ynpaBsnexHus nocne 3anycka

3 MUHYTBI

MakcumanbHoe Bpems roTOBHOCTM K Nepefaye faHHbIX

3 MUHYTbI

MakcumanbHoe Konu4ecTso (dansios (pasmMepom 4o
1,75 M6) B cekyHay npu nepefadye ¢ In-Proxy cepsepa
Ha Out-Proxy cepsep

20

Mpw pa6oTe cnyx6bl M3BNEYeHUS ghaiinos (onpoc
BHELUHero cepsepa CTOPOHOM In-Proxy) -
MakcumasibHas 4actoTta 3anycka cnyxobl
(MHTEHCMBHOCTb CKaHWUPOBaHUs (DaNoB Ha yaaNeHHOM
cepsepe)

1 pa3 B 1 cekynay

[Mpn paboTe cnyx6bl U3BNEYeHNs painos (onpoc
BHELUHero cepsepa CTOPOHOM In-Proxy) -
MaKcKUMasnbHas BNOXEHHOCTb NanoK Npu CKaHMPOBaHMN
(hainnos Ha ynaneHHOM cepBepe

10

10.

Mpw paboTe cnyx6bl U3BNeYeHNs graiinos (onpoc
BHELLIHEro cepeepa CTOPOHOM In-Proxy) - MakcMMyMm
narok Ha OLHOM YPOBHe

50

1.

[Mpn paboTe cnyx6bl U3BNIe4eHUs hainnos (onpoc
BHELLIHEro cepsepa CTOPOHOM In-Proxy) - MakCMMyM
OAHOBPEMEHHO CO3JaHHbIX NanokK (BKto4as
BNOXXEHHbIE)

250
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LNononuutensHbie napameTpol npoaykta AlK InfoDiode PRO

Noe  llokasatenb 3HayeHue
n/n
12.  [lpn paboTe cnyx6bl M3BMEYEHNS (DaNNoB (0Npoc 1000
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MakCKMarnbHOe KOSIM4YecTBO (Pannos Ha yaaneHHOM
CepBepe B MOMEHT 3anycka CKaHUpoBaHms
13.  [lpwn pab6oTe cnyx6bl M3BMEYeHNS DaANNoB (0Npoc 100
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MakCcKMarbHOe KONM4ecTBO (DannoB, U3BJIeKaeMbIX 32
OAVH 3anycK Cnyxobl
14.  Tlpu pa6ote cny6bl M3BIIe4eHNs dannos (onpoc 176
BHELLIHEro cepeepa CTOPOHOM In-Proxy) -
MaKcumanbHblil 06beM U3BNIEKAaEMOro ghaina
15.  Tlpwn pa6ote cnyxo0bl n3BneveHns gainos (onpoc 20
BHELUHero cepsepa CTOPOHOM In-Proxy) -
MakCcKMarnbHOe KONM4YecTBO (pannos, 13BeKaembiX C
yOaneHHoro cepeepa, B CEKyHay
16.  [lpu pa6ote n3BnedeHus haiinos (ONpoC BHELLHEro 300 Moéut\cek
cepeepa CTOpoHOM In-Proxy) - 3adhheKTBHaA CKOPOCTb
YTeHus pansioB Npu N3BNEYEHNUN
17.  ToppepxuBaemble 6pay3epbl (KOHCOMb GChrome (v.149 u Bbiwe), Microsoft Edge, FireFox
aAMUHNCTPUPOBAHWA) (v.147 v Bbiwle)
18.  lopmepXuBaemble BEPCUN KOHTPONNEPOB JOMEHA 2012r2, 2016, 2019
Active Directory (Windows Server)
19. Tllopnepxmsaemble NPOTOKOSbI ayTEHTUGIMKALUM Kerberos
(BOCTYN K KOHCONW aAMUHNCTPUPOBAHUS)
20. MNoppepxusaemble Bepcun SAMBA SMB2 (akTmBHas u naccusHas cxembl), SMB3 (Tonbko
naccmBHas cxema)
21.  Topnepxueaemas sepcus SNMP SNMPv1, SNMPv2, SNMPv3
22. ToppepxuBaemble KNMEHTb! Ans paboTbl no CIFS smbclient (4.10.7), NMposogHuk Windows, cifs-utils (6.9,
aapo 5.0.0.38)
23.  ToppepxuBaemble KIMeHTbl ans paboTsl no FTP\FTPS Filezilla (3.29.0), Winscp (5.13.1), Iftp (4.8.4)
24.  MakcumanbHo nojaepXx1nsaemMoe Konu4ecTso 1000
nosib30BaTenen cucTeMbl Ha 0AuH cepsep (In-Proxy
unu Qut-Proxy)
25. [lpepenbHOE KONMYECTBO 0JHOBPEMEHHbIX 20

noaknioyeHuin\ceccunn FTPAFTPS\CIFS K kaxaomy 13
cepsepoB In-Proxy\Out-Proxy
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LNononuutensHbie napameTpol npoaykta AlK InfoDiode PRO

Ne lMoka3aTenb 3HayeHue
n/n

26.  [octynHoe ana pasmeLleHns ¢hainnos Mecto Ha guckax — 90% o1 o6bema gucka

27. [lpepen Hanu4ms cBOOOAHOIO MecTa Ha auckax In-Proxy 116 oT JOCTYNHOro ANs pasmelLeHmns hainnos mecTa Ha
1 Qut-Proxy ans rapaHTuu yCnewHoi nepeaayn AaHHbIX — OUcKax

28. MakcumanbHOe Konnm4ecTBO 06bEKTOB B 06paboTKe 800 000
(o4epenb 06paboTKM + 06pabaTbiBaeMble)

29.  MakcumarnbHas fimHa umeHn doainna, 6aint 255
30. MakcumanbHas gnuHa nyti daina, 6aint 2048
31.  MakcumanbHas BnOXeHHOCTb Nanok 10
32.  Makcrumym nanok Ha 0JjHOM YPOBHe 50

33.  Makcumym 0fHOBpPEMEHHO CO3[aHHbIX nanok (Bknwo4yas 250
BNOXXEHHbIE)

34. PekomeHayemoe KonnM4ecTBO paboyux 10
CTOJIOB\MCTOYHMKOB Tpadpuka ans CTpuMuHra (npu
outpeite 3000K)

35.  PekomeHAyembl MaKCHUMarbHbIN pasmep 1616

nepenasaemoro gpaiina

36. PexkomeHayemblin Ans nepenayu cpeHuii pasmep 4 M6
(haina (B Lenax MakcuMmaauuu 3P EKTUBHO A
CKOpOCTU nepeaayn)

37. PexkomeHayemoe KOJIM4eCTBO KaHarnos 50
nepenadu\endpoint-endpoint

38.  MakcumanbHoOe Konu4yecTBO COOOLLEHWUIA B OQHOM 5000
kaHane\endpoint (Ha OCHOBaHUM AaHHbIX B pasjene
VcTopus coobLeHnii)

39. Cpok xpaHeHus haiinoBs Ha In-Proxy un Out-Proxy 0T 1 MuH po 30 AHel (HacTpoiika)
cepsepax

40. [pouUeHT KoMMeHcauuu pasmepa B Lensx rapaHtum ot 12.5% (Ha 6onblinx aiinax) go 100% (Ha ManeHbKux
[0CTaBKU (haitnax n cnyxe6HbIx KOMaHaax) - 0T o6bema
nepefasaemblX JaHHbIX
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