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CLIEHAPUI NCMONMb30BAHUA

MNepenada TEXHONOTUYECKUX AAHHBIX KPUTMYECKON MHADPACTPYKTYPbI B HEI0BEPEHHbII CETEBOIA

CerMeHTt

OTPACJ1b

9HEPTETUKA

LIESTb

0O6ecneuutb nepeaady Teros OPC DA
Pa3NNYHbIX BEPCWIA N3 TEXHONOrMYECKOro
(3awmuiaemoro) cermeHTa B Historian
KOpnopaTWBHOIO CerMeHTa A/1s PeLleHus
3a[a4 aHanM3a AaHHbIX 1 NNaHMPOBaHUs

PELLIEHVE

COBMECTHOE MPUMEHEHME KOMMIIeKca npo-
ayktoB KepServerEx, InfoDiode SMART,
Aveva/Wonderware Historian

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
MCTOYHMKOM faHHbIX OPC DA ¢
BO3MOXHOCTbI Nepeayy AaHHbIX BHELIHUM
noTpeouTeNnsam

MpumeHsiemblii NpoayKT

0 KoMnaHuu

MexxayHapoaHas rpynna KOMnaHui, 0JHa u3 BeflyLLUiX B MUpE B
cdhepe [06bI4M 1 NePepaboTKu MUHEPabHbIX PECYPCOB, C
WHTErPUPOBAHHBIMI, J06bIBAIOLLMMM, NepepadaTbiBaOLLMMU,
9HEPreTUYeCKUMM 1 NOrMCTUYECKMMI NPeANPUATUAMM

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

Y106bl BbINOMHUTL CBOWM 0053aTenbCTBA Nepef noTpebuTenamu
MOCTABLLUMKY 3NEKTPO3Heprun TpebyeTcs NPOBOANTbL MOHUTOPUHT I
aHanu3 COCTOAHWA CMCTEM reHepauun n 060pynoBaHus. [aHHbie
AN 9TOr0 NepeaaoTcs M3 TEXHONOrMYECKOro CerMeHTa B Kopropa-
TUBHbIA. OHAKO NO TOMY XE KaHany BO3MOXHA OpraHu3aums ara-
K unu nonafaHue BpedoHocHoro 0 M3 KopnopaTtMBHOrO WK
MHOr0 BHELIHEro CermMeHTa. 9T0 MOXET NPUBECTU K HapyLUEeHWIo
paboTbl TEXHONOMMYECKON CETW, NPOCTOK reHepaLumn n JoporocTo-
ALLLEMY PEMOHTY.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX MPOTOKO/I0B NO3BONIAOT COOPATh JaHHbIE U3 KXKOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AaTYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.
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TpeboBaHua

Historian, nanee cneunanucram Ans MOHUTOPUHIA, aHANUTUKW 1 NaHUPOBaHUS
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KopnopaTuBHas unu cTopoHHss ceTb

PerynapHo nony4atb faHHble (OPC DA) ¢ 8 3Hepro6/10K0B TEXHOSIOrMYECKOr0 CErMeHTa, HanpaenaTb WX B XPaHWUNULLE

[apaHTMPOBAHHO UCKMOYNTL BO3ENCTBME HA TEXHOMOMMYECKUIA CErMEHT, C1e/1aB HEBO3MOXHOW OpraHm3aLuio ataku no

«O6nako»

[MOBbILIEH YPOBEHb WHMOPMALIMOHHON 6e30MacHOCTU 3a CYeT 3MEKTUBHON CermeHTaumu cetu. BbinonHeHo

huanyeckoe 0OTAeNEHME TEXHOMOTUYECKOWA CETW OT APYruX, MeHee NOBEPEHHbIX CerMeHTOB. cKnioyeHa BO3MOXHOCTb
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PeanuaoBaH cO0p AaHHbIX ¢ § 3Hepro6IoKOB M WX nepejaya no OAHOHAMPABMIEHHOMY KaHany 4epes AMO0J LaHHbLIX B
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CLIEHAPUI NCMONMb30BAHUA

Mepepaya u3 TeXHONOMMYECKOr0 CerMeHTa AaHHbIX 0 COCTOSHUMU 060pYA0BaHUS ANS Lieneil

MOHUTOPUHIa U ANArHOCTUKHK

OTPACJ1b

|_|TJ

9HEPTETUKA

LIESTb

06ecneyunTb nepegady TeNEMETPUN No
npotokony |[EC-104 u3 TexHonorn4eckoro
(3awmLiaeMoro) cermeHTa B pernoHanbHoe
ANCneTYepcKoe ynpasneHue u
LLeHTPaNU30BaHHBIN CUTYALLMOHHBIN LIEHTD

PELLIEHVE

COBMECTHOE MPUMEHEHME KOMMIIeKca npo-
ayktoB InfoDiode SMART, KOTMIA-14, CK-11

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
BO3MOXHOCTbIO Mepefadn JaHHbIX B LEHTP
MOHWUTOPWHIa

MpumeHsiemblii NpoayKT

0 KoMnaHuu

MHoronpoubHbIA XONANHT, 06beANHAIOLLMNIA aKTWBbI B
3HEpreTnKe

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

JHeproreHepupytoLme nNpeanpuaTus  nonagawT nof  HOPMb
187-®3 o 6e3onacHocTn o06bekToB KWW. B cooTBetctBumM ¢
Tpe60oBaHUAMN HEOOXOAMMO (PM3NYECKN OrPaHNYNTL BO3MOXXHOCTb
A0CTyNna K TEeXHONOTUYECKOW CeTU W3BHE, MOCKONbKY BO3MOXHA
OpraHu3auus arakm wunu nonagaHue BpegoHocHoro [0 u3
KOPMOPATUBHOTO WM MHOTO BHELUHEr0 CermMeHTa. JT0 MOXET
NMPUBECTU K HAPYLIEHWNI0 paboTbl TEXHOMOrMYECKON CETH, MPOCTOH
reHepauuu ¥ [OpOrocTosiLieMy pemoHTy. B To ke Bpems, ans
CBOEBPEMEHHON [MarHOCTMKW 1 NPOUNAKTUKN 060pya0BaHMA
HE0OX0AUM MOHUTOPWHT W YAANEHHAs AWArHOCTUKA CO CTOPOHbI
9KCMyarauroHHbIX CNyX6 1 NPon3BoOLUTENS 060PYA0BAHNA.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.
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TpeboBaHua

MOHWUTOPWHIA N ONEPAaTUBHOI0 KOHTPONA

TOMY XK€ KaHany, no KOTOpoMy NepeaatoTcs AaHHbIe 418 BHELLHWX MoJy4aTenen
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Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI

PerynsapHo cobuparb AaHHble ¢ 060pya0BaHMs B TEXHONIOMYECKOM CErMEHTe, HanpasATh UX B CTOPOHHME CNyX0bl Ans

[apaHTMPOBAHHO UCKMOYNTL BO3ENCTBME HA TEXHOMOMMYECKUIA CErMEHT, ClleN1aB HEBO3MOXHOI OpraHm3aLuio ataku no

(
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CUCTEMbI
CTOpPOHHME CETU U CUCTEMbI
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CLIEHAPUI NCMONMb30BAHUA

C6op, 06paboTka ¥ nepeaaya NPOMbILLEHHOr0 Tpadmka 06beKTa SHepreTMku U3

TEXHOJIOrM4eckoro cermeHTa B MeHee A0BEPEHHbI CETEeBOW CEerMeHT

OTPACJ1b

9HEPTETUKA

@ LIENb

06ecne4unTb c60p, 06pabOTKY M nepepady
TMMOBbIX CUTHANOB MPOMbILLSIEHHBIX NPOTOKO-
0B HA «BEPXHME» YPOBHI U3 TEXHONOTNYe-
CKOrO CermeHTa B CTOPOHHWE CETU M CUCTEMDbI
B OTKPbITOM CErmMeHTe

-0)- PEILEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode SMART
C MPOrpamMmmMHbIM 06ecneyeHnem

Penematuka MJ]

NPEUMYLLECTBA

|_|TJ

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
BO3MOXHOCTbIO Mepefadn JaHHbIX B CUCTEMbI
«BEPXHEro» ypOBHs

MpumeHsiemblii NpoayKT

0 KoMnaHuu

O6beKT aHepreTuKm

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

3Ha4uUTeNbHAs 4acTb 0OLEKTOB HEPreTUKM NOMAaAAoT Noj HOPMb
187-®3 o 6e3onacHocTn o06bekToB KWW. B cooTBetctBumM ¢
Tpe60BaHMAMM  3aKOHOAATENIbCTBA  HEOOXOAUMO  OrpPaHUyUTbL
BO3MOXXHOCTb A0CTYNA K TEXHONOrMYECKON CETU U3BHE, UCKIHYMUTb
OpraHM3aumi ataku wnnm nonafgaHue BpegoHocHoro MO u3
BHELLHEro cermeHTa. Peanusaums Takoi ataku MOXeT NPUBECTM K
HapyLWeHmo paboTbl  TEXHOMOrMYeCKOM CeTW, MpoCTO K
A0POroCToALIEMY PEMOHTY. B TO e Bpems, Ans OnNepaTWBHOrO
ynpasfieHUss U KOHTPONA  NPOW3BOACTBEHHLIX  MPOLECCOB
Heo6XoANMo 006eCneynTb LIeHTPANM30BaHHbIA CO0p U 06paboTKy
AAHHbIX N3 TEXHO0rMYeCKOro CerMeHTa 06beKTa IHEPreTUKN.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI

PerynsapHo cobuparb AaHHble ¢ 060py0BaHMs B TEXHONIOMYECKOM CErMEHTE, HanpaBnATh UX HA «BEPXHWE» YPOBHMN B
CTOPOHHKNE CETU N CUCTEMDI

rapaHTVIDOBaHHO UCKITHOYNTb BO3AENCTBUE HA TEXHOOTUYECKIIA CETMEHT, CLeN1aB HeBO3MOXKHOM OpraHu3auuio ataku no
TOMY Xe KaHasy, Mo KOTOPOMYy NepefaroTcs LaHHbIe AN BHELLUHMX NosyyaTenen
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Pesynbrarhl

BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

BbinonHeHo don3nyeckoe OTAENeHWe TEXHONOrNYeCcKOn CeTn oT Apyrux, meHee JOBEepPeHHbIX, CErMEHTOB. MckntoyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

Peanu3oBaH cO0Op JaHHbIX C 060pYAOBaHWA U UX Nepedada no OAHOHANPaBNEHHOMY KaHany 4epes Avof AaHHbIX
yAanéHHoMy NoTPeduTeNto, B TOM YUCTE CTOPOHHIM 3KCMNyaTaLMOHHbBIM CyX6am

PeanuaoBaHbl Tpe6oBaHus SLA 0 nepefaye AaHHbIX 0 COCTOSHMI 060PYA0BaHNA U 00bEKTA ANS Lieneit MOHUTOPUHIA Y
0NepaTUBHOIO KOHTPONSA CUTYALMOHHBIM WU JUCTETYEPCKUM LIEHTPOM
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CLIEHAPUI NCMONMb30BAHUA

lNepenaya U3 TEXHONOMMYECKOro cermeHTa JaHHbIX 0 COCTOAHMU 060pyA0BaHUA U NPOLIeCCOB Ang

Lenen ux o06paboTkun, aHanu3a u smsyanusauum 8 MES u b[1PB

OTPACJ1b

|_|TJ

MPOMbILNEHHOCTb

LIESTb

O6ecneyunTb nepefady AaHHbIX U3
TEXHON0MMYECKOro (3aLLMLLAEMOro) CermeHTa
C LieNbio 06eCneYeHNs Ux arperaunm n
06pabotkn B MES cucteme B MeHee
JI0BEPEHHOM CErMeHTe

PELLIEHVE

COBMECTHOE MPUMEHEHME KOMMIIeKca npo-
ayktoB InfoDiode SMART, TL.Solutions, I-DS
(Indusoft Digital Services)

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
BO3MOXHOCTbIO nepeaayn gaHHsix B MES ans
nx cbopa, 06paboTKuM, aHanm3a u
BU3yann3auuu

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe npou3BofICTBEHHOE NpeAnpusThe

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

KpynHble NPOMbILWNEHHbIE NPEANPUATUS MONAZaloT MoA HOPMbI
187-®3 o 6e3onacHocTn o06bekToB KWW. B cooTBetctBumM ¢
Tpe60oBaHUAMN HEOOXOAMMO (PM3NYECKN OrPaHNYNTL BO3MOXXHOCTb
A0CTyNna K TEeXHONOTUYECKOW CeTU W3BHE, MOCKONbKY BO3MOXHA
OpraHu3auus arakm wunu nonagaHue BpegoHocHoro [0 u3
KOPMOPATUBHOTO WM MHOTO BHELUHEr0 CermMeHTa. JT0 MOXET
NMPUBECTU K HAPYLIEHWNI0 paboTbl TEXHOMOrMYECKON CETH, MPOCTOH
NPOM3BOACTBA W [OPOroCTOALLEMY PEMOHTY. B TO e Bpems, Ans
OMepaTWBHOIO  YNpaBneHWss W KOHTPONS  NPOM3BOACTBEHHbIX
NpOLEeCcCoB HEo6X0ANMO 06eCnevnTb LEHTPaNN30BaHHbI cO0p W
06pab0TKy [aHHbIX N3 TEXHOMOMMYECKMX CETMEHTOB NPEANpPUATHA.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru

12
04.05.2026



TpeboBaHua

Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI

PerynapHo cobupartb AaHHble C 060PYA0BAHNS B TEXHOMOMMYECKOM CErMEHTE, HanpaBnsaTh UX B CUCTEMY YNPaBReHUs
npom3BOACTBEHHbIMM npoueccamm (Manufacturing Execution System, MES)

rapaHTVIDOBaHHO UCKITHOYNTb BO3AENCTBUE HA TEXHOOTUYECKIIA CETMEHT, CLeN1aB HeBO3MOXKHOM OpraHu3auuio ataku no
TOMY Xe KaHasy, Mo KOTOPOMYy NepefaroTcs LaHHbIe AN BHELLUHMX NosyyaTenen
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KopnopaTuBHas unu cTOpoHHASA ceTb
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Pesynbrarhl

BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

BbinonHeHo don3nyeckoe OTAENeHWe TEXHONOrNYeCcKOn CeTn oT Apyrux, meHee JOBEepPeHHbIX, CErMEHTOB. MckntoyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanusosaH c60p AaHHbIX C 000pyA0BaHMA W WX Nepedada Nno OJHOHAMNPaB/IEHHOMY KaHany 4epe3 AUOA AaHHbIX B
VH(OPMALMOHHYIO CUCTEMY YNIPaBNEHMs NMPOU3BOACTBEHHbIMYU npoueccamu (MES)

PeannaoBaHbl Tpe60BaHMSA K CKOPOCTU Nepeaadn MHGopMaLmn 0 COCTOSHUN 060pya0BaHMs U 06bEKTa [N HAKONJIeHMs
B 6236 [JaHHbIX PeanbHOro BPEMEHN
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CLIEHAPUI NCMONMb30BAHUA

Mepepaya lloT-Tpachmka U3 TeXHONOMMYECKOro CerMeHTa B KOPNOpaTUBHbLIA CErMeHT Ana KOHTPONS,

MOHMTOPWHIa U BU3Yyanu3auun LMpoBbIX ABOHHUKOB

OTPACJ1b

|_|TJ

MPOMbILNEHHOCTb

LIESTb

O6ecneyunTb nepefady AaHHbIX U3
TEXHON0MMYECKOro (3aLLMLLAEMOro) CermeHTa
C LeNbio 06ecneyeHns yaaneHHoro
MOHUTOPWHIA, AUArHOCTIKN 1 ONTUMN3aLNA
paboTbl 060PYA0BaHNS B MEHee J0BEPEHHOM
CermMeHTe

PELLIEHVE

COBMECTHOE MPUMEHEHME KOMMIIeKca npo-
aykToB InfoDiode SMART, lloT.Istok

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
BO3MOXXHOCTbIO Nnepefiayn JaHHbIX B
nnatgopmy NPOMBbILLIIEHHOrO MHTEPHETA
BeLLlei (06paboTka, aHanu3 n BU3yanusawus)

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe npou3BofICTBEHHOE NpeAnpusThe

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

KpynHble NPOMbILWNEHHbIE NPEANPUATUS MONAZaloT MoA HOPMbI
187-®3 o 6e3onacHocTn o06bekToB KWW. B cooTBetctBumM ¢
Tpe60oBaHUAMN HEOOXOAMMO (PM3NYECKN OrPaHNYNTL BO3MOXXHOCTb
A0CTyNna K TEeXHONOTUYECKOW CeTU W3BHE, MOCKONbKY BO3MOXHA
OpraHu3auus arakm wunu nonagaHue BpegoHocHoro [0 u3
KOPMOPATUBHOTO WM MHOTO BHELUHEr0 CermMeHTa. JT0 MOXET
NMPUBECTU K HAPYLIEHWNI0 paboTbl TEXHOMOrMYECKON CETH, MPOCTOH
NPOM3BOACTBA W [OPOroCTOALLEMY PEMOHTY. B TO e Bpems, Ans
OMepaTWBHOIO  YNpaBneHWss W KOHTPONS  NPOM3BOACTBEHHbIX
NpOLEeCcCoB HEo6X0ANMO 06eCnevnTb LEHTPaNN30BaHHbI cO0p W
06pab0TKy [aHHbIX N3 TEXHOMOMMYECKMX CETMEHTOB NPEANpPUATHA.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru
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TpeboBaHua

MbILLIEHHOTO UHTEPHETA BeLLel

TOMY XK€ KaHany, no KOTOpoMy NepeaatoTcs AaHHbIe 418 BHELLHWX MoJy4aTenen

Pesynbrarhl
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Kopnopat1BHas cetb npeanpusaTMs

BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

duanyeckas msonayua
cerMeHTa

InfoDiode SMART
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[NaHHble TenemeTpun u
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Lindposoit
TIBOVHUK
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MoHUTOpHHr,
8 KOHTPOIb,
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‘s  Oroseiyenus

KopnopaTteHas cetb npeanpusatis

119121, Poccus, MockBa, PyxeliHblii nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560

Email: infodiode@amt.ru

www.infodiode.ru

Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI

HenpepblBHO cO6MPaTh JaHHbIe C 060PYA0BaHNSA B TEXHONIOrMYECKOM CErMEHTE, HanpaenAaThb WX B NNatopmMy Ans npo-

[apaHTMPOBAHHO UCKMOYNTL BO3ENCTBME HA TEXHOMOMMYECKUIA CErMEHT, ClleN1aB HEBO3MOXHOI OpraHm3aLuio ataku no

BbinonHeHo don3nyeckoe OTAENeHWe TEXHONOrNYeCcKOn CeTn oT Apyrux, meHee JOBEepPeHHbIX, CErMEHTOB. MckntoyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanuaosaH c6op AaHHbIX [l0T ¢ 060pynoBaHmMs 1 X nepejada no OAHOHAMNPABMIEHHOMY KaHamny vepes3 AWOA OAaHHbLIX B

PeannaoBaHbl Tpe60BaHMSA K CKOPOCTU Nepeaadn MHGopMaLmn 0 COCTOSHUN 060pya0BaHMs U 06bEKTa [N HAKONJIeHMs
B 6a3e JaHHbIX
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CLIEHAPUI NCMONMb30BAHUA

lNepenaya NpOMBILLNEHHOrO Tpagiuka U3 TEXHOOMMYECKUX CeTeBbIX CErMEHTOB BO BHELLUHWE CETH

OTPAC/Ib 0 KoMnaHuu

MPOMbILUNEHHOCTb, 3HEPTETUKA
KpynHas aHeproreHepupyoLLas KOMnaHus, NPOMbILLNEHHOE
@ LEb npeanpusTIe, NPeanpusTIe HedTenepepaboTkn 1 HechTexUMnM

O6ecneyunTb nepefady AaHHbIX U3
TEXHON0MMYECKOro (3aLLMLLAEMOro) CermeHTa
C LeNbio 06ecneyeHns yaaneHHoro
MOHUTOPWHIA, AUArHOCTIKN 1 ONTUMN3aLNA
paboTbl 060PYA0BaHNS B MEHee J0BEPEHHOM
CermMeHTe

-Q): PEWEHNE BbI30BbI B 0611aCTH MH(HOPMALMOHHOI 6e30MacHOCTY

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode SMART

¢ MTK CYPA KpynHble NpeanpuaTMs npoMbILIIEHHOCTU U 06bEeKTbl 3HEPTeTUKN

nonagarT nof Hopmbl 187-®3 o 6e3onacHocTn 06bekToB KW, B
COOTBETCTBMM ¢ TPEOOBAHMAMW  HEOOXOAMMO  (PM3MYECKM
OrPaHNYUTL BO3MOXXHOCTb [0CTYNa K TEXHOSIOrMYECKON CeTu
N3BHE, NMOCKOMIbKY BO3MOXXHA OpraHm3aums ataku unu nonagaHue
BpefjoHocHoro [0 n3 KOpnopatuBHOTO WM WHOTO BHELUHEro
[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm CermMeHTa. J3TO MOXET TpPUBECTU K HapyLeHWo paboTsbl
YPOBHE) TEXHONOTN4ECKOro CErmMenTa c TEXHONMOTUYECKON  CeTH, NpocTold  MPOM3BOACTBA W
SONOKHOTHN0 TEDEATHA REUX B GACTENS  ioporocrosulemy PEMOHTY. B TO e BPEMA, 1A oepaTuEHoro
06pABOTKY, AHATM3A 1 BUSYATMAALUN YNPABNEHUA M KOHTPONA  NPOM3BOACTBEHHbIX  MPOLECCOB

HeobXoanmMo 006eCneynTb LieHTPIM30BaHHbIA CO0p U 06paboTKy
[aHHbIX U3 TEXHONOTUYECKNX CErMEHTOB NPeanpUATHIA.

E;/ NPEUMYLLECTBA

MpumeHsiemblii NpoayKT

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru

16
04.05.2026



TpeboBaHua

° Pa3fenntb CErMeHTbl CETU C Pa3HbIMUN YPOBHAMU AOBEPUS U UCKITHOHNTL NOO0E BHELLIHEE BO3AEACTBME HA KPUTUYHECKUI
cermeHT OKWI

° Peanu3osatb nepefavy AaHHbIx ACYTI1 B LEHTPaNN30BaHHbIE JUCTETYEPCKNE U CUTYALMOHHbIE LIEHTPbI

[

rapaHTVIpOBaHHO UCKITHOYNTb BO3AENCTBUE HA TEXHOOTUYECKIIA CETMEHT, CLeN1aB HeBO3MOXKHOM OpraHu3auuio ataku no
TOMY Xe KaHasy, Mo KOTOPOMYy NepefaroTcs LaHHbIe AN BHELLUHMX NosyyaTenen
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Kputuueckuit cermeHt OKUN

KopnopatueHasi ceTb npeanpusts

-

Pesynbrarhl

BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

BbinonHeHo don3nyeckoe OTAENeHWe TEXHONOrNYeCcKOn CeTn oT Apyrux, meHee JOBEepPeHHbIX, CErMEHTOB. MckntoyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanuaosaHbl c60p M nepefada AaHHbIX ACYTI B LEHTPAnM30BaHHbIE AWUCMETYEPCKME W CUTYaLMOHHbBIE LIEHTPbI.
LieHTpbl 06eCneYMBalOTCs TEXHOMOMMYECKIMI JaHHBIMU OHMAH.
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Kputuyeckui cermeHt OKUU

KopnopatueHas ceTb npeanpustus
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CLIEHAPUI NCMONMb30BAHUA

lMepenaya KpUTUYHBIX AAHHbIX B LieNAX pPe3epBHOro KONMPOBaHUA B 3aLLMULLEHHOE XPaHUULLE

OTPAC/Ib 0 KoMnaHuu

NMPOMBILLNEHHOCTb, 3HEPTETUKA
BepTukanbHO WHTErpMPOBaHHBINA NPOMbILLITEHHbINA XONAUHT,

LEb yNpaBnsOLLMA aKTUBaMK B CCDEPEe SHEPreTUKI, MeTanyprau u
FOPHOPYAHOW NPOMBbILLNEHHOCTH

06ecneqnTb perynspHoe pesepsHoe
KOMMPOBaHNe MHHOPMaLN 13
KOPMOPATUBHOI CETY B 3aLLMLLIEHHOE
XpaHUINLLE.

{0 PEWIEHUE BbI30BbI B 0611aCTH MHAOPMALMOHHON 6830MaCHOCTH

[MpuMeHeHne annapaTHO—NPOrPaMMHOro KOM-
nnekca InfoDiode PRO ans co3gaHus nsonu-
POBAHHOTO CETEBOr0 CErMeHTa, 3aLLMLLIEHHO-
ro OT BHELLUHEro Bo3eicTBus

YcTonumnBoe (hyHKLMOHMPOBaHWE BU3HEC-NPOLIECCOB NpeanpuaATUS
3aBUCHT, B TOM YUCNE, U OT HANMYNS HAIEXXHO (DYHKLIMOHMPYHOLLBH
CUCTEMbI PE3ePBHOTO KOMMPOBAHMS. B TO e BpeMsl, BHELLHIE CO-
eAMHEHUS C OCHOBHOW CETbI0, @ TAKXKE MECTa XPaHeHUsi pe3epBHbIX

E‘;’ MPEIMYLLECTBA KOMWIA, MOTyT NOABEPraTbCs Knbeparakam. B aTux ycnosusx xpaHe-
HUe JaHHbIX HA 0ObI4HBIX PECYPCaX (NEHTOYHOE XpaHunuLle, haii-

lapaHTUpOBaHHas 3alLuTa (Ha HU3NYECKOM NI0BOE XPaHWUIINLLE W T.N.) MOBbILLIAET PUCKN YTepW, KOMNPOMeTaLmMN
YPOBHE) CETEBOr0 CErMeHTa Ans XpaHeHus [aHHbIX. TpeanpuaTnio TpeGyeTcs OpraHn3auns 3allyiieHHOro

63KanoB CUCTEM, «CHUMKOB [LaHHbIX»,

DE3EPBHbIX KOMUiA JaHHbIX CermMeHTa, KOTOprI7I MO3BOJINT COXPaAHATb 3TalIOHHbIE KOMWW [aH-

HbIX NS Hanbonee PUCKOBAHHbIX CLEEHAPUEB UX NOTEPK, B TOM HUC-
ne B pesynbTarte [AeiCTBMIA 31I0YMbILLTEHHIKOB.

MpumeHsiemblii NpoayKT

ATK InfoDiode PRO peluaet 3agayn no nepegaye ainosbix noTo-
KOB, AUCTPMOYTNBOB, 63KanoB 6a3 AaHHbIX, PENNIMK BUPTyalbHbIX
MaLLIUH, 3NEeKTPOHHOI NOYTbI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

PerynsapHo nepenasarb AaHHble 63KanoB Ha 3aLLULLEHHbIA Pecypc Ans Lefien rapaHTUpOBaHHOr0 M30NMPOBAHHOI0 Xpa-
HEHWS Pe3ePBHbIX KOMWIA, «CHUMKOB [aHHbIX», 3TAJIOHHbIX KOMUA AaHHLIX U CUCTEM

FapaHTUPOBAHHO UCKMIOYUTL BO3MEICTBIE HA 3ALLMLLEHHbI CErMEHT, CAeN1aB HEBO3SMOXXHOI OpraH13aLuio aTakn no
TOMY Xe KaHany, o KOTOPOMY [laHHbIe NepejaloTcs Ha XpaHeHue
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o BbiNonHEHO HU3NYECKOe  OTAENeHWe 3allMLLEHHOr0/0BEPEHHOr0 CerMeHTa OT MEHee [0BepPeHHbIX CErMeHTOB.

cknio4eHa BO3MOXXHOCTb MPOHUKHOBEHUS 3710YMBbILUNEHHNKA B CErMEHT XPaHEHWUSt OAHHbIX W pacnpoCTpPaHeHUs
(3anycka) B Hem BpeAOHOCHbIX NPOrpamMm

O6ecneyeHa OAHOHAMpaBfieHHas nepejada [aHHbIX HAa BHELIHEee 3alWLLEHHOe  XpaHunuLle,

MCKN0YatoLLas
BO3MOXHOCTb BO3/IECTBUS Ha CUCTEMY XPaHEHMS B3KamNOB 1 Pe3ePBUPYEMbIe aHHbIe

O6ecneyeHa HeNPepbIBHOCTb BU3HEC-NPOLECCOB NPeAnpuaATUS 6aroaaps OpraHv3auun CTporo AeTepMUHUPOBAHHOIO
O/IHOHANPAaBMIBHHOr0 MOTOKA AAHHbIX HA BHELUHWIA MO OTHOLIEHWO K KOPMOPATMBHOI CETW 3alLLMLLEHHbIA Pecypc,
CHVKEHbI PUCKM MOJTHOI YTepW AaHHbIX B Cy4ae YCNeLIHON aTaki 3N0yMblLLUNEHHIKA HA OCHOBHOW CErMEeHT JJaHHbIX
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CLIEHAPUI NCMONMb30BAHUA

Mepenaya SPAN-Tpaduka TexHonoruyeckoro cermeHta B SOC B pamkax noCTPOEHUSI CUCTEMbI

06Hapy>xeHWa BTOpXKeHuii Ha 6a3e npoaykTos IDS/IPS

©

|_|TJ

OTPACJ1b

NPOMbILWNEHHOCTb, 3HEPTETUKA

LIESTb

06ecneyunTb nepeaady NPOMbILLINEHHbIX
NPOTOKONOB 13 TEXHOIOrMYECKOro
(3aLmLLaeMoro) cermeHTa NPOMbILLEHHOr 0
00bEKTa B UHbIE CETEBbLIE CErMEHThI ANnd
peLLeHns 3a1a4 06HAPYXXEHNS BTOPXKEHMA

PELLIEHVE

CoBMECTHOE NPUMEHEHME annapaTHOro KOM-
nnekca InfoDiode ¢ pewenunsmu KICS for Net-
works, PTISIM unu lapaa NDR B pamkax no-
cTpoeHus COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
COXpaHEHNEeM BO3MOXHOCTY Nnepesadm
Tpadhuka ana aHanuaa v npefoTBpaLLeHus
BTOPXKEHWIA

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe npoMmbILLNIEHHOE NPeanpusaThe, UMetoLLee 3Ha4UMbI i
TEXHOJTOrMYECKUIA CErMEeHT, TPeOYIOLLMIA [OMOJSTHUTESbHbIX CPEACTB
KOHTPOJIA - MOCTPOEHUS CUCTEMbI 06HAPYXXeHNs BTOpXXeHNiA (COB)

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

B pesynbTate Knbepartaku Ha TEXHONMOrMYECKYH0 C8Tb MOTYT Cyllie-
CTBEHHO MOCTPajaTh AaHHble W 0GOPYAOBaHWE, Y4TO MpUBEAET K
3HAYMMbIM  HApYLIEHUAM  TEXHONMOTMYECKUX Mpoueccos. [ns
NpeaoTBpaLLeHNs Kubepatak TpebyeTcs OCYLLECTBNIATb HEMpepbIB-
HbI MOHUTOPUHT CETEBOr0 Tpacduka TEXHOMOrMYECKOro CermMeHTa
Ha NPeMeT 0OHAPYXXEHUS NPU3HAKOB BTOPXKEHMS.

B TO e Bpems, y4ynTbIBas, YTO LIEHTP MOHUTOPUHIa 6€30MacHOCTU
(SOC) pacnonoxeH B ipyrom CermeHTe cetu, Heo6xoaumo obecne-
YNTb HAZEXHYI0 3aWMUTy NepuMeTpa TeXHONOrM4yecKoro CerMeHTa
ceTm.

AK InfoDiode - 6a3oBoe annaparHoe pelienve ans nepegayn UDP,
Syslog, SPAN Tpadhmka noTpebutensam 3a npeaenamu 10BEPEHHOr0
cermeHta. GeptudouumposaHo OCTIK V[ (4). O6ecnedqnsaer
3aLMTY Ha annapaTHOM YPOBHE, N30MNPYET 3aLLULLAEMbIi CErMEHT.

InfoDiode RACK npefjHasHa4eH [19 MOHTaXa B CTOMKY.

InfoDiode MINI npegHasHayeH gnsi moHTaxa Ha DIN-peiiky wnmn
Desktop BapuaHT.
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TpeboBaHua

PerynapHo nony4ars SPAN-TD&(*)I/IK C NPON3BOICTBEHHbIX CETMEHTOB B LIEHTP MOHUTOPWHIa 6€30MacHOCTX ANs aHanu-
3a 1 NpeoTBPaLLEHNsA BTOPXKEHWUIA, UCKITHOYMB YCTAHOBKY 40N MO Ha APM B TeXHONOrM4YECKOM CErMeHTe

06ecne4uTb LEHTPannN30BaHHbIA MOHUTOPUHT CETEBOTO TpachKa TEXHOOTNYECKOIi CeTH

FapaHTMPOBAHHO UCKNKOYNTb BO3AEWCTBIE HA TEXHONMOTMYECKMIA CErMEHT, C1eNaB HEBO3MOXXHOI OPraHM3aLmMio ataku no
TOMY Xe KaHarny, no KoTopomy nepefatotcs faHHble ans SOC
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Pesynbrarhl

[MoBbILIEH YPOBEHb MH(POPMALIMOHHOI 6830NaCHOCTY 32 CHET ANEKTUBHON CErMEHTaLMI CETH

BbinonHeHo omanyeckoe OTAENEHME TEXHOMOrUYeCcKoi cetu oT Apyrux, meHee NOBEPEHHbIX CErMeHTOB. WckmoyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanusosaHa nepepada SPAN-Tpadomka ¢ npon3BOACTBEHHbIX 06LEKTOB M0 OAHOHANPaB/IEHHOMY KaHany Yepes Auof

[aHHbIX B LEHTP o6ecneyeHmns 6e3onacHocti (SOC), ycnewHo pelleHa 3afaqa no noCTPOEHN0 CUCTEMbI 06HAPYXeHNA
BTOPXXeHNA (COB) Ha npegnpuatum
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CLIEHAPUI NCMONMb30BAHUA

lMepenaya faHHbIX ¢ AaatynkoB B ceTeBoi cermeHT ACY Tl yepe3 HeoBepeHHbIe CEeTH

OTPACJ1b

|_|TJ

NPOMbILWNEHHOCTb, 3HEPTETUKA

LIESTb

O6ecneymnTb 6e30MaCHYI0 nepesavy CUrHanoB
¢ 060pY/I0BAHNS 11 ATHNKOB, Pa3MELLEHHbIX
Ha yIanéHHbIX MYHKTax TeXHONOrM4Yeckoro
cermeHTa cetn, B SCADA ans pelueHns 3agad
KOMMNIEKCHOr0 MOHUTOPUHIa 06beKTa

PELLIEHVE

CoBMECTHOE NPUMEHEHME annapaTHOro KOM-
nnekca InfoDiode n koHHekTOpoB Modbus

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
COXPAHEHNEeM BO3MOXXHOCTM NOy4eHuns
JaHHbIX OT BHELLHMX AATYMKOB U
060pya0BaHNS

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHasi 3HeproreHepupytoLias KoMnaHus, NPOMbILLNEHHO.
npeanpusTue

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

3ayacTyto arakam MOABEepralwTCs KaHaibl CBA3W, CONpArawLime
TEXHOJIOTMYECKYI0 1 KOPMOPATUBHYIO CETU, OLHAKO HE CTOMT 3a0bl-
BaTb W NP0 NOTEHUMANIbHYIO YA3BUMOCTb CErMEHTOB CaMOM TEXHO-
Norn4eckon cetn. B pesynbrate Kubepatakum MOryT CyLLECTBEHHO
nocTpajartb [AaHHble W CepBepbl MPUNOXEHWA NPeAnpusTUs, 4TO
NPUBELET K CYLUECTBEHHbIM HAPYLUEHUAM TEXHONOTMMYECKMX Mpo-
ueccos. OObEKTbI MHXPPACTPYKTYPbI, PACMOIOXKEHHbIE 3a Mnpejesia-
MW dusnydeckoro nepumetpa obvekta KNW, Haxogatca B MeHee
NOBEPEHHOM CermeHTe, Aoctyn n3 Kotoporo K KW nomkeH 6biTb
OrPaHNYeH 1 COOTBETCTBYHOLLMM 06pa30M 3aLLLLEH.

AK InfoDiode - 6a3oBoe annaparHoe pelienve ans nepegayn UDP,
Syslog, SPAN Tpadhmka noTpebutensam 3a npeaenamu 10BEPEHHOr0
cermeHta. GeptudouumposaHo OCTIK V[ (4). O6ecnedqnsaer
3aLMTY Ha annapaTHOM YPOBHE, N30MNPYET 3aLLULLAEMbIi CErMEHT.

InfoDiode RACK npefjHasHa4eH [19 MOHTaXa B CTOMKY.

InfoDiode MINI npegHasHayeH gnsi moHTaxa Ha DIN-peiiky wnmn
Desktop BapuaHT.
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TpeboBaHua

PerynapHo nosiy4yatb JaHHble C BHELUHUX 00bEKTOB KOHTPOSIA (060pYA0BaHNA, LATHUKOB), HANPABNATL UX B €4UHYIO
cuctemy SCADA B TeXHONOMMYECKOI CETW NS MOHUTOPUHIA, 06paboTKK 1 Nepeaym B MHbIE CUCTEMDbI

[apaHTMPOBAHHO UCKMOYNTL BO3ENCTBME HA TEXHOMOMMYECKUIA CErMEHT, C1e/1aB HEBO3MOXHOW OpraHm3aLuio ataku no

TOMY Xe KaHasy, no KOTOpoMy nepeaaroTcs faHHble ¢ 060pYA0BAHNA 1 JATHUKOB, HAXOAALLMXCA 3a NpejenamMmn KOHTPO-
nupyemoin 30Hbl KWW (donsnyeckoro nepumetpa KNN)

MODBUS
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82 ]

o

=

E-d Jatumnk .

o Hesawywénras

> ceTb

|_ —

= MODBUS TCP i==i MoDBUS TCP BN R

= a > wWEEY >

b T

x [atumk

<C£- ' SCADA
[atumk

Pesynbrarhl

[MOBbILIEH YPOBEHb WHMOPMALIMOHHON 6e30MacHOCTU 3a CYeT 3MEKTUBHON CermeHTaumu cetu. BbinonHeHo
(bm3nyeckoe  OTAENIEHME TEXHONMOrMYECKOW CETW OT MeHee [OBEPEHHbIX CeTei nepedayn AaHHbIX. MckniodeHa
BO3MOXHOCTb NPOHUKHOBEHMS B TEXHOMOMNYECKUIA CErMEHT W PacnpOCTPAHEHUS BPEAOHOCHbIX MPOrpamm

O6ecneyeHa nepefaya OMOBELLEHUA OT YCTPOMCTB, PACMOMOXEHHbIX 32 npedenamMn (OU3MHECKOro nepumeTpa
NPeanpusATUs, B TEXHOJIOMMYECKYIO CeTb, peanu3oBaHa nepejada tpacmka Modbus B uensax c6opa gaHHbix B SCADA

PeanuaoBaH c60p MAaHHbIX C BHEWHWX OOLEKTOB KOHTpons B eauHyto cuctemy SCADA u ux nepejaya no
O/JIHOHANPAaBMIEHHOMY KaHany 4epe3 AN0A AaHHbIX B TEXHOOrMYECKYIO CETb

MODBUS ~ mobBUS  ____ _ ___________ _» MODBUS » MODBUS
Slave Master | Slave Master
g ete — paHuLa cmsndeckoro
S % pasfienexns ceTeit
@) I
C [Jatumk ubP
=
S @ | mopsusTce [ InfoDiode 1| mobguS TcP
= & — = 0 ) <
= === T
'§ Ratink MODBUS MODBUS
% ' KoHHekTop (IN) KoHHekTop (OUT) SCADA
é’;‘ I,
[atumk
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CLIEHAPUI NCMONMb30BAHUA

TpaHcnAuMa CHUMKOB 3KpaHoB ¢ APM B JoBepeHHOM CEerMeHTe CeTU B LiensX OKasaHus yAanEHHoN

TEXHUYECKOW NOAAEP>KKU CTOPOHHUMM cy>XK6amu U OpraHusauuamu

OTPACJ1b

|_|TJ

NMPOMbILWNEHHOCTb, TPAHCNOPT

LIESTb

0O6ecneynTb OHNANH Nepeaady CHUMKOB
3KpaHa ¢ paboymx MecT Ha
NPOKU3BOACTBEHHOM 06bEKTE B LIEHTP
TEXHWNYECKON NoAMepXKKN BEH0Pa,
CTOPOHHEI CnyX6bl

PELLIEHVE

[MpuMeHeHne annapaTHO—NPOrPaMMHOro KOM-
nnekca InfoDiode PRO ans 3awmtbl nepumer-
pa TeXHOMOMN4YeCKOro CErMeHTa CeTu

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOTMYECKOro CerMeHTa Cetu ot
N060ro BHELLHEro BO3AeNCTBUA C
BO3MOXHOCTbIO OHNAH Nepefayn CHUMKOB
3KpaHa ansa creunanncToB Tex. NOAAePXKKN

MpumeHsiemblii NpoayKT

0 KoMnaHuu

ﬂpOMbILIJﬂeHHoe npeanpuaTue ¢ aBTOMaTtn3npoBaHHbIM
NMPOM3BOACTBEHHbIM LUKNOM. [peanpusatie npuobpeTaer y
CTOPOHHMX BEHAOPOB U NPOU3BOANTENEN YCNYTN TEXHUYECKOM
NOALEPXKU UMetoLLierocs Ha 06bekTe o6opynosarus u SCADA

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

CoBpeMeHHble BbICOKOTEXHOMOMNYHbIE NMPOU3BOACTBA TPEOYIOT Bbl-
covanwen KeanugmkaLumm Kaapos 1 ypoBHA CONPOBOXaeHUA. He-
pefKo TpebyeTcs NOAAepXKKa CreLnaninctoB N0 KOHKPETHbIM CU-
cTemam U npoueccam, B TOM yucne ot seHgopos G n o6opynosa-
Hus. [1ng atoro aaHHble ¢ APM nepenarotca U3 TEXHONIOrMYeckoro
CerMeHTa B KOPNopaTMBHbIN, OAHAKO, MO TOMY Xe KaHasly BO3MOX-
Ha OpraHu3aums ataku unu nonagaque spegoHocHoro 0. 3to mo-
KET MPUBECTU K HAPYLLEHWO NPOM3BOACTBEHHbIX NPOLECCOB W MO-
NOMKe [0porocTosLiero obopymnosaHus. Tpebyetcd 06ecnevutsb
HarnAgHoe npeaocTasneHmne aaHHbIx ¢ APM oneparopa B TexH. cer-
MEHTE CTOPOHHUM ClyX6aM B LIeNAX 0Ka3aHns Tex. NoALepXKKm

AMK InfoDiode PRO pelwaet 3agaynm no nepegade annosbix
NOTOKOB, AUCTPMOYTMBOB, 063KanoB 6a3  AaHHbIX, PenyuK
BUPTYaNbHbIX MAalUWH, 3NEKTPOHHOW NOYThl, BMAEO U APYroro
Tpadmka 3a npefenbl  [OBEPEHHOr0  CerMeHTa  LieneBbiM
noTpebuTeNaM, U30NIUPYS 3TOT CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

O6ecneyutb nepepady cHuMKoB akpaHa ¢ SCADA n APM onepatopoB Ha NPOMbILLIEHHOM 00bEKTE BO BHELLUHUIA LEHTP
TEXHWUYECKOW NOAAEPKKM

[apaHTUPOBAHHO UCKIIOYUTb BO3AENCTBME HA MHKDOPMALIMOHHbIE CUCTEMbI U 060DPYA0BaHNE NPOMbILLIEHHOTO 00beKTa
B YCIOBUSAX NOJTYYEHUS OHNAIAH JaHHbIX C MOHUTOPOB OMEpPaTopoB
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= SCADA <+
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S . ¥
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b [ [ \ s \‘/ MpocMoTp AaHHbIX

é =] & NK 113 TEXHONOTUYECKOW CETU
< APM APM APM

OnepaTopoB  ONEpaToOpoB  OMepaTopoB
L TexHonoruyeckas ceTb ) L LieHTp TexHM4eCKOn NoaaepKKM

Pesynbrarhl

BbINoHEHO (DU3NYECKOE OTAENEHNE TEXHOTOrMYECKOr0 CerMeHTa CeTW NMPOMbILLIEHHOTO0 06bEKTa OT BHELLHWUX CETEN
ckntoyeHa BO3MOXHOCTb BO3[EMCTBUS HA MHGDOPMALIMOHHBIE CUCTEMbBI U 000PY0BaHNE

O6ecneyeHa HanpasfieHHas nepejadya AaHHbIX B LIEHTP TEXHWUYECKOW NOAZEPXKW, UCKMoYarowwasa fitobble BXogaLlme
COEANHEHNA B TEXHONOTMYECKUIA CErMEHT NPOMbILLIEHHOTO 06beKTa

O6ecneyeHa nepejaya OHMANH CHUMKOB 3KpaHa B PEanbHOM BPEMEHW C KOHTPOJIbHbIX MOHUTOPOB M YCTPOMCTB
HaONIOAEHUA CIeLyuanincTam TeXHNYECKON NoALePXKN CTOPOHHUX Cy6 1 BeHaopos 10 1 060pynoBaHus

) | ( \
L “ - duanyeckas U3onALs @
= cermenTa
S
2 < - .
ll
© SCADA
& InfoDiode PRO Bupeo cepeep/
= CTPUMMHT CEpBep
X
v |
E ] ] 1] TPOCMOTP JAHHBIX
x = MOTOKOBOE BIAEO/CTPUMUHT 113 TEXHOTOTMYECKOi CeTU
o APM APM APM
< OnepaTopos  OMEpaTtopoB  ONepaTopos
L TexHonoruyeckas ceTb ) L LleHTp TexHM4ecKoi NoaaepKKu
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CLIEHAPUI NCMONMb30BAHUA

lNepenaya TeXHONOrM4eCcKUX AaHHLIX U3 NPOU3BOACTBEHHOrO KOMMekca unu 06bekTa Ao6blyu B

KOpnopaTuBHbIA CETEBOW CErMeHT

OTPAC/Ib 0 KoMnaHuu

XUMUNYECKAS MPOMBILLNEHHOGCTb
OavH 13 BeayLMX NPOU3BOAMTENEN MUHEPATbHbIX YA0OPEHMIA Ha

@ LIESTb MUPOBOM PbIHKE

0O6ecneuutb nepeaady Teros OPC DA
Pa3NNYHbIX BEPCWIA N3 TEXHONOrMYECKOro
(3awmLIaeMoro) cermeHTa noTpeéuTensm B
KOpPNopaTWBHbIit CErMeHT ANs peLleHns 3aaay
aHann3a JaHHbIX U NNaHUPOBaHMS

{0 PEWIEHUE BbI30BbI B 0611aCTH MHAOPMALMOHHON 6830MaCHOCTH

COBMECTHOE MPUMEHEHME KOMMIIeKca npo-
ayktoB MasterOPC u annapatHo-

. 0O6ecneyeHue HENPepbIBHOr0 NPOLECCa Ha XMMUYECKOM MPOW3BOA-
nporpammHoro komnnekca InfoDiode SMART pep pou p A

cTBE Tpe6YeT MOHUTOPUHIA W aHanu3a NPOM3BOACTBEHHbIX 0GbEK-
TOB 1 060py10BaHNs. [laHHbIe ANS 3TOr0 NepefalTes U3 TeXHONO-
rMYeCKOr0 CerMeHTa B KopnopatusHbIi. OHAKO N0 TOMY Xe KaHa-

E;/ MPEAMYLLECTBA Ny BO3MOXHA OpraHu3aums araku unu nonagaHue BpPeAOHOCHOM0

MO 13 KOPNOPaTUBHOIO WM MHOTO BHELLUHEr0 CerMeHTa. 3T0 MO-

lapaHTUPOBaHHas 3alLuTa (Ha PU3N4EcKoM XKET NPUBECTMN K HAPYLLIEHUIO PabOoTbl TEXHONOMMYECKOI CETK, 10PO-
YPOBHE) TEXHONOTUHBCKOTD CETMEHTa C FOCTOSILLIEMY PEMOHTY, BO3HUKHOBEHUIO TEXHOTEHHbIX KaTacTpod).

ncToyHnkom AaHHbix OPC DA ¢
BO3MOXHOCTbI Nepeayy AaHHbIX BHELIHUM
noTpeouTeNnsam

MpumeHsiemblii NpoayKT

AMK InfoDiode SMART o6ecne4nBaetr nepegady  AaHHbIX
OOHOBPEMEHHO MO HECKONMbKAM MNPOMbILUNEHHbIM NPOTOKONaM
Yyepe3 rpaHuuy nepumeTpa. Cneuuwann3upoBaHHbIe KOHHEKTOPbI
NPOMbILLIEHHBIX MPOTOKONIOB MO3BOMSKOT €OO6pPaTh [AaHHble U3
KaXOoro cermeHta cetu (0T pa3nuybbix  SCADA  cuctem,
KoHTposnepos, OPC cepsepos, AaTYMKOB) 1 Nepefarb WX Aanee no
OQHOHANPABNEHHOMY  KaHany, obecneyus COOTBETCTBUE
BbICOYAMLLIMM TPEOOBAHUAM U30NALMK 3ALLNLLAEMOTO CErMEHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

PerynsapHo nony4arb AaHHble YCTaHOBOK TEXHONOMMYECKOro CErMeHTa, HanpasnATh UX BHELLUHWUM NOTPEOUTENAM 1 CITYX-
6aM MOHMTOPUWHIA AN KOHTPONA, aHANUTUKIK WU N1aHNPOBaHNA

[apaHTUPOBAHHO UCKMIOYMTb BO3AEICTBUE HA TEXHONMOMMYECKMIA CErMEHT, CIENaB HEeBO3MOXHOI OpraHn3aLuio ataki no
TOMY XXe KaHany, o KOTOpOMy nepefaoTcst AaHHbIe s CTOPOHHUX NOTpe6uTenen
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MpeanpusaTue

KOpﬂOpaTVIBHaﬂ WX CTOPOHHAA CeTb
J

J

Pesynbrarhl

[MOBbILIEH YPOBEHb WHMOPMALIMOHHON 6e30MacHOCTU 3a CYeT 3MEKTUBHON CermeHTaumu cetu. BbinonHeHo

huanyeckoe 0OTAeNEHME TEXHOMOTUYECKOWA CETW OT APYruX, MeHee NOBEPEHHbIX CerMeHTOB. cKnioyeHa BO3MOXHOCTb
MPOHUKHOBEHUSA B TEXHOMOMMYECKWIA CEMMEHT WU PACNPOCTPaHEHNS BPEOHOCHBLIX NPOrpamm

PeannaoBaH c60p AaHHbIX C TEXHONIOMMYECKMX YCTAHOBOK W UX Mepefada no 04HOHANPaB/ieHHOMY KaHany 4yepes AuoA
NaHHbIX B noApa3aesieHna MOHUTOPWHTIa, NaHNPOBAHNA U KOHTPONA

. PeanusoBaHa nepejaya JAOMONHUTENbHbIX [AaHHbLIX NS

PYKOBOACTBA U 3aMHTEPECOBAHHbIX COTPYAHUKOB B
KOpMopary“BHOM CermMeHTe (Aallbopbl, BATPUHbI, OTHETHI)

° ° N | e E
L E é Ouanyeckas usonsama ‘ﬁ Orersi v [P
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8) &3 2 faw6pab
©) 90y ; —
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Mpeanpustue KopnopaTuBHas unu CTOpoHHss ceTb
(. J (.

119121, Poccus, MockBa, PyxeliHblii nepeynok, 6¢1.
Ten: +7 (495) 725-7660 Dakc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru

27
04.05.2026



CLIEHAPUI NCMONMb30BAHUA

lNepenaya TexHONOrM4ecKUX AaHHLIX B roJIOBHOM 0PUC - U3 60Nee JOBEPEHHOr0 B MeHee

L0BEPEHHbI CeTeBOW CermeHT

OTPACJ1b

|_|TJ

HEDTETA3

LIESTb

O6ecneyuTb Nepeaayy Npom. NPOTOKONOB
Pa3NNYHbIX BEPCWIA N3 TEXHONOrMYECKOro
(3aLmMLLIaeMOro) CerMeHTa BHeLUHUM
noTpebuTeNnsmM B LENsX LeHTPann30BaHHOMo
MOHWTOPWHIA U KOHTPONA COCTOAHUA

PELLIEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMMmHbIx komnnekcos InfoDiode
SMART, InfoDiode PRO 1 KOHHEKTOpPOB npo-
MbILLUMEHHbBIX MPOTOKOJIOB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONOrMYECKOro CErMeHTa ¢
MCTOYHNKOM NMPOMBILLNIEHHOr0 Tpadhuka ¢
BO3MOXHOCTbIO Mepefadn JaHHbIX BHELHUM
noTpeouTeNnsam

MpumeHsiemblii NpoayKT

0 KoMnaHuu

MexayHapoaHas KomnaHus - 0jHa U3 BeflyLLMX B MUpe B cgepe
[006b141 11 NepepaboTKy MUHEPanbHbIX PECypCoB C
WHTErPUPOBAHHLIMM LOOLIBAOLLMMU, NepepadaTbiBaOLLMMU,
9HEPreTUYeCKUMI 1 JTIOTUCTUYECKUMI NPEANPUATUAMU

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

Knbepataka Ha 06bEKT 1 MPOHMKHOBEHME 3/1I0YMbILLIEHHUKA Yepes
TUNOBbIE CPEACTBA 3ALUUTHI MOTYT NMPUBECTU K MOBPEXAEHNIO [aH-
HbIX 1 CEPBEPOB NpunoXeHnin B cermeHte ACY TI1, 4To npuBegéT K
HapyLeHUsM TEeXHOMOrMYecKMX npoLeccos. B pesynstare komna-
HUS, KaK MUHUMYM, BbIHYX[eHa OyAeT OTK/O4YNTb COeAMHeHue
cermeHTa AGY TIT ¢ KopnopaTneHbIM CErMEHTOM W VIHTEPHET.

Hanuune Bo3myLIHOro 3a30pa XOTs W MPeAoTBpallaeT KubepaTaky
Ha 3aLLMLLIEHHBIA CErMEHT, HO He MO3BONseT 06ecnevuTb Hempe-
PbIBHOCTb GU3HEC-MPOLIECCOB 1 CTOPOHHUIA MOHUTOPUHT TEXHOMO-
FUYECKNX CErMEHTOB NPeANPUATUIA HehTera3oBoi KOMMaHNN.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBPEMEHHO MO
HECKOMbKUM NPOMbILLEHHbIM NMPOTOKONAM Yepe3 rpaHinLy nepumetpa. Cne-
LMann3npoBaHHble KOHHEKTOPbI MPOMbILINEHHBIX MPOTOKOMOB MO3BONSAOT
cobpartb AaHHble U3 KOKA0ro CerMeHTa CeTu 1 nepefarb UX fanee no OfHO-
HanpaBNieHHOMY KaHany, 06ecneynB COOTBETCTBME BblCOYAWLLIMM TPe6oBa-
HUSIM 30NN 3aLLMLLIAEMOTO CErMeHTa.

AMNK InfoDiode PRO o6ecneynBaet nepefayy (annosbiXx MOTOKOB
(»xypHanos, AucTpmbyTMBOB, 63KaNOB 6a3 [AHHbLIX, 3MEKTPOHHOW NOYTHI),
Buaeo n UDP, Syslog v apyroro Tpaduka 3a npejesbl 0BEPEHHOI0 CerMeH-
Ta LieNeBbIM NOTPEOUTENSM, U30NUPYA 3ALLNLLIAEMbIA CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

° PerynsapHo nepegaearb AaHHble C 0GbEKTOB TEXHONIOMMYECKOr0 CErMEHTa B LIEHTPbI MOHUTOPUHIA, OMEepaTUBHON aHanu-
TUKW 1 NNaHWPOBAHUA

o 06ecne4uTb LEHTPann30BaHHbI MOHUTOPUHI 6630MacHOCTI U NPOU3BOAUTENLHOCTI TEXHONIOTNYECKOI CETH

o [apaHTUPOBAHHO UCKMKOYUTb BO3LEACTBIUE HA TEXHONOTNYECKMIA CErMEHT, CAeN1aB HEBO3MOXHOW OPraHn3aLmio aTaki no
TOMY XXe KaHasy, N0 KOTOpOMY NnepeaaroTcs AaHHble AN CUTYaunoHHbIX LeHTPoB u LeHTpoB SOC/NOC
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Pesynbrarhl

° [MOBbILIEH YPOBEHb WHMOPMALIMOHHON 6e30MacHOCTU 3a CYeT 3MEKTUBHON CermeHTaumu cetu. BbinonHeHo

hu3nyeckoe  OTAENEHUE TEXHONOrMYecKOW CeTW OT KOPMNOPaTUBHOW W APYruX, MeHee [OBEPEHHbIX CEermMeHTOB.
lcknto4eHa BO3MOXHOCTb NPOHUKHOBEHUA B TEXHONOTMYECKUIA CErMEHT 1 pacnpOoCTpaHeHUs BPeJOHOCHbIX NPOrpaMm

° PeannsoBaH c6op [aHHbIX ¢ 060pyfOBaHWA W WX Nepejaya No OJHOHAMNPABSIEHHOMY KaHany 4epes3 404 AaHHbIX B

CUTYaLIMOHHBIA 1 AMCNETHEPCKUIA LLEHTPbI

L4 PeanusosaHa nepejaya [JOMOSHUTENIbHBIX [aHHBIX [JIA pyKoBOACTBA W 3aWHTEPECOBAHHbIX COTPYAHWKOB B

KOpMopary“BHOM CermMeHTe (Aallbopbl, BATPUHbI, OTHETHI)

L4 O6ecneyeHa onepaTuBHas nepeja4a AaHHbIX 0 6€30MacHOCTM 1 NPOU3BOAMTENIBHOCTU TEXHOOMMYECKOro CerMmeHTa ceTu
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CLIEHAPUI NCMONMb30BAHUA

Mepenada AaHHbIX AN MOHUTOPWHIA NPOM3BOACTBEHHOW MHAPPACTPYKTYPbI B MEHee J0BEePeHHbIN

CeTeBON CermMeHT

OTPACJ1b

|_|TJ

J0BbI4A, TPAHCGIMOPTVPOBKA r'A3A

LIESTb

06ecneyunTb nepefady NPOMbILUAEHHbBIX
MPOTOKOJIOB U3 TEXHONTOrMYECKOro
(3awwmuiaemoro) cermeHTa 06bEKTOB [06bI4N
1 TPAHCNOPTUPOBKM B MHbIE CErMEHTbI ANs
pelleHna 3agay MOHUTOPUHIAa NPOM3BOACTBA

PELLIEHVE

COBMECTHOE MPUMEHEHME KOMMIIeKca npo-
ayktoB MasterOPC u annapatHo-
nporpaMmHoro komnnekca InfoDiode SMART

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHOMOrM4ECKOro CermeHTa/
06bEKTOB C MCTOYHMKAMMN [aHHbIX C
COXPaHeHNeM BO3MOXXHOCTU nepeayn
JaHHbIX BHELLUHUM NOTPeOUTENAM

MpumeHsiemblii NpoayKT

0 KoMnaHuu

Me>xxayHapoaHas KoMnaHms no Ao6bI4e rasa ¢ 06bekTaMm 400bI4K,
nepepaboTKn 1 TPAHCNOPTUPOBKY rasa

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

B pesynbTarte Kubeparaku MOryT CyLLeCTBEHHO NOCTPaAaTh AaHHbIe
N CepBepbl NPUIOXEHUA KaK KOHEYHbIX 0ObEKTOB, TaK U NMPOMEXY-
TOYHbIX TOYeK COOpa AaHHbIX, YTO MPUBEAET K CYLLECTBEHHbIM
HapyLUEHWIM TeXHONOMMYEeCKUX MpPOLeCcCcoB. B pesynbTate Takux
AENCTBUIA KOMNAHMA, KaK MUHUMYM, 6YET BbIHYX[EHA OTKITHO4UTb
nepejady AaHHbix n3 cermeHta ACY Tl B KOpnopaTuBHLIA CErMEHT
1 B rno6anbHyI0 CeTb VIHTEpHET.

HecmoTps Ha TO, 4TO paspbiB COEAMHEHWS XOTA U NPefoTBPATUT
[ajibHeliLlee pacnpocTpaHeHne Knbeparaku, 3To NPUBELET K Hapy-
LIEHNSM HenpepbIBHOCTU GU3HEC-NPOLECCOB U MOHUTOPUHIA TeX-
HOJI0TN4YECKOr0 CermMmeHTa.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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L4 PeannsosaHa nepefadya p[ONOSHUTENbHbIX [HAdHHbIX ANA

TpeboBaHua

PerynapHo nony4arb AaHHble C 06bEKTOB J06bI4MW, TPAHCMOPTUPOBKM, NPOMEXYTOUHbIX LIEHTPOB MOHUTOPWHTA, HAMNpaB-
NATb UX B LLEHTPANIN30BaHHbIE LLEHTPbl MOHUTOPWUHIA U ONOBELLEHNA

06ecne4uTb LiEHTPann30BaHHbI MOHUTOPUHT COOGLLIEHNI O MPON3BOAUTENILHOCTY TEXHOMOTYECKON CETH

rapaHTVIDOBaHHO UCKITHOYNTb BO3AENCTBUE HA TEXHOOTUYECKIIA CETMEHT, CLeN1aB HeBO3MOXKHOM OpraHu3auuio ataku no
TOMY Xe KaHasy, no KOTOpoMy NnepeaaroTcs AaHHble Ans BHELUHUA noTpebuTeneii, LLeHTpoB NOC n APYrux cnyxo

r

~
~ 4 28
% J OTyeTbl U
TP OMBILUNEHHbIE MPOTOKOMbI, a Fawbpap!
T YBeJoMMeHIs,, ONOBELLEeHNs a"a
—
a | — A AHanuTika u
2%a L1 1] T 1T [ 1 1] .
T * L L —-t T .. & "naHuposatie
[ T 1] T T LT o a0
> [T * mmimmm LeHTp cbop
T T T T T LT
—— H -1 Smmlmmmm  AaHHbIX a
e 2“2 [vcretuepusaums
SCADA 2 ) Cucrema ’
Jatukv yrpaBneHus o N -
OMNOBELLEHMSMM - ncrema a
B i)\V‘K ypaBneHys 4R a% NoC
MOHUTOPHHT OMOBELLIEHMSIMM
L CeTb Npeanpuatus ) L KopnopatuBHas cetb )
Pesynbrarhl
°

[MOBbILIEH YPOBEHb WHMOPMALIMOHHON 6e30MacHOCTU 3a CYeT 3MEKTUBHON CermeHTaumu cetu. BbinonHeHo

(hmsmnyeckoe OTAENEHWe TEXHONOrMYECKON CEeTU OT LPYriX, MeHee JOBEPEHHbIX CerMeHTOB. VIckioueHa BO3MOXHOCTb
MPOHUKHOBEHUSA B TEXHOMOMMYECKWIA CETMEHT WU PACNPOCTPaHEHKS BPEOHOCHBLIX NPOrpamm

Peann3oBaH CO0P [aHHbIX C OGLEKTOB [00bI4W, TPAHCMOPTUPOBKM, MPOMEXYTOYHbIX LIEHTPOB MOHWUTOPUHTA U WX

nepejaya no 0JJHOHaNPaBIeHHOMY KaHany 4epe3 AVOJ AaHHbIX B LIEHTP NNaHNPOBaHNS N MOHUTOPUHIA C 06ECMeYeHNeM
BbICOKOIA POM3BONTENLHOCTI NEPeAady AaHHbIX

PYKOBOACTBA W 3aMHTEPECOBaHHbIX COTPYAHUKOB B
KOpMopary“BHOM CermMeHTe (Aallbopbl, BATPUHbI, OTHETHI)

O6ecneyeHa nepeaya OnoBeLUEHWiA OT YCTPONCTB TEXHOMOMMYECKOIA CETU NOMb30BATENAM B UHbIE CETEBbIE CErMEHTbI

- ’ a \ | ( \
dusnyeckas UonALms J OTYeTbI U
CermeHTa a fawbpas!
a%a
/
ads - — Axanutika u
—t - = & MaHMpoBaH/e
77 LlenTp cbopa % a“a
InfoDiode SMART [aHHbIX
—— # \ &8& [vcnetdyepusaums
SCADA 2 Cucrema
[NaTuuku ynpaBneHus [MpOMBbILLNEHHbIE NPOTOKOMbI, \
OMOBELLEHUAMU YBeJOMIeHs, ONoBeLLeHMs Cucrema a
yrpaBreHus: 5 aa  Noc
MOHVITOpI/IHI' onoeeLleHnamn
L CeTb npeanpuaTUs ) L KopnopatusHas cetb
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CLIEHAPUI NCMONMb30BAHUA

Mepenaya AaHHbIX C JOGLIBAIOLLLErO 060PYI0BAHUA U CMEXHBIX CUCTEM B MEHee [J0BepeHHbIi

CeTeBON CermMeHT

OTPACJ1b

|_|TJ

rOPHOOOBbIBAIOLLIAA NMPOMBILLTEHHOCTD

LIESTb

06ecneyunTb nepefady NPOMbILUAEHHbBIX
MPOTOKOJIOB U3 TEXHONTOrMYECKOro
(3awwmuiaemoro) cermeHTa 06bEKTOB [06bI4N
B WHblE CErMEHTbI A1 PeLLeHns 3aaay
MOHWTOPWHIAa U NNaHNPOBaHNA

PELLIEHVE

COBMECTHOE MPUMEHEHME KOMMIIeKca npo-
ayktoB Master OPC, annapaTHo-
nporpaMmHoro komnnekca InfoDiode SMART,
Aveva/Wonderware Historian

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHOMOrM4ECKOro CerMeHTa
ropHOA06bIBAIOLLEr0 00bEKTA C UCTOYHMKAMMU
JaHHbIX C COXPaHEHNEM BO3MOXXHOCTM
nepeadn JaHHbIX BHELLHUM NOTPEOUTENAM

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHas MmexayHapoaHas KomnaHus no gobbive u nepepaboTke
MOMe3HbIX MCKOMAeMbIX

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

B pesynbTarte Kubeparaku MOryT CyLLeCTBEHHO NOCTPaAaTh AaHHbIe
1 CepBepbl NPUMOXEHUIA KaK KOHEYHbIX 0OLEKTOB, TaK M MPOMEXY-
TOYHbIX TO4EK cO6Oopa AaHHbIX A0ObIBAIOLLEr0 MPeAnpusaTis, 4To
NPUBEAET K CYLECTBEHHbIM HapYLIEHUAM TEXHONOTUYECKUX Mpo-
LieccoB. B pesynbrarte Takux AeMCTBUIA KOMNAHMSA, KaK MUHUMYM,
BbIHYXK[IeHa 6yeT OTKMIOYNTbL nepefady AaHHbIX U3 cermeHTa AGY
TN B KOPNOpPaTUBHLIA CErMEHT W B rn06anbHy0 CeTb HTepHeT, a
TaKXXe OCTaHOBMTb MPOM3BOACTBEHHbIE MPOLECCbl. 4T0, B CBOWO
o4epefb, Hem36eXXHO NPUBELET U K (PMHAHCOBLIM, U K penyTaLoH-
HbIM NMOTEPSAM.

AMK InfoDiode SMART o6ecne4nBaetr nepegady  AaHHbIX
OOHOBPEMEHHO MO HECKONMbKAM MNPOMbILUNEHHbIM NPOTOKONaM
Yyepe3 rpaHuuy nepumeTpa. Cneuuwann3upoBaHHbIe KOHHEKTOPbI
NPOMbILLIEHHBIX MPOTOKONIOB MO3BOMSKOT €OO6pPaTh [AaHHble U3
KaXOoro cermeHta cetu (0T pa3nuybbix  SCADA  cuctem,
KoHTposnepos, OPC cepsepos, AaTYMKOB) 1 Nepefarb WX Aanee no
OQHOHANPABNEHHOMY  KaHany, obecneyus COOTBETCTBUE
BbICOYAMLLIMM TPEOOBAHUAM U30NALMK 3ALLNLLAEMOTO CErMEHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

PerynsapHo nony4arb aHHble C 06bEKTOB [06bI4W, HANPABNATbL WX B eAMHOE XpaHunuLLe Historian B KOPNopaTMBHOA
CeTn ans nocneayroLlen 06paboTku 1 aHanu3a, nepeaayu B npoyue MHGOPMaLMOHHbIE CUCTEMbI

° O6ecneyunTb LEHTpan13oBaHHbIn MOHUTOPUHT cepBepoB SCADA n OPC-cepBepoB 060raTutensHon ghabpuki

[apaHTUPOBAHHO UCKITIOYUTb BO3AGNCTBME HA TEXHOMOTNYECKMIA CErMEHT, CIeNaB HeBO3MOXXHON OPraHM3aLnio aTakn no
TOMY Xe KaHany, N0 KOTOPOMY NnepeaatoTcst AaHHbIe

-

N\ 4
o
(‘? J ada
SQL nam Asbik &7 OTYeTbl U =
O R e E" * 3anpocos uau paw6pas!
API|
=y KonTponepel A o EemERmE S -— A
oo Siemens = | MpombliwneHHble npotokomsl g =
(¢} — 100 TbiC. TEroB B CEKYHAY —‘
o +——s7profinet——m\ || e o \
= EEEEE Historian
(- f SQL nam A3sbIK
h's 0\«2‘ ‘ 3anpocos unm AP| %
Q A / Firewall S
QL 1AM A3bIK a&
E / 3anpocos uau AP| a“a
< ‘ AHanuTiKa 1
o &8 7y * nnaHMpoBaxue
<C KoHTponepb! -
i -
Siegens SCADA = ;V‘( &ﬁﬁ [Iucnetyepusaums
MpeanpusTue no obbIve KopnopatnBHas unm cTopoHHsA ceTb
J (.

Pesynbrarhl

[MOBbILIEH YPOBEHb WHMOPMALIMOHHON 6e30MacHOCTU 3a CYeT 3MEKTUBHON CermeHTaumu cetu. BbinonHeHo

huanyeckoe 0OTAeNEHME TEXHOMOTUYECKOWA CETW OT APYruX, MeHee NOBEPEHHbIX CerMeHTOB. cKnioyeHa BO3MOXHOCTb
MPOHUKHOBEHUSA B TEXHOMOMMYECKWIA CETMEHT W PAcnpoCTPaHEHWe BPeOHOCHbIX NporpaMm

PeanusosaH c60p AaHHbIX C 06bEKTOB 400bIYM 1 MX Nepeaada no OAHOHANPABMIEHHOMY KaHany Yepe3 Ano[ AaHHbIX B
eMHOe XpaHunuue Historian B KopnopartynBHOM CeTH

Peanu3oBaHa nepejaya [OMONMHUTESNIbHBIX [AHHbIX 19 PYKOBOACTBA U 3aMHTEPECOBAHHbIX COTPYLHUKOB B
KOpMopary“BHOM CermMeHTe (Aallbopbl, BATPUHbI, OTHETHI)

O6ecneyeHa nepejaya ONoOBELLEHNIA OT YCTPOIICTB TEXHONOTMYECKON CETY MONb30BATESISIM B UHbIE CETEBbIE CEIMEHTbI

\ (
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o) SRS
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Hpennpuﬂme no pobblve KopnopaTuBHan WNN CTOPOHHAA CeTb
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CLIEHAPUI NCMONMb30BAHUA

lMepeaada AaHHbLIX TEXHOMOMUYECKOM CeTU ropHo-060ratutensHoro komouHara ([OK) B MeHee

L0BEPEHHbI CeTeBOW CermeHT

0 KoMnaHuu

OTPACJ1b

rOPHOOOBbIBAIOLLIAA NMPOMBILLTEHHOCTD

@ LIENb

06ecneyunTb nepefady NPOMbILUAEHHbBIX
MPOTOKOJOB 1 (DaNNoB 13 TEXHONOMYECKOro
(3awwmuiaemoro) cermeHTa 06bEKTOB [06bI4N
B WHblE CErMEHTbI A1 PeLLeHns 3aaay
MOHWTOPWHIAa U NNaHNPOBaHNA

Komnanms no ao6blye 1 nepepaboTke Nosie3HbIX MCKONaeMbIX

{0 PEWIEHUE BbI30BbI B 061aCTH MHAOPMALMOHHOM 6830MacHOCTH
COBMECTHOE NPUMEHEeHNe annapaTHo-
nporpaMmHoro komnnekca InfoDiode SMART

¢ MasterSCADA unu Anbcha nnatchopma B pe3ynbrarte kubepataku MOTyT CYLLLECTBEHHO NOCTPafaTh AaHHbIe

1 CepBepbl NPUMOXEHUIA KaK KOHEYHbIX 0OLEKTOB, TaK M MPOMEXY-
TOYHbIX TOYEK COOpA AaHHbIX TOPHO-060raTUTENBLHOMO MPEeAnpus-
TWS, YTO NPUBEAET K CYLLECTBEHHbIM HapyLIEHUAM TeXHONornye-
CKWUX npoueccos. B pesynbrate Takux [LeiCTBUA KOMMAHWA, Kak
MUHUMYM, BbIHYX[EHA OyaeT OTK/I04YNTL Nepeaady OaHHbIX U3 Cer-
meHTa ACY TIT B KOpnopaTuBHbIA CETMEHT U B TN06IbHYIO CETb

NPEUMYLLECTBA

|_|TJ

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm

YPOBHE) TEXHONOIMYECKOro cerMeHTa
rOPHOA06bIBAIOLLEr0 06bEKTA C UCTOYHMKAMM
LaHHbIX C COXPaHEHEM BO3MOXHOCTY
nepeayyn JaHHbIX BHELLIHAM NOTpe6uTensm

VIHTEpHET, a TakXe OCTAHOBMTb MPOM3BOJCTBEHHbLIE MPOLECCHI.
410, B CBOIO 04epenb, HEM36EXXHO NPUBEAET U K (IUHAHCOBBLIM, 1 K
PEenyTaunoHHbIM NOTEPAM.

MpumeHsiemblii NpoayKT

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBPEMEHHO MO
HECKOMbKUM NPOMbILLEHHbIM NMPOTOKONAM Yepe3 rpaHinLy nepumetpa. Cne-
LMann3npoBaHHble KOHHEKTOPbI MPOMbILINEHHBIX MPOTOKOMOB MO3BONSAOT
cobpartb AaHHble U3 KOKA0ro CerMeHTa CeTu 1 nepefarb UX fanee no OfHO-
HanpaBNieHHOMY KaHany, 06ecneynB COOTBETCTBME BblCOYAWLLIMM TPe6oBa-
HUSIM 30NN 3aLLMLLIAEMOTO CErMeHTa.

AMNK InfoDiode PRO o6ecneynBaet nepefayy (annosbiXx MOTOKOB
(»xypHanos, AucTpmbyTMBOB, 63KaNOB 6a3 [AHHbLIX, 3MEKTPOHHOW NOYTHI),
Buaeo n UDP, Syslog v apyroro Tpaduka 3a npejesbl 0BEPEHHOI0 CerMeH-
Ta LieNeBbIM NOTPEOUTENSM, U30NUPYA 3ALLNLLIAEMbIA CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

° PerynsipHo nony4arb [jaHHbIe C 00bEKTOB NepepadoTKi, HaNPaBNATb UX B KOPNOPATUBHYIO CETb A NOCNeAYHOLLIEN 06-
paboTKK W aHann3a, nepejadn B NpoYme MHHOPMaLMOHHbIE CUCTEMbI

° 06ecne4untb MoHuTOPUHT cepaepoB SCADA o6oratutenbHoi habpukn n SCADA ee TeXHONMOMMYECKNX Y4acTKOB

[ ]

[apaHTUPOBAHHO UCKITIOYUTb BO3AGNCTBME HA TEXHOMOTNYECKMIA CErMEHT, CIeNaB HeBO3MOXXHON OPraHM3aLnio aTakn no
TOMY Xe KaHany, N0 KOTOPOMY NnepeaatoTcst AaHHbIe

Vs
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\
R aan WHdh. cucremsl  YeTpoiicrea Otyethbl 1
Q \ ‘ nawbpap!
o Es s
& SCADA [] . a
| » LT T [ 11 2°a
5 == AxanuTika u
[ . MNaHnpoBaHme
§ KoHTponepel Firewall
2 P
<< powinGnHoe E ’ a8y Mcreriepusauus
obopynosaHue ‘
L3
TexHONOrMYeckmii cermeHT M KopnopaTvBHas unu cTOpOHHSAS ceTb
/ y,
Pesynbrarhl

[MOBbILIEH YPOBEHb WHMOPMALIMOHHON 6e30MacHOCTU 3a CYeT 3MEKTUBHON CermeHTaumu cetu. BbinonHeHo

huanyeckoe 0OTAeNEHME TEXHOMOTUYECKOWA CETW OT APYruX, MeHee NOBEPEHHbIX CerMeHTOB. cKnioyeHa BO3MOXHOCTb
MPOHUKHOBEHUSA B TEXHOMOMMYECKWIA CETMEHT W PAcnpoCTPaHEHWe BPeOHOCHbIX NporpaMm

Peann3oBaH c60p JaHHbIX C 00bEKTOB 06bIYM M UX Nepedada no OAHOHANPaBNEHHOMY KaHamny 4epe3 AMOf AaHHbIX B
KOPMOpaTUBHYIO CETb

Peanu3oBaHa nepejaya [OMONMHUTESNIbHBIX [AHHbIX 19 PYKOBOACTBA U 3aMHTEPECOBAHHbIX COTPYLHUKOB B
KOpnoparuBHOM CermeHTe (gpaiinbl, Aalboppl, BUTPUHLI, OTYETHI)

O6ecneyeHa nepejaya ONoOBELLEHNIA OT YCTPOIICTB TEXHONOTMYECKON CETY MONb30BATESISIM B UHbIE CETEBbIE CEIMEHTbI

( N
() | a L,
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cermMenTa ‘ ,
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= ) OTyeThl 1
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x [MpOMbILLIEHHbIE NPOTOKONbI

o &4 [Oucnetyepusauys
< [pombiLuneHHoe a“a

TexHONMOrn4eckuii CermeHT

obopynoBaHue |

KOpI'IOpaTVIBHaﬂ WU CTOPOHHAA CeTb
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CLIEHAPUI NCMONMb30BAHUA

lMepenaya KPUTUYHBIX AAHHbIX B LieNSAX pe3epBHOro KONMpoBaHUA BO BHELLHEE XpaHunuLle

OTPAC/SIb 0 KoMnaHuu
BAHKW, ®UHAHCHI

@ LIENb

06ecneyunTb perynsipHoe pesepsHoe
KONupoBaHue MHDOpMaLUn U3 CeTh 6aHKa B
3ALUMLLEHHOE XPAHUMHLLE.

KpynHas puHaHcoBas opraHusauma u3 ton - 15.

{0 PEWIEHUE BbI30BbI B 0611aCTH MHAOPMALMOHHON 6830MaCHOCTH

[MpuMeHeHne annapaTHO—NPOrPaMMHOro KOM-
nnekca InfoDiode PRO ans co3gaHus nsonu-
POBAHHOTO CETEBOr0 CErMeHTa, 3aLLMLLIEHHO-
ro OT BHELLUHEro Bo3eicTBus

YcTOn41BOE (DYHKLMOHMPOBaHWE GU3HEC-NPOLECCOB (DUHAHCOBOIA
OpraHu3auyi 3aBUCUT, B TOM YUCIIE, W OT HANNYUA HALEXKHO (DYHK-
LIMOHUPYIOLLIEN CUCTEMbI PE3epPBHOr0 KOMMpoBaHus. B To xe Bpe-
M, BHELLHWE COEAMHEHNA C OCHOBHOM CETbI0, @ TaKXKe MecTa Xpa-
HeHWs Pe3epBHbIX KOMWUA, MOryT MojBepratbcs Kubeparakam. B
3TUX YCNOBUAX XPaHEHWe JaHHbIX Ha 0ObIYHbIX Pecypcax
lapaHTUPOBaHHas 3alLuTa (Ha PU3N4EcKoM (MeHTOYHOE XpaHunuLLe, (hainsioBoe XPaHWIIULLE W T.M.) MOBbILLAET
YPOBHE) CETEBOr0 CErMeHTa Ans XpaHeHus PUCKI YTepW, KOMNPOMETaLMN JlaHHbIX. BaHKy TpebyeTcsa opraHu-
gzgzggsbclrf(;en“a’ﬁ«;:::'b'fg_B RaHHbIX>, 3aLMA 3aLLMLLEHHOrO CEerMeHTa, KOTOPbI NO3BOMUT COXPaHATb 3Ta-
NIOHHbIE KOMUM [aHHbIX AN Han60Nee PUCKOBAHHbIX CLIGHApUEB X
noTepu, B TOM Y1CIe B PesynbTare [eiCTBUiA 3M10yMblILLNEHHUKOB.

NPEUMYLLECTBA

|_|TJ

MpumeHsiemblii NpoayKT

ATK InfoDiode PRO peluaet 3agayn no nepegaye ainosbix noTo-
KOB, AUCTPMOYTNBOB, 63KanoB 6a3 AaHHbIX, PENNIMK BUPTyalbHbIX
MaLLIUH, 3NEeKTPOHHOI NOYTbI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

PerynsapHo nepenasarb AaHHble 63KanoB Ha 3aLLULLEHHbIA Pecypc Ans Lefien rapaHTUpOBaHHOr0 M30NMPOBAHHOI0 Xpa-
HEHWS Pe3ePBHbIX KOMWIA, «CHUMKOB [aHHbIX», 3TAJIOHHbIX KOMUA AaHHLIX U CUCTEM

FapaHTUPOBAHHO UCKMIOYUTL BO3MEICTBIE HA 3ALLMLLEHHbI CErMEHT, CAeN1aB HEBO3SMOXXHOI OpraH13aLuio aTakn no
TOMY Xe KaHany, o KOTOPOMY [laHHbIe NepejaloTcs Ha XpaHeHue

f f ™
o Bbipy3ka pe3epBHbIX KOnui Eé
L1 11 1]
=L E e e—- S
© 11 [ 11}
Q T — | Ba
3 Sy
|_
2 6|
E 1] 1] MonyyeHne pe3epBHbIX KOMMIA =
3
< f Cuctema pe3epBHOro
KopnopaTMBHbIN cermeHT
L prop . \‘/ | KOMMPOBaHYA N XpaHeHus
AR NK

Pe3ynbtaTthl

BbinonHeHo (pu3nyeckoe OTAENEHWe 3aLUMLIEHHOrO CermMeHTa OT MeHee [O0BEePEHHbIX CermMeHToB. VcknioveHa

BO3MOXHOCTb MPOHUKHOBEHUS 3MOYMbILLNEHHIKA B CETMEHT XpaHeHUs IaHHbIX U PacnpocTpaHeHus (3amycka) B Hem
BPEJIOHOCHbIX MPOrpamMm

O6ecneyeHa OAHOHAMpaBfieHHas nepejada [aHHbIX HAa BHELIHEee 3alWLLEHHOe  XpaHunuLle,

MCKN0YatoLLas
BO3MOXHOCTb BO3/IECTBUS Ha CUCTEMY XPaHEHMS B3KamNOB 1 Pe3ePBUPYEMbIe aHHbIe

O6ecneyeHa HemnpepbIBHOCTb OGW3HEC MPOLECCOB (DMHAHCOBOW OpraHusauuu 6narofaps OpraHu3auum CTporo
ANETEPMUHUPOBAHHOIO OAHOHAMpPABJ/IEHHOI0 MNOTOKA [AdHHbIX Ha BHELUHWIA MO OTHOLUEHUIO K KOpI'IOpaTVIBHOI7I cetun

3ALLUMLLEHHbIA PECYPC, CHUKEHbI PUCKKU MONHOW YTEpPWM AaHHbIX B CNy4ae YCMELIHOM aTaku 3/1I0YMbILLSIEHHWKA Ha
OCHOBHOW CErMeHT AaHHbIX 6aHKa
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CLIEHAPUI NCMONMb30BAHUA

Oka3aHue TEXHWYECKO NoAAePXKN KNUeHTaM 4epe3 MecCeHapKepbl U UHbIe KaHanbl

KOMMYHUKaLMIA

OTPACJ1b

|_|TJ

BAHKW, ®UHAHCHI

LIESTb

06ecneynTb B3aUMOAEACTBIE ONepaTopoB ¢
KNMEHTamm NoCPeACTBOM MECCEHIKepoB

PELLIEHVE

CoBMECTHOE NPUMEHEHME [BYX annapaTHo—
nporpaMmHbIx komnnekcos InfoDiode PRO n
peweHnit Naumen Ans 3awWwmThbl CErMeHTa ¢
NCTOYHUKOM YyBCTBUTEMbHBIX [JAHHbIX

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) BHYTPEHHEi CeTi OpraHu3auum ¢
BO3MOXXHOCTbIO MOSTY4EHUS U OTMPABKN
COOOLLEHNI Yepes pasnnyHble MHCTPYMEHTDI
KOMMYHUKALUKN C KTUEHTOM

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHblii 6aHK 13 Ton - 20. KOHTaKT-LeHTp 6aHKa UCNOonb3yeT
[aHHble, B TOM YMCle NepCOoHanbHble, U3 3aLUMLLEHHOr0 CErMeHTa.

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

BsaumopencTsue ¢ knueHTamu TpebyeT NPUMEeHeHNs COBPEMEHHbIX
Cnoco60B KOMMYHUKALM 1 MHOTOKAHANBLHOCTU (Hanpumep, coLce-
TEN, MECCEHKEPOB, 311. MOYThI U T.M.) KaK Ans NOAJEPKKMN KITNeH-
TOB, TaK W AN CONPOBOXEHUS OCHOBHbIX NPOLIECCOB 06CNYXNBa-
HUs 1 npojax. Otaen MHGOPMALMOHHOW 6e30MacHOCTU CHUTAET,
4TO WCMOJIb30BaHNE (ailpBOJIOB OOJIEE HE rapaHTUPYeT Hamnexa-
WMA YPOBEHb 3alnTbl OT Kmbepyrpo3. Opranusauun Tpebyetcs
NOBLICUTb YPOBEHb 6E30MACHOCT BHYTPEHHErO CErmeHTa CeTtw,
COXPaHWB Mpu 3TOM BO3MOXHOCTb B PEXWMe OHJaiiH obpabarbl-
BaTb 3anpoCbl OT KNNEHTOB, NOJTy4eHHblE NOCPEACTBOM Pa3/NYHbIX
KaHanos.

AMK InfoDiode PRO pelwaet 3agaynm no nepegade annosbix
NOTOKOB, AUCTPMOYTMBOB, 063KanoB 6a3  AaHHbIX, PenyuK
BUPTYaNbHbIX MAalUWH, 3NEKTPOHHOW NOYThl, BMAEO U APYroro
Tpadmka 3a npefenbl  [OBEPEHHOr0  CerMeHTa  LieneBbiM
noTpebuTeNaM, U30NIUPYS 3TOT CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru
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TpeboBaHua

O6ecneyuntb 3aWunTy NepumeTpa, CoAeP KaLLLero CUcTembl, 6a3bl AaHHbIX, XPAHWUINLLLA NEePCOHANBHBIX U YyBCTBUTESbHbIX

JAHHbIX NOCPeACTBOM OpraHu3auun pasaenbHbiX annaparHbiX 0JHOHAMNPABIEHHbIX KAHANOB 06MeHa COO6LLEHNAMN

Mo KaHanam 06MeHa MHAOpMaLne

Pesynbrarhl

-

i

=\
==

APM onepatopa \
H
APM onepatopa

Cepaep
/ coobLuenni

APM onepatopa

BHYTpeHHAs ceTb OpraHU3aLum

b > 14

-CepBep COOGLUEHWI KOHTAKT-LIGHTPa.

Cepaep
coo0LeHuA

DMZ (yacTb

CeTn opraHn3auunn, nckn4varowas yTeqdky AaHHbIX

KOHTaKT-LieHTpa)
~—

[apaHTUPOBAHHO MCKIIOYUTb BHELLIHWE MOJKIOYEHUS, CAENIaB HEBO3MOXHOI YTEYKY, MOPYY, KOMIPOMETALMIO AaHHbIX

BbINonNHEHO (pr3nyeckoe OTAeNIeHNE BHYTPEHHEI CEeTI opraHu3auum ot cermeHTa DMZ, B KOTOPOM pacnosioxeH npoKcu
O6ecneyveH 00MeH AaHHbIMU C KNUEHTAMU CMELMANNCTOB KOHTAKT-LEHTPpa, HanpaBfeHHas nepeaadya 00palleHnii BHYTpPb

O6ecneyeHa HanpaeneHHas nepejaya OTBETOB CMELWANKUCTOB KOHTAKT-LIEHTPA BO BHELLUHWIA CErMEHT, WCKMoYatoLLas

BO31ENCTBME Ha GU3HEC-NPOLIECCHI GaHKa M PacmpoCTPaHeHNe BPEJOHOCHbIX MPOrpaMm

O6ecreyeHa HenpepbIBHOCTb GM3HEC-NPOLIECCOB Gnarofaps OpraHM3aLun CTPOro AeTEPMUHUPOBAHHBIX B3AMMHO

O0AHOHaAnpasJIEHHbIX MOTOKOB [dHHbIX W KOHTPOJIb 3a KaHalnamu B3aMMO/EICTBUA C HeOBEPEHHbIMWU NCTO4YHUKAMU

JaHHbIX
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APM onepatopa \
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/ coobLenmi
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BHYTpeHHsis ceTb OpraHu3aumu

1
duanyeckas U3oNALNS cerMeHTa
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InfoDiode PRO
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[Monyyenme 3anpocos

InfoDiode PRO
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OtnpaBka 0TBETOB
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coo0LeHun

Yactb
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CLIEHAPUI NCMONMb30BAHUA

lMepeaada gaHHbIX B naboparoputo Vb B coctase SOC ansa usonauum n nocnegyoLero aHanusa Ha

NpeAMeT Hanuyus BpefOHOCHOro Koaa

OTPACJ1b

|_|TJ

BAHKW, ®UHAHCHI

LIESTb

0O6ecneynTb nepeaayy 06pa3os BUPTYambHbIX
matumH 1 N0, nofo3puTenbHbIX aitnos n3
CeTM OpraHu3auun B naboparoputo
MHopmaLnoHHomn 6e3onacHocT SOC unm
CTOPOHHEro noapsaaYMKa

PELLIEHVE

[MpuMeHeHne annapaTHO—NPOrPaMMHOro KOM-
nnekca InfoDiode PRO ans 3awwutbl OT yTe4eK
13 N1abopaTopuiK Mo KaHany cea3un

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) CerMeHTa cetu naboparopuu ot
YTeYeK BO BHELLHWE CETU C BO3MOXHOCTbIO
nepesayn 06pas3oB aHa3NPYEMbIX CUCTEM
BO BHYTPEHHIOI0 CeTb nabopaTtopuu

MpumeHsiemblii NpoayKT

0 KoMnaHuu

@DunHAHCOBAs OpraHn3aLns PernoHanbHOro YpoBHA ¢ qdUNnanbHol
cTpykTypoii. MpeanpusTtue umeet cermeHT SOC, Bknovarowwmii b
na6oparoputo.

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

Jlabopatopusi HCOpMaLKUOHHON 6e30MacHOCTU OTBEYAET 3a aHa-
N3 HOBOTO M (DYHKLIMOHMPYIOLLErO NPOrpammMHOro o6ecreyeHus
Ha Harm4me yrpo3 kubep6esonacHocTn. B «necoyHnue» naéoparo-
pun MOryT ObiTb Pa3BEPHYTHI 3apaXKEHHbIE MHOPMALMOHHBIE C-
CTEMbI, KOTOPbIE MOTYT MPeACcTaBnATL Yyrpo3y «obuwen cetu» UT-
NHPACTPYKTYpbl MpU MepeceyeHnn nepumeTpa CermeHTa Cetu
na6opatopuu. Heobxoaumo npeaoTBPaTUTL NIOGYI0 BO3MOXHOCTb
HEraTMBHOr0 BO3JEMCTBUS HA BHELUHME CErMEeHTbl CETW, COXPaHss
Nnpu 3TOM KaHan cBA3u Ans nepegadn AaHHbIX B Na6OPATOPUIO UH-
tbopmaLMoHHO 6e30MaCHOCTM.

AMK InfoDiode PRO pelwaet 3agaynm no nepegade annosbix
NOTOKOB, AUCTPMOYTMBOB, 063KanoB 6a3  AaHHbIX, PenyuK
BUPTYaNbHbIX MAalUWH, 3NEKTPOHHOW NOYThl, BMAEO U APYroro
Tpahmka 3a npefenbl  [OBEPEHHOr0  CerMeHTa  LieNeBbiM
noTpebuTeNaM, U30NIUPYS 3TOT CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

PerynsapHo nepenasarb AaHHbIE U3 BHELLHWX CETMEHTOB CETW B CEeTb naboparopun Ans aHannsa

[apaHTUPOBAHHO UCKITOYUTL YTEYKN N3 CErMEHTA CeTU N1abopaTopum 1 X BO3EMNCTBUE HA KOPNOPATUBHbIA CErMEHT,

c/ienaB HEBO3MOXXHbIM PacnpoCTPaHeHMe KMO6epyrpo3 B «06LLER CeTU» opraHn3auun u B T-MHpacTpyKType opraHu-
3aumm

e A
0010
Bbirpyska o6pasos cuctem u MO o) @
8[ [N aHann3a
i EEEEE q
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: BA 55 %
> APM  APM o
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L KopnopaTuBHbI CErMeHT

L Na6patopusa Ub

J

Pesynbrarhl

BbinonHeHO (pu3nyeckoe oTAeneHwWe cermeHta cet Vb nabopatopum OT WMHbIX ceTeit opraHu3auumn. VcknioyveHa
BO3MOXXHOCTb MPOHWUKHOBEHUS N pAacNpPOCTPaHEHUs BPEAOHOCHbIX NPOrpaMm U3 «necoyHnLbl» b nabopatopum

O6ecneyeHa O[HOHaMpaBfeHHan nepefjaya [aHHbIX B CErMEHT CeT /1aboparopuun, WUCKNKOYAlLWas WCXoAasLme
COeIMHEHNA B KOPMOPATWUBHbINA CErMeHT

PeannaoBaHa BO3MOXHOCTb 6€30MacHOr0 TECTMPOBAHMSA, HANPaB/IEHHOr0 Ha [MArHOCTUKY W u3ydeHwe [10 n

ANCTPUOYTUBOB, MCKIIKOYas BO3MOXHOCTb 00paTtHOro BO3AEWCTBMA (B TOM YWUCNE HenpegHaMEpeHHOro) Ha CeTb-
UCTOYHMK
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CLIEHAPUI NCMONMb30BAHUA

OcyLiecTBneHme yaanéHHOro MOHUTOPUHIa COCTOSHUA OYUCTHBIX COOPY>KEHMUIA U CTaHLWIA

BOJOMNOArOTOBKM

OTPAC/Ib 0 KoMnaHuu

BOLOOYUCTKA, BOOONOAIOTOBKA
Focy1apCTBEHHOE YHUTAPHOE NpeanpusTie, 3aHUMatoLLeecs

LIENb 04MCTKOW 1 NOATOTOBKOM BOAbI AN NOCNEAYIOLLEro
Mcnonb3oBaHUs NOTPEOUTENSIMU

0O6ecneyunTb nepefady ONOBELLEHUIA 1
BIAEONOTOKA C 06bEKTa B LIEHTP MOHUTOPUHIa
1 06ecnevyeHnst 6e30NacHOCTH

{0 PEWIEHUE BbI30BbI B 0611aCTH MHAOPMALMOHHON 6830MaCHOCTH

[MpuMeHeHne annapaTHO—NPOrPaMMHOro KOM-
nnekca InfoDiode PRO ans 3awmtbl nepumer-

CTaHuMnM BOJOOYUCTKM W BOAOMOATOTOBKW SBNSAKTCA HE TOMbKO
pa TeEXHONI0rM4eckoro cermeHTa ceTu

KPUTUYECKN BXKHBIMI 0GLEKTAMI MHPACTPYKTYPbI, HO 1 MOTEH-
LinanbHO MOryT NpeficTaBNATb TEXHOreHHY0 onacHocTb. Obecneye-
HWe UX NOCTOSAHHOrO MOHUTOPWHIA, B TOM YUCHE YAaneHHbIMU [UC-

E‘;’ MPEAMYLLECTBA NeT4epCKUMM CYX6aMK, OpraHamin ynpasneHns 1 CUTYaLnoHHbIMM
LieHTpamu, ABNSBTCA HBOOXOAUMbIM. B TO XXe Bpemsa Henb3s 4omnyc-

lapaHTMpOBaHHas 3aluTa (Ha (M3MYECKOM KaTb BHELUHWX BO3[EWCTBMIA HAa TEXHOMOTMYECKYI CeTb Camoro
YPOBHE) TEXHONOIN4ECKOT0 CETMEHTa CeTH 0T 06bEKTa MOHUTOPUHIA, NMOCKOSbKY 3TO MOXET MPUBECTU K CylLie-

NG00 BHELLHEro BO3eicTBIS C
BO3MOXXHOCTbI0 Nepeaayy onoBeLeHnit 1
BW[E0MOTOKA A8 LieNeit MOHUTOPUHTa

CTBEHHbIM MOCNEACTBUAM KaKk [ NOTpeduTeneil, Tak ans n okpy-
KaroLLel cpegpl.

MpumeHsiemblii NpoayKT

AMK InfoDiode PRO pelwaet 3agaynm no nepegade annosbix
NOTOKOB, AUCTPMOYTMBOB, 063KanoB 6a3  AaHHbIX, PenyuK
BUPTYaNbHbIX MAalUWH, 3NEKTPOHHOW NOYThl, BMAEO U APYroro
Tpadmka 3a npefenbl  [OBEPEHHOr0  CerMeHTa  LieneBbiM
noTpebuTeNaM, U30NIUPYS 3TOT CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

. PerynapHo nepegasarb yBeJOMEHWUS 0 COCTOAHUM 060PYLOBAHNA U TEXHOOMMYECKON CETU B LEHTP MOHUTOPKHTA
. O6ecneyunTb Nepeady BUAEONOTOKA (C MOHUTOPOB W BUAEOKamep) ¢ 06bekTa KW B LEHTP MOHUTOPMHIA

. [apaHTMPOBAHHO UCKITHOYNTb BO3AENCTBIUE HA TEXHONOMMYECKUIA CErMEHT, CLeN1aB HeBO3MOXXHbIM PACcnpOCTpaHeHue
Kunéepyrpo3 Ha 06bekT KNI

( A ( A
YBefomneHus,
MoTokoBOE BUAEO L ® 2
l@l &a& [incneTyepusauns
o B - —
I:[ Natanku - -
oo a
S < | Cucrema &4 s T~ a%a  NoC
> M = ynpaBnexus ynpaBnexus
lE CobHLY onoselleHuamn f oroBeLLeHnaMun
()
S | | ¥
X — 7] [ | & AKX MpocmoTp BUAEONOTOKOB
o A O4 - 113 TEXHOIOTMYECKO CEeTH
< Bupaeo- APM Cucrembl
HabriofeHe  OnepaTopoB  ympaBreHus
L TexHonornyeckas ceTb ) L LleHTp MOHMTOpPMHIa M 6e3onacHoCTH )

Pesynbrarhl

o BbinonHeHo DM3NYECKOE OTAENEHNe CErMeHTa TEXHONOTNYECKON CETU OT BHELUHUX CeTel. VICKNoueHa BO3MOXKHOCTb
BO3/ENCTBIS HA 060PYIOBAHNE 1 PACMPOCTPAHEHNS BPEOHOCHBIX TPOrPamMM B TEXHONOTNYECKON CETH

° O6ecneyeHa HanpasfigeHHas nepejada faHHbIX B LLEHTP MOHMTOPUHIA 1 6€30MaCHOCTM, UCKITH0YatoLLas Nlo6ble BXOAALLME
COEMHEHNA B TEXHONIOrMYECKUNiA CerMeHT

o O6ecrieyeHa nepejaya NoToKa OMOBELLEHWIA OT YCTPOIICTB TEXHOMOTNYECKON C8TW NONb30BATENAM B YaNEHHOM LIBHTpe
MOHUTOPWHIa

° O6ecneyeHa nepejaya NOTOKOBOr0 BMAEO C KOHTPOJSIbHbIX MOHUTOPOB U YCTPOWUCTB BUAEOHABMIOAEHUS B YAANIEHHbIN
LIEHTP MOHMTOPUHIA U 6e30MaCHOCTK

( \ | ( N\
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= \O4 g y 13 TEXHOTOTMYECKOIA CBTH
x BeJoMneHus,
o Buneo- APM Cucrembl ToTokoBoE BIACO
<€ HabriofeHMe  OMepatopoB  yrpaBneHust

TexHonornyeckas ceTb

LleHTp MOHUTOPUHIa U 6e30nacHoCTy
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CLIEHAPUI NCMONMb30BAHUA

OcyLyecTBneHue yaanéHHoro c6opa AaHHbIX C NpUOOPOB Y4éTa U MOHMTOPUHT COCTOSIHUA 0OBLEKTOB

KOMMYHaJIbHOr0 X03iACTBa

OTPAC/Ib 0 KoMnaHuu

XKKX
YnpasnsatoLLas KoMnaHus, 06CNyK1BatoLLas 3Ha4MTeNbHOE

@ LENb Konm4ecTBo 06beKTOB XKKX

O6ecne4unTb nepefady nokasaHuii nprnéopos
y4éTa, AaTYMKOB M BUAEOMNOTOKA C 06beKTa
KKX B LLEHTP MOHUTOPUHIa 1 06eCneYeHNs
6e3onacHocTy

-Q): PEWEHNE BbI30BbI B 0611aCTH MH(HOPMALMOHHOI 6e30MacHOCTY

[MpuMeHeHne annapaTHO—NPOrPaMMHOro KOM-
nnekca AlK InfoDiode ans 3awuTsl nepumet-

06cnyxmBanmne 06bekToB XKKX TpebyeT Kak NOCTOSHHOrO MOHUTO-
pa TeEXHONI0rM4eckoro cermeHTa ceTu

PUHIa PasfinYHbIX CUCTEM (TIMCHTOBOE XO3AICTBO, NOXKAPHAA 0Xpa-
Ha, 3aluTa OT NPOTeYeK U T.4.), TaK 1 PerynapHoro coopa nokasa-
HWIA NPUGOPOB Yy4ETa ANA Pac4ETOB C NOTPEOUTENAMM W NOCTABLLM-
Kamu. B T0 e Bpems Henb3s [onyckaTb BHELWHWUX BO3AENCTBUIA Ha
TEXHOJIOTMYECKYH CETb 00BLEKTA, MOCKOJIbKY 3TO MOXXET NPUBECTM K
lapaHTUPOBaHHas 3alLuTa (Ha PU3N4EcKoM CYLLECTBEHHbIM MOCNEACTBUAM [niA MOTpebuTeneid, BMiaOTb [0
YPOBHE) TEXHOMIOrMECKOTO CETMEHTa CeTi 0T YrPO3bl XKU3HU 11 3J0POBbIO, @ TAKXKE BNNATL Ha B3aUMOPACHETbI C

N06OT0 BHEUIHEro BOSAGHCTBIA C NocCTaBLUMKaMW 1 NOTPEOGUTENsIMI KOMMYHanbHbIX PECYPCOB.
BO3MOXHOCTbIO Nepefayi nokasaHunii

npu6opOB Y4&Ta U AATHYMKOB, @ TAKXKE
BUAEONOTOKA A1 LieSieil MOHUTOPKHIa

E;/ NPEUMYLLECTBA

MpumeHsiemblii NpoayKT

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBPEMEHHO MO
HECKONbKUM NPOMbILLMEHHLIM MPOTOKONAM 4Yepe3 rpaHuLly nepumeTpa.
CneunannanmpoBaHHble  KOHHEKTOPbl  MPOMbILINEHHbIX ~ MPOTOKONOB
No3BONAOT co6paTh [AAHHbIE U3 KAXKAOr0 CErMeHTa CeTU U nepeaatb WX
panee no OJHOHANPaBNEHHOMY KaHany, 006ecneynB  COOTBETCTBUE
BbICOYaALLINM TPE6OBAHMAM N30NALMM 3ALLMLLAEMOTO CErMEHTa.

AMNK InfoDiode PRO o6ecneynBaet nepefayy annosbiXx MOTOKOB
(»xypHanos, AucTpmbyTMBOB, 63KaNOB 6a3 [AHHbLIX, 3MEKTPOHHOW NOYTHI),
Bugeo n UDP, Syslog n apyroro Ttpadyuka 3a npefenbl [0BEPEHHOr0
CerMeHTa LieneBbIiM NOTPEBUTENAM, U30NUPYS 3aALLULLAEMBINA CEMMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

. PerynapHo nepefasarb nokazaHus npuoopos y4éTa n AaTymkos ¢ 06bekToB XKKX B LLGHTP MOHUTOPUHIA
. O6ecneyunTb Nepeaady BMAEONOTOKA (C MOHUTOPOB M BUAeOKamep) ¢ 06bekTa XKX B LIEHTP MOHUTOPUHTA
[

[apaHTUPOBAHHO UCKIOYUTL BO3JENCTBIE HA 060pYA0BaHNE 06beKTa XKKX
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X

2 / \ . ¥

'§ 3neKTp00Ha6>KeHV|e

= a ¢ MpoCMOTP BYAEONOTOKOB
Q , ak M ¢ 0BbexToB KX
< I'I0>KapHa;| Oatunkn

Oronnetiue 6630MacHOCTb
L 06bexkT KKX ) L LieHTp MoHUTOpUHra U 6e3onacHocTy

Pesynbrarhl

BbINONHEHO (hM3nyeckoe OTAENeHNe TEXHONOTMYECKOro cermeHTa cetu o6bekta XKKX 0T BHELIHMX ceTelt. MckntoveHa
BO3MOXHOCTb BO3[1ICTBUSA HA 060PY0BaHME 1 NPUOOPLI y4éTa

O6ecneyeHa HanpaBfieHHas nNepefada AaHHbIX B LIEHTP MOHUTOPUMHIA U 6630NaCHOCTU, MCKITHHAOLLIAS NH00bIe BXOAALLME
COeAMHEeHNs B TEXHOJOMMYECKNIA CerMeHT 06bekTa XKKX

O6ecneyeHa nepejaya nokasaHuin NpuoopoBs y4éTa n JaT4NKOB ¢ 00beKTOB KKX B yAANEHHBIN LEHTP MOHUTOPUHIA

O6ecneyeHa nepedaya MOTOKOBOTO BWUAEO B peanbHOM BPEMEHM C  KOHTPOMbHLIX MOHWTOPOB U YCTPOIACTB
BUEOHAONIOAEHIS YIANEHHOM LIEHTPE MOHUTOPUHIA U 6830MaCHOCTM

( N\ R
anr @ \ O/ duanyeckas MonALMs
= a BupaeoHabnopeHve cermenTa
(@)
2 S a
.. Bo,qocuaﬁ)KeHwe &%& [vcneryepusaiims
(¢} -
o
>
= InfoDiode SMART
3J'|eKTpOCH66>KEHVIe
Q
[ + [MpocmMoTp BMOEONOTOKOB
§ . ¢ o6bekToB KX
o |-|0)KapHa9| [atuuku [MpOMBbILLNEHHbIE MPOTOKOMbI,
< OT°””e“”e 6e3onacHocTb BUAEONOTOK
L 06bekT XKX ) | LleHTp MOHMTOpUHra 1 Ge3onacHocTh

119121, Poccwus, MockBa, Py><eiHbIin nepeynok, 6¢1.
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CLIEHAPUI NCMONMb30BAHUA

lpenocTasneHune goctyna K KNIMHUYECKUM UCCNeL0BaHUAM CTOPOHHEN OpraHu3auumn

OTPACJ1b

|_|TJ

3[IPABOOXPAHEHWE, UCCNENOBAHUSA

LIESTb

06ecneyunTb nepefady AaHHbIX NALMEHTOB (B
T.4 AenepCoHNULIMPOBaHHbIX) 13
KMWHNYECKOI 60MbHNLbI CTOPOHHUM
notpe6uTensim. 3aWmMTUTb NEPC. AaHHbIE U
MeauunHCKNne CUCcTtembl OT KmﬁepaTaKm

PELLIEHVE

[MpuMeHeHne annapaTHO—NPOrPaMMHOro KOM-
nnekca InfoDiode PRO ans npefoTBpaLleHus
MPSMOro J0CTyNa K NepCcoHanbHbIM AaHHbIM
naLMeHToB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) CETU MEAMLMHCKOrO Y4pexxaeHus ot
N060ro BHELLHEro BO3AeNCTBUA C
BO3MOXHOCTbIO Nnepejadn 06e3/n4eHHbIX
JIaHHbIX B CETb CTOPOHHEr0 NoTpebuTens

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe MeULIMHCKOE Y4pexaeHune, MeULMHCKIIA LEHTP

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

MeanumHckas mHopmaumnorHasa cuctema (MIG) comepXuT WH-
bopmaumio 0 naLmeHTax, KoTopas npeacTaBnseT coboil BpayebHy0
TalHy W, B TOM 4KCNE, OTHOCUTCA K MEPCOHaNbHbIM AaHHbIM. []0-
CTyn K uHdopmauum o naumente B MG npenoctaBnseTcs T0NbKO
neyatluemy Bpady u aBTOPM30BaHHOMY NepcoHany meyyqpexxaeHns.
B 10 )Xe Bpems CTOPOHHWE OpraHM3auun (MCCrepoBarenbCKne LeH-
TPbl, CTPaxX0Bble KOMMAHWU W T.M.) HY)XAAOTCA B 3TUX LaHHbIX K
ncnonbaytoT goctyn Hanpamylo K MG 6e3 3Ha4YMMbIX OrpaHuye-
HUIA. TpebyeTca 06eCne4nTb OrpaHUYeHHbIA AOCTYN K NepcoHalb-
HOM MHGpopmaumn naumentos, MUC n apyrum MeauLUHCKUM CK-
CTemam B COOTBETCTBMM C TPEBOBAHNAMI 3aKOHOAATENbCTBA.

AMK InfoDiode PRO pelwaet 3agaynm no nepegade annosbix
NOTOKOB, AUCTPMOYTMBOB, 063KanoB 6a3  AaHHbIX, PenyuK
BUPTYaNbHbIX MAalUWH, 3NEKTPOHHOW NOYThl, BMAEO U APYroro
Tpadmka 3a npefenbl  [OBEPEHHOr0  CerMeHTa  LieneBbiM
noTpebuTeNaM, U30NIUPYS 3TOT CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

CoxpaHuTb IOCTYN K AAHHBIM [N1s COTPYAHUKOB Mefl. yupexaeHus Yepe3 MIC B npexxHeM o6béme

AULMHCKNX [IaHHbIX, YTEYKY NePCOHANbHbIX JaHHbIX NaLueHToB, nospexaeHue MVC u 060pynoBaHus

Pesynbrarhl

r

B[} MmeauumMHCKnx

i

nepcoxana
2
=

[AaHHbIMU
APM mepn.
nepcoHarna

L MenuumHckoe yupexaeHue

ynpasneHua mea.

AaHHbIX %
naLueHToB APM
* nccnefosarens
—.== -4 —
APM meg. « MapLupyTuatop
CrpaxoBas
nepcoHana I VPN OpI'EEHMSaLtMﬂ
L ’ ]
APM mepn. ™ > Cucrema 'y oy
A M OpraHbl y4eTa u

CTaTUCTUKK

Cro POHHAA opraHu3auusa

06ecneynTb JOCTYN CTOPOHHWUM OpraHu3auusamM CTaTUCTUKN W y4eTa K 06e3/MYeHHbIM JaHHbIM MeULIMHCKNX 3aniuceit

[apaHTMPOBAHHO UCKMOYNTL BO3ENCTBME HA CETb MEULIMHCKOrO YUYPeXaeHns, cenas HeBO3MOXHbIM U3MEHEHME Me-

BbINONHEHO M3N4ECKOe OTAENEHNe CerMeHTa CeT MeAMLIMHCKOTO Y4PeXaeHUs OT BHELUHUX CeTeil - NoTpe6uteneit

uHpopmauuu. cknioyeHa BO3MOXXHOCTb BO3AENCTBIS HA 6a3y MEAMLIMHCKMX 3anuceli U HeOrpaHWYeHHOro JOoCTyna K

HUM WU3BHE

(nepcoHanbHbIM JaHHbIM, AaHHLIM BPA4YeOHON TaliHbl) 1 ee 3alimTe

06€3N14eHHLIM MEULNHCKIM JaHHbIM [N1s NpoBeAeHNA Hay4HbIX U3bICKAHWNIA

s

06e3nnyerHble
‘&‘ JaHHble ans
uccnenoBaHum
— —
= 5
APM v, 11 —]
nepcoHana I
E
APMwmen. > Cuctema
nepcoHana ynpasnexus mep,.
/ naHHbIMM
APM meg.
nepcoHana
MeauumHckoe yupexaeHme

duanyeckas uonauus
CermeHTa

InfoDiode PRO

>

Mepenaya faHHbIX, pennmK
6a3 AaHHbIX 1 T.M.

119121, Poccus, MockBa, PyxeliHblii nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560

APM
— ncecnegosarens
Tt
— E
Konus B} CrpaxoBas
06€3MMYEHHbIX ,anHb;\ opraHu3auua
[NS UCCNeaoBaHuii 1

HaKonneHus
OpraHbl y4eTa u

CTaTUCTUKK

Email: infodiode@amt.ru

CTOpOHHﬂﬂ opraHusauusa

www.infodiode.ru

06ecre4yeHo COOTBETCTBIE TPEOOBAHUAM 3aKOHOAATENIbCTBA MO OFPAHNYEHMIO OCTYNA K YyBCTBUTENBHON UHGDOPMALAN

O6ecneyeH [AOCTYN WMCCNEAOBATENIbCKOTO MepPCoHana, 06pa30BaTenbHbIX YYPEXAEHUA W OPraHoB CTAaTUCTUKM K
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CLIEHAPUI NCMONMb30BAHUA

Mpepnoctasnexue knventam LOM, nokynatowmm yenyru laaS, aaHHble CeTv ynpasneHusi o pabore

CepBepoB 1 CeTeBOro 060pyA0BaHUA C LieNbi0 MOHUTOPMHTa

OTPAC/Ib 0 KoMnaHuu

JATA-LIEHTPbI
KomnaHus - Bnagenew Heckonbkux LIO, npegoctasnstoLlas

LIESTb YCNyrn pa3meLLeHns 060pyanoBaHns B CO6CTBEHHbIX LIEHTpax
06paboTKK faHHbIX

06ecneyunTb nepeaady AaHHbIX M3 3aKPbITON
cetu ynpasnenus LIOJ] ang MoHUTOpPUHIa
o6opyaoBaHus, cepsepos 1 cepeucos B SOC un
NOC knueHToB, npuobpetatowimx ycnyru LIOM
Ha npuHumnax SaasS v laaS

-Q): PEWEHNE BbI30BbI B 0611aCTH MH(HOPMALMOHHOI 6e30MacHOCTY

[MpuMeHeHne annapaTHO—NPOrPaMMHOro KOM-
nnekca InfoDiode PRO ans npefoTBpaLleHus

APAMOO OCTYNA K CeTH yrpasneris LOL LleHTpbl 06paboTKm JIaHHbIX (uonm) npeaocTasnaloT

WHCPACTPYKTYpy B BUAE Ycnyr laaS CTOPOHHMM OpraHu3aumsm.
HekoTopbIM 13  3TUX OpraHu3auwin  Tpebyetca  nomnyyarb
TEXHONOTMYECKME JaHHble W3 cermeHTa cetu ynpasneHus LOJ

E‘;’ MPE/IMYLLIECTBA (Temneparypa,  9HepronoTpebrieHne,  COCTOSHUE  CEepBEpOB,
CeTeBOro O06OpPYAOBAHMA W T.N.), KaCAIOLMECs VMEHHO WX

3awuTa Ha (pUsn4eCcKOM ypoBHE CeTH 060pYAOBaHUS M CEpBUCOB. BMecTe ¢ TeM, AnA oGecreyeHus
ynpasnenus LOJ 0T BHewHero Bo3AeACTBNA Ha[@XHOCTM  PaboTbl  MHCPACTPYKTYPbl 1 MPeoTBpaLLeHNs

C BO3MOXHOCTbIO Mepeain JaHHbIX 0
COCTOSIHAN MHCDPACTPYKTYPbI B LIEHTPbI
MOHUTOPUHIA, AMCNETYEPCKME, KNUEHTaM

Knoepyrpo3, Heo6X0ANMO WCKIHOYUTL BHELLHEE BIIUSIHWE HA CeTb
ynpasneuus LLOJ.

MpumeHsiemblii NpoayKT

AMK InfoDiode PRO pelwaet 3agaynm no nepegade annosbix
NOTOKOB, AUCTPMOYTMBOB, 063KanoB 6a3  AaHHbIX, PenyuK
BUPTYaNbHbIX MAalUWH, 3NEKTPOHHOW NOYThl, BMAEO U APYroro
Tpadmka 3a npefenbl  [OBEPEHHOr0  CerMeHTa  LieneBbiM
noTpebuTeNaM, U30NIUPYS 3TOT CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru

48
04.05.2026



TpeboBaHua

lNepenasarb fJaHHbIe 060PYLOBAHMA 11 CEPBUCOB 1oa s PEXMMe OHMANH - B CTOPOHHME LIEHTPbI MOHUTOPUHIA, AUCTET-

YepCKue Cnyxobl, CryX6bl TeXHUYeCKON noaaepxku knnentos O, Paclunputs cnekTp ycnyr, npeanaraeMbiX KnueH-
Tam, 06ecneynB yaaneHHbIn 1 6e30NacHbIA KOHTPONb 32 apeHAYEMO UHPPACTPYKTYPOI

[apaHTUPOBAHHO MCKNIOYNTL BO3LENCTBME HA CeTb ynpasneHus n MmoHutopuHra LIO, chenas HeBO3MOXHOI OpraHusa-
LIMI0 aTaky No TOMY Xe KaHasy, N0 KOTOPOMY NnepeaatoTcs AaHHble Ans BHELUHWUX NoTpebuTenei

® & \

s

Y 5]

% Cepeep et NOC J.fJ Otyetbl
s 1 @ &ﬁ& @ 585 Aawepabl
5 Q

o \ | mmmmm |,

I? Cepaep AHanuTUKa 1
h'd — Cucrema cGopa [ L] = nnaHpoBaxve
() = / [NaHHbIX - % &8&

[ = SYSLOG, napamerps!

= 8 (hyHKUVOHNPOBaHNS

é_ epsep 060pyA0BaHMS, : &ﬁ& fhcnaTiapaAs
<

E Eé nepenava ainos XypHarnos
(]
s

Cepaep

Knacrep

Cetb ynpaBnenus LIOJ

YAanéHHbIN LLeHTP MOHMTOPUHra

Pesynbrarhl

Peann3osaH c60p AaHHbIX C CEPBEPOB 11 CETEBOT0 060PYAOBAHNS 1 UX Nepeada no 0AHOHANPaBNEHHOMY KaHany Yepe3
[10/] JaHHBIX BHELLHWM NOTPe6buTeNam

CyLIeCTBEHHO MOBbILIEH YPOBEHb 3awmMThl ceTeBoro nepumerpa LIOJ 3a c4eT dhmamyeckoro

OTAeneHnsa cetu
ynpasneHnsa N MOHUTOPUHIAa OT MeHee NO0BEPEHHbIX CETEBbIX CETMEHTOB

cknio4eHa BO3MOXHOCTb MPOHMKHOBEHWA B CermeHT cetw ynpasneHns LOL w pacnpocTpaHeHus BPesOHOCHbIX

nporpaMm CO CTOPOHbI MoJiyyartesen MHGopmauun o COoCTosHUM ceT u o6opynosaHus LIOL (KNWeHTOB, BHELIHUX
cnyx6 Tl wnT.n.)

N\ 1 ( N\
dusnyeckas usons s
E CerMeHTa

L
=
K

8 Cepeep \ HEE) NOC J OTyetsl 1

a fawbpap!
= B e 272 ada
. » - -
8 Cepaep -@ % AHanuTuka u
> Cucrema °5°Pa InfoDiode SMART Ry WELITEED
; }:laHHbIX |' % a%a
8 Cepaep / SYSLOG, napametpbi a [ucneTdepusaLms
S (DYHKUMOHMPOBAHHS! a%a Rrsal
x oBopynoBaHys,
2. ﬂ nepeaaya ainos xypHasnos

CSPBEP Knacrep

Cetb ynpaBnenus LOJ

YAanéHHbIN LLeHTP MOHUTOPUHra

119121, Poccus, MockBa, PyxeliHblii nepeynok, 6¢1.
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CLIEHAPUI NCMONMb30BAHUA

Arperauus B KOpNopaTMBHOM CErMeHTe JaHHbIX C Y3M0B ynpaBneHus

OTPACJ1b

TPAHCIMOPT

@ LIENb

06ecneymnTb nepefady akTyanbHbIX JaHHbIX O
COCTOSIHUN X/B, MHADPACTPYKTYPbI B LIEHTP
yNnpaBneHns /0 coo6LLeHneM

-~ PELUEHVE

[puMeHeHne annapaTHO-NPOrPaMMHbIX KOM-
nnekcoB InfoDiode ans 3awuTbl nepumeTpa
TEXHOMOMMYECKOro CEerMeHTa CeTu

NPEUMYLLECTBA

|_|TJ

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) CEerMeHTa CeTU YnpaBNeHns /o ot
N060ro BHELLHEro BO3AeNCTBUA C
BO3MOXHOCTbIO Mnepefadn JaHHbIX
MOHWUTOPWHIa 1 COCTOSIHUS

MpumeHsiemblii NpoayKT

0 KoMnaHuu

rocyapcTBeHHAsH BEPTUKANbHO-MHTErPUPOBAHHAS KOMMAHNS,
BRajenew, MHPPacTPYKTypbl 06LLETO NOMb30BAHUS U CETH
XKene3HblX opor

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

JKenesHble JOPOri ABNAKOTCA 06LEKTOM MOBbILUEHHON OMACHOCTW.
AKTyanibHble [jaHHbIE O COCTOSHWU CUCTEM 3NIEKTPOCHAOXKEHNS,
yNpaBneHus /g nepeesfamu, TeKyLIEM MeCTOMOJIOKEHUN Mo-
JIBVXHOrO cocTasa W T.M. He06XoauMbl 418 o6ecneyeHuns 6e3onac-
HOCTW NepeMmeLLEeHMs NaccaxupoB ¥ rpy3oB, NPOBEEHNS PEMOHT-
HbIX 1 MPOCIMNAKTUYECKMX PabOT, akTyann3aumn pacnucaHms Ha
9NIEKTPOHHBIX Tabsi0 1 B MOGUIbHBIX NPUIOXEHUSX, NPeLoCTaBne-
HWUS CBEJEHNIA B CUTYaLMOHHbIE LeHTpbl (MoHUTOpUMHra, SOC, NOC).
BwmecTe ¢ Tem, He0OX0AMMO 06eCneynTb rapaHTUPOBAHHYIO 3aLLMTY
CUCTEM TEXHOJIOMMYECKOr0 CErMEHTa 15 BHELLHWX BO3JIECTBUN.

ATK InfoDiode PRO peluaet 3agayn no nepegaye ainosbix noTo-
KOB, AUCTPMOYTNBOB, 63KanoB 6a3 AaHHbIX, PENNIMK BUPTyalbHbIX
MaLLIUH, 3NEeKTPOHHOI NOYTbI, BUAEO U APYroro Tpaduka.

ATK InfoDiode SMART o6ecne4nBaeT nepefady AaHHbIX OAHOBpE-
MEHHO MO0 HECKONbKMM MPOM. MPOTOKOMaM 4epe3 rpaHuLly nepu-
meTpa. Cneunann3npoBaHHble KOHHEKTOPbI MPOM. NPOTOKOMOB MN03-
BONAOT CO6PATh AaHHbIE M3 KOKAOr0 CermMeHTa CeTu (0T pasniny-
HbIX SCADA cuctem, KoHTponnepos, OPC cepBepoB, LaT4MKOB) W
nepejarb MX Mo OJHOHaNPaBlIeHHOMY KaHany, 06ecrne4us COOTBET-
CTBWE TPEOOBAHNAM M30NSALUNA 3ALLULLAEMOTO CErMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

CermMeHT

UM faHHbIX 1 MOHUTOPWUHTa

YnpaBneHue
cTpenkamu/cemachopamm
a—— E
O/
BupneoHabnioneHve
-
g
[atunkn /
lMonoxexune E
NOKOMOTHEOB OnexTponuTaHme

Y3en ynpaBneHus ABMXKXEHUEM

PerynsapHo nepejasarb AaHHblE MOHUTOPMHIA U JaHHbIE CUCTEM YNPaBNeHUs ¢ y3na ynpasneHns B KOPNOPaTUBHbIiA

[apaHTUPOBAHHO UCKIIOYUTL BO3ABNCTBUE HA /I MHPPACTPYKTYPY Yepes KaHan CBSI3W, UCMONb3yeMblii ANs penska-

Pesynbrarhl

YnpasneHue
cTpenkamu/cemadopamu
-_— E
L O4
BuneoHabnioaerve
ﬂaNMKw /
lMonoxeHne E
NOKOMOTHBOB OnekTponuTaHue

[Dincneryepusauus

( a——
SRS 2 g

LleHTp Tex. obcnykusaHns 1
L peMoHTa

Cepsep
.
E ads 282
S e )
SOC/NOC CHTYaLMOHHBIiA
~ LIGHTP

LleHTp ynpaBnenus x/a coobieHnem

nyﬁnu\mble CepBuChbI
(pacnucauue u ap.)

sump 22

5= a5’

KoHTponupytowme

opraHbl

dusnyeckas nonaums
CermeHTa

InfoDiode

»

UDP-notok
Pennukauus aaHHbIx

BbinonHeHo u3nyeckoe OTAENEHNE CETU Y3na YNpaBeHns X/ 0T BHELUHUX CeTen
cknioyeHa BO3MOXKHOCTb BO3MEICTBIA HA X/1 MH(PPACTPYKTYPY N3 BHELLHWX CETEN

ckntoyeHb! No6ble BXOAALME COEANHEHMS B TEXHOOMMYECKIIA CErMEHT Y3na yrnpaseHns

O6ecneyeHa Hanpas/eHHaa nepefada AaHHbIX MOHUTOPUHIA U peninkaunu oaHHbIX B LLEHTP yNnpaBieHNA

[ncnetyepusaunst

LleHTp ynpaBnexus x/a coobeHnem

Cepaep

My6nuyHble cepBUChHI
(pacnucanue u ap.)

-
ﬁ a——
EESE crloa s
T T 1 |
LleHTp Tex. obcnyxuBanus u immjn L | | U}
L pemoHTa Cepaepl-' .* QP
KoHTponupytowme
e E 585 m&ﬁaa opraHbl
o ,
SOC/NOC CuTyaunoHHbIi
_ LUeHTp

119121, Poccwus, MockBa, Py><eiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560

Email: infodiode@amt.ru
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CLIEHAPUI NCMONMb30BAHUA

C60p AdHHbIX MOHUTOPKUHIA CTPEJIO4HbIX NnepesoaoB C MECTHbIX Y3/10B YNpaBJieHUA

OTPAC/SIb 0 KoMnaHuu
TPAHCIOPT
FOCy,D,apCTBeHHaFI BepTI/IKaJ'IbHO-I/IHTGFpI/IpOBaHHaFI KOMNaHu4,
LIENb BnaneneL MHAPaCTPyKTypbl 06LLETO NONb30BAHUS U CETH
JKene3HblX gopor

O6ecneyunTb nepefady nokasaHuii
MOHWUTOPMHra CTPEeNOYHbIX NEPEBOAOB B LEHTP
yNnpaBneHns /0 coo6LLeHneM

{0 PEWIEHUE BbI30BbI B 0611aCTH MHAOPMALMOHHON 6830MaCHOCTH

lMpumeHeHWe annapartHbIX KOMMeKcos Info-
Diode ans 3almthl NnepumeTpa TEXHONOrnye-

JKenesHble [0pory ABNAKTCA 0OLEKTOM MOBbILUEHHON OMACHOCTW.
CKOro cermeHTa cetun

OOHMMU U3 KIHOYEBbIX 0GLEKTOB YNPABNEHNS HA XEeNe3HOil Jopore
AIBNAOTCSA CTPENOYHbIE NEepeBo/ibl, HEKOPPEKTHas paboTa KOTOPbIX
MOXET NPUBOAUTb K aBAPUIAHBIM CUTYALUAM C THXENbIMU nocnef-

E‘;’ MPEAMYLLECTBA CTBUSIMW, BNOTb A0 CMEPTENbHbIX. B CBA3M C 3TUM, HEO6XOAUMO

OCYLLIECTBAATb MOCTOAHHbI LIEHTPANIM30BAHHbI MOHUTOPUHT CTPe-

[apaHTUPOBAHHAs 3aLLMTa (HA (PUNYECKOM NOYHbIX MEPEBOSOB, HO, B TO XK BPEMS, HeSb3s [OMyCKaTb BHELL-
YPOBHE) CErMeHTa CeTM ynpaBeHvs X/a ot HUX BO3/ICTBUI Ha CETb YNPaBNeHns 06beKTaMu.

N6Oro BHELLHEro BO3AeCTBMA C
BO3MOXHOCTbIO Nepefayn nokasaHuit
MOHWUTOPUHra CTPENOYHbIX NepeBooB

MpumeHsiemblii NpoayKT

InfoDiode MINI - 6a30Boe annapaTHOe peLUeHWe ANs MOHTaXa Ha
DIN-peiky unn Desktop apuanT. O6ecne4yusaet nepefadqy UDP,
Syslog, SPAN Tpadhmka noTpebutensam 3a npeaenamu 10BEPEHHOr0
cermeHTa. GeptudpuumposaHo OCTIK Y[ (4). 06ecnednsaer
3aLUMTY Ha annapaTHOM YPOBHe, N30/IMPYeT 3aLLMLLAEMbIA CETMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

PerynsapHo nepenasarb AaHHblE MOHUTOPMHIA CTPESIOYHbIX MEPEBOO0B C Y3Na YNpaBieHns B LIEHTP MOHMTOPUHIA

[apaHTUPOBAHHO MCKIOYUTL BO3AENCTBIE HA CTPENOYHbIE NEPEeBObl Yepe3 KaHan CBA3W, MCNONb3YeMblid 4/19 MOHUTO-

pUHra
( N\ N
o ‘é‘
(= CTpenoyHbIi nepesos
o
o ‘é’ e a
I? CTpenoyHbIit nepesos « oy
5 [lucnetyepusaums
ot 000 f
= E - e 222 ©
<CE' F -3 M CuTyaLMOHHbIN LieHTp Tex. obcnyxuBaHns n
CTpenoyHbIlit nepesor LIeHTP pemoHTa
L Y3en ynpaBneHus ABMKEHNEM LienTp ynpaBnenus x/a coobiieHnem
Pesynbrarhl
° BbinonHeHo u3nyeckoe OTAENEHNE CETU Y3na YNpaBeHns X/ 0T BHELUHUX CeTen
o Aicknto4yeHa BO3MOXXHOCTb BO3£I,el7ICTBI/IFI Ha CTpenioYHble NepeBoabl N3 BHELLHUX ceTei
L] ickntoyeHbl ntobble BXopasLine coegnHeHNqa B TEXHONOrMYECKNIA CErMEHT y3na ynpasneHus
[}

O6ecneyeHa Hanpas/ieHHaA nepefada AaHHbIX MOHUTOPWHIA CTPEI04HbIX NepeBoaoB B LLEHTP MOHUTOPUHIA

s ~N ~
E . duznyeckas M3onauma
A cermMeHTa

InfoDiode MINI

CTpenoyHblit nepesos

a“a () o° Ko |

CUTyaLMOHHBI LleHTp Tex. obenyxuBaHus u
UDP-noTok LIEHTP peMoHTa
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CLIEHAPUI NCMONMb30BAHUA

Mepenaya AaHHbLIX BUALOHAGNIOAEHMS C 3aLLMLLIAEMOr0 06LEKTA B LIGHTP MOHUTOPMHTa

6e30MacHOCTU UMW CUTYaLMOHHbIiA LIEHTP

OTPAC/Ib 0 KoMnaHuu

WHOPAGTPYKTYPA, OXPAHA
KpynHoe TeppuTOpmransHo-pacnpeaenéHHoe npeanpusTie,
@ LIESTb MYHULMUNANbHbIA 1 PErUOHANbHBIA CUTYALLMOHHBIN LEHTP

0O6ecneyuTb 6e30NacHy0 nepeaady BUAEO C
Kamep HabntoeHuUs, Pa3MeLLEHHbIX Ha
YAanEHHbIX 06bEKTaX, B ANHbIA LIEHTP
MOHMTOPKHIa

{0 PEWIEHUE BbI30BbI B 0611aCTH MHAOPMALMOHHON 6830MaCHOCTH

[MpuMeHeHne annapaTHO-NPOrpaMMHOro KOM-
nnekca InfoDiode coBMECTHO C cUCTEMON

Cuctema BUAeOHAO6NIOAEHNS KaK 4acTb OOLLEN CeTU 00bEKTA TaKXKe
BueoHabnogeHms Secur0S

MOXXET noaseprarbcs arakam. MoTusaums ataku 3110yMblLLIEHHNKA
MOXET ObITb Kak MpAMON - BblBEJEHWE U3 CTPOSA Camoil CUCTEMbI
(pnsnyeckoil 6e30MacHOCTN 00LEKTA, TaK U KOCBEHHOI - passBuTmne

E‘;’ MPE/IMYLLIECTBA aTakn Ha CeTb 06bEeKTa C WCMOMb30BAHMEM Kamep W 3MEMEHTOB
CUCTEMbI BUAEOHAOMOAEHNS KaK MPOMEXYTOYHbIX Y3n0B. B pe-

[apaHTMPOBaHHA 3aLWTa (Ha (HM3UYECKOM 3ynbTaTe KMBepatakm MOryT CYLUECTBEHHO MOCTPAAaTh [aHHbIE U
YPOBHE) CETH BUAEOHaONIOAHNS 06bekTa o CepBepbI NMPUNOXKEHWIA OPraHN3aLnm, YT0 NPUBELAET K CYLLECTBEH-

COXPaHeHnem BO3MOXHOCTK nepenaqn

" HbIM yrpo3am 6e30MacHOCTK Ha 06bekTe. HeobxoaumMo 3alnUTUTb
NaHHbIX B €NHbIN LIEHTP MOHUTOPUHIa

CeTEeBOW NepuMeTp cpeacTB 06ecnedeHns U3n4eckomn 6e3onacHo-
CTW 06bEKTA, B TOM YUCNE NEPUMETP CUCTEMbI BUAEOHAOMIOAEHUS.

MpumeHsiemblii NpoayKT

AMK InfoDiode PRO pelwaet 3agaynm no nepegade annosbix
NOTOKOB, AUCTPMOYTMBOB, 063KanoB 6a3  AaHHbIX, PenyuK
BUPTYaNbHbIX MAalUWH, 3NEKTPOHHOW NOYThl, BMAEO U APYroro
Tpadmka 3a npefenbl  [OBEPEHHOr0  CerMeHTa  LieneBbiM
noTpebuTeNaM, U30NIUPYS 3TOT CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

Ha noCToAHHON OCHOBE NepeaaBarth JaHHbIe BUAEOHAOIIOAEHNS C 00bEKTA B LIEHTP MOHUTOPUHIA U NPEA0CTaBNUTb BO3-
MOXXHOCTb NOJ1yYaTh JaHHbIE MO BbIOPAHHLIM 06bEKTAM KOHTPOSS

[apaHTUPOBAHHO UCKIOYUTb BO3JENCTBIE HA MHCDOPMALIMOHHYIO MHAPPACTPYKTYPY 00bEKTA Hepe3 KaHan CBSA3U, UC-
nonb3yemblii NS nepefadn BUAEO BHELLHUM NOTPe6UTENAM

N ( )
ﬁ ‘
MoTokoBoe BUAeo
o a
A& [ucnetyepusauuns
o
o -_ - - >
> MoHWTOPUHT
= Ha oGbekTe Bupeo cepeep * \
: *
= | L\ | n
< — D 7] - pOCMOTP BULEONOTOKOB
Q L O4 ol — R \)\‘{( 113 TEXHOMOrMYECKOM CeTi
< Bupaeokamepl YnuiHble APM
BMMELLEHNSIX  BWAEOKaMepbl  OMepaTopoB
L O6beKT BUaeoHabnoaeH!s ) L LleHTp MOHUTOpMHra U GesonacHoCTU )
Pesynbrarhl
) BbINoNHEHO (PU3MYECKOE OTAENEHNE CETU 00bEKTA OT BHELLHUX CETEN
° ckntoyeHa BOSMOXHOCTb BO3AENCTBIA HAa MHKDOPMALIMOHHYIO CETb 06bEKTA U3 BHELLIHUX CETEN
[}

cknioyeHbl niobble BXOAALLME COEAWMHEHWS B CETb BUAEOHAOGMIOAEHUS 0OLEKTA, UCKITHOYEHO BO3AEHCTBME HA CeTb
BMEOHAOMIOAEHNS N3 MEHee [I0BEPEHHbIX CETeBbIX CErMEHTOB

O6ecneyeHa nepefiaya AaHHbIX BUAEOHAONIOAEHNS B LEHTP MOHUTOPWHIA B OTHOLLIBHUMN TPEOYEMbIX 06bEKTOB KOHTPONS

) |
duanyeckan nonauma
CermMeHTa
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8 MoHUTOpUHF ;

= Ha obbete RIS InfoDiode PRO
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§ A O4 ’n — 13 TEeXHONOTMYECKON CeTH
2— Bugeokamepbl  YIMdHble APM MoTokoBoe BIACO

BNMeLWeHWAX  BUAeOKaMepbl  OnepaTopoB

06beKT BuaeoHabnoaeHns

L LleHTp MOHUTOPUHIa U 6e3onacHOCTy
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CLIEHAPUI NCMONMb30BAHUA

lMepenaya onoBeLleHUi 0 Knbepyrposax us Deception-cuctemsl 3awmwiaemoro cermeHta B SOC

OTPACJ1b

|_|TJ

MPOMbILWNEHHOCTb, 3HEPTETUKA, BAHKI

LIESTb

06ecneynTs Nnepeaady ONoBeLLeHU 0
Knbepyrpo3ax u3 3aLmiliaeMoro CeTesoro
CErMeHTa OpraHn3aLum B UHbIE CETEBbIE
CErMeHTbl ANA PeLUeHns 3aaady 06HapyXeHus
BTOPXXEHWIA

PELLIEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode n peLue-
Hui HoneyGorn unu Mapaa Deceptoin B pam-
Kax noctpoexns COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHe) [LOBEPEHHOr0 CerMeHTa CeTu ¢
COXpaHeHNem BO3MOXHOCT nepefaqmn
onoselleHuin B SOC ansa aHanu3sa u
npefoTBpaLLeHNs Knbepyrpos

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe npoMmbILLNEHHOE, 3HePreTU4ecKoe Uni hMHaHCOBOE
NpeanpuaThe, UMEHOLLLEe 3HAYNMbIIA CErMEHT CETH, TPeByHoLLIMIA
AONONHUTENbHbIX CPEACTB KOHTPONS - NOCTPOEHNS CUCTEMbI
o6HapyxeHus sTopxxeHuin (COB) Ha 6a3e Deception-cuctem

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

B pesynbTate Knbepataki Ha JOBEPEHHYIO CETb MOXKET CyLLECTBEH-
HO MOCTpajaTb KPUTUYEeCKas MHAPACTPYKTypa, 4TO NpUBEAET K
3HaYMMbIM NOCNEACTBUAM AN OpraHu3aumu. [ins npegotepatle-
HMA KnbepaTak TpebyeTcs CBOEBPEMEHHO BbISBNATH MPU3HAKM
BTOPXEHUSA, HanpumMep, ¢ NpuMeHeHnem KubepnosyLuek (Deception
-CUCTEM) W NepejaBarb COOTBETCTBYHIOLUME OMOBELUEHUS B LiEHTP
MOHuTOpUHra 6esonacHocti (SOC) .

B 10 >xe Bpems, y4nTbiBas, 410 SOC pacnonoXeH B 1pYrom CermeH-
Te CETW, HeOOXOAMMO 06ECneynTb HALEXHYI0 3alUTy nepumeTpa
NI0BEPEHHOIO CErMeHTa CeTW.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

OﬂepaTI/IBHO Mony4yaTb OMOBELLEHNS 0 KNbepyrpo3ax 13 3aluLiaemblX CErMEHTOB B LIEHTP MOHUTOPKHIa 6€30MacHOCTM
ON19 aHanu3a 1 NpefoTBpaLLEeHMs BTOPXKEHMIA OT cuctemsbl Knacca Deception

06ecne4unTb LEHTPann30BaHHbI MOHUTOPUHT KMOEPGE30MACHOCTY 3aLLMLLIAEMOrO CErMEHTa CeTH

[apaHTMPOBAHHO UCKNHOYNTb BO3AEACTBIE HA 3ALLMLLIAEMbIA CErMEHT, CAeNaB HEBO3SMOXHOW OpraHN3auuto ataki no
TOMY Xe KaHarny, no KoTopomy nepefatotcs faHHble ans SOC

-

) (

N
0010
&1
JloBywka SSH @

E
TNosywika RDP\ I
SIEM
JloByLKa Ha 60THETBI
/ HONEY\ -="
Deception Trap SOC
JloBywwKa Ha BUPYCbl I
HONEY \ Deception Server
JloBywwLKa Ha ceTeBble
CoeauHeHs Nosywwka Web
3awumuaemblii CErMeHT CeTu ) X L LieHTp 06ecneyeHus 6esonacHoCcTH
Pesynbrarhl
[ ]

[MoBbILIEH YPOBEHb MH(POPMALIMOHHOI 6830NaCHOCTY 32 CHET ANEKTUBHON CErMEHTaLMI CETH

BbiNonHeHO (hu3nyeckoe OTAENeHWe 3allylLaeMON CeTW OT JPYruX, MeHee JO0BEPeHHbIX CerMeHTOB. VcknioyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B 3aLLMLLAEMbIA CErMEHT U Pa3BUTIE KnbepaTaki

PeanuaoBaHa nepefa4a ONOBELLEHWIA 0 KNOEPYrpo3ax ¢ 3aluiLaemMbiX 06bEKTOB N0 OJHOHANPABNEHHOMY KaHany 4epes
ANO[ AaHHbIX B LeHTP 06ecneveHns 6esonacHoctu (SOC)

YcrewHo peLleHa 3agada no nocTPoeHuo cuctemMsl 06Hapyxenus sTopxxeHnit (COB) Ha 6a3e Deception cuctembl

A | ( N\
dusnyeckas usonsuus
cermeHTa o
TNosywka SSH
JloByLuka RDP\ 1 E

SIEM
~ E% e <
Jlosywka Ha 60THETI T & &
HONEY \ ATK InfoDiode SMART

Deception Trap + S0C
JloByLuKa Ha BUPYChI
MQTT
HONEY \ Deception Server

JloByLUIKa Ha ceTeBble
coeavHeHus TNosywika Web

0-0
o

3awmwaeMblit CerMeHT ceTn

) L LieHTp o6ecneyeHns 6eonacHoCTM
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CLIEHAPUI NCMONMb30BAHUA

lMepenadya 0THETOB COCTOAHMUA 3awmieHHOCTU UT-UHpacTpyKTypb! 3aLLMLLaeMOro 06bekTa B

LeHTpbl SOC

OTPACJ1b

|_|TJ

MPOMbILWNEHHOCTb, 3HEPTETUKA, BAHKI

LIESTb

06ecneyuTb nepeaady 0TYETOB O COCTOSHUN
3aLLNLLEHHOCTI GOMee 0BEPEHHOIO CETEBOr0
CermMeHTa OpraHu3aLmm B UHbIE CETEeBbIe
CErmMeHTbl ANA aHansa v nocneaytoLLero
pearnpoBaHus

PELLIEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode PRO ¢
CUCTEMON aHanmaa 3awmuieHHocTin RedCheck

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHe) [LOBEPEHHOr0 CerMeHTa CeTu ¢
COXpaHeHNem BO3MOXHOCT nepefaqmn
onoselleHuin B SOC ansa aHanu3sa u
npefoTBpaLLeHNs Knbepyrpos

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe NpoMbILLNEHHOE, S3HEPTreTUYECKOe UK (DUHAHCOBOE
npeanpusThe, UMetoLLee 3Ha4NMbIA CErMEHT CETH, TPEOYHOLLA
AOMNOHUTENbHbIX CPEACTB aHaN3a U KOHTPONS - UCMONb30BaAHMS
cucTembl aHanmaa sawmiieHHoctu (CA3) cetesoit UT-

MHADPACTPYKTYpPbI

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

3alLMLLEHHbIE CETW U CErMeHTbl TPeOYHOT HeNpepbIBHOTO KOHTPOSIS
3a T-MHDpacTpyKTYpON Ha nNpeamMeT aHannu3a CoCTOsHWS ee 3allu-
LLIEHHOCTU B YCMOBUAX MOCTOSHHO BbIMNOJMTHAEMbIX OBGHOBIEHWIA,
n3meHeHwit MO 1 HacTpoek. B pe3ynbTate Takoro aHanu3a aosXHbl
(bopMUPOBATLCA OTHETbI O COCTOSHUM 3ALLUMLLEHHOCTU KOHTPOMN-
pyeMblX 06bEKTOB M CBOEBPEMEHHO NepejaBatbCa [NA aHannsa
nogpasgenequamu b (nogpasgeneHusm SOC) .

B 10 >xe Bpems, y4nTbiBas, 410 SOC pacnonoXeH B 1pYrom CermeH-
Te CeTU, He06X0AMMO 06eCNeYnTb rapaHTUPOBAHHYIO 3aLLUTY J0Be-
PEHHOr0 CEerMeHTa CeTW, U3 KOTOPOro OTYETbl HANpaBAsOTCA
BOBHe.

ATK InfoDiode PRO peluaet 3agayn no nepegaye ainosbix noTo-
KOB, AUCTPMOYTNBOB, 63KanoB 6a3 AaHHbIX, PENNIMK BUPTyalbHbIX
MaLLIH, ANeKTPOHHOI NOYThI, BUOEO U ApYroro Tpaduka 3a npeje-
Nbl [JOBEPEHHOr0 CErMeHTa LefieBbIM NOTPe6UTENSM, W30nUpys
9TOT CErMEHT.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

6e30MacHOCTK B LIENAX BbINOMHEHWA aHann3a 1 pearnpoBaHmns

TOMY Xe KaHarny, no KoTopomy nepefatotcs faHHble ans SOC

Pesynbrarhl

e

==

fh f 5
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h
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06ecne4unTb LEHTPann30BaHHbI MOHUTOPUHT KMOEPGE30MACHOCTY 3aLLMLLIAEMOrO CErMEHTa CeTH
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SOC

L LieHTp o6ecneyeHus 6esonacHocTH )

[MoBbILIEH YPOBEHb MH(POPMALIMOHHOI 6830NaCHOCTY 32 CHET ANEKTUBHON CErMEHTaLMI CETH

BO3MOXXHOCTb NMPOHWKHOBEHNS B 3ALLMLLAEMbIIA CETMEHT U Pa3BUTUA Knbepataku

noapasgeneHue b (SOC) ¢ 3awwmiaembix 06bEKTOB M0 0AHOHANPABNEHHOMY KaHany
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LleHTp 06ecneveHmns 6eaonacHOCTM )

www.infodiode.ru

OﬂepaTVIBHO nepefasarb LaHHble 0 COCTOAHUM 3aLLMLLIEHHOCTU 6OJiee JOBEPEHHOMO CErMeHTa B LIEHTP MOHMTOPUHIA

FapaHTUPOBAHHO MCKIIOYUTb BO3AGMCTBME HA 3aLLMLLIAEMbIN CErMEHT, CeNaB HeBO3SMOXXHON OPraHM3aLnio ataki no

BbiNonHeHO (hu3nyeckoe OTAENeHWe 3allylLaeMON CeTW OT JPYruX, MeHee JO0BEPeHHbIX CerMeHTOB. VcknioyeHa

Peanu3oBaHa nepejaya nony4aemblX BPYYHYIO WAWM MO PACMWCAHUI0 OTYETOB O COCTOSHUM 3aLLMLLEHHOCTU B
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CLIEHAPUI NCMONMb30BAHUA

lMepenaya KpUTUYHBIX AAHHbIX B LieNAX pPe3epBHOro KONMPOBaHUA B 3aLLMULLEHHOE XPaHUULLE

«Y8PHOr0 AHA»

OTPACJ1b

|_|TJ

MPOMbILWNEHHOCTb, 3HEPTETUKA, BAHKI

LIESTb

06ecneynTb perynsipHoe pe3epBHOe
KOnupoBaHue UHdopmaum 3
KOPNopaTUBHOIA CETM B 3aLLMLLEHHOE
XPaHUMULLIE «4EPHOro AHS»

PELLIEHVE

lpumeHeHne annapaTHO—NPOrpaMmMHOro KoM-
nnekca InfoDiode PRO ¢ cuctemoii pe3epsHo-
ro konuposanus Kubep bakan.

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) CETEBOro CErMeHTa AN1f XpaHeHns
63KanoB CUCTEM, «CHUMKOB [iaHHbIX>,
pe3epBHbIX KOMWUIA AaHHbIX.

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe NpOMbILLIAEHHOE, IHEPreTUHECKOE K (DMHAHCOBOE
npeanpuaTune, Tpebylollee, B LIENAX NOBbILIEHUS
0TKa30yCTOMYUBOCTU MHAOPMALIMOHHBIX CUCTEM W COXPAHEHUS
WHCOpMaLWK OT YTPaTbl, PErynspHOro KONMpoBaHWUA 3HA4YMMOIA
NHCOpMaLMK B CreLnaniu3npoBaHHbIN y3en XpaHeHus -
XpaHunuLLe "4EpHOro aHA".

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

lMpomcLuecTBUS TEXHOrEHHOr0 XapakTepa, YeI0Be4eCcKuin hakTop,
YrPO3bl HECAHKLMOHNPOBAHHOMO JOCTYMA MOTYT NMPUBECTH K HE06-
PaTUMON yTpaTe XpaHuMoii n 06pabatbiBaeMoi OpraHn3aLmnamm
NHopmaunu. PelleHnem BbICTYNaAKOT CUCTEMbI PE3EPBHOMO KOMK-
POBAHNA 1 CMEeLMann3npoBaHHbIe y3/lbl XPaHeHUs, TaK Ha3blBae-
Mble XPaHWUNULLA «4EPHOTO AHS», PACMOI0XKEHHbIE B OTAENbHOM,
00/1ee JOBEPEHHOM CETeBOM CerMeHTe. B T0 e Bpems, ABYCTOPOH-
HUIA 06MEH MeXxJy KOPrnopaTuBHOI CPeaoii 1 Y3NOM XpaHeHUs
HEeCET B ce6e PUCKM KOMNPOMETALM 3J10YMbILLNEHHUKOM KaHana
nepejayn ¢ JalbHEALWM Pa3BUTUEM aTaky Ha 3aLLMLLIAEMbIiA cer-
MEHT, 4TO CMIOCOGHO NPUBECTM K YTpaTe BCEX PE3EPBHbIX AAHHbIX.

ATK InfoDiode PRO peluaet 3agayn no nepegaye ainosbix noTo-
KOB, AUCTPMOYTNBOB, 63KanoB 6a3 AaHHbIX, PENNIMK BUPTyalbHbIX
MaLLIUH, 3NEeKTPOHHOI NOYTbI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660  ®akc: +7 (495) 646-7560

Email; infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

° PerynsapHo nepenasarb AaHHble 63KanoB B 3aLLUMULLIEHHOE XPAHWUMNLLE «HEPHOr0 AHSA» ONA rapaHTUPOBAHHOMO U30MIUPO-
BAHHOIO W ONTOBPEMEHHOMO XpaHEHWs Pe3ePBHbIX KOMUMA, «CHUMKOB AaHHbIX», 3TaNIOHHbIX KOMUA AaHHbIX U CUCTEM

o FapaHTUPOBAHHO UCKMIOYUTL BO3MEICTBIE HA 3ALLMLLEHHbI CErMEHT, CAeN1aB HEBO3SMOXXHOI OpraH13aLuio aTakn no
TOMY Xe KaHany, o KOTOPOMY [laHHbIe NepejaloTcs Ha XpaHeHue

e s N
ﬁ
==

Pabouas craHums

@) Cepsep I
:[ o \ BbImpyaka peaepBHbIX Konuit Eé
8 BupryanbHas -~ EI o
I? MalLmHa ﬂ
X Cucrema pesepBHOro MonyyeHue pesepaHbIX Konwi i \
) / Y3en xpaHeHus
ot KonupoBaHus f DE3EPEHBIX
S = ¢ I ‘ KonwiA
s Coom B i ¥
< BupTyanuaaLm gl — ’
= Cucrema pesepBHOro
o KonMpoBaHust
Ccyba
L KopnopaTtuBHbIi cermeHT ) L XpaHunuile «4epHOro AHA» )

Pesynbrarhl

o BbiNOMHEHO (HM3NYECKOE OTAENeHne 3alluLLEHHOr0/A0BEPEHHOr0 CerMeHTa OT MeHee [J0BEPEHHbIX CEerMEHTOB.

cknio4eHa BO3MOXXHOCTb MPOHUKHOBEHUS 3710YMBbILUNEHHNKA B CErMEHT XPaHEHWUSt OAHHbIX W pacnpoCTpPaHeHUs
(3anycka) B Hem BpeAOHOCHbIX NPOrpamMm

° O6ecneyeHa OAHOHaMpaBfieHHas nepefaYa [aHHbIX BO BHELIHEe 3aLWLLEHHOE XpaHumuLle,

MCKIH0YatoLLas
BO3MOXHOCTb BO3/IECTBUS Ha CUCTEMY XPaHEHMS B3KamNOB 1 Pe3ePBUPYEMbIe aHHbIe

. O6ecneyeHa perynsapHas (HactTpameaemas no pacnucaHmnio) nepefada pesepsHbIX KONUiA B 3aLLIMLLIEHHOE Pe3epBHOe

XPaHWUWLLE N COXPAHEHO MCMOJb30BaHME YXKe CYLLECTBYIOLLEN CMCTEMbI PE3ePBHOMO KOMMPOBAHUSA, BbINOJTHAIOLLE
(byHKLMN 63KaNPOBAHMA 1 PenyiMKaLui

( ) I s I
duanyeckas msonsauus
— CerMeHta

8

KopnopaTuBHbIi cermeHT

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560

L s Pa6oyast cTaHLma
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(@) Cepaep E I
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_

© i — T s

o MalumHa

o , s

> / CucTema pe3epsHOro ATIK InfoDiode Yaen xpaHenus

5 KOMMPOBaHNS + PE3EPBHbIX

v = ¢ Konui

b Cpepna = Bbirpyaka pesepsHbIX KOnuii

P svpTyanusaunm g —

= = CucTema pesgpBHOro
< a KONMpoBaHust

CyBA

XpaHunuuie «4epHOro AHs»

119121, Poccus, MockBa, PyxeliHblii nepeynok, 6¢1.

Email: infodiode@amt.ru

www.infodiode.ru
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CLIEHAPUI NCMONMb30BAHUA

Mepenada aitnoBOro NOToKa U3 BHeLLHeN CeTu B 60nee fOoBepeHHbIA CeTeBON CErMeHT

OTPACJ1b

|_|TJ

MPOMbILWNEHHOCTb, 3HEPTETUKA, BAHKI

LIESTb

06ecneynTb Nepeaady haiinoBoro NOToka
(BucTpubyTUBOB, OBHOBNEHWIA AHTUBUPYCHBIX
6a3, npuknagHbIxX pannos, 63Kanos, NoYThI)
3 KOpnopaTuBHOW CeTn B 60see J0BEPEHHbIN
CETeBOIi CErMeHT

PELLIEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode PRO u
CUCTEMbI 3aLWNThI OT LieNeHanpaBneHHbIX atak
AVSOFT ATHENA wnu nporpamMHoro Kom-
nnekca PT Sandbox

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) CETEBOr0 CErMeHTa C COXpaHeHem
BO3MOXHOCTY UMMOPTA AAHHbIX U3 BHELLHUX
NCTO4YHNKOB

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe NpoMmbILLNIEHHOE, 3HEPreTUYeCcKoe Ui (OMHAHCOBOE
npeanpuaThe, KOTOPOe UMEET B CBOW MHDPACTPYKTYPE 3aKPbITbINA
CErMEHT, B KOTOPbIA PerynspHo HanpasnaeTcs ¢haitioBbli NOTOK:
06HOBNEHUS AHTUBUPYCHbIX 633, AMCTPUOYTUBLI, OTHETHI, NOYTA,
MHON TpadonK.

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

@ainoBbIA MOTOK, KOTOPbIA LMPKYNUPYET MEXOY CermeHTamu ¢
pa3HbIM YPOBHEM [10BEpUsA, MOXET NPEACTaBNATb PUCKW AN Kpu-
TUYECKUN BAXKHOIO cermeHTa. OHOM 13 yrpo3 Takoro o6MeHa sBns-
eTCH BO3MOXHOCTb NMPOHWKHOBEHWS BPEAOHOCHOI0 Koda B 3allu-
LLIAEMbIit CErMEHT BMecTe ¢ pannamu. 3PEPeKTUBHbIM METOA0M
Ans onpefeneHns, SBnaeTcs nu aitn BpeoHOCHbIM, 63 BO3[ei-
CTBMSI HA peanbHYl MHMPACTPYKTYPY ABMSETCA WCMONb30BaHNe
0e30MnacHbIX 130N1POBaHHbLIX Cpes (necoyHud). Mpu ncnons3osa-
HUW NPOrPamMMHbIX CPEACTB MEXCETEBOr0 3KPAHMPOBAHUA CYLLE-
CTBYET PUCK, 4TO JaXe B Cly4ae 1CMosib30BaHUA CPEACTB LeTeKTU-
poBaHus, BpeoHOCHOe 10 BCE e MOXET NPOHWUKHYTL 32 rpaHuLy
3aLLUWLLAEMOro CeTeBOro nepumerpa. TpebyeTtcs, B TOM Yucne, 3a-
LMTa KaHana painoBon nepefayn faHHbIX.

ATK InfoDiode PRO peluaet 3agayn no nepegaye ainosbix noTo-
KOB, AUCTPMOYTNBOB, 63KanoB 6a3 AaHHbIX, PENNIMK BUPTyalbHbIX
MaLLIUH, 3NEeKTPOHHOI NOYTbI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

PerynsapHo nepeaasarb B [JOBEPEHHbI CErMEHT 06HOBNEHNSA aHTMBUPYCHbIX 633 1 6a3 penyTauny, NPpUKNagHble annb,
JOUCTPUBYTMBBI, NOYTOBbLIE COOOBLLIEHMS 1 NPOYKUI (haNnoBbIA TPAKK 1 06ECNeYUTb KOHTPOMb NepeaBaemMoro gainno-
BOr0 MOTOKA, NPOBOASA CTaTUYECKUIA, ANHAMUYECKINIA 1 Jpyriie BUbl aHanu3a B crnewuanbHOn N30n1poBaHHON cpejie

FapaHTMPOBAHHO MCKIIOYUTb BO3ABMCTBME HA 3aLLMLLEHHBIA CEIMEHT, CAIeN1aB HEBO3MOXXHO OPraHN3aLio aTaki no
TOMY Xe KaHany, No KOTOPoMYy nepeaatoTcs AaHHble

f“
o o

o APM \ E
By E <+ Whop.
- MouToBbll  —0 cUCTEMBI
= cepeep
>
£ - Ei
E E " basa
o e 6 10
E chcTeMb! / T \ 06HOBNEHNI
E Cepaep 06HOBNEHMNA
-
cm@:ﬁ.m ax ;\/‘( aHTVBUPYCHOI! B[]

[loBepeHHbIN ceTeBON CEerMeHT

KOpI'IOpaTVIBHaﬂ ceTb

Pesynbrarhl

BbiNOMHEHO (HM3NYECKOE OTAENeHne 3alluLLEHHOr0/A0BEPEHHOr0 CerMeHTa OT MeHee [J0BEPEHHbIX CEerMEHTOB.
06ecneyeHa BO3MOXHOCTb MMMOPTa JAHHbIX 113 BHELLHNX UCTOYHUKOB.

O6ecneyeH KOHTPOSb Haj NPOLECCOM nepeadn pannoBblx NOTOKOB (ANCTPMOYTMBOB, 06HOBNEHNIA aHTUBUPYCHLIX 623

1 623 penyTaummn, NO4YTOBbIX COOOLLEHNA 1 Np.) U3 BHELHUX UCTOYHUKOB, B TOM YUCHE C YBEJOMIIEHUEM CNeLUanncToB
b B cnyqae 06Hapy»xeHWs BPEAOHOCHOMO unu nogo3spurenibHoro N0

O6ecneyeHa 0AHOHANPaB/eHHas nepefada AaHHbIX, UCKNH0YatLLasa BO3SMOXHOCTb NMPOHUKHOBEHUS 3/10YMbILLIEHHIKA B
60/1ee OBEPEHHBIN CETEBOW CErMEHT, PacnpOCTPaHEHMsS U/uni 3anycka B HEM BPeLOHOCHbIX NPOrpamMm

e - - N | e N
dusnyeckas usonaumna

g APM CerMenTa

O

(@) WHe.

_ louToBbIN \ - cucTeMbI

.o cepeep -

= O O E

& X =

- PT Sandbox \ . PT Sandbox \ basa

X WHd. AVSOFT ATHENA ATK InfoDiode AVSOFT ATHENA o6HoBneHwit MO
8 CcHCTEMbI / \

< = ! E

x

= WH. E Cepsep 06HOBMEHMI
< cUCTEMBI i % aHTVBMpYCHoit B

[oBepeHHbI ceTeBON CErMEHT KopnopatuBHas cetb
_ J _

119121, Poccus, MockBa, PyxeliHblii nepeynok, 6¢1.

Ten: +7 (495) 725-7660 Dakc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru

63
04.05.2026



CLIEHAPUI NCMONMb30BAHUA

Mepenaya NpOMbILLNEHHOrO TPadhuka U3 TeXHONOrMYECKOro CerMeHTa B MeHee J0BepeHHbIe

ceTeBbleé CErMeHTbl

OTPAC/Ib 0 KoMnaHuu

MPOMBILLNEHHOCTb, 3HEPTETUKA
KpynHoe NpoMbILLIEHHOE NPeanpuaTue, TpebyioLLge, B LieNsaxX
@ LIESTb MOBbILIEHNA 0TKA30YCTONYMBOCTI NPOMbILLITIEHHON aBTOMATUKM,
06€ecneqnTb KOHTPOSb U MOHUTOPWHT 32 NPOTEKaHUEM paboymx

06eCredNTb Nepeaasy AaHHbIx MPOLIECCOB TEXHONOTMHECKOTO CErMEHT.

MPOMBILLTEHHbIX NPOTOKOJ0B M3
TEXHONIOMMYECKOro (3aLLMLLAEeMOro) cerMmeHTa
B SCADA cuctembl B KOpnopaTnBHOM
CErMeHTe N5 peLleHns 3a8ad KOHTpons
MOHUTOPUHra

-Q): PEWEHNE BbI30BbI B 0611aCTH MH(HOPMALMOHHOI 6e30MacHOCTY

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode SMART

KpynHble NPOMbILUNEHHbIE NPEANPUATMA NONajatoT Nnoj HOPMbI
1 MpOrpammHOro Komnnekca Packaaa py p peanp A A Hop

187-03 0 6e3onacHocTn 06bekTOB KA. B cooTBETCTBMM C TPE6O-
BaHUSMI HEOOXOAMMO (PU3NYECKM OrPaHNYUTb BO3MOXKHOCTb f10-
CTyMa K TeXHOMOrMYE8CKOM CETY U3BHE, NOCKOJIbKY BO3MOXHA Opra-
HU3aUWs ataku Unu nonagaque spefoHocHoro MO 13 KopropaTus-
HOTO WNI WHOTO BHELUHEro cermeHTa. B To e Bpems, Ans onepa-
[apaHTMpOBaHHas 3alLuTa (Ha HU3NYECKOM TUBHOTO YNpPaBNEHWUsl, KOHTPONS NPOU3BOACTBEHHbIX NPOLIECCOB I
YPOBHE) TEXHONIOMN4ECKOrO CermeHTa ¢ NpeaynpexaeHns aBapuitHbIX CUTyaLuit He06XOAMMO 06eCcTeyunTh

BOSMOXKHOCTbI0 MepeAaiin AiaHHbIx & MES, LLIeHTPANN30BaHHbI CO0P 1 06PABOTKY AaHHBIX U3 TEXHOMOTMYe-
JucneTyepckue cuctemol, cuctemsl ERP ans .
CKNX CErMeHTOB NpeanpusaTuii.

ux cbopa, 06paboTKN 1 aHanm3a

E;/ NPEUMYLLECTBA

MpumeHsiemblii NpoayKT

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHua

MOHWUTOPWHIA N ONEPAaTUBHOI0 KOHTPONA

TOMY XK€ KaHany, no KOTOpoMy NepeaatoTcs AaHHbIe 418 BHELLHWX MoJy4aTenen

Pesynbrarhl

i &

WHd. cuctemsl  YeTpoiictea

B R
OPC UA
G

MK 61850 ———» T

E / Packaga
Omron FINS E / /‘ T

Siemens S7
MK 60870-5-104

TexHonorn4eckuim cerMmeHT

Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI

PerynsapHo cobuparb AaHHble ¢ 060pya0BaHMs B TEXHONIOMYECKOM CErMEHTe, HanpasATh UX B CTOPOHHME CNyX0bl Ans

[apaHTMPOBAHHO UCKMOYNTL BO3ENCTBME HA TEXHOMOMMYECKUIA CErMEHT, ClleN1aB HEBO3MOXHOI OpraHm3aLuio ataku no

.
ﬁ BB 2%a

CUTyaLyoHHbIN

/ LieHTp
-
Packaga

a8a
[ucnetyepckue
cnyx6bl

E A
= =
BHetuHve
cucTeMbl

™

CTOPOHHME CETU U CUCTEMbI

BeHpopb! U
noppsAuNKMN

BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

BO3MOXXHOCTW B OHJIAiH PeXx1Mme HabnoaaTh 3a COCTosHMEM 06bekTa Yepe3 SCADA

BbinonHeHo (husnyeckoe oTaerieHMe 06bekTa HabNoAeHMs OT CeTW Habnaatens ¢ OJHOBPEMEHHbIM COXPAHEHUeM

PeannsoBaH c6op AaHHbIX C 060pPYyAOBaHWMA U WX nepefada No OJHOHAMNPAB/IEHHOMY KaHany 4Yepes AMO[L AaHHbIX

yoanéHHomy I'IOTpB6VITGJ'IIO, B TOM 4ucne npomn3soanTenam nunm CTOPOHHUM 3KcnnyaTauMOHHbIM cnyxo6am

060pyaoBaHus

( )
i B
g
WHd. eucrembl  YeTpoiicTea

E OPC UA \\

MOK 61850 —————®

E / Packapa
Ormron FINS E / f T

Siemens S7
M3K 60870-5-104
TexHonornyeckuit cerMeHT

119121, Poccus, MockBa, PyxeliHblii nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560

dusnyeckasn nsonauua
CerMeHta

InfoDiode SMART

O6ecneyeHa BO3MOXHOCTb NPOrHO3UPOBATh U CBOEBPEMEHHO MPeaynpeXaarb aBapuitHble CUTYaLn NPOMBILLNIEHHOTO

a®s
CuTyaLyOHHbIi
LieHTp

—— a
\ [ucnetyepckue

cnyx6bl

JER Q==
BHewwHve
cucTeMbl

Packaga

CTOPOHHME CETU U CUCTEMDI

BeHpopb! n
noapsaaYMKN

Email: infodiode@amt.ru

www.infodiode.ru

65
04.05.2026



CLIEHAPUI NCMONMb30BAHUA

lMepenaya faHHbLIX TEXHONOrMYECKUX NPOLLECCOB AJ1A NOJly4eHUA NPeaUKTUBHOMN aHANUTUKK U

BbISIB/IEHWUS! OTKNOHEHU B paboTe NpOMbILLNEHHbIX 06LEKTOB

OTPACJ1b

|_|TJ

NPOMbILWNEHHOCTb, 3HEPTETUKA

LIESTb

O6ecneymnTb nepefady AaHHbIX
TEXHOMOTMYECKOro NpoLecca n3
TEXHOOTUYECKOT0 CErMeHTa B HbIE
CErMeHTbl B LIeNsX NPeANKTUBHON aHANMTUKMN
11 BbISIBNEHUS OTKMOHEHMI B paboTe
MPOMBbILLMEHHBIX 06LEKTOB

PELLIEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode ¢ npo-
rpammHbIM peweHnem Kaspersky MLAD

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
COXPaHeHNeM BO3MOXXHOCTU nepeayn
Tpadomka A4s1s noNyvyeHns npeanKTMBHOIA
AHANUTUKMA U BbISIBNEHUS CKPbITbIX aHOMas Wik

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe NpoMmblLLNIEHHOE NPEANPUATIE, UMEKOLLIEE 3HAYUMBbIIA
TEXHONOTNYECKNIA CErMEHT N 060PY0BaHIE B HEM, TPe6YHOLLMe
AOMONTHUTENbHbIX CPEACTB aHaNN3a 1 KOHTPONS - BHEPEHNS
CUCTEMbI NPEANKTUBHOI aHANMTUKIN Ha 633e NCKYCCTBEHHOTO
WHTEeNneKTa

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

TpebyeTcs rny60KUn aHanu3 AaHHbIX TEXHOIOMMYECKMX NPOLIECCOB
06beKTa C MPUMEHEHWNEM TEXHONOTMIA MALLUUHHOIO 06YYEHNst U UC-
KYCCTBEHHOIO WHTEeNeKTa. Takoil aHanna no3BonseT CBOeBPEMEH-
HO 06HapYXX1BaTb aHOMANUN N OTKNOHEHWS B (DYHKLIMOHMPOBAHMN
Tex. npoLecca 1 Bcero 06bekTa. [IpumeHeHne CpeacTB UCKYCCTBEH-
HOr0 MHTENNeKTa TpebyeT ConpAratb CErMeHT UCTOYHUK AaHHbIX C
CErMEHTOM, B KOTOPOM HaxoAATCA NpPOrpaMMHble PELUeHMs, Bbl-
MOMHALLNE AHANUTUKY U NPOrHO3MPOBAHME. ITO NOBLILLIAET BEPO-
ATHOCTb KMBepaTaky Ha 3aLLULLIAEMbIA CETMEHT U MOXKET NPUBECTU
K 3Ha4MMbIM HaPYLUEHWUAM TEXHONOrMYECKMX NPOLIECCOB.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru
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TpeboBaHua

TOMY Xe KaHasy, no KOTOpoMy AaHHble nepegatotca Ha cepeep Kaspersky MLAD

Pesynbrarhl

L}

& B

p
EWTI Yctpoiictea
!&E Cramku \\ /

Mamepmenbuoe
oﬁopynosaume

TeXHOJ'IOI'W-leCKOe / (

obopynosaue

WHxeHepHoe
obopynoeaHue

TexHonornyeckuim cermeHT

Kaspersky MLAD

Kopnopamauan WK CTOPOHHASA CETb

[MoBbILIEH YPOBEHb MH(POPMALIMOHHOI 6830NaCHOCTY 32 CHET ANEKTUBHON CErMEHTaLMI CETH

BO3MOXHOCTb NPOHUKHOBEHWS B 3aLLMLLAEMbIA CETMEHT 1 Pa3BUTHE KNGepaTaku

OJIHOHANpPaBNieHHOMY KaHany Yepe3 AN0A JaHHbIX Ha cepeep aHanuTukn Kaspersky MLAD

O6ecneyeHa BO3MOXHOCTb MPOrHO3MPOBATL OTKA3bl,

aBapuu,

PerynsapHo nepejasarb TENIEMETPUIO TEXHOMOMMYECKOro npoLecca Ha cepsep aHanutuku Kaspersky MLAD

FapaHTUPOBAHHO UCKMIOYUTL BO3MEICTBIE HA 3ALLMLLEHHbIN CErMEHT, CAeN1aB HEBO3MOXXHOI OpraH13aLuio aTakn no

Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI

BbiNonHeHO (hu3nyeckoe OTAENeHWe 3allylLaeMON CeTW OT JPYruX, MeHee JO0BEPeHHbIX CerMeHTOB. VcknioyeHa

PeannzoBaHa nepefaya notoka TeneMeTpuM TEXHONOTMYECKOro MpoLecca C MPOMbILIEHHbIX OOLEKTOB M0

He3annaHnpoBaHHbIE MPOCTON NMPOMbILLIEHHOrO

060pYyA0BaHNS, BbISBNIATL NMPU3HAKM NPO6IEM C MCMONb30BaHUEM METOA0B MALUMHHOTO 06Y4eHWst (MCKYCCTBEHHOrO
WHTENNeKTa)
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Duanyeckan usonauus
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ATK InfoDiode SMART
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Kaspersky MLAD

KOpﬂOpaTVIBHaFl WU CTOPOHHASA CETb
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CLIEHAPUI NCMONMb30BAHUA

lMepenaya TenemeTpuu U co6bITUI MHGOPMALUOHHON 6630MACHOCTU U3 TEXHONOrMYecKoro

cermeHTa B SOC npu noCTPOEHUM CUCTEMbI 0OHApY)KeHUA BTOPXKeHUIA Ha 6a3e npoaykTos IDS/IPS

OTPACJ1b

|_|TJ

NPOMbILWNEHHOCTb, 3HEPTETUKA

LIESTb

0O6ecneyuTb nNepeaayy TeNemMeTpumn u
COObITWI1 6830NACHOCTM C aHTUBUPYCOB U3
TEXHOMOrM4eCKOro CerMeHTa
MPOMBILLJTEHHOr0 06LEKTA B HbIE CETMEHTDI
ANS pelleHus 3aga4 06HapyxeHus

PELLIEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode SMART
¢ KICS for Nodes ans nepefiadin aaHHbIX Ha
ceHcop KICS for Networks B pamkax COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
COXpaHEHNEeM BO3MOXHOCTY Nnepesadm
Tpadhuka ana aHanuaa v npefoTBpaLLeHus
BTOPXKEHWIA

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe npoMmbILLNIEHHOE NPeanpusaThe, UMetoLLee 3Ha4UMbI i
TEXHOJTOrMYECKUIA CErMEeHT, TPeOYIOLLMIA [OMOJSTHUTESbHbIX CPEACTB
KOHTPOJIA - MOCTPOEHUS CUCTEMbI 06HAPYXXeHNs BTOpXXeHNiA (COB)

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

B pesynbTate Knbepartaku Ha TEXHONMOrMYECKYH0 C8Tb MOTYT Cyllie-
CTBEHHO MOCTPajaTh AaHHble W 0GOPYAOBaHWE, Y4TO MpUBEAET K
3HAYMMbIM  HApYLIEHUAM  TEXHONMOTMYECKUX Mpoueccos. [ns
NpeaoTBpaLLeHNs Kubepatak TpebyeTcs OCYLLECTBNIATb HEMpepbIB-
HbI MOHUTOPUHT TEXHONMOrMYECKOro CerMeHTa Ha NpeaMeT BUpYC-
HOW aKTUBHOCTY 1 0GHAPYXKEHWS NPU3HAKOB BTOPXKEHUS.

B TO e Bpems, y4ynTbIBas, YTO LIEHTP MOHUTOPUHIa 6€30MacHOCTU
(SOC) pacnonoxeH B ipyrom CermeHTe cetu, Heo6xoaumo obecne-
YNTb HAZEXHYI0 3aWMUTy NepuMeTpa TeXHONOrM4yecKoro CerMeHTa
ceTm.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

PerynapHo nonyyatb TeJIeMeTPUIO CPELCTB KOMMNEKCHOM 3aLLMTbl CEPBEPOB U Paboymx CTaHLUWiA (AaHHble 06 yanax,
COObITUAX 6E30MACHOCTU, CECCUAX) U3 NPOM3BOACTBEHHbBIX CETMEHTOB B LIEHTP MOHMTOPUHIa 6630MacHOCTM

06ecneynTb LIEHTPaN130BaHHbI MOHUTOPUHT CETEBOr0 TPaduKa TEXHONOMMYECKO CETH

[apaHTMPOBAHHO UCKMHOYUTL BO3AENCTBUE HA TEXHONOMMYECKIUIA CErMEHT, CL1eN1aB HEBO3MOXHOI OpraHM3aLuio ataku no
TOMY Xe KaHary, no KoTopomy nepefatotcs faHHble ana SOC

-

~ e

Al ¥ |

SPAN, UDP, Syslog
==
. - I
KICS for Nodes - T
e KICS for soc
/ Networks
=
[ 6 ] Eﬂ
Cepaepbl ¢

KICS for Nodes

CeTb npeanpuATAs

LieHTp obecneyeHns GeaonacHoCTn

Pesynbrarhl

[MoBbILIEH YPOBEHb MH(POPMALIMOHHOI 6830NaCHOCTY 32 CHET ANEKTUBHON CErMEHTaLMI CETH

BbinonHeHo dyn3nyeckoe OTAeNeHUe TeXHOMOrMYecKo CeTn oT Apyrux, MmeHee [OBEPEeHHbIX CErMeHTOB. Mckntoyena
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanuzoBaHa nepefaya Tenemetpum u cobbitmit B ¢ npou3BOACTBEHHbIX 06bekToB (APM, cepsepbl) no
OAHOHAMNPaB/IeHHOMY KaHany Yepe3 Avof AaHHbIX B LeHTp o6ecneyenus 6esonacHocTn (SOC), ycnewwHo peLeHa 3agada
N0 MOCTPOEHMIO CUCTEMbI 06HapyxeHus BTopxeHun (COB) Ha npeanpusatum Ha 6a3e peweHnii KICS for Nodes ¢
nepepaden aaHHbIx KICS for Nodes Ha ceHcopbl KICS for Networks B Security Operation Center.

~N I 4 N\
. dusnyeckas u3onsiLms
mﬁ cermenTa

J==| . — P
BB B
)

AK InfoDiode KICS for
/ * 2R Networks soc
Be

KICS for Nodes
SPAN, UDP, Syslog
s

Cepgepbl ¢
KICS for Nodes

CeTb npeanpusATMs

L LieHTp o6ecneyeHus 6esonacHocTu
J
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CLIEHAPUI NCMONMb30BAHUA

Mepenada noros v coObITUIA MHGOPMALMOHHON 6€30MaCHOCTU U3 TEXHONOMUYECKOro CerMeHTa B

SOC B pamkax nocTpoeHus LieHTpa KOHTpOona WHAOpMaLMOHHON 6e30MacHOCTH

OTPACJ1b

NPOMbILWNEHHOCTb, 3HEPTETUKA

@ LIENb

06ecneyunTb nepegady SI0ros U COObITMIA
6e30MacHOCTN U3 TEXHONOTMYECKOr0
(3aLmLLaeMoro) cermeHTa NPOMbILLEHHOr 0
00BLEKTA B MHbIE CETEBbLIE CErMEHTbI 11
KOHTpons coctosHus Vb n CBOEBpeMEeHHOro
pearnpoBaHns Ha MHUWUAEHTLI

@ PELLIEHUE
COBMECTHOE NPUMEHEHME ANNapaTHOro KOM-

nnekca InfoDiode PRO ¢ peweHusaimu R-Vision
EVO B pamkax noctpoenus LIKNB

NPEUMYLLECTBA

|_|TJ

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
COXpaHEHNEeM BO3MOXHOCTY Nnepesadm
Tpadhuka ana aHanuaa v npefoTBpaLLeHus
BTOPXKEHWIA

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe NpoMbILLNIEHHOE NPEANPUATUE, UMEIOLLIEE 3HAYUMBIIA
TEXHONOTN4YECKNA CErMeHT, TPeOYIOLLNA AOMNONHUTENbHBIX CPELCTB
KOHTPO.NA U pearnpoBaHus - NOCTPOEHUSA LEHTPA KOHTPONS
nHpopmaumoHHoi 6esonacHoctu (LKIB)

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

B pesynbTtate KuGepatakum Ha TEXHONOTMYECKYH CETb MOFYT CyLLe-
CTBEHHO MOCTPajaTh AaHHble W 0GOPYAOBaHWE, Y4TO MpUBEAET K
3HAYMMbIM  HApYLIEHUAM  TEXHONMOTMYECKUX Mpoueccos. [ns
NpeoTBpaLLEHNs Knbeparak TpeGyeTcss OCYLLECTBAATb HEMpepbIB-
Hblii MOHWUTOPUHT TEXHONOTNYECKOr0 CerMeHTa Ha npeameT 06Ha-
pyXeHus yrpo3 b 1 cBOeBpPEMEHHO pearpoBaTh Ha HUX.

B TO e Bpems, y4ynTbIBas, YTO LIEHTP MOHUTOPUHIa 6€30MacHOCTU
(SOC) pacnonoxeH B ipyrom CermeHTe cetu, Heo6xoaumo obecne-
YNTb HAZEXHYI0 3aWMUTy NepuMeTpa TeXHONOrM4yecKoro CerMeHTa
ceTm.

AMK InfoDiode PRO peLuaeT 3aga4u no nepefaye annosbix noto-
KOB, OMCTPUOYTUBOB, 63KANOB 6a3 AaHHbIX, PEMIMK BUPTYanbHbIX
MalLIKH, 3NEKTPOHHOM NOYTbI, BUAEO 1 APYroro Tpadmka.

AMK InfoDiode SMART o6ecne4nBaeT nepefavy AaHHbIX OfHOBpE-
MEHHO MO0 HEeCKONbKMM MPOM. NMPOTOKOMAM 4Yepe3 rpaHuly nepu-
meTpa. CneunannampoBaHHble KOHHEKTOPbI MPOM. NPOTOKOOB N03-
BOSIAKOT COOPATb AaHHble M3 KAXAOro CermMeHTa cetu (0T passmy-
Hbix SCADA cuctem, kKoHTponnepos, OPC cepBepoB, [aT4uKoB) U
nepejarb MX No OJHOHANPaBNEeHHOMY KaHany, 06ecne4ms COOTBET-
CTBUE TPEBOBAHNAM M30NSALUN 3ALLULLAEMOrO CErMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

PerynsapHo nonyyats noru 1 cobbitus b 13 npon3soacTBeHHbIX cermenToB B LIKVB ansa ynpasnenus uHuuaeHtamu b,
aBTOMATK3ALMN 3aMnyCKa CLEHApUeB pearnpoBaHuns, ynpaBneHus ApyrumMm CUCTEMammn Yepes3 MexaHn3m 0pKecTpaLmmn

KoHconuauposatb MHGopMaLo 0 coctosHum b B opraHnsauum

[apaHTMPOBAHHO UCKMHOYUTL BO3AENCTBUE HA TEXHONOMMYECKIUIA CErMEHT, CL1eN1aB HEBO3MOXHOI OpraHM3aLuio ataku no
TOMY Xe KaHary, no KoTopomy nepefatotcs faHHble ana SOC
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Pesynbrarhl

[MoBbILIEH YPOBEHb MH(POPMALIMOHHOI 6830NaCHOCTY 32 CHET ANEKTUBHON CErMEHTaLMI CETH

BbinonHeHo dyn3nyeckoe OTAeNeHUe TeXHOMOrMYecKo CeTn oT Apyrux, MmeHee [OBEPEeHHbIX CErMeHTOB. Mckntoyena
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanusoBaHa nepeaaya noros U cobbitit b ¢ npon3BoACTBEHHbIX 06BLEKTOB MO OJHOHANPABIIEHHOMY KaHany 4epes

AVO[ [aHHbIX B LeHTP obecneyeHus 6esonacHoctu (SOC), yenewHo pelleHa 3afada no noCTPOEHWK LEHTPa KOHTPONA
nHopmaumonHon 6esonacHoctu (LKWB) npeanpusrus
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CLIEHAPUI NCMONMb30BAHUA

lMepenaya TexHonornyeckux AaHHbIX ot MJ1K B KOPNOpPaTUBHBLIA CErMeHT

OTPAC/Ib 0 KoMnaHuu

MPOMBILLUNEHHOCTb
MpOMBILLNEHHOE NPeANpUATUE, MEIOLLIEE HECKObKO
@ LENb TEXHONON4ECKMX CErMEHTOB PasfM4HOro MacLutata

0O6ecneyunTb nepefady AaHHbIX HaNpPAMyHo OT
MK 13 TeXHONOrN4ecKoro (3aLnilaemoro)
CErMeHTa C LIeNIbio 06eCneyeHns yaaneHHoro
MOHMTOPIHra paboTbl 060pya0BaHNS B MEHee
JI0BEPEHHOM CErMeHTe

-Q): PEWEHNE BbI30BbI B 0611aCTH MH(HOPMALMOHHOI 6e30MacHOCTY

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode SMART

¢ MK Wiren Board 8 KpynHble NPOMbILLNEHHbIE NPEANPUATAS NONagalT noj HOpPMbI

187-03 0 6e3onacHocTn 06bekTOB KA. B cooTBETCTBMM C TPE6O-
BaHWAMN HEO6X0AUMO (PU3UYECKN OTPaHMYUTL BO3MOXXHOCTbL [10-
CTyna K TEXHONOMN4YeCKOM CETU N3BHE, NOCKONbKY BO3MOXXHA Opra-

E;’ MPENMVYLLIECTBA HU3aUKs aTaku Unu nonagaHue BpeaoHocHoro MO 13 kopnoparus-
HOrO WUNW MHOTO BHELLHEro CermMeHTa. 3T0 MOXET NPUBECTU K Hapy-

lapaHTMpOBaHHas 3aluTa (Ha (M3MYECKOM LUEHWI0 PaboTbl TEXHONOMMYECKOM CETW, NPOCTOK NPOWU3BOACTBA U
YPOBHE) TEXHONOrN4ECKOTO CErMeHTa ¢ [OPOrOCTOALLEMY PEMOHTY. B TO Xe Bpems, AN OnepatuBHOro

BO3MOXXHOCTbO nepeaayn AaHHbIX B CUCTEMbI

MPaBIeHNA 1 KOHTPONS NPON3BO/CTBEHHBIX NPOLIECCOB HEOOX0AU-
«BEPXHEro» yPOBHs ynp P p il pou il

MO 06ecCrneyqnTb LeHTPan30BaHHbIA CH0P 1 06pabOTKY LaHHbIX U3
TEXHOJIOTMYECKUX CErMEHTOB MPESNPUATUI.

MpumeHsiemblii NpoayKT

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

° Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI
. Peanusosarb nepefady AaHHbix ACY TI1 B cucTeMbl BEPXHErO YPOBHA Ans X 06paboTKn 1 aHanm3a
[ ]

[apaHTMPOBAHHO UCKMHOYNTL BO3ENCTBME HA TEXHOMOMMYECKUIA CErMEHT, Cl1e/1aB HEBO3MOXKHOW OpraHm3aLuio ataku no
TOMY XK€ KaHany, no KOTOpoMy NepejatoTcs AaHHbIE AN1F BHELLHMX MoJy4aTesen
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Pesynbrarhl

BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

BbinonHeHo don3nyeckoe OTAENeHWe TEXHONOrNYeCcKOn CeTn oT Apyrux, meHee JOBEepPeHHbIX, CErMEHTOB. MckntoyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanuaoBaHbl c60p 1 nepefada aaHHbiX AGY Tl B CUCTEMbI BEPXHETO YPOBHS. TEXHONOMMYECKME aHHbIE NepeaadTes B
PeXnUme OHNaiH.
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CLIEHAPUI NCMONMb30BAHUA

lMepeaada npombiwneHHoro Tpaguka ACY TI1 B KOPNOPaTUBHLIA CErMeHT

OTPACJ1b

|_|TJ

MPOMbILNEHHOCTb

LIESTb

O6ecneymnTb nepefady AaHHbIX
MPOMBILLTEHHbIX NPOTOKOJ0B M3
TEXHONIOMMYECKOro (3aLLMLLAEeMOro) cerMmeHTa
B SCADA cuctembl B KOpnopaTnBHOM
CErMeHTe N5 peLleHns 3a8ad KOHTpons
MOHUTOPUHra

PELLIEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode SMART
¢ MTK AstraRegul

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
BO3MOXHOCTbIO Mepefadn JaHHbIX B CUCTEMbI
«BEPXHEro» ypOBHs

MpumeHsiemblii NpoayKT

0 KoMnaHuu

KpynHoe NpoMbILLNEHHOE NPeAnpusTIAe, TPEOYIoLLee, B LIENSX
MOBbILLEHNSI 0TKAa30YCTONYNBOCTI MPOMBbILLIEHHOI aBTOMATUKM,
00€eCne4YnTb KOHTPOb 1 MOHUTOPUHT 32 NPOTeKaHNeM paboymnx
NPOLECCOB TEXHONOMMYECKOro CerMeHTa

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

KpynHble NPOMbILWNEHHbIE NPEANPUATUS MONAZaloT MoA HOPMbI
187-03 0 6e3onacHocTn 06bekTOB KA. B cooTBETCTBMM C TPE6O-
BaHMAMU HEOOXOLMMO (PU3NHECKN OTPAHWN4UTb BO3SMOXHOCTb [0-
CTyNa K TEXHOJIOrMYEeCKOM CETN U3BHE, MOCKOJIbKY BO3MOXXHA Opra-
HU3aumMs aTakn unu nonagaque BpefoHocHoro M0 13 kopnoparme-
HOTO WJTN MHOTO BHELLHEro CerMeHTa. 3T0 MOXET NMPUBECTU K Hapy-
LIEHM0 paboTbl TEXHONOTMYECKON CETW, NPOCTOK NPOM3BOACTBA W
L0POrocTosALIEMY PEMOHTY. B T0 e Bpems, Ans OnNepaTuMBHOIO
ynpaBsneHuns 1 KOHTPONA NPOU3BOACTBEHHBIX MPOLLECCOB HEOOX0AU-
MO 06ecCrneyqnTb LeHTPan30BaHHbIA CH0P 1 06pabOTKY LaHHbIX U3
TEXHOJIOTMYECKUX CErMEHTOB MPESNPUATUI.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

° Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI
. Peanusosarb nepefady AaHHbix ACY TI1 B cucTeMbl BEPXHErO YPOBHA Ans X 06paboTKn 1 aHanm3a
[ ]

[apaHTMPOBAHHO UCKMHOYNTL BO3ENCTBME HA TEXHOMOMMYECKUIA CErMEHT, Cl1e/1aB HEBO3MOXKHOW OpraHm3aLuio ataku no
TOMY XK€ KaHany, no KOTOpoMy NepejatoTcs AaHHbIE AN1F BHELLHMX MoJy4aTesen
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Pesynbrarhl

BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

BbinonHeHo don3nyeckoe OTAENeHWe TEXHONOrNYeCcKOn CeTn oT Apyrux, meHee JOBEepPeHHbIX, CErMEHTOB. MckntoyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanuaoBaHbl c60p 1 nepefada aaHHbiX AGY Tl B CUCTEMbI BEPXHETO YPOBHS. TEXHONOMMYECKME aHHbIE NepeaadTes B
PeXnUme OHNaiH.
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CLIEHAPUI NCMONMb30BAHUA

lMepenaya faHHbLIX U3 TEXHONOrUYECKOro KOHTYPA BO BHELLUHWE CeTH

OTPAC/Ib 0 KoMnaHuu

MPOMBILLUNEHHOCTb
MpOMBILLNEHHOE NPeANpUATUE, MEIOLLIEE HECKObKO
@ LENb TEXHONON4ECKMX CErMEHTOB PasfM4HOro MacLutata

O6ecneyunTb nepefady AaHHbIX OT
MHOTQYMCNEHHBIX CUCTEM-UCTOYHUKOB U3
TEXHOOTUYECKOr0 KOHTYPa B KOPNOPATUBHbIN
CErMeHT [N191 PeLLeHUs 3afja4 KOHTPONS,
MOHWTOPMHTA 11 yNpaBneHus

- PELEHIE BbI30BbI B 0611aCTH MH(HOPMALMOHHOI 6e30MacHOCTY

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode SMART

KpynHble NPOMbILLNEHHbIE NPEANPUATAS NONagalT noj HOpPMbI
C nporpamMMHbIM Komniekcom [lenbta-K py p peanp A A HOp

187-03 0 6e3onacHocTn 06bekTOB KA. B cooTBETCTBMM C TPE6O-
BaHWAMN HEO6X0AUMO (PU3UYECKN OTPaHMYUTL BO3MOXXHOCTbL [10-
CTyna K TEXHONOMN4YeCKOM CETU N3BHE, NOCKONbKY BO3MOXXHA Opra-

E;’ MPENMVYLLIECTBA HU3aUKs aTaku Unu nonagaHue BpeaoHocHoro MO 13 kopnoparus-
HOrO WUNW MHOTO BHELLHEro CermMeHTa. 3T0 MOXET NPUBECTU K Hapy-

lapaHTMpOBaHHas 3aluTa (Ha (M3MYECKOM LUEHWI0 PaboTbl TEXHONOMMYECKOM CETW, NPOCTOK NPOWU3BOACTBA U
YPOBHE) TEXHONOrN4ECKOTO CErMeHTa ¢ [OPOrOCTOALLEMY PEMOHTY. B TO Xe Bpems, AN OnepatuBHOro

BO3MOXXHOCTbO nepeaayn AaHHbIX B CUCTEMbI

MPaBIeHNA 1 KOHTPONS NPON3BO/CTBEHHBIX NPOLIECCOB HEOOX0AU-
«BEPXHEro» yPOBHs ynp P p il pou il

MO 06ecCrneyqnTb LeHTPan30BaHHbIA CH0P 1 06pabOTKY LaHHbIX U3
TEXHOJIOTMYECKUX CErMEHTOB MPESNPUATUI.

MpumeHsiemblii NpoayKT

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

° Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI

° PeanusoBatb nepeaayy AaHHbIX N3 TEXHONOMMYECKOro KOHTYpa B LEHTPANU30BaHHbIe AUCMETYEPCKME U CUTYaALLMOHHbIE
LIEHTPbI AN nx 06paboTKu 1 aHanu3a, co3aatb «LUudPoBOil IBONHUK» 06bEKTA SHEPrETUKN

[

rapaHTVIDOBaHHO UCKITHOYNTb BO3AENCTBUE HA TEXHOOTUYECKIIA CETMEHT, CLeN1aB HeBO3MOXKHOM OpraHu3auuio ataku no
TOMY Xe KaHasy, Mo KOTOPOMYy NepefaroTcs LaHHbIe AN BHELLUHMX NosyyaTenen
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Pesynbrarhl

BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

BbinonHeHo don3nyeckoe OTAENeHWe TEXHONOrNYeCcKOn CeTn oT Apyrux, meHee JOBEepPeHHbIX, CErMEHTOB. MckntoyeHa
BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeanunaoBaHbl cO0p 1 nepeaaya AaHHbIX M3 TeXHONOrMYECKOro KOHTYpa B CUCTEMbl BEPXHEr0 YPOBHSA. TeXHONOrnyeckune
JaHHble NepefatoTca B PeXKUME OHNANH B «LUGIPOBOI IBONHUK» 0ObEKTA SHEPTETUKM.
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CLIEHAPUI NCMONMb30BAHUA

MNepenadya NpoMbILLNEHHOrO Tpachuka 3HeprooGLeKTa B KOPNOpaTUBHbI CErMEeHT ANl KOHTPONS,

MOHUTOPUHIA W CO3[aHMs LncPOBbIX ABOHHUKOB

OTPACJ1b

|_|TJ

9HEPTETUKA

LIESTb

O6ecneyunTb nepefady AaHHbIX U3
TEXHON0MMYECKOro (3aLLMLLAEMOro) CermeHTa
C LeNbio 06ecneyeHns yaaneHHoro
MOHUTOPWHIA, AUArHOCTIKN 1 ONTUMN3aLNA
pa6oTbl 060pyaoBaHus. Cosaatb «LnUpoBoi
NBONHNK>» 06bEKTa 3HEPreTUKM.

PELLIEHVE

COoBMECTHOE NPUMEHEHME annapaTHO-
nporpaMmHoro komnnekca InfoDiode SMART
¢ MAK LA3C

NPEUMYLLECTBA

[apaHTUpOBaHHas 3alnTa (Ha M3n4ecKoMm
YPOBHE) TEXHONIOrMYECKOro CerMeHTa ¢
BO3MOXHOCTbIO Mepefadun LaHHbIX B eAMHOe
MH(OPMALIMOHHOE NPOCTPAHCTBO YMpaBieHns
3HEprocucTeMon

MpumeHsiemblii NpoayKT

0 KoMnaHuu

O6beKT aHepreTuKm

BbI30BbI B 06512CTV MH(POPMALIMOHHON 6€30MaCHOCTH

JHeproreHepupytoLme nNpeanpuaTus  nonagawT nof  HOPMb
187-®3 o 6e3onacHocTn o06bekToB KWW. B cooTBetctBumM ¢
Tpe60oBaHUAMN HEOOXOAMMO (PM3NYECKN OrPaHNYNTL BO3MOXXHOCTb
A0CTyNna K TEeXHONOTUYECKOW CeTU W3BHE, MOCKONbKY BO3MOXHA
OpraHu3auus arakm wunu nonagaHue BpegoHocHoro [0 u3
KOPMOPATUBHOTO WM MHOTO BHELUHEr0 CermMeHTa. JT0 MOXET
NMPUBECTU K HAPYLIEHWNI0 paboTbl TEXHOMOrMYECKON CETH, MPOCTOH
reHepauuu ¥ [OpOrocTosiLieMy pemoHTy. B To ke Bpems, ans
CBOEBPEMEHHON [MarHOCTMKW 1 NPOUNAKTUKN 060pya0BaHMA
HE0OX0AUM MOHUTOPWHT W YAANEHHAs AWArHOCTUKA CO CTOPOHbI
9KCMyarauroHHbIX CNyX6 1 NPon3BoOLUTENS 060PYA0BAHNA.

ATK InfoDiode SMART o6ecne4nBaeT nepefayy AaHHbIX OAHOBpE-
MEHHO N0 HECKONbKUM NPOMbILLNEHHbIM NPOTOKONAM Yepe3 rpaHu-
uy nepumetpa. Cneuuanu3npoBaHHbIE KOHHEKTOPbI MPOMbILLMEH-
HbIX NMPOTOKO/I0B NO3BOJNIAOT COOPATh JaHHbIE U3 KAXIOr0 CerMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepefatb MX Aanee No OAHOHANPABIEHHOMY Ka-
Hany, 06ecneynB COOTBETCTBME BbICOYAMLLIMM TPEOOBAHMAM M30NS-
LMK 3aLLMLLAEMOTrO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

Pasgenutb CerMeHTbl CETH C Pa3HbIMU YPOBHAMMW AOBEPUS N UCKIIOYMTB J1060€ BHELLIHEE BO3/eiicTBMe Ha 06beKT KNI

HenpepbiBHO cO6MPaTh AaHHbIE ¢ 060PYA0BAHIS 3NEKTPOIHEPreTUYECKOi MHCDPACTPYKTYPbI B TEXHONOTUYECKOM Cer-

MEHTE 11 HanpaBNATh X B €NHOE UHHOPMALIMOHHOE MPOCTPAHCTBO YNPABNEHUS IHEPrOCUCTEMOI

TOMY XK€ KaHany, no KOTOpoMy NepeaatoTcs AaHHbIe 418 BHELLHWX MoJy4aTenen

Pesynbrarhl
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BbinonHeHb! Tpe6OBaHNA rocy1apCTBEHHOIO perynaropa B pamkax 187-®3 k o6bektam KW

BbinonHeHo dn3nyeckoe OTAENEHWe TEXHONOTMYECKON CETW OT APYrux, MeHee [0BEPEHHbIX, CErMeHTOB. VckntoyeHa

BO3MOXHOCTb NPOHWKHOBEHWS B TEXHONOTMYECKUA CErMEHT W PacnpoCcTPaHeHUs BPeAOHOCHbIX NporpaMm

PeannzoBaH c60p [AaHHbIX C 060PYAOBAHWUSA 3MEKTPOIHEPreTM4eckoin UHPaCTPYKTYPLI

n unx nepepava no
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CLIEHAPUI NCMONMb30BAHUA

BesonacHas nepefaya KoHUAEHLUMANbHOI MHGOpMAaLMK 33 rpaHiLY JOBEPEHHOro CermMeHTa

OTPAC/Ib 0 KoMnaHuu

®UHaHCLI, MPOMBILLINIEHHOCTb

@ LIENb

06ecneqnTb NErMTUMHBLIM NONYYaTENAM U3
BHELLIHe CeTW JOCTYMN K KOH(UAEHLNANbHBIM
LOKYMEHTaM W3 3aKpbITOro KOHTYpa

lMpeanpusaTne n3 cdepbl NPOMBbILLINIEHHOCTH, (DUHAHCOB

{0 PEWIEHUE BbI30BbI B 0611aCTH MHAOPMALMOHHON 6830MaCHOCTH

COBMECTHOE MPUMEHEHWE ABYX Pa3HOHaNpaB-
NIEHHbIX annapaTHO-NPOrpaMMHbIX KOMMIEK-
coB InfoDiode PRO ¢ M0 StarForce Content
Enterprise n StarForce Reader

Mpwn nepenaye KOHMUAEHLNANBHBIX [JOKYMEHTOB 3a FpaHuLy 3aLlu-
LLlaeMOr0 NepuMeTpa TPeOyeTes HafeXHas CUCTeMa YNpaBieHus U
KOHTPONSA, CNOCcO6Has rapaHTUpoBaTh JOCTYN K NpeaoCcTaBnsieMoi
BOBHE WMH(DOPMALMN WUCKMIOYUTENBHO NErUTUMHBIM MONb30BaTe-

E‘;’ MPEIMYLLECTBA nam, 6e3 BO3MOXHOCTY ee nepeadqn TpeTbum nuuam. Kpome Toro,

HE06X0AMMbl MeXaHWU3Mbl, CNOCOOHbIE 0OECMEYUTh 3aLLUTY BCEW

0O6ecneeH KOHTPOMb AOKYMEHTOB 1 TOKEHOB, CeTEBOIi MHPACTPYKTYPbI 3aKPbITOrO KOHTYPA OT HECAHKLIMOHNPO-
Nepe/iaBagMbiX U3 6onee A0BEPEHHOD BaHHOTO [JOCTYNa CTOPOHHEr0 3M0YMbILLEHHNKA.

CEerMeHTa B MeHee [J0BEPEHHbIi; UCKITI04EHO
conpspkeHne JoMeHoB npsiMbiM TCPAIP
KaHanom

MpumeHsiemblii NpoayKT

ATK InfoDiode PRO peluaet 3agayn no nepegaye ainosbix noTo-
KOB, AUCTPMOYTNBOB, 63KanoB 6a3 AaHHbIX, PENNIMK BUPTyalbHbIX
MaLLIUH, 3NEeKTPOHHOI NOYTbI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, PyxeiiHbIin nepeynok, 6¢1.
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TpeboBaHua

PerynsapHo nepenasarb KOHPUAEHLMANbHYIO U MHYIO MHADOPMALIMKO OrpaHNYEeHHOro A0CTyna NIErMTUMHBIM NONyYaTensam
B MEHee [OBEPEHHbIN CETEBOW CErmMeHT

06ecrne4unTb Nepeayy 3anpocoB Ha Nony4YeHNe TOKEHOB, Pa3PeLLAOLLMX YTEHUE JOKYMEHTOB, B 60Nee [I0BEPEHHbI
CETEBOW CErMEHT 11 MONY4eHME TaKIUX TOKEHOB

ickno4nTh BO3AENCTBME HA 3ALUMLLIEHHBIA CETMEHT M XPaHUMYLO B HEM KOH(UAEHLMANBHYIO MHAIOPMALMIO

(ﬁ.

) (

[ ! ]
==
/ APM\ StarForce
Cucrema xpaHeHus
Reader
TOKEHOB
> [ ! ]
- - =
Cucrema xpaHeHus APM\ StarForce
KOH®. MH(opmaLmm StarForce Reader
Content Enterprise ’
i N
- 3% 5
ANK APM\ StarForce
Cuncrema xpaHeHus 4
Reader
KOH®. MH(opmaLmm
[loBepeHHbII ceTeBOW CEerMeHT KopnopatusHas cetb
_ J _

Pesynbrarhl

BbINONHEHO (DU3NYECKOE OTAENeHWe 3aLNLLaeMoro CerMeHTa OT MeHee JI0BEPEHHbIX CErMEHTOB M0 Habopy CTPOro
OnpeieneHHbIX NpaBun

Peann3oBaHa nepefada BO BHELUHIOW CETb 3ALUMLLEHHbIX [IOKYMEHTOB W TOKEHOB, Paspelualownx YTeHue
nepefaBaemblX [I0KYMEHTOB, 4epe3 OAWH OLHOHANPaBNEHHbIA KaHan, W nepefaya 3anpocoB Ha MOMyYeHWe TOKEHOB
J0CTyna Yepes Apyroi OAHOHAMPAB/IEHHbIA KaHaJl

PeannaoBaH KOHTPONb 3a nepefadyen JOKYMEHTOB U TOKEHOB B paMKaxX MeXA0MEHHOM0 peLleHms

Peann3oBaH paspbiB ABYHANpPaBNeHHbIX MPOTOKOIOB, CKMOYAOLLMIA conpskeHne AoMeHoB npambiM TCP/IP kaHanom,
YTO CYLLECTBEHHO OCIMOXXHSAET BEPOATHOCTb Peanu3aunn 310yMbILLIEHHUKOM YAaNeHHOro BEKTOpa ataku Ha 3aKpbIThIN

KOHTYp
@
Cucrema xpaHeHw;\A
TOKEHOB
B - -

Cucrema xpaHeHus
KOH®). MHhopmaLmn

(——)

/ APM\ StarForce
Reader
-~

APM\ StarForce
Reader
Content Enterprise| ~ OTnpasta
P HOKyMeHTa
E 1 TOKeHa ==
APM\ StarForce
Cuctema xpaHeHus ) Reader
KOHh. MHcbOpMaLH ATK InfoDiode
[loBepeHHbII ceTeBOW CerMeHT |

3anpoc TokeHa

StarForce

KopnopatuBHas ceTb
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CLIEHAPUI NCMONMb30BAHUA

Mepenaya haitnoBbIX NOTOKOB B MeHee [0BEPeHHbIe CeTeBble CerMeHThI

OTPAC/Ib 0 KoMnaHuu

®UHaHCLI, MPOMBILLINIEHHOCTb

@ LIENb

O6ecne4mnTb GesonacHylo nepeaady anno-
BbIX MOTOKOB 13 60/€e JOBEPEHHOrO CETEBOMO
CErMeHTa, UCKMO4MB BEPOATHOCTb YTEYKM
KOHd)I/I,U,eHLLVIaﬂbeIX LaHHbIX

lMpeanpusaTne n3 cdepbl NPOMBbILLINIEHHOCTH, (DUHAHCOB

{0 PEWIEHUE BbI30BbI B 0611aCTH MHAOPMALMOHHON 6830MaCHOCTH
CoBMecTHoe NPMMEHeHNe annapaTHo-
nporpamMmHoro kowmmnnekea InfoDiode PRO Mpu nepefaye AaHHbIX 3a rPaHuLly JOBEPEHHOrO CErMeHTa, HeoG-

DLP-cuctems InfoWatch Traffic Monitor XOAUM KOMMMEKC Mep U CPeACTB, KOTOPblE, C OAHO CTOPOHbI,

obecneyar nNpoBepKy 1 61I0KMPOBKY HeCAHKLIMOHNPOBAHHO Nepefia-
BaeMblIX 3a rPaHiLYy 3aKPbITOr0 KOHTYPa KOH(UAEHLMANbHbIX [aH-

E‘;’ MPENMYLLECTBA HbIX, @, C APYroi CTOPOHbI, - NPEAOCTABAT MEXaHU3M, KOTOpbIN
rapaHTUPOBAHHO WUCKNIOYUT BHELLUHEe BO3/EMCTBME HA 3aKPbITblil
O6ecneyeH KOHTPO/b Hajj NPOLLECCOM KOHTYP 11 AaHHblE B HEM.

nepegayn annosbIx NOTOKOB,
0TrnpasnfemMbix U3 60nee LOBEPEHHOrO B
MeHee [0BEPEHHbI CETEBON CErMEHT

MpumeHsiemblii NpoayKT

ATK InfoDiode PRO peluaet 3agayn no nepegaye ainosbix noTo-
KOB, AUCTPMOYTNBOB, 63KanoB 6a3 AaHHbIX, PENNIMK BUPTyalbHbIX
MaLLIUH, 3NEeKTPOHHOI NOYTbI, BUAEO U APYroro Tpaduka.
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TpeboBaHua

. O6ecneyunTb Nepeaady AaHHbIX B MEHee J0BEPEHHbIA CETEBON CErMEHT, UCKMIOYUB BOSMOXHOCTb YTEYKN KOH(UAEHLM-
aNbHOW W MHOW YYBCTBUTENIbHON ANA OpraHu3aLmy nHgopmauum

o Ncknio4unTb BO3AENCTBIE HA 3ALLMLLEHHbIA CErMEHT 1 XPaHUMYI0 B HEM KOH(UAGHLMANbHYIO UHCOPMALIMIO
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Pesynbrarhl

o BbiNOMHEHO (HM3NYECKOE OTAENeHne 3alluLLEHHOr0/A0BEPEHHOr0 CerMeHTa OT MeHee [J0BEPEHHbIX CEerMEHTOB.
06ecneyeHa BO3MOXHOCTb 3KCTOPTA AaHHbIX BHELLIHUM MOy4aTesnsm.

° O6ecneyeH KOHTPOSb Haj NPOLECCOM nepeadn pannoBblx NOTOKOB (ANCTPMOYTMBOB, 06HOBNEHNIA aHTUBUPYCHLIX 623

1 6a3 penyTauuu, NOYTOBbLIX COOBLLEHNIA W MP.) BHELUHMM MOAYy4aTensaM B TOM YUCNE C YBEJOMIEHWEM CMELMan1cToB
B B cny4ae 06HapYXeHUS HECAHKLIMOHMPOBAHHO NepeaBaeMblX AaHHbIX.

L4 Peanun3osaH KOHTPOSIb 3a Nepejaden AaHHbIX B paMKax MEeXA0MEHHOTO PeLLeHNs

. O6ecneyeHa 0fHOHAMNpPaBeHHas nepejada JaHHbIX, UCKMI0YAKOLLAs BO3MOXHOCTb NPOHUKHOBEHUS 310YMbILLNEHHIKA B
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60/1ee OBEPEHHBIN CETEBOW CErMEHT, PacnpOCTPaHEHMs /Ui 3anycka B HEM BPeLOHOCHbIX NPOrpamMm
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