OpnHoHanpasneHHble Lto3b! InfoDiode - ‘D iﬂé@ d o
peanu3yemble Mepbl 3 1 npukaszoB PCTIK

PerynaTop ycTaHaBnuBaeT TpeOOBaHUS 1 COCTaB Mep Mo 06ecneyeHnto 6630MacHOCTM 00bEKTOB 3aluThl. COCTaB Mep 3aLLnThl
BapbupyeTCA, HO COLEPXNT 06LLME NOAXOAb! U B OTHOLLEHWN PELLeHNIA N0 06paboTKe NepCoHanbHbIX AaHHbIX (Mpukad GCTIK
Ne 21), n B OTHOLUEHUM 3ALUMTbI [AHHbIX B rOCYAApPCTBEHHbIX MHPOPMALMOHHbIX cuctemax (npukad ®CTIK Ne 117), n B
OTHOLLEHUN PELLUEHUA NPUMEHSIEMbIX HA 00bLEKTaX KPUTUYECKOW WMHMOPMALMOHHOW UHGPACTPYKTypbl 1 cuctemax ACY TI
(npukasbl ®CTIK N 117 u N 239). B yacTHOCTW, perynaTopom npegycMaTpuBaioTCs Mepbl M0 3alimTe WH(OPMALMOHHO
(aBTOMATM3MPOBAHHOM) cucteMbl U ee  KomnoHeHTOoB (3C), BkMtOYas 3awuty nepumeTpa  MHMOPMALMOHHON
(aBTOMATM3MPOBAHHOI) CUCTEMbI, CErMEHTIPOBAHME CUCTEMbI, 3aLLUTY OT Yrpo3 oTkasa B 06c¢cnyxusaHun (DOS, DDOS-atak),
NCKMOYeHNe J0cTyna 4Yepes3 06LUMe Pecypcbl, peann3aumnio 31eKTPOHHOO MOYTOBOr0 06MeHa C BHELHUMMW CeTAMMW 4epes
OrpaHn4YeHHoe KONMMYECTBO KOHTPONIMPYEMbIX TOUEK W Apyrie.

B TepmMuHONOrnM ceTeil CBA3M NPakTUYeCKN Nto60e CEeTEBOE NOAKMOHEHME K 3aLLMLLAEMOMY CErMEHTY/00bEKTY TPAKTYETCS Kak
«[IBYHanpaBfeHHOoe» W, 4alle BCero, Takum W sBnseTcs. [lByHanpasfieHHOe B3aWMOLENCTBUE HeceT B cebe pPUCKM noTepw
YNpaBieHNs KpUTUYECKUM 0ObEKTOM YNPaBsoLWUMn Cnyxx6amiu/gucneT4epckuMm nogpasanesieHnam/cnyx6amm nogaepxxu.
JTO CTAHOBUTCH BO3MOXHbIM M3-32 BbICOKOW BEPOATHOCTM peann3auun ataku no [ByHanpasneHHOMY KaHany. Pedb uaet o
Knacce ynpaensemblx atak, 419 OpraHu3aun KoTopbiX He06X04MMOe YCNOBKUE - HaIM4YMe OnepaTuBHON 06PATHOM CBA3M, TO
ecTb 06MeHa BuMAa «3anpoc-0TBET». Takoil 06MeH 06ecrneynBaeTcs NPeMMyLLECTBEHHO B pamkax cTeka npotokona TGP/IP.
MpurMepbl N3BECTHBIX Peanu3yemMblX yrpo3, B 0CHOBE KOTOPbIX NIEXUT [BYHANPABJIEHHbIN XapakTep MHDOPMALMOHHOr0 06MeHa
— WannaCry, Petya, EternalRocks u apyrue. OTaenbHbIM 3Ha4uMbIM puckom ans KWW senseTcs HanpasneHue/3arpy3ka Yero-
NN60 B KPUTUYECKMIA CErMeHT: BPeLOHOCHOro Kofa, LwnuoHckoro MO u T.n. Ans uenem MOHUTOPUHIA, c6opa MHGopMauni,
HAHECEHMs OTIIOXKEHHOTO yLep6a.

InfoDiode - npoayKT, MOCTPOEHHbIA HA MPUHLMNAX OJHOHAMPABMEHHOW Nepefayn AaHHbIX U NO3BONSOLWNIA 06ecneynBaTh
3(PMEKTNBHYIO 3ALUMTY [OBEPEHHOTO CErMeHTa. TEeXHONOrnM OJHOHANPABEHHOW Mepeaayn [aHHbIX, OCHOBAHHbIE Ha
NPUHLMNAax U3NYeckoii N30n[LKUM 0HOr0 CEeTEeBOr0 CerMeHTa 0T pYroro, 06ecne4mBaoT BO3MOXHOCTb nepefadn JaHHbIX 1
HUBENUPYIOT PUCKM 3KCRJyaTaLui 3M0YyMbILLIEHHUKOM [1BYHANpPaBieHHOr0 KaHana Ans opraHusaumn ataku. OpraHusauus
ynpaBfisemMblX atak B Ciyvyae pasmelleHuss ofHOHanpasneHHoro witosa InfoDiode no HanpaBneHwo «n3 HEKPUTUYECKOrO
CErMeHTa» B KPUTUYECKUIA CTAHOBUTCA NMPAKTUYECKN HEBO3MOXKHON. OpraHn3aums ynpaBnsembix atak, B TOM Y/CNe TakuX, Kak
DDOS, paBHO Kak M nepefaya Kakux-nubo [OAHHbIX B KPUTWYECKUA CErMEHT B Cryvae pa3MelLeHnsi OAHOHANPaBieHHOro
wnto3a InfoDiode no HanpaBneHWo «M3 KPUTUYECKOrO CErMeHTa B HEKPUTUYECKUIA» CTAHOBATCS MOMHOCTbH HEBO3MOXXHbIMMU.

KomnnekcHble pelleHns ¢ ucrnonb3oBaHnem npopykta InfoDiode mMoryt ObiTb YCMEWHO MPUMEHEHbI KaK 3N1eMEHT 3aLiuTbl

nepumetpa o6bekta KWW. InfoDiode no3BonsieT COXpaHWUTb KaHan nepefayn MHGopMauuu v 06ecneqntb npu 3TOM
BbINONIHEHME TPeBOBaHWI PErynaTopa B 4acTu NPUMEHSEMbIX Mep 3aLNThbl.
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BbinonHeHue HOpM 1 Tpe6oBaHwiA 3aKoHoAaTenbcTea nytem npumeHenna G3U InfoDiode

WHTepnpeTaumna HekoTopbix Hopm 187-03 ot 26 uiona 2017 .

187-®3 ot 26 miona 2017 .

O6ecnevyeHue

Ctatbs 4. MpuHUKMnbl 06ecneyeHns 6630MacHOCTN KpUTUYe-
CKOW WH(POPMALMOHHOW UHGPACTPYKTYPbI.

MpuHUMnamu obecrneveHns 6e30NaCHOCTI KPUTUHECKON WNH-
(hopMaLMOHHOW UHCGHPACTPYKTYPbI ABNAKOTCA:

1)3aKOHHOCTb;

2)HEenpepbIBHOCTb 11 KOMMJIEKCHOCTL 06ecneyeHmns 6e3onacHo-
CTN KPUTUYECKOWN UHDOPMALIMOHHOW UHPPACTPYKTYPbI, A0CTU-
raemble B TOM 4Y1CNe 3a CHET B3aUMOAENCTBUSA YNONHOMOYEH-
HbIX goefiepasibHbIX OpPraHoB UCMNOSTHUTESbHOW BNACTM 1 CYyOb-
€KTOB KPUTNYECKON MHADOPMALMOHHON MHAPACTPYKTYPbI;

3)npuopnTeT NpesoTBpaLLEHN KOMNbIOTEPHBIX aTak.

1) Pewexus InfoDiode faBna0TcA cepTMUUMPOBAHHBIMU pe-
weHuamu OCTIK Y[ (4), 470 NO3BONAET NPUMEHSATL UX AN1A
3awutel KWW Bnnoth Ao 1 kateropuu;

2) Mpoayktel InfoDiode npeacTaBnaoT cO60M KOMMNEKCHbIE
peLLleHus, NoCcTaBnseMble MPOM3BOANUTENEM, KOTOPLIA UMEeT
MOSHYI0 NIMHENKY YCTPONCTB Knacca «auoa». YCTpoiicTea n
peLleHns NocTaBNAoTCA Ha pbiHOK 6oniee 10-u1 feT. B Tom
YKCNE COBEPLLUEHCTBYIOTCA YK BHEAPEHHbIE IMHENKMN B YaCTy
NPOM3BOANTENTbHOCTY, (DYHKLIMOHANTbHOCTY, HAEeXHOCTH,
o6HoBneHns M0. O6ecneynBaeTcs NOSHbIA LUKN NOLAEPXKKM
Y)Xe BHePeHHbIX KOMMJIEKCOB;

3) InfoDiode o6ecne4nBaeT NpeaoTBPaLLEHNE YAANEHHbIX Ce-
TEBbIX aTaK BO BCEX CNy4asnX, KOrja Takas ataka ocyLlecTBNA-
eTcs. OyHKumMa 6e30MacHOCTI 06eCreYnBaeTcs PU3NYECKOI
n3onauuen 06beKTa alnThbl.

Crarbs 10. Cuctema 6€30MacHOCTY 3HAYUMOr0 06bEKTA KPUTK-
4eCcKon MHAOPMALMOHHOK MHAPACTPYKTYPBI.

2. OCHOBHbIMM 33a4amMun CUCTEMbI 6830MaCHOCTM 3HAYUMOT0
06bEeKTa KpMTMHECKOI MHAOPMALIMOHHON
MHPACTPYKTYPbI ABNAOTCS:

1)npenoTBpaLleHne HenmpaBoMepHOro JOCTyna K MHpopmauum,
06pabatbiBaeMOoi 3HaYMMbIM 0OBEKTOM

KPUTNYECKON MHEOPMALMOHHON UHGPACTPYKTYPbI, YHUHTOXKE-
HWA TakoM MHGhOPMaLMK, ee MOANULIMPOBAHNS,
6110KMPOBaHKA, KONMMPOBAHWS, NPEAOCTABIIEHNS 1 PacnpoCTpa-
HEHUS, a TAKXKE UHbIX HENPaBOMEPHbIX [EACTBUIA B OTHOLLIEHWUM
TaKoi uHdopmaumu;

2)HeJonyLLeHne BO3ENCTBINA Ha TeXHWYeCKUe CpeacTea obpa-
60TKN MHGIOPMALIMK, B pe3yNbTaTe KOTOPOro

MOXET 6bITb HAPYLLEHO W (UNK) NpekpaLleHo yHKUMOHNPOBA-
HUE 3HA4YMMOr0o 00bLEKTA KPUTUHECKOIA

MHCOPMALIMOHHON MHGIPACTPYKTYPbI;

1) InfoDiode o6ecneynsaet npefoTBpaLLeHIe YaaNeHHbIX Ce-
TeBbIX aTaK, UMEIOLLIMX LieNbio HenpaBoOMEPHbIA JOCTYN K UH-
thopmauum, ee MognduunpoBanmns, 6noK1poBaHUs, KONUPO-
BaHWA, NPeA0CTaBEHUS 1 pacnpoCTPAHEHNS, A TAKXKE MHbIX
HernpaBOMEPHbIX [1eiACTBUIA B OTHOLLEHUW TaKON MHG)OpMALUK
BO BCEX CNyyasx, Koraa Takas ataka ocyLlecTBnseTcs. OyHK-
LmMa 6e30MacHOCTM 06ECMNeYMBaETC (DU3NYECKON n3onsuuen
06bEeKTa 3aLLUTHI;

2) InfoDiode o6ecneynsaeT npefoTBpaLLeHne YaaneHHbIX ce-
TEBbIX aTaK, UMEIOLLUX LieSibH0 BO3AENCTBUS HA NPOrpaMMHbIe
1 NporpammHo-annapartHble CPefCTBa, B Pe3ynbTaTe KOToporo
MOXET ObITb HAPYLLEHO W (UNK) NpeKpaLleHo yHKUMOHNPO-
BaHWE 3HAYMMOro 06bekTa. 3awmta 06ecneynBaeTcs BO BCeX
CNny4asx, Korjaa Takas ataka ocyLlecTsnsercs. OyHKums 6e3-
0NacHoCTK 06eCMeYnBaeTCs PU3NYECKON M30NALIMEN 00LEKTA
3aWnThl;
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BbinonHeHue HOpM 1 Tpe6oBaHwiA 3aKoHoAaTenbcTea nytem npumeHenna G3U InfoDiode

WHTepnpeTaumns HekoTopbix HOpM [pukaza @CTIK N 239 ot 14 mapra 2014 r.

Mpukas ®CTIK N 239 ot 14 mapta 2014 .

O6ecnevyeHue

[Il. Tpe60BaHUSA K OPraHN3aLMOHHbIM U TEXHUYECKUM Mepam,
NPMHUMAEMbIM N5 o6ecnedeHns 6630MacHOCTM 3HAYUMbIX
06bEeKTOB.

16. 3agayamu obecneveHnst 6630MaCHOCTW 3HAYUMOro 06bek-
Ta ABNAOTCA:

a) NpejoTBpaLleHne HenpaBoOMepHOro LOCTyna K UHgopma-
Lmnu, 06pabaTbiBaeMOoil 3HA4YUMbIM 06bEKTOM, YHUYTOXKEHUS
TaKoi UHGhopmaumu, ee MOAMULMPOBAHNA, BIIOKMPOBAHUS,
KONUpOBaHMs, NPeLoCTaBNeHUs 1 PACNPOCTPAHEHUS, a TaKXKe
WHbIX HEMPABOMEPHbIX AEACTBUIA B OTHOLLEHUN TaKON MHADOP-
maLmu;

6) HegonyLLeHe MHPOPMALMOHHOTO BO3EMNCTBUA HA NPo-
rpammHble 1 NPOrpaMMmHO-annapaTHble CPefICTBa, B pe3ynbTa-
Te KOTOPOro MOXET 6bITb HAPYLLEHO 1 (MNN) NPeKpaLLeHo
(PYHKLMOHNMPOBAHNE 3HAYMMOr0 06BLEKTA;

B) ob6ecneyeHne YHKLMOHMPOBAHNA 3HAYUMOr0 06bEKTa B
MPOEKTHbIX PEXMMAaX ero paboThbl B YCIOBMSX BO3AEACTBMS
Yrpo3 6e30MacHoOCTM MHGOpMaLUW;

r) obecne4yeHne BO3MOXHOCTW BOCCTAHOBIEHUSA (DYHKLIMOHM-
POBaHUS 3HAYMMOr0 06bEKTa KPUTUHECKON UHGHOPMALIMOHHON

NHAPACTPYKTYPbI.

a) InfoDiode obecneynBaet npeaoTBpaLLEHNe YaaNeHHbIX Ce-
TEBbIX aTaK, UMEHOLLIMX LieNbio HENPABOMEPHbIA AOCTYN K UH-
thopmauuu, ee MoaNMULMPOBAHNS, 6NIOKMPOBAHMS, KOMUPO-
BaHWA, NPeAOCTaBNEHUS 1 PACNPOCTPAHEHNS, A TAKXKE MHbIX
HEMnpaBOMEPHbIX AEACTBUIA B OTHOLLEHWUM Takon MHG opmaLum
BO BCEX CNyyYanx, Korja Takas ataka ocyLecTsnserca. OyHk-
LM 6e30NacHOCTI 06eCneYnBaeTCa PUINYECKOI U3oNALMei
06bEeKTa 3aALLMTLI;

6) InfoDiode o6ecne4nsaeT npeAoTBpaLLEHNE YaaeHHbIX Ce-
TeBbIX aTaK, UMEHLLMX LeNbo MHPOPMALIMOHHOE BO3LEeN-
CTBUSA Ha NPOrpamMMHbIe U NpOrpamMmmMHo-annapartHble cpej-
CTBa, B Pe3yNibTaTe KOTOPOro MOXXET ObITb HAPYLLEHO U (11n)
NpekpaLLeHo MYHKUMOHMPOBaHKE 3HAYNMOro 06bekTa. 3allu-
Ta 06ecrneymBaeTCs BO BCEX CNyYasx, KOraa Takas ataka ocy-
wectanserca. OyHkUua 6e30nacHOCTU 06ecnevnBaeTca u-
3NYECKON n3onsLmein 06beKTa 3aLnThbl;

B) InfoDiode ob6ecneynBaet npeaoTBpaLLEHNe YaaNeHHbIX ce-
TEBbIX aTaK, UMEKLLMX Lenbio MH(OpPMaLMOHHOE BO3eil-
CTBWS HA NPOrpaMMHbIe 11 NPOrpamMmmMHo-annapartHble cpef-
CTBa, B pe3ynibTate KOTOPOro MOXET ObITb HAPYLLEHO W (1)
NpekpaLieHo PYHKLUNOHNPOBaHUE 3HAYMOr0 00bLEKTA B TOM
4KCNe B NPOEKTHbIX peXxumax. 3aluta 06ecneynBaeTcs Bo
BCEX CIydasx, KOrha Takas araka ocyLecTsnaerca. OyHKums
6e3onacHocTy obecnednBaeTcs hr3n4eckon U3onaLmein 06b-
eKTa 3aLLNThl;

r) PeweHus InfoDiode no3BonsT co34ath 3aKPbIThbIA KOHTYP
XpaHeHus Pe3epBHbIX KOMWIA, LOCTYN K KOTOPOMY MO [IBYHa-
NpaBneHHOMY KaHarny B LeNnsx MoAMUUMPoBaHNS MHopMa-
LMW HEBO3MOXKEH. Hanunyme Takoro KoHTypa obecrneynsaer
XpaHeHue 3TaNoHHbIX HEU3MEHSIEMbIX KOMWUIA, MO3BONAIOLLINX
BOCCTaHOBUTb MHAPPACTPYKTYPY 00bEKTA KPUTUHECKON WH-
(bopmaLMOHHON MHPPACTPYKTYPbI B CIy4ae peann3oBaHHOro
nHumaeHTa Nb.
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BbinonHeHue HOpM 1 Tpe6oBaHwiA 3aKoHoAaTenbcTea nytem npumeHenna G3U InfoDiode

WNHTepnpeTaumna HekoTopbiX HOpm Mpukaza ®CTIK N 21 ot 18 cpespans 2013 r.

Mpukas ®CTIK N 21 ot 13 cheBpans 2013 .

O6ecneyeHue

[I. CocTas 1 cogepxxaHue mep no o6ecrneveHnto 6e30MacHOCTy
NepCcoHanbHbIX AaHHbIX

8.13. Mepbl no 3aLuTe MHOPMALUOHHOK CUCTEMBI, ee
CPEACTB, CUCTEM CBA3N W Mepesayn LaHHbIX JOSKHbI 06ecne-
4MBaTb 3ALLUMTY NEPCOHANbHBIX AAHHBIX NPY B3aUMOLENCTBUM
MHC(OPMALIMOHHOM CUCTEMbI UIIN €€ OTAEMNbHbIX CErMEHTOB C
WHBIMU UHOPMALIMOHHBIMI CUCTEMAMMN U UHA)OPMALIMOHHO-
TeSIEKOMMYHUKALMOHHLIMU CETAMU NOCPEACTBOM NPUMEHEHUS
APXUTEKTYPbl UHPOPMALIMOHHOA CUCTEMbI M MPOEKTHBIX PeLLe-
HWIA, HanpaBneHHbIX Ha 06ecneveHne 6e30MacHOCTY Nepco-
HaNbHbIX AAHHbIX.

InfoDiode o6ecne4nBaet npeaoTBpaLLeHne yaaneHHbIX ceTe-
BbIX aTak, MMEIOLLMX LIeNTbI0 HenpaBOMEepHbINA AOCTYN K WUH-
tbopmauum (B TOM 4u1cre NepcoHaNbHbIM AaHHbIM), €6 MOAK-
(buumpoBanus, 6NOKNPOBaHMS, KONUPOBaHUA, NPeaoCcTaBne-
HUS 1 pacnpocTpaHeHus, a TakXKe UHbIX HenpaBoOMePHbIX Jei-
CTBMI B OTHOLUEHMM TAaKOW MH(DOpMaumm. 3atumra obecrneym-
BAeTCA BO BCEX ClydasX, KOraa Takas ataka OCyLLeCTBISeTCS.
B TOoM yucne 3awmTa 06ecneynBaeTCca Npy peannsaLum arak,
BO3HUKAIOLLMX B XO[€ B3aUMOJEACTBUS C UHbIMU MHG OPMa-
LMOHHBIMM CUCTEMAMM N MHKDOPMALMOHHO-
TeNEeKOMMYHUKALMOHHBIMM CeTAMMW. DYHKLMS 6830MacHOCTH
o6ecrneymBaeTcst (PU3NYECKON M30NALMEN 00LEKTA 3aALLUTBI.
HononHuTensHo, npumeHeHue InfoDiode nossonseT popmu-
poBaTh M nepefaBarb 06€3/1MYEHHbIE PENNNKK NEPCOHANbHbIX
[aHHbIX B UHbIE CETW 1 CErMEHTbI, MCKNH0Yas JOCTYN K aTa-
NOHHBIM NEPCOHaNbHLIM JAHHbIM B 3aLLMLLIAEMbIX CETEBbIX
CermMeHTax.

WuTepnpeTaumns HekoTopbix HOpM Mpukaza ®CTIK N 31 ot 14 mapta 2014 r.

Mpukaz ®CTIK N 31 ot 14 mapta 2014 .

O6ecneyeHue

BHefipeHne CMCTEMbI 3aLLMTbI aBTOMATU3NPOBAHHOW CUCTEMBI
YNpaB/eHns 1 BBOA e B [eNCTBYE.

15.4. YcTaHoBKa M HaCTpOMKa CPeACTB 3aluThl MHGopMaLmu
OCYLLECTBNAGTCA B CNy4asx, eC/in Takue cpencTsa Heo6Xoau-
Mbl Ans 6110KMPOBaHMA (HeTpanmsaumn) yrpo3 6e30nacHoCTM
MHopMaLmMKn, KOTOPbIe HEBO3MOXXHO UCKNIOYUTL HACTPOIKON
(3apaHvem napaMeTpoB) NpoOrpamMmMHOro o6ecneyeHns aBToma-
TU3MPOBAHHOI CUCTEMbI YNIPABNEHUS U (AK) peanusaumen
OpraHn3aumnOoHHbIX Mep 3aLLUTbI MHGhopmaLui.

InfoDiode o6ecne4nBaeT npeaoTBpaLLEHINE YaaneHHbIX CeTe-
BbIX aTakK, UMEIOLLIMX LIENbI0 MHAOPMALMOHHOE BO3eiiCTBMS
Ha NporpaMMHbIe 1 NPOrpamMmMHo-annaparHble CpeacTea, B
pe3ynbTaTe KOTOPOro MOXET ObITb HApYLLEHO W (1K) Npekpa-
LLIeHO (DYHKLMOHMPOBAHME 3HAYUMOro 06beKTa. 3aliuTa
06ecrneymBaeTCcs BO BCEX CNyyasx, KOraa Takas ataka ocy-
Lwectanserca. OyHkUua 6e30nacHOCTU 06ecnevnBaeTca u-
314eCKOii n3onsunein 06bekTa 3awuTbl. Komnnekcol InfoDiode
peanusytoT B CBOEM COCTaBe (PYHKLMI 6€30MacHOCTM
(dbmamyeckas ofHoHaNPaBeHHOCTL), KoTopble HE moryT
ObITb UCKIKYEHbI UMW OTKMOYEHbI HACTPOKON (3afaHNEM
napaMeTpoB) NPOrpPaMMHOro 06ecneyeHns aBTOMaTU3NPOBaH-
HOWM cucTeMbl ynpasnenus, camoro G311 InfoDiode unm nHbimu
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BbinonHeHue HOpM 1 Tpe6oBaHwiA 3aKoHoAaTenbcTea nytem npumeHenna G3U InfoDiode

WHTepnpetaumna HekoTopbix HOpm Npukaza @CTIK N 117 ot 11 anpensa 2025 r.

MNpukas ®CTIK N 117 ot 11 anpens 2025 r.

O6ecnevyeHue

10. Oneparop (o6nagatenb MHGOPMaLKMK) LOMKeH obecneyu-
BaTb 3aLMTy MHpOpMaLMK, 06pabaTbiBaemoil B MHGopmaLu-
OHHbIX CUCTEMAX, B LENsX:

a) HeJoNyLLEHNs (CHUXEHUA BO3MOXHOCTM) HACTYNEHUS
HeraTVBHbIX NOCNEACTBUIA (COOLITUIA) OT HAPYLLEHNS KOH(U-
LEHUMANbHOCTH, LEeN0CTHOCTM, JOCTYMHOCTY MHGOpPMALMK
(Banee - HapyLeHue 6e30NaCHOCTI UHhopmaLmK);

0) HegonyLeHns (CHKEHNS BO3MOXHOCTM) HACTYNJIeHMS
HEeraTuBHbIX NOCNELCTBUIA (COObITWIA) OT HAapyLLEHNa YHKLMO-
HWPOBAHMSA MHC(OPMALMOHHBIX CUCTEM BCIIEACTBUE peann3a-
LK (BO3HMKHOBEHUSA) Yrpo3 6€30MacHOCTM MHADOPMaLK.

Mpumenenue InfoDiode B MHppaCTPYKTYype opraHu3auum 3a
CYET HaeXXHON N30NALUK KITHOYEBbIX CETEBbIX CErMEHTOB U
HeATpanusauum yaaneHHbIX CETEBbIX aTak CHKAET BO3MOX-
HOCTb HACTYNJIEHWUA HEraTUBHbIX NOCNEACTBNIA OT HapYLLEeHUs
KOHCOMAEHUNANbHOCTY, LENOCTHOCTH, JOCTYMHOCTI MHGOP-
Malmu, a Takxe 0T HapyLleHns YHKUMOHWPOBAHUA UHAOp-
MaLMOHHbIX cucTeM. OYHKLMA 6630NaCHOCTU, peanu3oBaHHas
Ha (OM3NYECKOM (annapaTHOM) YpOBHe, rapaHTUPyeT HeobXo-
AUMbIA YPOBEHb 3aLWMTLI MHADOpMaLmK, o6pabaTsiBaemoil B
MHOPMALIMOHHbIX CUCTEMAX.

34. [Ins nocTvXeHUs Leneit 3awwuTbl MHGOpMaLmmn oneparo-
pom (obnagareniem UHGOpMaLmMn) LOMKHbI NPOBOLUTLCS
cnefytoLLne MeponpusTus:

[) obecneyeHne 3aLuTbl HGQOPMaLMK Npu 06pabdoTke,
XPaHEHUN 1 06paLLEHNN C UHG OPMALIME OrpaHNYEHHOro
[0CTyna;

p) obecneyeHmne 3aLLMTbl MHGHOPMALIMK NPY B3AUMOLEACTBUM C
noApSAHLIMM OPraHM3aLmMsMu;

C) obecrneyeHne 3aLnTbl OT KOMMbIOTEPHbIX aTak, HanpasJieH-
HbIX Ha 0TKa3 B 06CNYXBAHUM

PeweHwns InfoDiode MoryT mcnonb30BaTbCst Ans 3awuThbl
MHJDOPMALIMK OrpaHMYEHHOro AocTyna npu eé 06paboTke,
XpaHeHun 1 06palLieHnn 3a cHeT IU3NYECKOi OHOHANpPaB-
NEHHOCTN Nepefayn AaHHbIX U pa3pbiBa ABYHANPAB/IEHHbIX
CETEBbIX MPOTOKOJIOB, YTO OrpaHN4nUBaeT BO3MOXHOCTM MO
MNOJSTY4EHNI0 HECAHKLIMOHMPOBAHHOMO A0CTYNa K MHG)OpMaLniA
OrpaHnyeHHoro goctyna. Takxe yHKLUN MEXIOMEHHOr0
pelueHus InfoDiode no3BonsOT 06ecneynTb KOHTPOSb 3a ne-
pefjaBaemoil MHpopMaLuet U NO3BONAIT UCKNIOYUTD YTEUKN
MHG OPMALIMK OrPAHNYEHHOrO [OCTYNa U UHOW KOHMDUAEHLN-
aNnbHON MHGYOPMALNK 13 MHXDOPMALMOHHOR CUCTEMBI.

39. Meponpuatus no ynpasneHnio 06HOBNEHUSMU JOMKHbI
BK/0YaTb NPOBEEHNE NPOBEPKU NOAMMHHOCTU W LIENIOCTHOCTH
06HOBMEHNIA NPOrPaMMHBbIX, NPOrpaMMHO-annaparHbIX
CPeacTB, TECTUPOBAHMM OGHOBNEHWUIA 10 UX NPUMEHEHNS B
KOHTYpax NPOMbILLSIEHHOR 3KCnyaTauum NHAOPMALIMOHHBIX
CWUCTeM, Bblflaye pa3peLLeHns noapasaenieHnam (paboTHMKam)
oneparopa (obnagarens UHopmaLmu) Ha NpUMeHeHne 06-
HOBJIEHMIA NPOrPaMMHbIX, NPOrpamMmmMHO-annapaTHbIX CPeLCTB B
KOHTYpax NPOMbILLNIEHHO 3KenyaTauumu MHEOPMAaLMOHHbIX
CWUCTEM C UCMOMb30BaHUEM 6&30MaCHbIX HACTPOEK N KOHQIUTY-
pauuii, yCTaHOBJEHHbIX BO BHYTPEHHUX CTAHZApTax Mo 3aliure
nHdopmaumn. beckoHTponbHas YCTaHOBKA 0OHOBJIEHMIA

NPOrpaMMHbIX, NPOrpaMMHO-annapaTtHbIX CPeACTB He Aonycka-

eTce.

®yHKUUKM MexxaomeHHoro pelenus InfoDiode nossonsioT
06ecneynTb KOHTPOSbL 32 NepejaBaeMbiMu JUCTPUOYTUBAMU Y
06HOBNEHUAMMN NPOTrPAMMHbIX, NPOrPaMMHO-annapaTHbIX
CpefnCcTs, B TOM 4ucne o6ecneqntb 6N0KUPOBAHNE 3apaXKEH-
HbIX (DAIOB 32 CYET UHTErpaLmnm ¢ aHTUBUPYCHLIMU CUCTEMA-
MW UMK «MECOYHNLAMMW», A TaKXKe NPOBEPATH LIeSIOCTHOCTb U
NOANNHHOCTb OOGHOBMEHWIA 33 CYET UHTErpaLum ¢ KpMnTonpo-
Bangepom.
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30. MpoBoauMble MepoNPUATAS 1 NPUHUMAEMbIE MEpPbI N0
3aLUmMTe MHAOPMALNK JOMKHbI ObiTh HAMPaBAEHbI HA GNOKUPO-
BaHWe (HeMTpanu3aumio) aktyarnbHblX A1 UHOPMALUOHHOIA
cucTemMbl yrpo3 6e30MacHOCTM MHGYOPMALMK (Hanee - akTyanb-
Hble Yrpo3bl) B COOTBETCTBMM C LiENSMI 3aLWMTbl MHCPOpMaLMK,
onpeaeneHHbIMU B NONUTUKE 3aLLUTbI MHGYOPMALIMN.

B 3aBMCUMOCTY OT Lienen 3aLuTbl MHCHOPMALMKM, MEPONPUSATIAS
1 Mepbl N0 3aLLUTe NHCHOPMALIAN A0MKHbI ObITh HaNPaBNEHbI
Ha:

a) UCKJTHOYEHNE YTEYKN MHCHOPMALMU OTPAHNYEHHOr0 JOCTyna
1 MHON KOHGMAeHUMANbHOW MHGopmaumu;

6) npefoTBpALLEHIEe HECAHKLMOHUPOBAHHOIO AOCTYNA K UH-
(hopMaLMOHHbLIM CUCTEMAM W COAEPXKALLIECS B HUX MHADOpPMa-
LK, 06HapY>KeHMe PaKTOB HECAHKLIMOHMPOBAHHOMO J0CTYNAa U
pearnpoBaHue Ha HUX;

B) NpeLOoTBpaLLeHNe HeCaHKLMOHUPOBAHHON MOANGUKALUK
MHpopmaLmu, obHapyxeHne PakToB HeCaHKLIMOHUPOBAHHOM
MOOMMUKALIMW 1 pearnpoBaHNe Ha HUX;

r) NpesoTBpaLLeHne HeCaHKLMOHPOBAHHO NOLMEHbI UHAOP-
maLumn, 06HapyxeHne DaKTOB HECAHKLIMOHMPOBAHHO noame-
Hbl N pearpoBaHne Ha HuX;

1) NpefoTBpalLeHNe HeCAHKLMOHUPOBAHHOIO YANeHNUs UH-
cbopmanum 1 nporpaMmHoro obecrnevyeHns, 06HapyxeHue
(pakTOB HECAHKLIMOHMPOBAHHOIO yAaneHns U pearupoBaHme Ha
HUX;

3) UCKJTIOYEHWE UMK CYLLLECTBEHHOE 3aTPYAHEHNE HapYLLEHNS
(pyHKUMOHMPOBaHUA (paboTOCNOCOBHOCTM) MHAPOPMALMOHHBIX
cucrem;

1) HefoNyLLEHNe pacnpoCTPaHEHNs C UCNONb30BaHNEM
NHC(OPMALIMOHHBIX CUCTEM NPOTMBONPABHOM NHCOPMALNK;

n) o6ecneyeHne BOSMOXXHOCTI BOCCTAHOB/IEHUS B YCTAHOBNEH-
Hble onepaTopom (o6n1afatenem Hdopmaumn) CPpoKn HAGOp-
Mauuu, MoLMGULNPOBAHHON UK YHUYTOXXEHHOI BCIELCTBME
peanu3auun (BOSHUKHOBEHMS) yrpo3 6e30MacHOCTM UHGOpMa-
unn.

PeweHus InfoDiode MoryT ucnonb30BaThCs B KA4ECTBE MEP
M0 3awuTe nHdopmauum n no3BonsaT A HEKTUBHO 6NOKU-
poBaTh (HeATPanM3oBaTh) akTyanbHble 4S8 MHDOPMALNOHHON
CUCTEMbI Yrpo3bl 6830MacHOCTM H OpMALK 3a CYET

CBOMX (DYHKLMIA 6e30MaACHOCTHU:

— ®unamnyeckas 0AHOHANPaBNEHHOCTb Nepeaadin faHHbIX
yepe3 InfoDiode 1 pa3pbiB ABYHANPABEHHbIX CETEBbIX MPOTO-
KOJI0B rapaHTUPYOT HEBO3MOXXHOCTb MOJTyHeHUs YOANeHHOoro
HECaHKLVIOHMPOBAHHOI0 J0CTYNa K MH()OPMALIMOHHOW CucTe-
Me, 4TO NO3BOJIAET NPeLOTBPATUTH HECAHKLMOHNPOBAHHYIO
MOAUGMKALMIO, NOAMEHY, YHUHTOXEHUE UHOpMALLUK, CO-
JiepXallLleica B CUCTEME, @ TaKXKe MUHUMUUPYET PUCKK
HapyLeHns eé PyHKLUMOHMPOBAHUS 13-3a YOANIEHHOr0 BO3-
JeiCTBIS NI pacnpoCTPaHeHus NPOTUBOMNPABHOWN MH)OpMa-
LMK C NCNosib30BaHNEM UHAIOPMALMOHHOI CUCTEMDI;

— OyHKUMK MexxaomeHHoro pewieHus InfoDiode, KoTopble
Mo3BOMNAT 06ECNEYNTb KOHTPONb 32 NepeaBaeMoin UHAOp-
mavyeit, No3BONAT UCKITHOYNTL YTEYKU UHADOPMALIMN
OrpaHNYeHHOro J0CTYNa W UHOWM KOH(UAEHUMANBbHOIA
NHpopMaLmMn U3 UHCPOPMALMOHHON CUCTEMbI.

Takxe ucnonb3osaHue pewleHns InfoDiode BO3MOXXHO Ans
NOCTPOEHMS HAIEXXHOIr0 XPaHUIULLA PE3EPBHbIX KOMWIA, KOTO-
poe 6yaeT HeAOCTYNHO ANS 3/10YMbILLNEHHUKOB JaXKe Npu
KOMNpOMeTaLmn BCeit NHPACTPYKTYPbl OpraHu3aLnm
(XpaHunuuie «4epHoro aHs»). OHO NO3BONSAET 06ECNEeYnTL
BO3MOXXHOCTb BOCCTAHOB/EHWE IaHHbIX OpraHu3auum B
Cny4ae ux MoaUUKaLMM NN YHUHTOXKEHWUS BCNEACTBUE pea-
nn3auum yrpo3 6e30MacHOCTM MHGOpMaLNU.

AMT

GROUP

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru

www.amt.ru
www.infodiode.ru

26.05.2026



BbinonHeHue HOpM 1 Tpe6oBaHwiA 3aKoHoAaTenbcTea nytem npumeHenna G3U InfoDiode

WHTepnpetaumnsa HekoTopbix HOpm lMpukaza ®CTIK N 117 ot 11 anpens 2025 .

MNpukas ®CTIK N 117 ot 11 anpens 2025 .

O6ecneyeHune

40. Meponpuatusa no 3awute nHcopmauum npu o6paboTke,
XPaHEHUM 1 06paLLEHIUM C MHCPOPMALMEIt OrPAHUYEHHOTO A0-
CTyna AOMKHbI UCKMHOYaTb:

HenpaBoMepHOe pacnpocTpaHeHne MHGOpPMaLUM OrpaHNYeH-
HOro JOCTyna BHE 3aBUCUMOCTY OT (DOPMbI ee NPeLCcTaBneHns,
B TOM YUCIE C UCMOSIb30BAHNEM UH(OPMALMOHHO-
TeIEKOMMYHUKALUOHHBIX CeTel 1 ceTn "VIHTepHeT",;

LOCTYN K MHDOPMALMM OTPAHNYEHHOr0 AOCTYNA NNL, Ans KO-
TOPbIX MHChOPMaLMS He NpeJHa3Ha4eHa u (Un) 4N KOTopbIX
TaKoii JOCTYN 3anpeLLeH.

®OyHKUMN MexxaoMeHHOro pewleHus InfoDiode no3sonstoT
06ecneynTb KOHTPOSIb 3 NepefasaeMon MHpopmatei, B
TOM YUCSIE 33 CYET MHTErpauumn ¢ cuctemamu npegoTepaLLe-
Hus yTevek (DLP) obecneunts 610KUPOBKY MHGOpMaLmMN
OrpaHNyYeHHoro JocTyna, nepegasaemon vyepes InfoDiode.

41. MeponpuaTus no 06ecnevyeHnio 3aLuTsl MHAOPMaLun npu
MPUMEHEHUN KOHEYHbIX YCTPONCTB MHPOPMALIMOHHBIX CUCTEM
AOSKHbI UCKM0YaTb BOSMOXHOCTb HECAHKLIMOHMPOBAHHOMO
[0CTYNa K MHGHOPMALIMOHHBIM CUCTEMAM W KOHEYHbLIM YCTPONA-
CTBaM WJIN BO3LENCTBUA HA HUX Yepe3 MHTepdIenChbl 1 NOpThI,
HEMOCPeCTBEHHO B3aUMOAENCTBYIOLLME C CETbIO "IHTEpHET" U
(unmn) poctynHble 3 cetn "ViHTepHet".

InfoDiode 3a c4eT pa3pbiBa AByHaNpaBneHHbIX CETEBbIX NPO-
TOKONOB 06€CMeY1BaET HEMTPANN3aLNI0 YAANEHHbIX CEeTeBbIX
aTak, UMEKOLLMX LieNbto Nofy4eHne HeCaHKLMOHMPOBAHHOMO
[0CTyna K MHHOPMALMOHHBIM CUCTEMAM, HA B3aUMOLENCTBY-
fowue ¢ CeTblo "IHTepHeT" nHTepdeiickl 1 NopThI.

49. Meponpuatia No 0CyLECTBIIEHNIO MOHUTOPUHIA NHCOP-
MaLMOHHON 6630MacHOCTU JOMXHbI NpeaycMaTpmBath c60p
NaHHbIX 0 COObLITUAX 6E30MACHOCTK, UX 06pPabOTKe W aHann3e,
a TaKXe BbIIBNEHKE NPU3HAKOB peanuaauum yrpo3 6e3onacHo-
CTW MHCpOpPMaLMK U (MNIN) HAPYLLEHUIA TPeOOBAHWNIA BHYTPEH-
HUX CTAHOAPTOB W PErnameHTOoB Mo 3awmte uHdopmauumn. Me-
pONPUATAS NO OCYLLIECTBIEHWNIO MOHUTOPMHIA UHCGDOPMALIMOH-
HOW 6e30MAaCHOCTU AO0MKHbI NPOBOAUTLCSA B OTHOLLEHUN BCEX
MH(OPMALIMOHHBIX CUCTEM, 32 UCKITIOYEHWEM NOKANbHbIX 1
130NNPOBAHHbIX MHPOPMALIMOHHBIX CUCTEM, B KOTOPbIX [0N-
XeH 06ecneynBaTbCa KOHTPOMb XYPHAIOB permcTpauum cobbl-
TWi 6e30MacHOCTM.

icnonb3oBaHue pewenus InfoDiode npu nocTpoeHum cutya-
LIMOHHOTO LIeHTpa MHGpopMaLoHHO 6e3onacHocTh (SOC)
no3BONSET 06eCNe4nTb COOP JAHHbIX C areHTOB 11 CETEBbIX
CEHCOPOB, Pa3MELLIEHHbIX Ha KPUTUYECKUX CUCTEMAX OpraHu-
3auuu, 1 Npu 3TOM 32 CYET 0JJHOHANPABIIEHHOr0 NOTOKA AaH-
HbIX FAPaHTUPOBATh HEBO3MOXXHOCTb MPOHUKHOBEHNS 3110-
YMbILLIEHHWKA B KITHO4EBbIE CETEBbIE CErMEHTbI JaXe B CIy-
4ae KomnpomeTauun nHdppacTpykTypsl SOC.
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52. MocpeacTBOM NPOBEAEHUS MEPONPUATIIA NO 0OECTEYEHMIO
HenpPepbIBHOCTN (OYHKLUMOHUPOBAHUS MHKDOPMALUOHHBIX CU-
CTEeM NPU BO3HUKHOBEHUM HELLTATHbIX CUTYaLMNiA O/KHA 6bITb
o6ecrneyeHa BO3MOXHOCTb BOCCTAHOBJIEHUS BbIMOSTHEHUS
(pyHKUMIA (NpoLieccoB, BUAOB paboT) MHGDOPMALMOHHBIX CU1-
CTeM, NS KOTOPbIX OnepaTopom (o6naaaresieM HopmaLnum)
YCTaHOBJIEHbI TPEOOBAHMS K HENPEPLIBHOMY PEXUMY (PYHKLM-
OHWPOBAHNA (Aanee - 3Ha4MMble QQYHKLMK), B MPeaenax uH-
TepBasioB BPEMEHN BOCCTAHOBSEHNSA, YCTAHOBEHHbIX BHYTPEH-
HUMW CTaHaapTaMu U pernamMeHTamm no 3awmTte UHgopmaLmi.

icnonb3oBanue pewenns InfoDiode BO3MOXXHO Ans NOCTPOe-
HUN HAJEXHOr0 XPaHUNNLLA Pe3ePBHbIX KOMWii, KOTOPoe 6y-
JeT HeIOCTYMHO ANS 3N0YMbILLIEHHNKOB aXKe Npu KOMMpo-
MeTauun BCen MHAPACTPYKTYPbI OPraHn3auumn (XpaHunuiLe
«YepHOro AHs»). OHO No3BosIAET 06eCne4nTb BO3MOXXHOCTb
BOCCTaHOB/EHWe AaHHbIX OPraHu3aLuy B ciiydae ux mogudu-
KaLuu UM YHUYTOXKEHMS BCNEACTBUE peanusaunm yrpos 6e3-
0MacHOCTW MHopMaLuK.

58. MNocpeLcTBOM NPOBEAEHMA MEPONPUATHIA N0 3aALLNUTE WH-
thopmauum npy B3aMMoaeicTemn oneparopa (obnagarens uH-
thopmaumn) ¢ NnoApPALHLIMU OPraHN3aLMAMM BOMKHA 6bITb
UCKNIOYEHa BOSMOXHOCTb HECAHKLIMOHMPOBAHHOMO 10CTYNa
UNK BO3AEWCTBUIA HA MHDOPMALIMOHHbIE CUCTEMbI U COAEpPXa-
LLYIOCA B HUX WHGOPMALMIO Yepe3 B3aUMOAEICTBYIOLLME C
MHGOPMALIMOHHBIMW CUCTEMAMU NPOrpaMMHO-annapaTHble
CpenCcTBa NOAPALHLIX OpPraHn3aumnin UK KaHasbl nepeaaymn
AaHHbIX 1 UHTEPAeliChI, UCNOMNb3yeMble Ans A0CTyNa Noapsa-
HbIX OpraHn3auui K UHPOPMaLNOHHBIM CUCTEMAM.

Wcnonb3oBaHue pewwerus InfoDiode npu opranmsauum B3am-
MOJIeACTBUA C NOAPAAHBIMW OPraHN3aLnaMm No3BonseT n3o-
NNPOBATh CETEBbIE CErMEHTbI C HE06X0ANMbIMU CUCTEMAMM
UNn pennnkamu cuctem unm 6as AaHHbIX ¢ HE06X0AMMbIM
YPOBHEM 06€3/IMYMBAHMS, YTO rapaHTUPYeT HEBO3MOXXHOCTb
HeCaHKLMOHMPOBAHHOIO A0CTYNA UM BO3AENCTBMIA HA WH-
(hopmaLMOHHbIE CUCTEMbI 1 COIEPXKALLIYIOCS B HUX MHApOPMa-
LI Yepe3 B3aUMOAECTBYIOLLNE C MHPOPMALUOHHBIMY CU-
cTeMamm nporpaMMHO-annaparHble CPeacTBa NOAPSaHbIX
OpraHmsauui unm KaHanbl nepegaymn AaHHblX n MHTEpeiicsI

61. Mpn B3aMmMoaencTBMn NoNb30BATENEN B LIENAX BbINOMHE-
HUSA UMW CBOMX 0013aHHOCTEN ((PYHKLNIA) C CepBMcamMm Ha
OCHOBE MCKYCCTBEHHOI0 MHTENNEKTa NOCPEACTBOM Hanpasne-
HMS 3anpoca U Nony4eHns 0TBeTa A0SKHbI ObITh:

a) Npu B3aMMOAENCTBMN B (DOpMate CTPOro 3afaHHbIX Wabno-
HOB 3aNpPOCOB W OTBETOB:

onpe/eneHbl WaGnoHbI 3aNpoCcoB NONb30BaTeNei, Hanpasnse-
MbIX B UCKYCCTBEHHbIN UHTENNEKT, U 06ECTeYeH KOHTPONb
COOTBETCTBSA 3anPOCOB YCTaHOBMEHHbIM LLIAGNOHAM;

onpefaeneHbl WA6NOHbI 0TBETOB MCKYCCTBEHHOIO UHTEMNNEKTA U
066eCneYeH KOHTPONb COOTBETCTBUS OTBETOB YCTAHOBMNEHHbBIM
oneparopom (o6nagarenem uHgopMaumm) WabnoHam.

B cnyyasx, korga B3aumMoiencTBume ¢ CepBrcamMu UCKYCCTBEH-
HOr0 WHTENNEKTa A0SIXXHO NPOBOAMTLCS B (DOpPMaTe CTPOro
3a/1aHHbIX LA6M0HOB 3aNpOCOB 11 OTBETOB, (DYHKLIUK MEX[0-
MeHHOro pewleHus InfoDiode no3BonsOT 06ecneynTb KOH-
TPOSIb 32 NepeaaBaeMon MHGDopMaLnen Mexay cepsrucamu Ha
OCHOBE UCKYCCTBEHHOI0 UHTENJIEKTa U NOSb30BATENAMM 32
CHET BO3MOXXHOCTU CBEPKI NepeiaBaemMblxX 3anpocoB 1 0TBe-
TOB C 3a[j@HHbIMI LWA6G/IOHAMMN.
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2.9. OCHOBHbIMM NPUHLMNAMM CO3AAHUA NHCOPMALMOHHbIX
CWUCTEM B 3ALUMLLEHHOM UCMNONHEHUN SBASKOTCS:

MUHUMU3ALMS NHTEPCENCOB MHADOPMALIMOHHBIX CUCTEM, [0-
CTYMHbIX NSt CyGbEKTOB A0CTYNA, B COOTBETCTBUM C (PYHKLIMSA-
M MHOPMALMOHHOI CUCTEMDbI;

CermMeHTauus (MUKpocerMeHTaumnsa) MHPOPMaLNOHHbIX CUCTEM
C Y4ETOM YPOBHEN 3HA4MMOCTM 3aLLnLLaeMblX UHEOPMALIMOH-
HbIX PeCcypCcoB (pa3bueHne Ha cerMmeHTbl 6e30MacHOCTU) N KOH-
TPO/b JOCTYNA B BbIAENIEHHbIE CErMEHTbI HA OCHOBE YPOBHSA
[0CTyna CyobekToB A0CTYNa;

MpumeHeHue InfoDiode B MHPPACTPYKTYPE OpraHM3aLmi nos-
BONAET 06ECNEYNTb HALEXHYI U30NAUMIO KITHYEBbIX CETEBbIX
CErMEeHTOB W MH(DOPMALMOHHBIX CUCTEM, @ TAKXKE OrpaHn4uTL
J0CTYN K MHTeppeincam MH(OPMaLUOHHOW| CUCTEMbI U3 ApY-
X CErMeHTOB. 3TO JOCTUraeTcs 3a CYeT (PyHKLMIn 6e3onac-
HocTu InfoDiode — cpmanyeckon (annapaTHoit) OAHOHANPaB-
NIEHHON Nepejayn faHHbIX U pa3pbiBa ABYHANPaBIEHHbIX Ce-
TEBbIX COEAUHEHMIA.

2.11. PocT 4ucna cepBucOB, NpeaocTaBnsembiX MHGOpMaLn-
OHHbIMW CUCTEMAMMU, HEPA3PbIBHO CBA3aH C YBEJTMYEHNEM KO-
nuyecTsa TpedyembIX 4518 UX OYHKLMOHUPOBAHUSA UHTEP(ER-
COB, YTO BEJIET K PACLUNPEHMNIO MOBEPXHOCTU KOMMbIOTEPHbIX
aTak Ha MH(OPMALMOHHbIE CUCTEMBI.

YMeHbLIeHNe NOBePXHOCTW KOMMbIOTEPHbIX aTak ABNAETCS
OJIHOM M3 BAXKHEMLLINX 3a[1a4 N0 3aLLMTe MHPOPMALMOHHBIX
CUCTEM 1 COfiepXaLLeincs B HUX MHpopmaumn. PelueHnto
[aHHOIA 331241 CNOCOBCTBYIOT YHUMKALMS NPUMEHAEMbIX
MpOrpamMmmMHbIX, NPOrpaMMHO-anmnapaTtHbIX CPEACTB U KOHTPOIb
UX NCNONb30BaHNA. KOHTPONb MHTEPXDERNCOB MHADOPMALIMOH-
HbIX CUCTEM, NPEX[Ee BCEro AOCTYNHbIX U3 CeTU «IHTepHET», 1
HeJonyLleHNne nx HeCaHKLMOHNPOBAHHOIO BBOAA B [1e/CTBME U
aKcnnyarauum 06ecnednBatoT CHKEHINE BO3MOXHOCTMN Hapy-
LuMTeNen No peanu3auum yrpo3 6e3o0nacHoOCTH HG opmaLun.

MpumeHeHue InfoDiode B MHPPACTPYKTYPE OpraHm3aLmnn 3a
CHET HafeXXHON N30NALUK KNHOYEBbIX CETEBbIX CErMEHTOB U
MHCOPMALIMOHHbBIX CUCTEM CHUKAET NOBEPXHOCTb aTaku,
rapaHTMPOBAHHO HENTPann3ys yaaneHHbI BEKTOP peannsa-
LMK Yrpo3, HanpaBMeHHbIA BHYTPb 3aLLULLAEMOr0 CErMeHTa.
JT10 pocturaetcs 3a cyet pyHKumin 6e3onacHoctu InfoDiode
— (hn3nYecKoii (annapaTtHOM) OfHOHANPABIIEHHOI Nepeaaymn
JAHHbIX 11 pa3pblBa ABYHANPAB/EHHbIX CETEBbIX COEMHEHNIA.
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Peanusauus meponpuaTuii metognyeckux nokymeHtos ®CTIK nytem npumenenuns C3U InfoDiode

WHTepnpeTaumna HekoTopbiX MeponpuaTuii Metoanyeckoro gokymenta @CTIK ot 12 anpens 2026 .

Metoaunyeckmit gokymeHT ®CTIK ot 12 anpens 2026 r.

O6ecneyeHune

3.4. YnpaeneHne o6HoBneHuamu (KO)

nony4eHue 06HOBMEHNI NPOrPaMMHbIX, NPOrPaMMHO-
annapaTHbIX CPeACTB U3 UCTOYHNKOB, COMEPXKALLINX MeXaHU3-
Mbl NPOBEPKI NOANUHHOCTY 1 LIBNOCTHOCTI OGHOBNEHMNIA;

MPOBEPKY NOASIMHHOCTW U LIENOCTHOCTW 06GHOBMEHWIA
NpOrpamMmmMHbIX, NPOrpaMMHO-annaparHbIX CPeACTB;

MpumeHeHune InfoDiode coBMecTHO ¢ npodunbHbIMK G3IA
(QHTMBMPYCOM, «TECOYHULEN», KpUNTONPOBaLepoM) B
MHDPACTPYKTYpe OpraHm3aumi no3BonseT 06ecneymnTb
KOHTPO/b 3a nepefaBaembIMu (paiiniamin 06HOBIIEHNIA MHAOP-
MaUUOHHbIX cucteMm. lNepeaasaemble ghaiisbl, MTOMUMO MpPo-
BEPKMW Ha COBMIOeHME BHYTPEHHUX nonuTuk InfoDiode,
HanNpPaBnATCA HA NPOBEPKY HA 3apaXKeHue, a TaKkxe Ha npo-
Bepky 3l, u 6yayT nepefaHbl B LIENEBYIO CUCTEMY TONTbKO €C-
1IN OHM ByAyT NPU3HAHbI 6€30MACHBIMI HA BCEX 3Tanax KOH-
Tpons.

3.5. 06ecneyeHne 31 npu 06paboTKe, XpaHeHUN U 06paLLeHNN
C MHGhopMauuen orpaHnyeHHoro goctyna (0f)

KOHTPONb Nnepeaayu, pacnpocTpaHeHns MHGhOpMaLN OrpaHu-
4eHHOro JocTyna B MHKDOPMALMOHHON CMCTEME, B TOM Yincne
KOHTPOJb BbIBOZA MHGHOPMALN OFPAHNYEHHOrO AOCTYNA U3
NHC(HOPMALIMOHHOI CUCTEMBbI;

6) o6ecneyeHne KOHTPOA NePEMELLEHNS UCTIONb3YEMbIX B
NHOPMALIMOHHON CUCTEME CbEMHBIX BHELUHWUX CPeACTB Xpa-
HEHWS MHGYOpPMaLWK 3a Npefesibl KOHTPOSIMPYEMON 30HbI;

7) NpUMEHeHMe CpeacTB 3aLlMTbl OT HENPaBOMEPHOI nepeaaymn
MHGOPMALMN 13 MHOPMALMOHHON CMCTEMbI (B TOM HUCITE
DLP-cucTtem 1 cpefcTsB 04HOHANPABIIEHHO Nepeaa4n MHAop-
maumn);

MpumeneHue InfoDiode coBmecTHO ¢ npodunbHbIMK G3U
(cucTemon NpenoTBpaLLeHns yTeuek) B MHADPacTPYKType
OpraHu3auum no3sonseT 06ecneynTs KOHTPOSb 3a Nepejasa-
eMbIMK MeXay cermeHTamu cpannamu. MNepenasaemble gai-
Nbl, NOMUMO NPOBEPKM HA COBNIOAEHNE BHYTPEHHUX NOSIUTUK
InfoDiode, HanpaBNAOTCA HA KOHTEHTHbIA aHanu3, u

OyLyT nepefaHbl B LISIEBYI0 CUCTEMY, TONBKO ecnin dainsl
OyayT NpuU3HaHbl 6e30MaCHbLIMM HA BCEX 3Tanax KOHTPOS.

3.11. 06ecneyeHne MOHUTOPMHIA UHCHOPMALIMOHHON 6e30nac-
Hoctu (MB)

3) AOMXHbI NPUMEHATHCS TEXHUYECKME CPEACTBA OJJHOHANPAB-
NIEHHOr0 OTBETBIEHUS CETEBOrO TPAhUKa;

4) [OMXHbI NPUMEHATLCS NACCUBHbIE (3HEPTrOHE3aBUCUMbIE)
TEXHWUYECKWUEe CPefiCTBA OIHOHAMPABNEHHOIr0 OTBETBNEHUS Ce-
TEeBOro Tpaduka.

lMpumeHeHwue InfoDiode no3BonseT HaaexHoO OTAENUTb
MHADPACTPYKTYPY TEXHONOTMYECKON CETU UK UHBIX KITHOYEBbIX
CErMEHTOB OT CerMeHTa CUTYaUMOHHOr0 LieHTpa HgopmMaum-
OHHOW 6e30MacHOCTU, 06eCreynB HeNTPaNM3aLmI0 YaaNeHHbIX
CETEBbIX aTaK Ha MH(OPMALMOHHBIE CUCTEMbI TEXHONOIMYe-
CKOIi CEeTW B Clly4yae KOMMPOMETALMM CUTYaLMOHHOIO LIEHTpa.
Mpu atom InfoDiode coxpaHsaeT BO3MOXHOCTb

nepenadin SPAN-Tpacbuka n aaHHbIx SIEM areHToB B CuTyaLm-
OHHbIN LEHTP ANA AaNbHEMLLero ero aHanunaa.

AMT

GROUP

119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru

www.amt.ru
www.infodiode.ru

26.05.2026



Peanusauus meponpuaTuii metognyeckux nokymeHtos ®CTIK nytem npumenenuns C3U InfoDiode

WHTepnpeTaumna HekoTopbiX MeponpuaTuii Metoanyeckoro gokymenta @CTIK ot 12 anpens 2026 .

MeToauyeckuit nokymeHT ®CTIK ot 12 anpens 2026 r.

O6ecneyeHune

3.14. 06ecneyeHne HeNPepbIBHOCTU (YHKLMOHUPOBAHNS
MHOPMALIMOHHbIX CUCTEM NPX BOSHUKHOBEHUMN HELLTATHbIX
cutyaunin (HO)

Jlo/mKHO 6bITb 06€CnevyeHo pe3epBHOe KONMpoBaHue NHgop-
mauuu, coepxxallieiics B MHOPMaLMOHHbIX CUCTEMAX, HEOO-
XOAMMON ANs 06€CNeYEHNS BbINONHEHUS 3HAYUMBIX (DYHKLNIA,
a TaKXKe ee XpaHeHne B MeCTax, MCKMOYAKLLMX HECAHKLINOHM-
POBAHHbII JOCTYN K €6 KONUAM.

MpumeHeHue InfoDiode N03BONAET NOCTPOUTH HaEXKHOE Xpa-
HUNULLLE PE3EPBHbIX KOMUA — XPaHWNLLE «4epPHOro AHs». 3a
CYET pa3pbiBa [1BYHANPaBNEHHbIX CeTeBbIX NPOTOKOM0B InfoDi-
0de HeiTpanuayeT BEKTOP aTaku, CBA3AHHbIN C YAaNeHHbIM
HCJ. Takxe 3a CHeT KOHTPONA 32 nepeAasaembiMu hainnamm
pe3epBHbIX KOMWiA, NPOBEPSAEMbIMMW Ha COOTBETCTBME MOSTUTU-
Kam 6e30MacHOCTM nepefayn aaHHbIx Kak InfoDiode, Tak u
npocunbHbiMu C3M (aHTUBMPYCOM, «NecoYHULeR»), obecne-
4nBaeTcs nepedada B XpaHULLE TOSTbKO 6e30MacHbIX pe-
3EePBHbIX KOMUIA.

3.16. O6ecneyeHue 3aLWNTbl MHCDOPMALMKM NPU B3aUMOei-
CTBUM C NoApaaHbIMK opraHusaumsmu (3[1)

B cnyyae ecnu B pe3ynbTarte nNpefocTaBIeHHOro 4ocTyna B
MHIOPMALIMOHHBIX CUCTEMAX NOAPAAHBIX OpraHu3auuin ocy-
LLLeCTBNAETCA 06PabOTKA U XpaHEHME NOMY4YeHHON nHdopMma-
LMK, B HUX [OMKHbI 6bITb NPUHATLI MEPbI MO 3aLLMTE UHAOP-
Malun B COOTBETCTBUW C HACTOALLUM METOAUYECKUM NOKYMEH-
TOM.

3) pomkeH 6bITb 06€CMneYeH KOHTPOSIb 3arpyXaembix NOAPSA-

HbIMW OPraHNU3aUmMaMmn B MHEOPMALMOHHbIE CUCTEMBI (halinoB

Ha Hann4ne B HUX BPEAOHOCHOIO NPOrpaMMHOro 06ecneyeHns,
a TaKXXe KOHTPOIb BbIrPY>XaeMbIX NOAPSAAHbIMI OpraHu3aLns-

My pannos.

MpumeHeHue InfoDiode No3BoONAET M30NUPOBATHL CETW OPraHu-
3auuy 0T NPSAAMOro BO3AECTBMSA CO CTOPOHbI NOAPSAYMKOB 3a
CYeT paspblBa [BYHaNpaBfieHHbIX NPOTOKOIIOB. A 3a CHET KOH-
TPOnNs 3a NnepeaaBaeMbiMu NOAPAAYMKAMU haiinamu, NpoBe-
pSieMbIX Ha COOTBETCTBME MOANTMKAM 6€30MacHOCTW nepeaa-
41 [AaHHbIX Kak ¢ nomoLlbto InfoDiode, Tak 1 npounbHbIMK
C3W1 (aHTMBMpPYCOM, «MECOYHULEN»), 06ecneynBaeTcs nepe-
[1a4a BO BHYTPEHHWE CErMEeHTbI TOMIbKO 6830MacHbIX (hannos.
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Peanusauus meponpuaTuii metognyeckux nokymeHtos ®CTIK nytem npumenenuns C3U InfoDiode

WHTepnpeTaumna HekoTopbiX MeponpuaTuii Metoanyeckoro gokymenta @CTIK ot 12 anpens 2026 .

Metoaunyeckmit gokymeHT ®CTIK ot 12 anpens 2026 r.

O6ecneyeHune

3.17. 06ecneyeHmne 3alnThbl 0T KOMNbIOTEPHbIX aTak, Hanpas-
NEHHbIX Ha 0TKa3 B 06¢cnyxmsanum (00)

MCMONb30BaHKE NPOrpamMMHbIX, MPOrpaMMHO-annapaTHbIX
CPeacTB, 06ECNeYNBaOLLIMX aHANN3 U PUIbTPALNIO BXOAALLEr0
Tpadomka B COOTBETCTBUM C MATPULIE KOMMYHUKALWIA MHAOp-
MaLMOHHbIX CUCTEM C CETbt0 «VIHTEPHET», N BO3MOXXHOCTb
6NOKMPOBAHNA BXOAALLEro Tpaduka, 06/1aaatoLLero npM3Haka-
MW KOMMbIOTEPHBbIX aTak, HanpaBeHHbIX HA 0TKa3 B 06CNYXN-
BaHWK, OT CETEBOr0 A0 NPUKNAAHOr0 YPOBHSA MHGOPMALIMOH-
HbIX CUCTEM,;

MpumeHeHue InfoDiode Ha NepUMETPE KHOYEBbIX CETEBbIX
CErMeHTOB NO3BOMNAET M30NUPOBATh MHDOPMALNOHHBIE CU-
CTEeMbl OpraHu3aLun oT BHELLUHEro BO3enNCTBMs, HanpaBneH-
HOr0 Ha 0TKa3 B 0OCNYXWUBAHUW. 3TO AOCTUrAETCA 3a CHET
thyHKumin 6e3onacHocTu InfoDiode — dhnsnyeckoi
(annapatHOM) 0iHOHANpPaB/IEHHOW Nepeaaymn AaHHbIX U pas-
pbiBa ABYHANPABMEHHbIX CETEBbIX COEANHEHMIA.

3.18. O6ecneyeHune 3aLwuTbl MHGOPMALMN NPU UCMOMb30BAHUN
MCKYCCTBEHHOIO uHTennekra (M)

BblAeneHne MHHOPMaLMOHHOA MHAPACTPYKTYPbI pa3paboTKu
CUCTEMbl UCKYCCTBEHHOr0 MHTENNEKTA OT UHOW MHADPACTPYKTY-
Pbl pa3paboTymKa, He CBA3AHHOMN C pa3paboTKON JaHHOW Cu-
CTEeMbl, B OT/ESIbHbI U30/TIMPOBAHHbIA CErMEHT;

06€ecrnevyeHno U30nALMUn CUCTEMbI UCKYCCTBEHHOMO UHTENJIeK-
Ta,

1) BOMKHO 6bITb 06€CNeYeHO BblAeneHne MHGOPMALMOHHON
MHJOPACTPYKTYPbI Pa3paboTKi OT UHOW MHADPACTPYKTYPbI pas-
paboTynKa, He CBA3aHHOW C pa3paboTKOil JaHHOI CUCTEMbI, B
0TAeNbHbIN (ON3NYECKN N30/IMPOBAHHBINA CErMEHT;

5) BOMKHO BbITb 06ECMNEYEHO BbIAENEHNe CUCTEMbI UCKYC-
CTBEHHOrO WHTENeKTa B UH(HOPMALMOHHON CUCTEME B OT-
[eNbHbIA N30/MPOBAHHbIA CErMEHT UHOPMALMOHHOI CucTe-
Mbl;

MpumeHeHune InfoDiode no3BonseT 06eCneynTb HaJeXKHYyI0
N30MALMI0 MHAOPMALMOHHOI UHPACTPYKTYPbI pa3paboTKu
CUCTEMbI MCKYCCTBEHHOIO MHTENNEKTA OT MHON MHAPACTPYK-
Typbl pa3paboTymka, 06ecneynB HeNTPaNM3aUuIo yaaneHHbIx
CETEeBbIX aTaK Ha MHDOPMALIMOHHbIE CUCTEMbI Pa3paboTKu
MCKYCCTBEHHOMO UHTENJIEKTa B Cy4yae KOMNPOMETALMM MHON
MHCPACTPYKTYPbI pa3paboTKu opraHn3auun. 310 10CTMraeTcs
3a cyeT dpyHKuun 6e3onacHocTu InfoDiode — cpmamyeckon
(annaparHomn) ogHOHaNPaBNEHHON NepefaYn JaHHbIX U pas-
PbIBA BYHANPABIEHHbIX CETEBbIX COEIMHEHUIA.
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NepeyeHb mep npukasos PCTIK Poceun, peannsyemblx npumeHeHnem InfoDiode

Mpukas ®CTIK N 239 ot 25 pekabpa 2017 r. u N 31 ot 14 mapta 2014 .

Mepa

OnuncaHue

31C.2

PacluuchbpoBka: 3awiuta nepumeTpa MHOPMaLMOHHONA (aBTOMATU3NPOBAHHOI) CUCTEMbI

WMuTtepnpetaums: C3W knacca "auog” - InfoDiode - o6ecneynBaeT NosHy0 M30NALMI0 NepumMeTpa MHGOPMAaLMOHHON
(aBTOMATU3MPOBAHHOM) CMCTEMbI (M30NALMI0 MHZDOPMALMOHHON CUCTEMbI HA NEPUMETPE) Ha (PU3NYECKOM YPOBHE,
WNCKITH04as BOSMOXXHOCTb HanpaBuUTb KaKOW-NN60 (OU3NYECKIIA CUTHAN MO KaHasy CBA3W BHYTPb (K CEPBEPHBIM KOM-
NOHeHTaM, cpeje BUpTyanu3auum, KOMMyTaLMOHHOMY 060PYLOBaAHMIO U T.M) U3 NHOOLIX BHELUHWUX CErMEHTOB
(OTKpbITbIX/HEJ0BEPEHHbIX)

Peannzaums B InfoDiode: Peanu3yetcs pmanyeckum npuHUUNOM paboThl annapaTHoN KOMMoHeHTbl InfoDiode
(Chmanyeckunid curHan - CBeT - HanNpaBnNAeTCA TONbKO B OfHY CTOPOHY - M3 UCTOYHMKA K MPUEMHIKY) U BO3MOXHOCTbHO
nepegadn CTporo onpeaeneHHbIX NPOTOKONOB 3 JOBEPEHHOMO B HEI0BEPEHHbI CErMEHT CETH

31C.3

PacluuchpoBka: 3LlenoHMpoBaHHas 3alluTa MHOPMaLUOHHOI (aBTOMATU3NPOBAHHOM) CUCTEMbI

WMuTtepnpetaums: C3U knacca "auop” - InfoDiode - 06ecneynBaeT NonHyto U30NALUI0 NepumeTpa MHAOPMaLMOHHO
(aBTOMATU3MPOBAHHOM) CMCTEMBI (M30NALMI0 MHKDOPMALMOHHON CUCTEMbI HA NEPUMETPE) Ha (PU3NYECKOM YPOBHE,
UCKITH04aA BOSMOXXHOCTb HanpaBuUTb KaKoN-nM60 OU3NYECKNUIA CUTHAN NO KaHany CBA3W BHYTPb (K CEPBEPHLIM KOM-
NOHeHTaM, cpeje BUpTYyanu3auum, KOMMYyTaLMOHHOMY 060PYL0BAHUIO U T.M) U3 NOOLIX BHELUHWUX CErMEHTOB
(OTKpbITbIX/HE[0BEPEHHbIX). B TOM 4ucne o6ecre4qnBaeTcs 3LLIEIOHNPOBAHIUE JOCTYNA K MPOMEXYTOYHLIM pensinkam
NH(OPMALMOHHOI (aBTOMATU3NPOBAHHO) CUCTEMBI. B 4acTHOCTW, UMEs JOCTYN K PENNKe LaHHbIX, 3M0YMbILLIIEH-
HUK He MOXET MoJly4uTb JOCTYN K OCHOBHOW MHGYOPMALMOHHOM (aBTOMATU3NPOBAHHON) CUCTEME. HaCTbIO SLUENOHU-
poBaHus ABNAETCA B TOM yucne cermeHtuposanme /C 3a cyet peanusaumm mepbl 31C.4

Peanusauus B InfoDiode: Peannayetcs onanyeckum npuHLmunom paboTsl annapatHon KomnoHeHTs! InfoDiode
(Chmanyeckunid curHan - CBeT - HanpaBnNAETCA TONbKO B OfHY CTOPOHY - M3 UCTOYHMKA K NMPUEMHIKY) U BO3MOXHOCTbHO
nepeadn CTPoOro onpeaeneHHbIX NPOTOKONOB 3 JOBEPEHHOM0 B HEIOBEPEHHbIA CErMEHT CETH

31C.4

Pacluucbposka: CermeHTMpPOBaHNe MHKDOPMALMOHHOI (aBTOMATU3NPOBAHHOI) CUCTEMbI

MuTtepnpetaums: C3U knacca "auop” - InfoDiode - 06ecneynBaeT NoHy0 M30NALMI0 NepUMeTPa MHEOPMAaLIMOHHON
(aBTOMATU3MPOBAHHOM) CMCTEMbI (M30NALMI0 MHADOPMALMOHHON CMCTEMbI HA NepUMETPE) Ha (PU3NYECKOM YPOBHE,
NCKITH04as BOSMOXXHOCTb HanpaBuTb KaKON-NN60 OU3NYECKIUIA CUTHAN MO KaHay CBA3W BHYTPb (K CEPBEPHBIM KOM-
NOHeHTaM, cpeje BUpTYyanu3auum, KOMMYTaLMOHHOMY 060pYA0BAHMIO U T.M) U3 NOOLIX BHELUHWX CErMEHTOB
(OTKpbITbIX/HEA0BEPEHHbIX). B TOM 4ncne o6ecre4qnBaeTcq CerMeHTUPOBaHNe UHAYOPMALIMOHHO
(aBTOMaTU3MPOBAHHOM) CMCTEMBI. B yacTHOCTW, peanu3yerca OTLeNeHUEe KOHTYPOB YNPaBneHns U KOHTYPOB MOHUTO-
pUHra, aHanmsa, cbopa aHHbIX. B Ka4ecTBe BO3MOXKHbIX HAanpaB/ieHWiA CEerMeHTaLuK C NOMHO| (PU3NYECKON N3014-
Lineii MOXeT ObITb 06ecne4eHo BbigeneHue Historian cepsepa, BblfeneHne KOnui u pennuk 6a3 AaHHbIX MHopMauu-
OHHOI1 (aBTOMATW3MPOBAHHO) CUCTEMbI, Nepeaaya AaHHbIX (PYHKLUMOHMPOBAHNA (10roB, CO6bITUIA 6830MacHOCTH,
SPAN Tpadhuka) nHdopmaLmoHHoi (asTomatnamposanHom) cuctemsl B SOC, B SIEM cuctemy, B IDS cuctemsl

Peanusauus B InfoDiode: Peannayetcs onanyeckum npuHLmunom paboTsl annapatHon KomnoHeHTs! InfoDiode
(Chu3anyeckunin curHan - CBeT - HanpasnAeTCs TObKO B OfHY CTOPOHY - U3 UCTOYHMKA K NMPUEMHIKY) U BO3MOXHOCTbIO
nepeadn CTPOro onpeaeneHHbIX MPOTOKONOB 113 JOBEPEHHOMO B HEIOBEPEHHbIA CErMEHT CETH

AMT 119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1. www.amt.ru
Ten: +7 (495) 725-7660  dakc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
GROUP

26.05.2026



Mpuka3z ®CTIK N 239 o1 25 nekabps 2017 r. u N 31 ot 14 mapta 2014 r. (npoAosmKeHue)

Mepa

OnuncaHue

3C.6

PacluuchbpoBka: YnpasneHue ceTeBbIMI NOTOKAMM

WMuTtepnpetaums: C3U knacca "auoa" no3BoNseT peann3oBaTth YnpaB/ieHe CeTeBbIMM MOTOKaMI Ha YPOBHE Nepeaayn
AaHHbIX NPUKNAAHOr0 YPOBHS U UCKNIOYUTL CETEBbIE MOTOKM, KaHambl, KOTOPbIE MOTYT ABNATLCS MCTOYHUKOM aTaku.
B yacTHOCTW, Npu npumeHeHun peluennin InfoDiode MoXeT 6bITh OpraHM30BaH CTPOro AETEPMUHUPOBAHHbINA, KaHan
nepenadn MHOpPMaLMM U3 OJHOrO CETEBOrO CErMEHTA B IPYrOiA, KOTOPbIA NO3BONUT UCKNIOYUTL KaKoe-nubo BO3-
[eiCTBNE Ha 3aLLMLLAEMbI 0OBEKT CO CTOPOHbI HEJOBEPEHHOIO CErMeHTa (3/10YMbILLSIEHHIKA, HAPYLIMTENS)

Peannzaums B InfoDiode: Peanuayetca qomsnyeckum npuHUUnomM paboTsl annapaTHoi KomnoHeHTol InfoDiode
(Chm3nyeckmnin curHan - CBeT - HanpasnAeTCcs TONbKO B OHY CTOPOHY - M3 UCTOYHMKA K NPUEMHUKY). [IONONHNTENbHO
peanunayetcs opraHusaument Ha InfoDiode cTporo pernameHTUPOBaHHbIX NanokK - endpoint Ana nepeaayn aaHHbIX

31C.8

Pacluucbposka: COKpbITUE apXMTEKTYPbI M KOHGIMIypaLmn WHOPMALMOHHO (aBTOMATU3UPOBAHHOMN) CUCTEMBI

MuTtepnpetaums: C3U knacca "auoa" no3BoNseT peann3oBatb NOSHOE COKPbITUE TOMOMOMNK, apXUTEKTYPbI U KOH(U-
rypauum uHGOpPMaLMOHHOI (aBTOMATU3UPOBAHHOMN) CUCTEMbI. TO 06€CNEeYMBAETCA HE TOSIbKO HEBO3MOXHOCTbIO
nepefatb Kakue-nnbo U3N4ECKNe CUrHasbl BHYTPb 3aLLMLLAEMON CETW/CErMEHTA CETU, HO 1 32 CHET MPUMEHEHUS
peweHmnii no NAT'upoBaHUI0 NCXOAALLEr0 TPadhuKa, NO3BOMAILLEr0 CKPbITh afpecaLmnio CeTh 0TNpPaBUTeNs 1 camoro
"nnopa’

Peannzaums B InfoDiode: Peannayetca pmanyeckum npuHUUNnomM paboTsl annapaTHoi KoMnoHeHTbl InfoDiode
(Cbuanyeckunin curHan - CBeT - HanpasnAeTCs TObKO B OfHY CTOPOHY - M3 UCTOYHMKA K MPUEMHIKY) U BO3MOXXHOCTbIO
nepenayn CTporo onpeaeneHHbIX NPOTOKONOB U3 JOBEPEHHOM0 B HEI0BEPEHHbIA CErMeHT CeTu, B TOM yucne SPAN
Tpadhmka

31C.18

PacwudpoBka: Bnoknposka OCTyna K caiAiTam uim Tunam CaitToB, 3anpeLLieHHbIX K UCMOoMb30BaH1I0*

WMuTtepnpetaums: C3U knacca "auoa" 06ecneymBaeT HEBO3MOXHOCTb AKCNITyaTaLum NOTEHLMANbHbIX YA3BUMOCTEN
CPEeACTB MEXCETEBOro 3KpaHUPOBaHUA NyTeM JKCNNyaTaLum NX U3BECTHbLIX YA3BUMOCTEN U YI3BUMOCTEN "HYIEBOr0
OHA" ANs Leneit opraHu3aunmy HeCaHKLIMOHUPOBAHHBIX KAHANOB MHAYOPMALIMK U3 HeLOBEPEHHbLIX CErEMHTOB CETH U
OrpaHM41BaeT BO3IMOXXHOCTU NOAKNIOYEHUA M3 JOBEPEHHbIX CErMEHTOB CETH K "OM0A", B TOM Y1Ce NyTem peanunsa-
LM Mep ayTEHTUUKALMM 1 aBTOPM3ALMM 1 peaninsaunm 4ocTyna ToNbKo ¢ onpefenéHHblx IP aapecos wnm nogce-
Teil. B Tom yucne npumeneHue InfoDiode o6ecrneynBaet opraHn3aLuto CTPOro AeTePMUHUPOBAHHOIO KaHana obmeHa
AaHHbIMM C Y4eTOM NpUHATON cxembl agpecauun n goctyna K IN m OUT cepsepam B cocTase InfoDiode. B Tom 4ucne
B cocTase InfoDiode npeaycmMoTpeHa BO3MOXXHOCTb Nepeaadn Konuu, AaHHbIX MeTanHdopmMaLmn o nepejaBaeMom

Tpadouke B OTAENbHbIA UCTOYHUK DLP B Lenax qukcaunn qaktos HeCaHKLMOHMPOBAHHO nepefadn MHgopmauum

Peanuzaums B InfoDiode: Peannayetca HacTponkamu 40CTyNa K cepBucam CTporo 13 onpefeneHHblx noaceten. Pea-
NN3yeTca camum onU3nHecKnm NpUHLMNOM paboTbl annapaTtHoit KoMnoHeHTs! InfoDiode n BO3MOXHOCTBIO Nepeaayn
CTPOro onpeaeneHHbIX NPOTOKOOB U3 [JOBEPEHHOI0 B HEJOBEPEHHbIA CErMeHT ceTi, B Tom Yucne SPAN Tpadmka

* PekoMeHA0BaHHas (Heobs3aTenbHasn) Mepa nprukasos
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Mpuka3z ®CTIK N 239 o1 25 nekabps 2017 r. u N 31 ot 14 mapta 2014 r. (npoAosmKeHue)

Mepa  Onucanue

31C.31 Pacluudposka: 3awimra 0T CKpbITbIX KaHa0B nepefadn nHopMamum

Wurepnperaums: C31 knacca "amon" 06ecre4qnBaeT HEBOSMOXHOCTb KCMITyaTaLmum NOTEHLMANIbHBIX YA3BUMOCTEN
CPEACTB MEXCETEBOI0 3KPAHWPOBAHUA MyTEM 3KCMTyaTaLnn UX 3BECTHBIX YS3BUMOCTEN 1 YS3BUMOCTEN "HYNeBoro
OHA" ANd Leneit opraHu3auny HeCaHKUMOHUPOBAHHBIX KaHAI0B MHAYOPMALIMK U3 HeLlOBEPEHHbLIX CErEMHTOB CETH U
OrpaHn4nBaeT BO3MOXXHOCTI NOAKNOYEHNS U3 [OBEPEHHbIX CErMEHTOB CETU K "AM0A", B TOM YUCIe NyTem peanunsa-
UMK Mep ayTeHTMMKALMM 1 aBTOpM3aLum 1 peaninsauun JocTtyna TobKo ¢ onpegenéHHblx IP agpecos unu nogce-
Tel. B Tom yncne npumenenme InfoDiode o6ecneynBaeT opraHu3aLuio CTPoro AeTePMUHUPOBAHHOIO KaHana o6MeHa
AaHHbIMU C YH4ETOM NPUHATOR cxembl agpecaumn n goctyna kK IN n OUT cepsepam B cocTase InfoDiode. B Tom 4yncne
B cocTaBe InfoDiode npeaycmoTpeHa BO3MOXHOCTb Nepeaadn Konuu, AaHHbIX MeTanHdopmMaLmn o nepejaBaeMom
Tpadouke B OTAENbHbIA UCTOYHUK DLP B Lenax dukcaunn qaktos HeCaHKLMOHMPOBAHHOW nepefadn MHgopmauum

Peannsaums B coctase pelueHus InfoDiode: Peann3yetcs HacTpoiikamu 40CTyNa K CepBucam CTporo M3 onpeaeneH-
HbIX NOACETeR. PeannayeTtca camum pranyeckuM NpUHLMNOM paboTbl annapaTHoi KoMnoHeHTh! InfoDiode 1 B03-
MOXHOCTbIO Nepeaayn CTporo onpeaeneHHbIX NPOTOKOMNOB U3 JOBEPEHHOIO B HEOBEPEHHbINA CErMEHT CETH, B TOM
yucne SPAN Tpacuka

31C.34 Pacwuchposka: 3aluTa oT yrpo3 otkasa B 06¢nyxumsaHun (DOS, DDOS-arak)

NHTtepnpetaums: C3U knacca "anoA’ - InfoDiode - 06ecne4nBaeT NOMHYH M30AALMI0 NEPUMETPA UHEOPMALMOHHON
(aBTOMATM3MPOBAHHOI) CMCTEMbI HA (PU3NYECKOM YPOBHE, UCKITHOHYAA BO3MOXXHOCTb HanpaBuTb KaKon-Nmoo qusmnye-
CKWiA CUTHAN No KaHany CBA3M BHYTPb (K CEPBEPHOI KOMIMOHEHTE, CPeae BUpTyanusaunu, KOMMyTaUuMoHHOMY 060py-
JOBAHUIO W T.N) U3 OTKPbITOr0/HE40BEPEHHOr0 CermeHTa. B ToM Yucne obecneynBaeTcs HEBO3MOXHOCTb NPeoAoJie-
HUS (PU3NYECKON KOMNOHEHTbI Ans opraHudauun DOS, DDOS atak Ha 10BEPEeHHbI CErMEHT ¢ UHGOPMALIMOHHON
(aBTOMATN3MPOBAHHOW) CMCTEMOM

Peanusaums B coctase peluenus InfoDiode: Peanusyetcsa pmanmyeckum npmHUMNOM paboTbl annapaTHO KOMMOHEH-
Tbl InfoDiode (on3nyeckunii curHan - CBeT - HanNpPasJIAETCA TONIbKO B OfHY CTOPOHY - U3 UCTOYHMKA K MPUEMHUKY) 1
BO3MOXXHOCTbIO Nepeiadn CTporo onpeaeneHHbIX NPOTOKONI0B M3 I0BEPEHHOI0 B HEOBEPEHHbIA CErMEHT CETH

31C.35 PacwucpoBka: YnpasneHue CeTeBbIMIA COEANHEHUAMM

WMuTtepnpetaums: C3UW knacca "auoa" o6ecneymBaeT opraHu3aLinio NoAKNOYeHNIA N3 oBepeHHoro cermeHTa B IN Ya-
CTK "Omopa" TONbKO Mo onpefeneHHbIM IP aapecam 1 noptam, UCKNYas BO3MOXHOCTb Kakoro-nu6o npsimoro coefm-
HEHWsi C HeI0BEPEHHbIM CErMEHTOM, a TaKkxXe 06X04a Kakux-niubo nporpaMMHoO peanmnayemMbiX NpaBuil MeXXCeTeBoro
aKkpaHupoBanus. G311 knacca "anon" MCKNYaeT BO3MOXHOCTb YCTaHOBNEHMS COEANHEHUSA C JOBEPEHHLIM CErMEH-
TOM M3 HE[JOBEPEHHOr0 CErMeHTa Ha oU3N4ECKOM YPOBHE

Peanusaums B coctase pewwenus InfoDiode: Peanusyertcsa nytem (oopmmpoBaHuns npasun nogkntoyenns K InfoDiode
TOMbKO C onpeaeneHHbiX IP agpecoB 1 TOMbKO C y4eTOM NPOAAEHHbIX NPOLEAYP aBTOPU3ALMN 1 ayTeHTUUKaLMK, a
TaKXXe C y4eTOM OnpefeneHHbIX NOPTOB JOCTYNa. Hanuyue annapatHoi KOMMNOHEHTbI MOJTHOCTbO UCKITHOYaeT BO3-
MOXXHOCTb NPSMOr0 NOAKYEHUS K BHELLUHUM MHGYOPMALMOHHBIM pecypcam

AMT 119121, Poccus, Mocksa, PyxxeiiHblil nepeynok, 6¢1. www.amt.ru

Ten: +7 (495) 725-7660  dakc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
GROUP

26.05.2026



MeToauyeckuit nokymeHT @CTIK ot 12 anpens 2026 r.

Mepa

OnuncaHue

3KY.1

YnpasneHne JOCTYNOM K KOHEYHbIM YCTPOMCTBAM

4) B COCTaBe KOHEYHOr0 YCTPONCTBA, NPeJHA3HAYEHHOr0 A1 NOAKMOYEHUS K HECKOSTbKUM WH(POPMALMOHHBIM CU-
CTEMaM MHOPMALMOHHON MHGPACTPYKTYPbI 0NepaTopa, A0MKHbI MPUMEHSTLCS KOMMOHEHTbI, 06eCneYnBatoLLIme
rapaHTUpOBaHHOE (Pu3nyeckoe) pasaeneHne MHPOPMaLUOHHBIX CUCTEM (CErMEHTOB, KOHTYPOB) M HEBO3MOXXHOCTb
COXPAHEHNA CO3[aHHbIX AaHHbIX B 3HEPrOHE3aBUCUMMYIO NAMSATh;

WMutepnpetaums: C3UW knacca "quon” - InfoDiode - no3BoNsAET rapaHTUPOBAHHO pa3fennTb MHOPMALMOHHbIE CH-
CTeMbl (CErMeHTbI, KOHTYPbI) HA (hU3NHECKOM YPOBHE, UCKNI0Yas BOSMOXHOCTb HaNpaBuUTb KaKoi-nnoo usnye-
CKMI CUTHAN MO KaHasy CBA3N BHYTPb U3 NH0ObLIX BHELUHUX CErMEHTOB.

Peannzaums B InfoDiode: Peannayetca omanyeckum npuHUUNomM paboTsl annapaTHoi KomnoHeHTbl InfoDiode
(Cbn3nyeckmnin curHan - CBeT - HanpaBnSAeTCs TObKO B OfHY CTOPOHY - U3 MCTOYHMKA K NPUEMHIKY) 1 BO3MOXHO-
CTbIO Mepeaayn CTporo onpeaeneHHbIX NPOTOKONOB M3 JOBEPEHHOI0 B HEJOBEPEHHbIi CErMEHT CeTH.

3KY.5

KoHTponb 1 ounbTpaums tTpaduka Ha KOHEYHOM YCTPOMCTBE

4) B COCTaBe KOHEYHOr0 YCTPONCTBA JO/MKHbI MPUMEHATLCA annapaTHble CPeSCcTBa rapaHTUPOBAHHON 6/10KMPOBKU
NNHMIA 06MEHa AaHHBIMM 10 KOMaHEe U (Mnu) No pacnucaHuio.

WMuTtepnpetaums: C3U knacca "pene’ - InfoRelay - n03B0NSET rapaHTUPOBAHHO PACKOMMYTUPOBATh CETEBbIE CErMEH-
Tbl Ha (DU3NYECKOM YPOBHE MO HAXKATUIO HA KHOMKY HA YCTPOIACTBE UMK NO UCTEYEHUIO 3a[JaHHOr0 BPEMEHHOrO Taii-
Mepa, MCKITH04as BO3MOXKHOCTb HaNpaBMTh KAKON-NGO PU3UYECKMIA CUrHAN MO TAKOMY KaHasy CBA3M.

Peanusauus B InfoRelay Peanuayetcs dou3uyeckum npuHLmunom paboTsl annapaTtHoOW KOMNOHeHTbI InfoRelay —
HaXKaTie Ha KHOMKY Ha YCTPOICTBE NPUBOAUT K MEPEKITHOYEHINI0 annapaTHOro pene n u3n4eckomy «paspbiBy» CO-
BIMHEHNS MEX]LY CETAMM.
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MeToauyeckuit nokymeHT @CTIK ot 12 anpens 2026 r.

Mepa Onucanue

3KY.6  AHanu3 u pearnpoBaHue Ha COBbITUS 6€30MaCHOCTM

4) noMmxXHbl 06ecne4mBaTbcs 6NOKUPOBAHME U (MNK) U30MALNA KOHEYHOr0 YCTPOICTBA, HA KOTOPOM BbISIBIIEHbI KOM-
MbHOTEPHbIE UHLWAEHTbI.

WMutepnpetaums: C3UW knacca "pene’ - InfoRelay - no3BonsieT rapaHTMpoBaHHO PacCKOMMYTUPOBATb CETEBbIE CErMEH-
Tbl HA YU3NYECKOM YPOBHE NPW BbISBIEHUN KOMMbIOTEPHOr0 MHLMAEHTA NO HAXATUIO HA KHOMKY HA YCTPOWUCTBE UMK
M0 UCTEYEHMIO 3a1aHHOTr0 BPEMEHHOM0 Tanmepa, MCKNYas BO3MOXXHOCTb HaNpaBuUTb KakKoM-mbo hn3nyeckmnii cur-
Han No TaKOMy KaHany CBS3N.

Peannzaums B InfoRelay: Peanuayetca (ousnyeckium npuHLUMNOM paboThl annapaTtHOM KOMNOHEHTbI InfoRelay —
HaXKaTe Ha KHOMKY Ha YCTPOICTBE NPUBOAUT K MEPEKITHOYEHINI0 annapaTHOro pene n ou3n4eckomMy «paspbiBy» CO-
BIMHEHNS MEX]LY CETAMM.

3/B.2  YnpaBneHue JOCTYNOM K YCTPOCTBAM «MHTEPHETA BELLE»

9) yCcTpOoIACTBA «MHTEPHETA BELLEN» U BbIYUCITTENIbHOW CETW YCTPOWCTB «UHTEPHETA BELLei» B LIeJIOM, UCMONb3ye-
Mble B MHCHOPMALMOHHbIX CUCTEMAX B LIENAX BbINOMHEHUS UMM CBOMX (PYHKLINIA, JOMKHbI ObITb U301IMPOBaHbI OT
ceTeil CBA3M, MPeAHa3HAYEHHbIX Ana A0CTYyna K ceTu «VIHTepHeT» 1 (Mnu) MHON 06LLLEJOCTYNHON CeTU CBA3MN.

WMuTtepnpetaums: C3UW knacca "quon” - InfoDiode - N03BONSET rapaHTUPOBAHHO OTAENMTL YCTPOICTBA «MHTEPHETA
BeLLel» Ha (hU3M4eCKOM YPOBHE OT CETEN CBA3M, NpeiHasHa4YeHHbIX AN J0CTyna K ceTn «/IHTepHeT» 1 (1n) nHOM
06LLIEI0CTYMHOM CETH CBA3N, MCKITH04As BO3MOXHOCTb HanpaBuTh KAaKOM-NG0 PU3NYECKMIA CUrHAM MO KaHany CBS-

Peanuzaums B InfoDiode: Peanuayetca pmanyeckum npuHUUNnomM paboTsl annapaTHoi KomnoHeHTbl InfoDiode
(Cbmanyeckunin curHan - CBeT - HanpaBnAeTCa TOMbKO B O[HY CTOPOHY - U3 MCTOYHMKA K MPUEMHIKY) 1 BO3MOXHO-
CTbH0 Mepeaayn CTporo onpeaeneHHbIX NPOTOKONOB M3 JOBEPEHHOI0 B HEJOBEPEHHbIi CErMEHT CETH.
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MeToauyeckuit nokymeHT @CTIK ot 12 anpens 2026 r.

Mepa

OnuncaHue

3B.2

3almra JaHHbIX

BblJIENIEHNE CEeTell YCTPOMCTB «MHTEPHETa BELLei» B OTAENbHbIE CErMeHTbl UHGDOPMALIMOHHOW CUCTEMbI;

Wutepnpetaums: C3U knacca "anog" - InfoDiode - no3BonseT rapaHTUpPOBaHHO OTAENNTb YCTPOMCTBA «MHTEPHETa
BeLLe» Ha (hM3N4ECKOM YPOBHE OT MHbIX MHPOPMALMOHHBIX CUCTEM W CETEBbIX CErMEHTOB, UCKN0YasA BO3MOX-
HOCTb HanPaBUTb KaKOW-NNO0 DU3NYECKIIA CUTHAM MO KaHany CBA3W BHYTPb CErMeHTa «UHTEPHETa BeLLem».

Peannzaums B InfoDiode: Peannayetca omanyeckum npuHUUnomM paboTsl annapaTHoi KomnoHeHTbl InfoDiode
(Cbuanyeckmnin curHan - CBeT - HanpaBnSAeTCs TObKO B OfHY CTOPOHY - U3 MCTOYHMKA K NPUEMHIKY) 1 BO3MOXHO-
CTbH0 Mepeaayy CTporo onpeaeneHHbIX NPOTOKONOB M3 JOBEPEHHOI0 B HEJOBEPEHHbIi CErMEHT CeTH.

COB.2

O6Hapy»eHue 1 NPeaoTBPaLLEHNe BTOPXKEHNIA B CerMeHTax MHDOPMALIMOHHON CUCTEMbI

1) BOMKHO 06ecneymBaTbecs 6M0KNPOBAHNE CETEBOMO Tpaduka Unm N301aLUmMa CermeHTa, B KOTOPOM 06HapPYXXeHbl
KOMMbIOTEPHbIE aTaku;

WMuTtepnpetaums: C3U knacca "pene’ - InfoRelay - n03B0ONSET rapaHTUPOBAHHO PACKOMMYTUPOBATh CETEBbIE CErMEH-
Tbl Ha (DU3NYECKOM YPOBHE NPU BbISBNEHNI KOMNbIOTEPHON aTaKM MO HAXXATUIO HA KHOMKY HA YCTPOICTBE UMK MO
MCTEYEHNIO 3a1aHHOr0 BPEMEHHOM0 TalMepa, UCKNI0Yas BOSMOXHOCTb HAaNpaBUTb KAKON-NNO0 (PU3NYECKUIA CUrHanN

Peanusauus B InfoRelay: Peanuayetcs qomanyeckum npuHLMNOM paboTbl annapaTtHOM KOMNOHeHTbI InfoRelay —
HaXKaTie Ha KHOMKY Ha YCTPOICTBE NPUBOAUT K MEPEKITHOYEHINI0 annapaTHOro pene n u3n4eckomMy «paspbiBy» CO-
BIMHEHNS MEX]LY CETAMM.
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MeToauyeckuit nokymeHT @CTIK ot 12 anpens 2026 r.

Mepa Onucanue

MC3.1  CermeHTaums cetu

B MH(OpPMALMOHHO cUCTEME A0SKHA ObITh peann3oBaHa CerMeHTaums MHOPMAaLMOHHOA CUCTEMBI.

Mpwn cermeHTaumn MHHOPMALMOHHON CUCTEMbI AOMKHbI 066CNEYNBATLCA KOHTPOMb M (OUNbTpaLus CeTeBoro Tpa-
(buka Ha rpaHNLLAX CerMeHTOB.

YKazaHHble Mepbl 3aLLUTbI MHPOPMALIMN PEAnn3YTCs 32 CHET NPUMEHEHUS B MH(DOPMALMOHHOI CUCTEME MeXCeTe-
BbIX 3KPAHOB U (MNK) MHOTOYHKLMOHAMBHbIX MEXCETEBbIX 3KPAHOB YPOBHSA CETW, U (UN1) CPeLCcTB OQHOHANPAB-
NEHHON Nepefayy uHGopMaLmMm, a Takxe (Npu Heo6XoAMMOCTH) 32 CHET (PM3NYECKON N30NALMN OTAENbHbIX Cer-
MEHTOB MH(OPMALMOHHON CUCTEMBI, ONpeLensieMbiX 0rnepaTopomM.

Wutepnpetaums: C3U knacca "anog" - InfoDiode - 06ecneynBaeT nosiHyt0 N30AALMI0 NepumeTpa MHKDOPMaLOHHON
(aBTOMATM3MPOBAHHOIA) CMCTEMbI HA (PU3NYECKOM YPOBHE, UCKITHOHAA BO3MOXXHOCTb HarnpaBuTb Kakon-mbo qusm-
YECKUIA CUrHas Mo KaHamny CBA3W BHYTPb (K CEPBEPHbIM KOMMNOHEHTaM, Cpeje BUpTyanusaun, KOMMyTaUuMoHHOMY
060pY0BAHNIO 1 T.N) U3 NHOObLIX BHELLHWUX CErMEHTOB (OTKPbITbIX/HE0BEPEHHbIX). B TOM 4ucne obecrnevnBaeTcs
CEermMeHTpoBaHNe NHGOpPMaLMOHHON (aBTOMATU3UPOBAHHO) CUCTEMBI.

Peannzaums B InfoDiode: Peanu3yetca pmanyeckum npuHUUNOM paboTsl annapaTHoON KOMMoHeHTbl InfoDiode
(Qon3nyeckmii curHan - CBET - HanpasJIAETCA TONIbKO B OfHY CTOPOHY - U3 UCTOYHMKA K MPUEMHMKY) N BO3MOXXHO-
CTb0 Nepeaayn CTPoro onpeieNieHHbIX NPOTOKONOB U3 JOBEPEHHOIO B HEJJ0BEPEHHbI CErMEHT CETU

MC3.2  Opranusauus AeMUNNTAPU30BAHHO 30HBI

[leMunuTapn3oBaHHas 30Ha J0MXHA GbITb U30MIMPOBAHA OT BHYTPEHHUX CErMEHTOB MH(OPMALMOHHON CUCTEMbI,
06pabaTbiBAOLLMX MHCOPMALNIO OTPAHUYEHHOr0 JOCTYNA, C NPUMEHEHEM MEXCETEBbIX IKPAHOB 1 (M) MHO-
rOYHKLIMOHANbHBIX MEXCETEBbIX 3KPAHOB YPOBHS CETH, U (UNK) CPEACTB OJJHOHANPABNEHHOI Nepefayn nHdopma-
L.

Wutepnpetaums: C3U knacca "amon” - InfoDiode - 06ecneynBaeT nosiHyt0 N3014LMI0 NepumeTpa MHKDOPMaLUOHHON
(aBTOMATM3MPOBAHHOI) CMCTEMbI HA (PU3NYECKOM YPOBHE, B TOM YMCile OT AEMUNUTAPU30BAHHON 30HbI, MCKI0Yas
BO3MOXXHOCTb HanpaBuTb KaKo-nM60 hn3nNHecKnii CUrHas no KaHany cBA3n BHYTPb (K CepBEPHbIM KOMIMOHEHTaM,
cpefie BUPTyanu3auum, KOMMyTaLuuoHHOMY 060pYyLOBaHUIO U T.M) U3 NHOOLIX BHELUHWUX CErMEHTOB (OTKPbITbIX/
HEeJOBEPEHHbIX).

Peanusauus B InfoDiode: Peanuayetcs onanyeckum npuHLmunom paboTsl annapatHoin KomnoHeHTs! InfoDiode
(Chu3anyeckmnin curHan - CBeT - HanpasnAeTCa TOMbKO B OLHY CTOPOHY - U3 UCTOYHUKA K MPUEMHIKY) 1 BO3MOXHO-
CTbt0 NEPEAA4M CTPOr0 ONPEAENeHHbIX MPOTOKONOB 3 IOBEPEHHOI0 B HEJJOBEPEHHDIA CErMEHT CETH
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MeToauyeckuit nokymeHT @CTIK ot 12 anpens 2026 r.

Mepa

OnuncaHue

MC3.3

KOHTpONb CeTeBOro AocTyna u counbTpaums Tpaduka

KOHTPOMb JI0/KEH OCYLLECTBNATLCSA C NPUMEHEHUEM NpaBUN (hUNbTPaLMK Tpachuka, pa3padoTaHHbIX C y4eTOM akK-
TyanbHbIX Yrpo3, U (UNn) ¢ NPUMEHEHUEM CPEACTB OJHOHANPABNEHHOI Nepeaadn MHGopMaLn.

Wutepnpetaums: C3U knacca "anog" - InfoDiode - 06ecneynBaeT nosiHyt0 U30ALMI0 NepumeTpa MHKDOPMaLOHHON
(aBTOMATU3MPOBAHHOM) CUCTEMbI HA (DU3NYECKOM YPOBHE, UCKIH0YAsA BO3MOXHOCTb HanpaBuTb Kakon-nn6o gusm-
YeCKMNiA CUrHas Nno KaHany CBA3M BHYTPb (K CEPBEPHbIM KOMMOHEHTaM, Cpeae BUPTyanu3aumn, KOMMyTaunoHHOMY
060pY0BaAHNIO 1 T.N) U3 NHOObLIX BHELLIHUX CErMEHTOB (OTKPbITbIX/HeA0BePeHHbIX). Mpu aTom InfoDiode nossonser
OCYLLECTBNATb Nepefayy AaHHbIX U3 [I0BEPEHHOr0 B HEJJ0BEPEHHbIE CErMEHTbI N0 CTPOro NPeaonpeaesieHHoOMY B
KOHCOUrypauum ycTpoicTBa CNUCKY CETEBbIX MPOTOKOSOB.

Peannzaums B InfoDiode: Peannayetca pmanyeckum npuHUUNomM paboTsl annapaTHoi KomnoHeHTbl InfoDiode
(Cbuanyeckmnin curHan - CBeT - HanpaBnSAeTCs TOMbKO B OfHY CTOPOHY - U3 MCTOYHMKA K NPUEMHIKY) 1 BO3MOXHO-
CTbH0 Mepeaayn CTPoro onpeaeneHHbIX MPOTOKONOB 3 JOBEPEHHOI0 B HEJOBEPEHHbI CErMEHT CeTH

MC3.4

MackupoBaHue CUCTEMb!

3aTpyaHeHue NpoBeieHNs aHann3a MHAOPMALIMOHHOI CUCTEMbI U NONYYEHUS CBEAEHNIT 0 €6 KOHAUIypauuu 1 0co-
6EHHOCTAX (YHKLUMOHUPOBAHWUS BHELLUHUMM HAPYLLIMTENSIMI 6€30MaCHOCTM MHpOpMaLn.

Wutepnpetaums: G311 knacca "amon" no3BonseT peann3osarb NONHOE COKPLITUE TOMOMIOrMN, apXUTEKTYPbI U KOH(U-
rypauum nHgOpPMaLMOHHO (aBTOMATU3NPOBAHHON) CUCTEMbI. 3TO 06ECMNEYMBABTCS HE TONTIbKO HEBO3MOXXHOCTbIO
nepenatb Kakue-nun6o uU3nYecKne CMrHasbl BHYTPb 3aLLULLAEMON CETU/CErMEHTa CeTU, HO U 3a CHET NPUMEHEHMS
peweHnii no NAT MpoBaHUMIO MCXOAALLETO TPAdhMKa, NO3BOMAIOLLIEr0 CKPbITh afipecaLuio CeT OTNPABMTENS U CaMO-
ro auoaa

Peanusaums B InfoDiode: Peannayetcs onanyeckum npuHLmunom paboTsl annapatHon KomMnoHeHTs! InfoDiode
(Cbnanyeckunid curHan - CBeT - HanpaBnAeTCa TONbKO B OfHY CTOPOHY - M3 UCTOYHMKA K MPUEMHIKY) 1 BO3MOXHO-
CTbi0 NEPEA4M CTPOro ONpeaeneHHbIX NPOTOKONOB U3 IOBEPEHHOr0 B HEJJOBEPEHHbIA CErMEHT CETH
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MeToauyeckuit nokymeHT @CTIK ot 12 anpens 2026 r.

Mepa Onucanue

3KC.1 3aluTta aaHHbIX Npu nepeaaye no kaHanam cas3u

B MHhOpMALMOHHOIA CUCTEME [J0OMKHA ObITh 06ECMEYEHa 3aLuMTa KaHanoB nepeayi AaHHbIX, BbIXOAALLMX 32 npeje-
Nbl KOHTPONMPYEMOW 30HbI, KOTOPast BKMKOYAET:

KOHTPOJIb BCEX CETEBbIX B3aUMOMECTBUI HA NOpTax M MHTepdencax NPUoXeHNin 1 CETeBbIX CEPBMCOB, AOCTYMHbIX
13 ceTn «/HTepHeT»;

(bopmMUpOBaHME M NOLAEPXKAHME B aKTyarlbHOM COCTOSAHWW NPaBMi MEXCETEBOIO 3KPAHUPOBAHUS C YHETOM Mepbl
3awnTbl nHgopmauum MC3.3;

OrpaHuyeHne JOCTyna Nonb30BaTesieil, NPUIOXKEHWIA 1 CETEBbIX CEPBMCOB K HEMCMOMb3YEMbIM MOPTAM, CETEBbIM
cnyx6am 1 cepeucam;

OTKJTH04eHMe He6e30MacHbIX BEPCUIA NMPOTOKOMNOB U CETEBbIX CNYX6.

Peanusauus ykazaHHon Mepbl 3aLmTbl MHGDOPMaLMKU 06eCne4YMBaeTCsa 3a CHET NMPUMEHEHUA MEXCETEBbIX 3KPaHOB U
(Mnu) MHOTOGOYHKLMOHAMBHBIX MEXCETEBbIX 3KPAHOB YPOBHSA CETW, U (MNK) CPELCTB O4HOHANPABIIEHHON Nepeaayn
MHGDOPMALMK, & TAKXKE C UCMNONb30BAHNEM LIMGPOBATIbHBIX (KpUNTOrpadouyecknx) CpeAcTs 3alnTbl MHGOPMALMN B
COOTBETCTBUU C 3aKOHOAATENLCTBOM Poccuiickon defepauum.

Wutepnpetauums: C3U knacca "anog" - InfoDiode - 06ecneynBaeT nosiHy0 N30NALMI0 NepumeTpa MHKDOPMaLOHHON
(aBTOMATM3MPOBAHHOI) CMCTEMbI HA (PU3NYECKOM YPOBHE, UCKITHOHYAA BO3MOXXHOCTb HanpaBuTb Kakon-moo qusmn-
YECKUIA CUTHas Mo KaHamny CBA3W BHYTPb (K CEPBEPHbIM KOMMNOHEHTaM, Cpeje BUpTyanusaun, KOMMyTaUuMoHHOMY
060pYyL0BAHMIO 1 T.M) U3 NOObIX BHELIHMUX CErMeHTOB (OTKPbITbIX/HeA0BepeHHbIX). [pu atom InfoDiode nossonser
OCYLLECTBNATb Nepeaayy AaHHbIX U3 [I0BEPEHHOr0 B HEJJ0BEPEHHbIE CErMEHTbI N0 CTPOro NPeaonpeaesieHHOMY B
KOHGhUrypauum yCTponcTBa CrncKy CETeBbIX NPOTOKOJIOB.

Peanusauus B InfoDiode: Peannayetcs onanyeckum npuHLmunom paboTsl annapatHon KomnoHeHTs! InfoDiode
(Cbu3nyeckunid curHan - CBeT - HanNpaBnAeTCa TONbKO B OfHY CTOPOHY - M3 UCTOYHMKA K MPUEMHIKY) 1 BO3MOXHO-
CTbi0 NEPEAA4M CTPOro ONpeaeneHHbIX NPOTOKONOB U3 IOBEPEHHOr0 B HEJJOBEPEHHbIA CErMEHT CETH
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