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1. BBeaenue

Hacrosiiiee pyKOBOACTBO CONEP)KUT HHCTPYKIMIO IO TOArOTOBKE K OKCIUIyaTallu
obopynoBanusi AIIK InfoDiode PRO u ero nepBoHavaibHOI HaCTpOWKeE.

MoHTax 000pyIOBaHUsI IOJDKEH MPOU3BOIUTHCS C y4ETOM COOIIOJEHUS BCEX TEXHUYECKHX
tpeboBanmii u xapaktepuctuk AIIK InfoDiode PRO.



2. Texunueckue xapakrepuctuku AIIK InfoDiode PRO 0a3oBas
KOMILJICKTAIUA

2.1 I'abapursi

Baszosriii AIIK InfoDiode PRO base cocrout u3 3-X KOMIOHEHT W 3aHuMaer 3 rack unit: 1Ba
cepBepa | OJIHA amTapaTHas KOMIIOHEHTA OJTHOHAMPABICHHOH Tepeaun JaHHBIX.

B Tabmuua 1 mpuBeneHsl rabapUTHbIE XapaKTEPUCTUKH BceX KOMIOHEHT Oa3oBoro AIIK
InfoDiode PRO base.

Tabmuna 1. 'abaputhbie xapakTepuctiuku komnoHeHT AIIK InfoDiode PRO base

[Hupuna (Mm) I'my6una (MM) BricoTa (MMm) Bec (xr)
Cepaep 483 497 /538 44 10
AnmnapaTHas 483 250 445 5,1
KOMITOHEHTa
AIIK InfoDiode 483 497 /538 133 25,1
PRO base B
KOMILJICKTE

2.2 DJ1. nMTaHHe, MOLIIHOCTh M TEeIJIOBbIe/IeHHe

— O nutanue - 230 B (AC);
— Yactora - 50-60 I't (ogHODa3HBII).

Ha xaxmom cepepe 1o 2 6510Kka 1. TUTaHus (1711 00eCredeH s OTKa30yCTOWINBOCTH).

Ha annapatnoit komnoHeHTe 2 0y0Ka 3J1. muTaHus (17 oOecrieueHusl 3aluThl U pa3/ielieHus
MPUHUMAIOIEH U TIepeIatolIell CTOPOH B YaCTH IJIEKTPOCHAOKEHHUS).

B Tabnuma 2 mpuBeneHbl pacdeTHbIE W MaKCHMallbHbIe ITOKA3aTell MOIIHOCTH U
trerioBeiaesieans 0aszosoro AIIK InfoDiode PRO base.

Taommma 2. IToxazaremu moraoctd U TemnoseraeneHust AIIK InfoDiode PRO base

IToka3arens InProxy OutProxy AK InfoDiode | AIIK InfoDiode
RACK single | PRO base B
KOMILJICKTE

MouHocts, Bt: pacuernas | 277,8 277.,8 15 570,6

MoIHOCTB, Bt: | 450 450 30 930

MaKCHMaJIbHas

Temnoswinencuue, BTU/hr: | 9473 947,3 51,2 1945.8

Pacuernoe

Tennoseinenenue, BTU/hr: | 1535 1535 102 3172

MakcumalbHOE




2.3 PusnyecKue XapaKTePUCTUKHU
Temneparypa: padouas ot +10 no +35°C, xpanenue ot —40 no +70°C;
Bnaxnocts: oT 5 10 90 %, 6€3 KoHeHCcaI[UH BJIary.

2.4 Unrtepeiichl

Data&Management Ha kaxaoMm cepBepe: 4x1000Base-T (RJ-45), 2xSFP moayns 1000Base-SX
(LC), 1x Mgmt LAN (RJ-45)..

[IponyckHasi cmocoOHOCTD:

— mnorokosslil Tpaduk (UDP) — 1o 900 Mbps;
— npokcu nepenava (FTP/CIFS/SMTP) — no 300 Mbps.

ITonnep:xka CcTaTHYECKUX MapIIPYTOB.



3. Texunueckue xapaxkrepuctuku AlIIK InfoDiode PRO
KJIACTEPHAsl KOMILIEKTALIUSA

3.1 I'aGapursl

Knactepnas Bepcust AIIK InfoDiode PRO cluster cocTouT 13 6-Tii KOMIOHEHT U 3aHUMaeT 6 rack
unit: 9eTeIpe cepBepa U JBE ABOWHBIC alllapaTHBIC KOMITOHCHTHI OJTHOHAMPABICHHON TIepeaavn
JAHHBIX.

B Tab6ymna 3 npuBeeHbl rabapuTHBIC XapaKTEPUCTUKH BCEX KOMIIOHEHT KJIACTEPHOU BEPCHHU
AIIK InfoDiode PRO cluster.

Tabmuna 3. 'abaputabie xapakrepuctiuki koMmrnoHeHT AIIK InfoDiode PRO cluster

[upunHa (MM) ['mybuna (M) BricoTa (MMm) Bec (kr)
Cepaep 483 497 /538 44 10
JBoitHas 483 250 44.5 53
anmnapaTtHas
KOMITOHEHTa
ATIK InfoDiode 483 497 /538 266 50,6
PRO cluster B
KOMILICKTE

3.2 DJ1. nuTaHWe, MOLIHOCTDH U TeIIOBbIIeJIeHue

— O mutanue - 230 B (AC);
— Yactora - 50-60 I't (ogHODa3HBII).

Ha xaxmom cepBepe 1o 2 6510Ka 1. muTaHust (111 00ecredeHnst 0TKa30yCTOHIHBOCTH).

Ha xaxpnoit nBoWHOM anmapaTHOW KOMIIOHEHTE 2 JBOWHBIX OJIOKa 311 OUTaHUS (IS
oOecrieueHusl 3allUThl W pa3JieJiCHus] MPUHUMAIONIEH M Tepefaromeid CTOPOH B YacCTH
AIIEKTPOCHAOKCHHUS ).

B Tabmuua 4 mnpuBeneHbl pacyeTHbIE M MaKCUMajbHblE I1OKA3aTe€IM MOLIHOCTU U
teruioBblieneHus kiactepHoit Bepcuu AIIK InfoDiode PRO cluster.

Taomuia 4. [Tokazarenu momaocty 1 TerutoBblaeieaus AITK InfoDiode PRO cluster

IToka3arens InProxy OutProxy | AK InfoDiode | AIIK InfoDiode
RACK double | PRO cluster B
KOMILICKTE

MormurHocTs, BT: pacuernas | 277,8 277,8 15 11422
MOontHOCTb, Bt: | 450 450 30 1860
MaKCHMaJIbHAs
Temnoswinencuue, BTU/hr: | 947,3 947.3 51,2 3891,6
PacuetHoe
Temnoswsineneaune, BTU/hr: | 1535 1535 102 6344
MakcumanbHOE




3.3 ®uznvecKue XapaKTePUCTUKH
Temneparypa: padouas ot +10 no +35°C, xpanenue ot —40 no +70°C;
Bnaxnocts: oT 5 10 90 %, 6€3 KoHAeHCcaI[UH BJIaTH.

3.4 UnTrepdeiichl

Data&Management Ha kaxaom cepsepe: 4x1000Base-T (RJ-45), 2xSFP moayns 1000Base-SX
(LC), 1x Mgmt LAN (RJ-45).

[IponyckHasi cmocoOHOCTD:

— mnorokosslil Tpaduk (UDP) — 1o 900 Mbps;
— npokcu nepenava (FTP/CIFS/SMTP) — no 300 Mbps.

ITonnep:xka CcTaTHYECKUX MapIIPYTOB.



4. bazoBasi KOMILIEKTAIIUSA

B 6a3oByro kommiektanuio AIIK InfoDiode PRO base BxoauT:

— AnmnapaTHoe ycTpoicTBo ogHoHarpasieHHoi nepenaun nanHbix AK InfoDiode RACK
single;

— JIBa Cepsepa Kraftway nmmu Aksapuyc (In-Proxy u Out-Proxy) ¢ npenycTaHOBICHHBIM
I10 InfoDiode;

— JIBa mar4-kopna Multi-mode ¢ konnekTopamu LC-LC.

Ha Pucynok 1 m3o0OpakeHa nepeiHss MaHeNb almapaTHOrO yCTPOWCTBA OJIHOHAINIPaBJIEHHOMN
nepenaun qaHHbIX AITK InfoDiode RACK single:

@ loiolsg-Dioceg rlololo g

1 — Munukarop »i1.nutaHus nopra IN 5 — Munukatop cratyca coenunenus nopra OUT
2 — Pazvem LC-LC mna nogkmodenus InProxy cepsepa 6 — Pazvem LC-LC mnst nopxmouenust OutProxy cepsepa
3 — naukarop craryca coenuHeHus mopta IN 7 — Unpukarop sn.nuranus nopra OUT

4 — aukarop cratyca 0JHOHAIPABICHHOTO COEJIMHE HUSI

Pucynok 1. [lepennsis nanenp annapaTHOTO YCTPOMCTBA OJHOHAMPABICHHON NIepeaadyun
naaHbix AK InfoDiode RACK single

Ha Pucynok 2 wm3o0pakeHa 3agHsisi MAHENb ammapaTHOTO YCTPOMCTBA OIHOHAINPABICHHOMN
nepenaun qaHHbIX AK InfoDiode RACK single:

o O o o o O

L_Res ouT 220V 50Hz L Rrps IN 220V 50Hz -

1 — Pazpemsbl g moaxorroueHus pesepBupoBannoro dn.nuranus [EC mopta IN
2 — PazwseMsl a1 noakmoueHus pesepsuposanHoro dn.nuranusi IEC nopra OUT

PucyHok 2. 3aiHss naHenb anmnapaTHoro yCTporucTBa OJHOHANPABICHHON Mepeiayu TaHHbIX
AK InfoDiode RACK single

Ha Pucynok 3 u3o0OpaxeHa nepenHss nanenb npokcu-cepsepa Kraftway nns AIIK InfoDiode
PRO:



==l r=1

| 00O
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1 — Kopauna mist HDD nucka

2 — IpuBox CD/DVD-ROM

3 — KHomnKa BKIIIOYCHUS TUTAHUS

4 — KHomnka riepe3arpy3ku

5 — USB-nopTsl

6 — Pazsem [urs mogxmroueHns Mmonuropa VGA

Pucynox 3. [lepennss nanens npokcu-cepepa 1t AIIK InfoDiode PRO

Ha Pucynox 4 u3obpaxeHna 3aauss manenb npokcu-cepsepa ais AIIK InfoDiode PRO:

1

-

7 2T r3 10 — — 11
o IIIIII
== Al gpuuanunnn
i s 67 89

1 — Pazbembl U1 MOAKITIOYEHHST PE3EPBUPOBAHHOTO AJI.ITUTAHUS

2 — Pazbem jist nokiroueHus kiasuatypsl PC/2

3 — Iopt RJ-45 nns monutopuHra cepsepa 1o nporokony IPMI 2.0
4 — USB-niopTe!

5 — Pazpem it moakitoueHust Monuropa VGA

6-9 — Buemnue ceresrbie nnTepdeiice lanl-land

10-11 — Buyrpennue ontuueckue unrepdeics fcl-fc2

Pucynox 4. 3agnss nanens npokcu-cepsepa 11t AIIK InfoDiode PRO

Ha PucyHok 5 n3o0pakeHa 3aiHsis maHess npokcu-cepsepa Kraftway (monens EL108) nys ATIK
InfoDiode PRO:



3— 4J 6— 7 8

— Pa3peMsbl 1U1s1 TOAKITIOYEHUS Pe3ePBUPOBAHHOTO 1. IIUTAHUS
— COM-Ilopt
— Passem st mopxirouenust monuropa VGA
— Bueninue ceressle untepdetics! lanl u land
— Ilopt RJ-45 mns MonuTopunra cepsepa 1o nporokoiy IPMI 2.0
— USB-nopTsl
— Paszsem mist nopkirrouennst Moantopa HDMI
— LED-/lucmneit
— Buyrpennue ontuueckue unrepdeticsl fel u fe2
0 — Buemrnue cereBbie uHTEpQeiicel lan2 v lan3

— 0 00 1N W B~ W —

Pucynox 5. 3aguss nanens npokcu-cepsepa (Mmoaenb EL108) ms AIIK InfoDiode PRO

Ha PucyHok 6 n300pakeHa nepentsisi naHeib Npokcu-cepsepa AkBapuyc (Mmozaenb T40 S104DF)
it AITK InfoDiode PRO:

27 r3 7]
E E 000000 |

—is—ls—po—1

.

—1
1 — Kop3una nns HDD nucka
2 — Kuomnka ID

3 — KHorka BKJIFOYCHUS 3JI.IMATAHUS
4 — USB-noptst

Pucynok 6. [lepenusis nanens npokcu-cepsepa (moaens T40 S104DF) nns AIIK InfoDiode PRO

Ha Pucynok 7 nzo0pakeHa 3aaHsis MaHelb Npokcu-cepsepa AkBapuyc (Mmoaens T40 S104DF)
st AIIK InfoDiode PRO:

. [ 7 F
== @tﬁnnqn::::::::::
3 2

10

1 — PazpeMBbl 151 OAKIIFOYEHUS PE3EPBUPOBAHHOTO 3J1.TUTAHHSA

2 — ITopt RJ-45 nnst MormMTOpHHTa cepBepa 1o npotokoxy IPMI 2.0
3 — USB-nopTs!

4 — Pa3wem uist moakimoueHUst MOHUTOpa VGA

5-8 — Buemnue cereBbie nHTepdeiice lanl-land

9-10  — Buyrpennue onruueckue unrepdeiicsl fcl-fc2

Pucynok 7. 3aanss nanens npokcu-cepsepa (Monens T40 S104DF) nna AIIK InfoDiode PRO

10



4.1 IloaroroBKka K HaCTpoOiiKe

3anoxkymentupyiite B Tabmuna 5 Bce HacTpoiiku o6opynosanus AIIK InfoDiode PRO base. Otu
JIAaHHbIE MOT'YT IIOHAJOOUTHCA I aIMUHUCTPUPOBAHUS U PE3EPBHOTO BOCCTAHOBIICHHUS.

Buumanue! KondurypupoBanue ycTpoiicTBa clieAyeT BOCIPHHUMATh COTJIACHO MOJENN
«4EepHOro SIIMKa» C TMPENOCTABICHUEM /i KOH(DUTYPUPOBAHHUS CTPOTO OMPEIETICHHOro
Habopa KOMaHJ M NapaMeTpoB, SBHO YKa3aHHBIX B COOTBETCTBYIOIIMX JKCIIITyaTallMOHHBIX
JIOKyMeHTaX. LlenocTHOCTh CHCTeMHBIX (PaiijIoB M KaTaloroB, KaK M pa3/ielioB Ha JNUCKaxX B
LIEJIOM, OTCJEKUBAETCA CUCTEMOW KOHTPOJS ILENOCTHOCTH. B wacTHOCTH, 3ampernieHo
CO3/1aBaTh HOBbIE (DaliJIbI B JIFOOBIX KaTaJorax, KpoMe JI0MaIIHUX AUPEKTOPHUI MTOJIb30BaTEIeH
(/home) u /tmp. Takxke HaJIOKEHO OrpaHUUYCHHUE (3aMPEIIEHO) CAMOCTOSATEIILHOE H3MEHEHUE
OCHOBHBIX KOH(QHUI'YypauMOHHBIX (aiiyoB: smb.conf, vsfipd.conf, sudoers, xon¢urypaumii
sysctl 1 Ipyrux cucTeMHBIX KOH(PUIypallMOHHBIX (DaiiIoB, a TAKXK€e BKJIIOUEHUE/BBIKIIIOUEHUE
cly’k0 1 M3MEHEHU e TapaMeTpoB CiIyk0 uepes cpenctna cli (systemctl, timedatectl u npouee)—
SIBHO HE3a€KJIapUPOBAHHBIX K U3MEHEHUIO B HACTOSIIIENH MHCTPYKIIHH.

CaMocTosiTenbHO M3MEHEHHe KOH(UTypalmoHHbIX (aiijloB BHE TpeOOBaHUI HMHCTPYKIUU
MOYKET MPUBECTH K HAPYIICHUIO IEJIOCTHOCTH MPOJAYKTa M MHLIMUICHTY MH(OPMalMOHHON

0€30MaCHOCTH.

Kondurypauus cereBbix nHTEpQEicoB, agpecallid U T.I. BHIMOIHSIETCS B COOTBETCTBHH C

paznenoM 4.2.4 HacTOSIIEro JOKyMeHTa.
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Ta6muma 5. Hacrpoiiku o6opynoBanus AIIK InfoDiode PRO base

Bama nacrpoiika
HyukT Onucanne
InProxy OutProxy

IP-anpecu | IP-agpec u macka YupasiieHue

Macka cere | mHTepdeiicoB

BBIX MHTED | YHPABICHUS U JAHHBIX

deiicoB CEpBEPOB ISt JOCTyTa
K web-untepdeiicy u
nepeaavy JaHHbIX.
Ecmn 1p—21)1pec Tanmbie
uHTepdeiica
YIpaBICHUS U JAaHHBIX
JIOJDKHEBI OBITH
coBMerieHsl (inband-
managment), TO
npoayOIMpoBaTh
azapeca

MapupyTt CereBoll U103, HA

o KOTOPBIN MaKeT

YMOJIYaHUIO | OTIIPABISETCS B TOM

(1wTr03) ciydae,
€CITU MapUIPyT K CETH
HA3HAYCHUS MaKeTa He
U3BECTEH

Xocr VYkazanue [P-agpeca

cepBepa cepBepa i1 coopa

Syslog syslog-unpopmannn

*HeoOs3aTe | pa3HOr'O YPOBHSA

JTHHO JIOTHPOBAHUS

SNMP CrnoBo nim ¢pa3sa,

apoJb KOTOpasi CIpaIinBacTCs

*HeoOs3aTe | Ui yNpaBJICHUS

JIBHO CETEBBIMU
yCTpOMCTBAMU
(MapupyTu3aTop,
KOMMYTATOP)

Domain [P-anpec cepsepa,

name server | HCIOJIb3yEeMbIi JJIs

*neobs3ate | DNS 3ampoca

JBHO

Anvunuctp | Jlorun u mapoJib ais

aTUBHBIC Joctyma Kk web-

JTaHHBIC unTepdeiicy. [Tocne

*Heo0s3aTe | aBTOPH3AIUU MOKHO

JTHHO WU3MEHUTh

12



4.2 lHonkmouenue AIIK InfoDiode PRO k kopnopaTuBHOi ceTH
4.2.1 IloakiarouyeHue K djieKTpoceTH, BkJa4YeHue dL.nuranusa AIIK InfoDiode PRO

[TonkirounTe MPOKCH-CEPBEPHI, alapaTHYd KOMIIOHEHTY KaOelnsMHu OdJ. MUTaHUS K OII.
pO3€TKaM M BKIIOYUTE KHOIIKY O3J. INHUTaHUS Ha YCTPOMCTBAxX. YCTPOWCTBA TOTOBBI K
JKCILTyaTalUH.

4.2.2 Toakawuyenue cepsepoB In-Proxy u Out-Proxy Kk kKopnopaTuBHOM ceTH

1. Tloaknrounte BHemHHW wHTepdeiic maHHbIX lanl k ceTeBoMy 000OpyAOBaHHIO (WU K
KOHEYHOMY yCTPOWCTBY) KaOesleM BUAa «BUTasl Mapa» ¢ KoHHeKTopamu RJ-45.

2. TlonkmounTte BHEIIHUH nHTepdeiic ynpaBiaenus lan4 k cereBoMy 000pya0BaHHIO (MITH K
KOHEYHOMY yCTPOWCTBY) KaOesieM BUAa «BUTasl Mapa» ¢ KoHHekTopamu RJ-45.

3. TloBTopuTe 3TH AEUCTBUS CO BTOPBIM CEPBEPOM.

4.2.3 TIloakiaw4denue cepBepoB K annapatHoii komnonente InfoDiode RACK single:

[Mopkmrounte oauH w3 BHYTpeHHUX uUHTepdericoB nanubix (fcl/fc2) cepsepa In-Proxy
ONTHYECKUM KabeseM K pazbeMy IN anmapatHoit kommoneHTsl InfoDiode RACK single.

[MopkmounTe oauMH W3 BHYTpeHHMX wuHTepdeiicoB manHbix (fcl/fc2) cepepa Out-Proxy
ontuyeckuM kadesem k pazbeMy OUT anmapaTtHoi komroneHThl InfoDiode RACK single.

Huxe na Pucynox 8 mpencraBiena cxema mnoxakmoueHus AIIK InfoDiode PRO base k
KOpPIOPAaTUBHOM CETH:

AK InfoDiode
InProxy RACK single OutProxy

Pucynox 8. Cxema nogkmouenust AIIK InfoDiode PRO base k kopnopaTuBHOM ceTH.
4.2.4 IIpoBepka M M3MeHEHHE KOH(PUTIYPALMHU IPOKCH-CEPBEPOB

JUis mpocMoTpa U M3MEHEHUs TeKyIleld KOH(QUIypaluu MOXHO MOAKIOYUThCS K InProxy u
OutProxy Tpems ciocobamu:

1. TlomkmO4YMTP MOHUTOpP M KJIABUATYPY HEIMOCPEIACTBEHHO K (H3UYECKUM CepBEpam
InProxy un OutProxy

2. Ilo IPMI (meobxomuma ceteBasi HacTpoiika Ha [PMI unTepdeiice).

3. Ilo SSH

ITpu 3arpy3ke cepBepa 3axoaum B BIOS - Server MGMT - BMC Network Configuration u
yKa3piBaeM ceTeBble HacTpoiiku (IP-ampec, macky, mumo3 mo yModaHHIO) st HHTepdeiica
IPMI. Ioakmrogaemcs uepe3 BeO-uHTEpdelic, HCmoap3ysl 000 Opay3ep ¢ IOJAePKKOi java, B
aapecHoil cTtpoke Kortoporo BBoauM I[P-ampec IPMI-untepdeiica, u, mocie noakimodeHus
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MPOXOJIMM aBTOPU3AIMIO C MCIOJIH30BAHMEM HUMEHHU TIOJIb30BATENsl M MAapoJisi, YKa3aHHBIX B
JOKYMEHTAllUd WJIM  33JaHHBIX I10JIb30BATEIbCKUMHM HACTpOMKaMu ([0  yMOJIYAHUIO
WCIOJIb3YETCsl JIOTUH U Napoiib admin/adminl234).

Buumanue! Ilpu mnepBoil aBtopuzanuu B TepmuHane (mo IPMI uwam no npsmomy
MOJIKJIIOYEHHIO C TOMOIIbIO KJIABUATYPbl U MOHUTOPA) CUCTEMBI HEOOXOIUMO CMEHUTH IapOJib
N0JIb30BATEINISl Y00t Ha COOTBETCTBYIOIINN PEKOMEHIYEMBIM MOJIUTUKAM Oe3omacHocTh. Jluis
CMEHBI MapoJs aBTOPU3YHTECh KaK r0of, BBEIUTE NMapoib infodiode, 3aTeM BBEIUTE HOBBIN
HapoJib B OTBET Ha 3aIPOC CUCTEMBI. 3alTOMHUTE WJTH 3a(DUKCUPYHTE JTaHHBIM apoJIb COrTIacHO

npaBujIaM U IIOJJUTUKaAM 0e3011aCHOCTH JUIIA Barmen OopraHu3anuu.

Hns nmocryna mo SSH HeoOxomuMo, 4TOOBI TpeaBapuTeNIbHO ObLT HacTpoeH I[P-ampec Ha
uHTepdeiice ynpaBieHus, MapupyT no ymosdanuto. [ogkmounreck k cepepy no IP-aapecy
uHTepdeiica ynpasnenus land. [Tocie moakmrodenus sBeaute B SSH-KOHCOMM JTOTHH U MTapoIib
diode/P@sswOrd.

Buumanwue! B coctaBe quctpuOyTHBa NpUCyTCTBYET yTUiMTa pwquality ¢
COOTBETCTBYIOLIMM KOH(MHUTYpalMOHHBIM (PaiijIoM, OIPEACIISIOIIMM apOIbHYIO OJUTUKY
(TpeboBaHuUs K CI0KHOCTH MapOJisi yCTAHOBJICHBI COrNIACHO TPEOOBAHUSAM PErysiTopa s
C3U Y]14), a Taxxe yrunuta pam_faillock (ompenensier 6mokupoBanue Y3 B ciydae
HEKOPPEKTHOr'O BBOJIA Mapoiisi U 0a30BYyo 3amuty oT bruteforce). C yueTom 3TOr0 B cucTeMe
MPUCYTCTBYIOT 3HAYUMBbIEC TPEOOBAHUS K CIOKHOCTH NApOJIsl, & HAPYIICHHE MO THKH MOYKET
SIBIISITHCS TIPETISITCTBHEM JIJISI 3aITyCKa BCEH CUCTEMBI M MOXKET OBITh ITPOAMArHOCTUPOBAHO.
[To ymorgaHnio MpUMEHEHBI CIeAYIOIe TPEOOBAHUS TAPOIBHOM ITOJIU THKH:

e B orHOmennn kauecTBa maposis - "/[nuHa napossi He MeHee BOCbMU CUMBOJIOB,
angaBuT naposs He MeHee 70 CHMBOJIOB, TAPOJIb JOJDKEH BKIIFOYATh 3arylaBHbIC
OYKBBI, HU(PPBI U CHELICUMBOJIBI"

B oTtHOmenuu 3anmThl o1 bruteforce:

® KOJIMYECTBO HEMPABWIBHBIX BBOJOB — 4 MOMBITKH

e BpeMs U3MEPCHUS — 5 MUHYT

e BpeMms OJIOKHPOBKH - 30 MUHYT

B ciryuae ecim corniacHO TpeOOBaHUSM OpraHU3aluu HEOOXOUMO MTPHUMEHHUTH OoJiee
"MSATKYI0" TAaPOJIbBHYIO MOJIMTHKY B YaCTH KauecTBa MapoJis - ClIeNyeT BHECTH U3MEHEHHUS B
daiin (/etc/security/pwquality.conf).

[Tocne moakmovyeHus k cepsepam In-proxy/Out-proxy:

1. CoxpaHseM TeKyllyl0 KOHQHUIYpalMIO KOMAHAOW infodiode-cli config save -f
/tmp/cfg.xml —wp

2. Yto0bl penakTUpoBaTh TEKYILIyI0 KoH(urypamui, oTkpoute ¢aiin /tmp/cfg.xml c
MTOMOIIBI0 TEKCTOBOTO peakTopa vim.

3. Haiinure Gnok <net:subsystem</net:subsystem> u H3MEHHUTE CETEBbIE IapaMeTPhl
untepdeiica ynpasnenus land u mapuipyra nmo-ymonauanuto (Pucynok 9)

4. Jlna npumeHenus koHourypanuu InfoDiode HeoOXOOMMO BBIMOIHUTH KOMAaHIY:
infodiode-cli config load -f cfg.xml
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<net:hostname>id-dev2-gi-inl. lggaldomain</net hostnames

<net:data>
znet:enakbledstrue</net:enabled:>
<net:devicexlanl</net:devicex
<net:address>10.0.141.53/24</net:address>
<met:ping>false</met:ping:>

<fnet:datax>

<net:control>
<net:enabled>troe</met:enabled>
cnetidevicerland< /net:devices
<net:address>10.0.144.53/24</net:address>
<net:ping>troe</net:ping>

</net:control>

<net:cluster>
<net:enabled>false</net:enabled>

</neticluster>

</netinode>
</netinodes>
<net:routes>
<net:route network="diode" =subnet="192,168.1.0/24"/>

<net:route gateway="10.0.141.1" network="data" subnet="10.0.183.12/32"/>

<net:route gateway="10.0.141.1" network="data" subnet="10.0.183.8%/32"/:

<net:route gateway="10.0.144.1" network="control" =subnet="0.0.0.0/0"/>
</net:routes>

Pucynok 9. BriBoa yactu KoHurypanuoHHoro ¢aiina B cli-koHcoau

3

ITpumeuanue.
/tmp/cfg.xml - ms daiina, kyna Oyznet BeIrpyxena texynas koHpurypamus 110 InfoDiode
-Wp - BBITpY3Ka KOHQUTYpaLlUU C TapOJIsIMU

B nannom npumepe:
lanl — naumenosanue unmepghetica OanHHvIX
lan4 - naumenosanue unmepeiica ynpaeienus
10.0.144.53/24 - cemesoti aopec unmepeiica ynpasietus

10.0.144.1 - adpec wino3a nO-ymMoI4aAHUIO
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5. KinacTtepHasi KOMILUIEKTAIMS

B xommiekTamuto knacreproit Bepcur AIIK InfoDiode PRO cluster Bxonsrt:

JIBa NBOMHBIX almapaTHbBIX YCTPOMCTBA OJHOHANpPAaBICHHOM mnepenadyr JaHHbIX AK
InfoDiode RACK double ¢ uyetsippms pazsemamu LC-LC;
— Yetsipe Cepsepa Kraftway (nBa In-Proxy u na Out-Proxy) ¢ npenycranosieHHbiM 110

InfoDiode;
— Bocewmsb nata-kopaoB Multi-mode ¢ koraekTopamu LC-LC.

Ha Pucynox 10 wun3o0paxeHa mnepenHss NaHENb JBOMHOIO ammapaTHOrO YCTPOWCTBA
onHoHamnpasieHHol nepenaun gaHHbIX AK InfoDiode RACK double:

¥

; jlelelf ¢-Dicieg gloials jllely ¢-Dicieg gloily i

IN INTERNAL ouT

1 — Uupukarop sia.nuranus nopra IN 6 — Pazvem LC-LC mnst nopxirouenust OutProxy cepsepa

2 — Pazwvem LC-LC mia mogkmouenus InProxy cepsepa 7 — Unpukatop sn.nuranus nopra OUT
3 — naukarop craryca coenuHeHus mopta IN 8 — IlepBBIii MOIYIJIb IBOWHOTO aNmapaTHOTO YCTPOHCTBa
4 — aukarop craryca 0JHOHAIPABICHHOTO COSIMHE HUSI 9 — Bropoii MOIynb TBOIHOTI'0 aNmnapaTHOro YCTpOWCTRa

5 — Wupukatop cratyca coequHerus nopra OUT
Pucynoxk 10. [lepenssisi nanenb JBOMHOrO alnmapaTHOro yCTPOUCTBA OJTHOHAIIPABIECHH OM

nepenaun gaHHbIX AK InfoDiode RACK double

Ha Pucynok 11 wu3oOpaxeHa 3aaHss TaHedb [JBOMHOIO almapaTHOIO yCTpOMCTBa
onHoHamnpasieHHol nepenaun gaHHbIX AK InfoDiode RACK double:

O O (o] o o O

L Res IN 220v 50Hz -

L_res ouT 220V 50Hz -

1 — PazpeMsl a1 moaxmoueHust pesepBupoBanHoro si.nuranus IEC nopros IN
2 — Pazpemsbl gy mogxmroueHust pesepBuposanaoro r.nuranusi [EC mopros OUT

Pucynox 11. 3aanss naHenb ABOWHOIO anmapaTHOrO yCTPONCTBA OJIHOHAIPABIEHHOU
nepenaun gaHHbIX AK InfoDiode RACK double

Ha Pucynok 12 uzobpaxkena nepennss nasens npokcu-cepsepa Kraftway nns AIIK InfoDiode
PRO:
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1 — Kopauna mist HDD nucka

2 — IpuBox CD/DVD-ROM

3 — Kuonka BKIIIOYEHUS MUTaHUs

4 — Knomnka nepe3arpy3ku

5 — USB-nopTsl

6 — Pazsem i mogxmroueHns Mmouuropa VGA

Pucynox 12. [1epennsis nanens mpokcu-cepsepa 1151 AIIK InfoDiode PRO

Ha Pucynok 13 n3o6pakena 3aauss nanenb npokcu-cepepa 1 AIIK InfoDiode PRO:

1 S
@R
s | s

== (5 FFFFIIIIIIIIII

EEEEEEEEEE
o] 5

Flj 2

1 — PazbeMbl 17151 TOJKITFOUEHHST PE3EPBUPOBAHHOTO AJI.MTUTAHUS

2 — Pazpem mns mopxirouenus kinasuatypsl PC/2

3 —IMopt RJ-45 nnst monutopunra cepsepa no nportoxkory IPMI 2.0
4 — USB-nopTe1

5 — Pa3zvem mms noaxmrouenuss Monutopa VGA

6-9 — Bremmnne ceteBbie narepdeiics! lanl-land

10-11 — Buyrpennue onruueckue unrepdeics fcl-fc2

Pucynoxk 13. 3anuss nanens npokcu-cepsepa A AIIK InfoDiode PRO

Ha Pucynok 14 uzoOpakena 3aaHss maHenb nmpokcu-cepBepa Kraftway (momenmun EL108) most
AIIK InfoDiode PRO
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3 4J 6—

— COM-Ilopt
— Pazbem s noxpkirouenust MoanTopa VGA
— Buemnue cereBble unrepdeticel lanl v land

— USB-nopTs!
— Pa3sem mist nopxirouenust Moanropa HDMI
— LED-/lucnneit

— O 00 13N WU A~ WK —

0 — Buemrnue cereBbie uHTepdeiicel lan2 v lan3

— Pa3zbeMbl 17151 TOIKITFOUCHUS PE3CPBUPOBAHHOIO 3JI.IIUTAHUSA

—ITopt RJ-45 mnst MoHuTOpHHTa cepBepa 1o nportokoiny IPMI 2.0

— Brayrpennne ontuueckue uatepdeiicsr fcl u fc2

Pucynox 14. 3agnss nanens npokcu-cepsepa (monens EL108) nns AITK InfoDiode PRO

Ha Pucynok 15 wu3o0paxeHa mnepemHss TNaHedb NpPOKCcH-cepBepa AxBapuyc (Momens T40

S104DF) nnsa AIIK InfoDiode PRO:

27 r3 T

E E 000000

=11}

\

)

=1

—1
1 — Kopsuna angs HDD nucka
2 — Kuonka ID

3 — KHormka BKJIFOYECHUS 3JI.IMATAHUS
4 — USB-nopts!

Pucynok 15. [lepenuss nanens npokcu-cepsepa (Moaens T40 S104DF) ans AIIK InfoDiode PRO

Ha PucyHnok 16 n3o0paxeHa 3aiHss maHenb MpoKkcu-cepepa AkBapuyc (Mmoaenb T40 S104DF)

s AIIK InfoDiode PRO:

T ’

10

== @FFFF

e

s 4

1 — PazbpeMBbl 4715 OAKITIOYEHHST PE3ePBUPOBAHHOTO 3. IUTAHUS

2 —Ilopt RJ-45 nnst MoHuTOpHHTA cepBepa 1o nporokosry IPMI 2.0
3 — USB-nopts!

4 — Pazwem urst moakimroueHUst MOHUTOpa VGA

5-8 — Buaemnue cereBbie nnTepdeiice lanl-land

9-10  — BuyrpenHue ontuyeckue unrepdeiicel fcl-fc2

Pucynoxk 16. 3aguss nanens npokcu-cepsepa (mogens T40 S104DF) ans AIIK InfoDiode PRO
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5.1 IloaroroBka K HaCTpoOiiKe

3anokymeHnTupyiite Bce HacTpoiiku obopynoBanusi AIIK InfoDiode PRO cluster B Tabmuna 6.
OTH 1aHHBIE MOTYT MOHAI00UTHCS 11 aIMUHUCTPUPOBAHUS U PE3EPBHOTO BOCCTAHOBIICHUSI.

Buumanue! KoudurypupoBanue ycTpoiicTBa clieAyeT BOCIPHHUMATh COTJIACHO MOJEITH
«4EepHOTo SIIMKa» C TMPENOCTABICHUEM Ul KOH(PHUIYPHPOBAHHUS CTPOTO ONPEIEICHHOIO
Habopa KOMaHJ M NapaMeTpoB, SBHO YKa3aHHBIX B COOTBETCTBYIOIIMX JKCIIITyaTallMOHHBIX
JIOKyMeHTaX. LlenocTHOCTh CHCTeMHBIX (PaiijIoB M KaTaloroB, KaK M pa3/ielioB Ha JNUCKaxX B
LIEJIOM, OTCJIEKUBAETCS CUCTEMOW KOHTPOJS IEJIOCTHOCTH. B uacTtHOCTH, 3amperieHo
CO3/1aBaTh HOBbIE (DaliJIbI B JIFOOBIX KaTaJorax, KpoMe JI0MaIIHUX AUPEKTOPHUI MTOJIb30BaTEIeH
(/home) u /tmp. Takxke HaJIOKEHO OrpaHUUYCHHUE (3aMPEIIEHO) CAMOCTOSATEIILHOE H3MEHEHUE
OCHOBHBIX KOH(QUI'ypauMOHHBIX (paiinoB: smb.conf, vsftpd.conf, sudoers, xondurypanuit
sysctl 1 Ipyrux cucTeMHBIX KOH(PUIypallMOHHBIX (DaiiIoB, a TAKXK€e BKJIIOUEHUE/BBIKIIIOUEHUE
cly’k0 1 M3MEHEHU e TapaMeTpoB CiIyk0 uepes cpenctna cli (systemctl, timedatectl u npouee)—
SIBHO HE3aJ€KJIapUPOBAHHBIX K U3MEHEHUIO B HACTOALEH HHCTPYKLIUH.

CaMoCTOSITENIbHO M3MEHEHUE KOH(PHUTYypalUOHHBIX (DaliioB BHE TpeOOBAaHUN HHCTPYKLIUU
MOYKET MPUBECTH K HAPYIICHUIO IEJIOCTHOCTH MPOJAYKTa M MHLIMUICHTY MH(OPMalMOHHON

0€30MaCHOCTH.

Kondurypanus cereBbix HHTEp(ENCOB, aapecaldyd U T.NI. BHIIOIHIETCS B COOTBETCTBUU C

paznenoMm 5.2.4 HacTOSIIEro JOKyMeHTa.
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Ta6muma 6. Hacrpoiiku o6opynoBanus kiaactep AIIK InfoDiode PRO cluster

Bama nacrpoiika
HyskT Onucanne
InProxy_1 (¥3ea 1) InProxy_2 (¥3ea 2)
Bupryanen | [P-agpec, coBMeCTHO Jast my0Jm4yHOro JocTyna
b1t [P HCIOJIb3yEMBII
y3J1aMu
JJis1 ynpasJieHus
IP-anpecn | IP-agpec u Macka Yupasiaenue
Macka cere | mHTepdeiicoB
BbIX UHTEp | YIPaBJICHUS U
deiico JIAHHBIX CEPBEPOB Aanupie
IUIA AocTyma K web-
uHTepdeicy u Buyrpennuii (Knacrep)
neperayu JaHHBIX.
Mapuipyt CeteBoil nuTI03, HA
no KOTOPBII MaKeT
YMOJIYaHUIO | OTIPABISETCA B TOM
(1wTr03) ciyyae,
€CIIM MapLIPyT K
CEeTU Ha3HA4YeHUs
MaKeTa He U3BECTEH
Xocr VYkazanue [P-agpeca
cepBepa cepBepa U1t cOopa
Syslog syslog-undopmaruu
*HeoOs3aTe | Pa3HOro ypOBHS
JHHO JIOTUPOBaHUS
SNMP CrnoBo numu ¢pa3sa,
apoJib KOTOpas
*HeoOs3aTe | CHpalIMBaETCs JJIs
JIBHO YIPaBJICHUS
CETEBBIMU
YCTpOMCTBaAMU
(MapupyTu3aTop,
KOMMYTaTOp)
Domain IP-anpec cepBepa,
name Server | UCIoJIb3yeMbId JJIs
*neobs3ate | DNS 3ampoca
JBHO
Anmunuctp | JloruH u naposb 1t
aTHUBHBIE Jmoctyma K web-
JTAHHBIE untepdeiicy. [Tocne
*HeoOs3aTe | aBTOPH3ALUU MOKHO
JHHO U3MEHUTh
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Bama Hacrpoiika

Iynkr Omnucanue
OutProxy 1 (¥Y3ea 1) OutProxy 2 (¥3exa 2)
Bupryanen | IP-agpec, coBMecTHO Joist myGJIM4YHOro 10CcTyna
b1t [P HCHOJIb3YEMBIN
y371amMu
JJis1 ynpasJieHus
IP-anpecn | IP-agpec u Macka Ynpasiaenue
Macka cere | mHTepdeiicoB
BBIX UHTEp | YIPaBJICHUS U
¢eiico JIAHHBIX CEPBEPOB Aanmpie
JUTSL TOCTyTIa K web-
uHTepdeicy u Buyrpennuii (Knacrep)
neperayu JaHHbIX.
MapupyTt CereBoll UIIO3, HA
no KOTOPBII MaKeT
YMOJIYaHUIO | OTIPABISETCA B TOM
(1wTr03) ciyJae,
€CJI MapuIpyT K
CeTH Ha3HAYCHUS
MaKeTa He U3BECTEH
Xocr VYkazanue [P-agpeca
cepBepa cepBepa It coopa
Syslog syslog-uHbopmanuu
*Heo0s3aTe | Pa3HOrO ypOBHS
JHHO JIOTUPOBAHUS
SNMP CrnoBo nim ¢pa3sa,
napoJib KOTOpas
*HeoOs13aTe | CIIPAIIMBACTCS JIJIS
JIBHO YIPaBJICHUS
CETEBBIMU
YCTpOHCTBaMHU
(MappyTtusaTop,
KOMMYTATOP)
Domain IP-anpec cepBepa,
name server | UCHoJIb3yeMbli 1Jis
*neobs3ate | DNS 3ampoca
JIBHO
Anmunuctp | Jlorus u naposs 1t
aTUBHbBIC Joctyma Kk web-
JTAHHBIE untepdeiicy. [Tocne
*HeoOs13aTe | aBTOPHU3AIUHA MOXHO
JBHO W3MCHHTH
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5.2 Ilonkarouenue kiaacrepa AIIK InfoDiode PRO k kopniopaTuBHOii ceTn

5.2.1 IMoaxknarodyeHue K dIeKTpoceTH, BKJI4YeHue di.nuranusa AIIK InfoDiode PRO

[TonkrounTE MPOKCH-CEPBEPHI, AMMAPATHBIE KOMIIOHEHTHI KaOeIIMHU 2J1. MUTAHUS K AJ1. PO3ETKE
U BKJIFOUWTE KHOMNKY 3J1. MUTAHUS HA YCTPOMCTBaxX. Y CTPONCTBA FOTOBBI K SKCILTyaTalluu.

5.2.2 MHoaknawdenune cepBepoB In-Proxy u Out-Proxy k kopnopaTruBHoii ceTn

1. Tloaxmounte uHTepdeiic faHHbIX lanl k ceTeBoMy 000pyIOBaHUIO (MM K KOHEUHOMY
yCTpOHCTBY) KabeneM BH1a «BHTasl apa» ¢ KOHHeKTopamu RJ-45.

2. llogkmouute uHTEepdeiic ympasneHus land4 k cereBoMy 000pyAOBaHHIO (MM K
KOHEUYHOMY yCTPOWCTBY) KabesieM BUAa «BUTasl Mapa» ¢ KoHHeKTopamu RJ-45.

3. TloBropute 3TH AEHCTBUS C APYTUMH CEPBEPAMH.

4. Jlna xaxnoil napel cepepoB In-Proxy u Out-Proxy Heo6xonumo kabeneM Buaa «BUTas
napa» ¢ KOHHeKTopamMu RJ-45 (B KOMIUIEKTE) BBIIOJHUTD UX COEIMHEHUE 10 BHELTHUM
ceTeBbIM MHTep(elicaM (1o yMonyaHuio, lan3).

5.2.3 IloakiawueHue cepBepoB K annapatHbeiM kommnoHeHTam InfoDiode RACK
double

[Toaxmouenue InProxy-1:

[Monkmounte BHyTpeHHuit nutepdetic fcl x pazremy IN1 ogHoro AK InfoDiode RACK
double, untepdetic fc2 k pazvemy IN2 apyroro AK InfoDiode RACK double.

[Togxmouenue InProxy-2:

[Tonkmounte BHyTpeHHU unTepdeiic fcl k pazsemy IN1 ognoro AK InfoDiode RACK
double, untepdetic fc2 k pazvemy IN2 apyroro AK InfoDiode RACK double.

[Noaxmouenune OutProxy-1:

[Monxmrounte BHyTpeHnHuit uaTepdeiic fcl k pazpemy OUT1 omnoro u3 AK InfoDiode
RACK double, uatepoeiic fc2 x pazsemy OUT2 Toro xe AK InfoDiode RACK double.

[Mopxmouenune OutProxy-2:

[Monkmounte BHyTpeHHuit untepdeiic fcl k pazsemy OUT1 apyroro AK InfoDiode
RACK double, nunrepdetic fc2 k pazbemy OUT2 storo ke AK InfoDiode RACK double.

Hwxe Ha Pucynok 17 npeacrasieHa cxema noakioueHus kiaactepaoi Bepcun AITK InfoDiode
PRO cluster k KopopaTUBHOM CETH:
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AK InfoDiode
InProxy-1 RACK double OutProxy-1

AK InfoDiode
Cetb 1 RACK double Cetb 2

Pucynok 17. Cxema noaxmouenus knacteproit Bepcun AIIK InfoDiode PRO cluster x
KOPIOPATUBHOW CETH.

5.2.4 IlpoBepka u M3MeHeHHe KOH(PUTypaLluH IPOKCU-CEPBEPOB

Jlis mpocMoTpa U M3MEHEHUs TeKylled KOH(QUI'ypaluM MOXKHO NMOAKMOUMTheA K InProxy u
OutProxy Tpems ciocobamu:

1. TlomkmO4YMTP MOHUTOpP M KJIABHATYPY HEIOCPEIACTBEHHO K (H3UYECKUM CepBEpam
InProxy u OutProxy

2. Ilo IPMI (neobxonuma ceteBast HacTpoiika Ha [PMI unTepdeiice).

3. Ilo SSH

IIpu 3arpyske cepsepa 3axoaum B BIOS - Server MGMT - BMC Network Configuration u
yKa3plBaeM ceTeBble HacTpoliku (IP-aapec, Macky, IUIO3 1O yMOJIYaHUIO) JJis uHTepdeiica
IPMI. IToakimrouaemMcst uepe3 BeO-uHTEpdeiic, HCIob3ys JII000H Opay3ep ¢ MoaIepKKOoi java, B
aapecHoit ctpoke KoTtoporo BBomuM I[P-ampec IPMI-unTepdeiica, u, mocie MOAKIIOYUCHUS
IIPOXOMM aBTOPH3ALMIO C MCIOJb30BAHUEM MMEHM II0JIb30BATENsl U IapoJisl, YKa3aHHBIX B
JOKyYMEHTalluM WIA 33JaHHBIX [0Jb30BATEIbCKMMHM HAacTpoWkamMu (MO0  yMOJYaHHIO
UCIOJIb3YETCs JIOTUH U Napoib admin/adminl234).

Buumanue! Ilpu mnepBoit aptopuzauuu B TepmuHane (mo IPMI unu mo npsmomy
MOAKJIIOUEHHIO C TTOMOIIBIO KJIaBUATYPbl | MOHUTOPA) CUCTEMBI HEOOXOAMMO CMEHUTH MapoJib
MIOJIb30BATENS ¥00t Ha COOTBETCTBYIOIIUN PEKOMEHAYEMbIM MOJIMTUKAM Oe3omacHocTu. J{is
CMEHBI Mapojsi aBTOPU3YHTECh KaK roof, BBEAUTE Mapoiib infodiode, 3aTem BBEAUTE HOBBIMA
MapoJib B OTBET Ha 3aIIPOC CUCTEMBI. 3AIIOMHUTE WM 3a(DUKCUPYHTE TaHHBIN TApOJIb COTIACHO

IpaBujiaM " INOJIMTUKAM 0€e3011aCHOCTH JIIsL Bamen OpraHuv3anuu.

Hns nocryna mo SSH HeoOxommMmo, 4TOOBI mpeaBapuTenbHO Obll HacTpoeH [P-ampec nHa
uHTepdelice ynpasiaeHue, MapupyT no ymondanuto. Ilogkmounrech k cepBepy no IP-aapecy
untepgeiica ynpasienus lan4. ITocne nonkmoyenus sBeaute B SSH-KOHCOMM JTOTUH U apOJIb
diode/P@sswOrd.

Buumanue! B cocraBe nuctpuOyTrBa MPUCYTCTBYET YTUINTA pwquality ¢ COOTBETCTBYIOIIUM
KOH(UTYpaIMOHHBIM  (haiijioM, ONPEACNSIONIMM TapOJIbHYI0 TOJUTUKY (TpeOoBaHMS K
CIIO)KHOCTH T1apoJisl YCTaHOBJIEHBI corjlacHoO TpeboBaHusiM peryistopa mius C3U V/4), a
takxke yruimta pam_faillock (onpenensier 61okupoBanue Y3 B ciiydae HEKOPPEKTHOI'O BBO/IA
nmaposisi ¥ 0OazoByro 3amuty oT bruteforce). C yd4eToM 3TOr0 B CHCTEME MPUCYTCTBYIOT
3HayuMMble TPeOOBaHUSA K CIOXHOCTH Iapojis, a HapyIIeHHE MOJUTHKU MOXKET SBJATHCA

MMPCIITCTBUCM IJIA 3aIlyCKa BCEH CUCTEMBI U MOXKET OBITh MpoaAuarHoCTUpoOBaAHO.
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e B

"MATKYIO

[To ymon4aHuio NpUMEHEHBI ClIeAYIONUEe TPeOOBaHUS MAPOIbHON MOJIUTUKY:

andasut naposis He MeHee 70 CUMBOJIOB, TaPOJIb JIOJKEH BKIIIOYATh 3arjiaBHbIE OYKBBI,
U dpPBI U CIICICUMBOJIBI"
B otHOwmenun 3amm el ot bruteforce:
® KOJHMYECTBO HEMPABUIBHBIX BBOJIOB — 4 MOMBITKH
e BpeMs U3MEPCHUS — 5 MUHYT
e BpeMs OJIOKUPOBKH - 30 MUHYT
B cimyuae ecim cornacHo TpeOOBaHHMSM OpPraHM3allMd HEOOXOAMMO THPHMEHHTH Oolee
" MapoJIbHYIO TIOJUTHKY B YacCTH KauecTBa MapoJis - CIeIyeT BHECTH U3MCHCHUS B
(aiin (/etc/security/pwquality.conf).

OTHOLLIEHUU KauecTBa mnaposst - "JlauHa maposss HE MEHee BOCbMHM CHUMBOJIOB,

[Tocne mogkmodyeHus k cepsepam In-proxy/Out-proxy:

1.

CoxpaHsieM TeKyIIy KOHPUTypaIiio KOMaHIOH infodiode-cli config save -
f /tmp/cfg.xml -wp

YroObl penakTHpoOBaTh TEKYLIYI0 KOH(QUIYpaluio, OTKpoiTe daiin /tmp/cfg.xml ¢
MOMOIIBIO TEKCTOBOT'O PEeAaKTOpa vim.

Haiinure Omok <net:subsystem>...</net:subsystem> u H3MEHHUTE CETEBbIC
napaMmeTpsl uHTepdeiica ynpapnenus lan4 u mapuipyra no-ymomdanuio (Pucynok
18)

s mpumenenus koHurypanuu InfoDiode HEOOXOAMMO BBIMOJHUTH KOMAaHIY:
infodiode-cli config load -f cfg.xml

<net:hostname>id-dev3-cl-inl. leocaldomain</net:hostname>

<net:data>
<net:enabled>troe</net:enabled>
<netidevicexland</net:device>
<met:address>10.0.144 . 57/24</net1address>
<net:ping>false</net:ping>

</net:data>

<net:control>
<net:enakbled>troe</net:enabled>
<net:devicexland</net:device>
<met:address>10.0.144 . 57/24</net:address>
<net:ping>rfalse</met:ping>

</net:controls>

<net:clusters>
<net:enabled>rfalse</net:enabled>
<netidevicexlan3</netidevice:
<net:address>172.20.0.1/30</net:address>
<net:pingrfalse</met:ping>

</net:cluster>

<fnet node>
<fnet:nodes>
<net:routes>

<net:route gateway="10.0.144.1" network="control" subnet="0.0.0.0/0"/>
</net:routes:

Pucynok 18. BeiBoj yactu koHurypaunonsoro (aiina B cli-koHconu

[Ipumeuanue.
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/tmp/cfg.xml - ms daiina, kyna Oynet BeirpyxeHa tekyias koHdurypanus I10 InfoDiode

-Wp - BBITpY3Ka KOHQUT'YpallMK C TaposIMU

B nannom npumepe:
lanl — naumenosanue unmepeiica OanHvIX
lan4 - naumenosanue unmepghetica ynpasnenus

lan3 — naumenosanue emympenne2o unmepghetica kiacmepa (ip-aopec 3adaemcs no-
VMOUAHUIO, 8 NpoYyecce IKCIYAmayuu He MeHAencsl)

10.0.144.57/24 - cemesoti adpec unmepdhetica ynpagieHus

10.0.144.1 - adpec winio3a no-ymoa4anuio

Buumanune!

YnomuHaemas Bbiiie B MHCTPYKIUHU yTriuTa infodiode-cli peanu3yeT B mpoayKTe 1BE OCHOBHBIX
(byHKIIUU:

1. Pabora c¢ koHdurypamueir InfoDiode: infodiode-cli config (BeIBOm daiina
KOH(UTYypaluu, BBIBOJ MCTOPUH KOHQHUrypaiuu, cOpoc K KOHPUIYpalHUd IO YMOJIYaHHIO,
BBITpYy3Ka KOHUTYpaluu B (aiis, 3arpy3ka KoHurypamnuu u3 daina)

2. Pabora ¢ BuyTpennumu pecypcamu [10 InfoDiode: infodiode-cli resources

Komanna infodiode-cli mpu skcrutyataruu AIIK InfoDiode PRO npuMensieTcst TobKoO B 4acTu
pabotel ¢ koH(purypammeir, T1.. mnpumeHsiercs Touabko infodiode-cli config ¢
COOTBETCTBYWIIMMHU NMapaMeTpPamMH.

Komanna infodiode-cli resources mpu skcrutyataiuu AIIK InfoDiode PRO we npumensiercs, 3a
HCKITIOUEHUEM OCOOBIX CITydyaeB, KOrja TpeOyeTcs yriayOJieHHash JUarHOCTHKAa MPOIyKTa C
MPUBJICYCHUEM KOMAaHIBl TEXHMYECKOW IOANEPXKKU IpousBoauTens. JlaHHas KoMaHaa He
apisiercs cpeacrsoM aamuHuctpupoBanus I10 InfoDiode, paGoraer Tonpko ¢ pecypcamu 10
InfoDiode, koTopble, B CBOIO Ouepelib, SIBIAIOTCS YacTbiO BHYTPEHHEH apXUTEKTyphl IPOAYKTa
Y MOT'YT BIMSTH Ha pabOTy CIyk0 U IpYTUX KOMIIOHEHTOB IPOAYKTa. JJaHHYI0 KOMaH/1y ClIeAyeT
HCIOJIb30BaTh TOJbKO IIPU YHaCTUH KOMaH/Ibl TOIEP/KKH IPOU3BOIUTENS, T.K. €6 HEKOPPEKTHOE
IIPUMEHEHUE MOXKET MOBJIeUb HapylLIeHUE CTAOUIbHOCTU PabOThI CHCTEMBI.

HTatasiM MeTonoMm agmuHucTpupoBanusd 110 InfoDiode sBnsiercss n3aMeHeHne KoHpurypanuu
ITO InfoDiode uepe3 rpaduueckuit unTepdeiic uim 3arpy3ky ¢aina koupurypamnuu B popmare
xml. TTO InfoDiode camocTosITeNIEHO YyIPABISET CHCTEMHBIMU CITY>KOaMH U IPYTUMU 00HEKTaMH
CHCTEMbI B COOTBETCTBHM CO CBOEH KOH(Urypauueil u cocrosHueM. M3MeHeHHe cOCTOSHUN
cnyxk0 3a paMKaMM ONMCAaHHBIX BbIIIE BO3MOXKHOCTEH MOXKET [OBJIEYb HapylleHHe
CTaOMJIBHOCTH PabOThI CUCTEMBI U HApyIICHUE KOHTPOJIS LEITOCTHOCTU MPOAYKTa.

B cayuae mposiBiieHHss HeCTaOMIBHOCTH, OMIMOOK MJIM yTPaThl paOOTOCIHOCOOHOCTH CHCTEMBbI
clieyeT coOpaTh AMATHOCTHYECKYIO HHPOPMAIUIO TI0 PEKOMEHIAINH CITY>KOBI TOIEPIKKH.
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6. Hactpoiika AIIK InfoDiode PRO

Hacrpoiika npou3BoauTcsi B web-uHTEpdeiice cepBepa, J0CTYI K KOTOPOMY MOXKHO MOJIYYHTb,
MOJIKIFOUMBIIKCE K cepBepy 1o ero IP-anpecy:

1. B crpoke Opay3epa BBOOUM ajapec uHTepdelica yHOpaBlIeHHsS, MPOXOAUM
ayTeHTH puKaiuio (cM. Pucynok 19).

TpebyeTca ayTeHTHdUMKALWA

https:/f10.0.189.70

Wwma nonezosarenn  dicde

CTN =na

Pucynok 19. Ayrentudukamnus

[Tpumeuanne. Ilepen 000 HACTpPOWKONW HEOOXOAMMO BKIOYATh pPEKUM «3MEHHTH
KOH(UTY AL,

2. 3axomum B «llapamerpwl ceprepa», mepexoguM B «CereBbie unTepdeics». Ilpu
HEOOXOJMMOCTH BKJIOYaeM HHTep(deiic «ITaHHBbIE» W WU3MEHSEM €ro HaCTPOWKH:
BBIOMpaeM HY>KHBIH TIOPT U yKa3bIBaeM ip-aapec.

3. B Hacrtpoiike «CeTeBble MapuipyThl» B cIydae HEOOXOIMMOCTH MOXKHO YKasaTh
CTaTUYECKUE MAPLIPYTHI 11 UHTEP(ElicoB yrpaBleHNs U JaHHBIX.

[Tpumeuanue. YToObI KJIMEHT MOT NepeaaBaTh Tpaduk Ha uHTEepdeiic nanubIX InProxy,
Ha camoMm cepBepe InProxy HeoOxoaum MapmipyT uepe3 uHTepdelc NaHHBIX K
UCTOYHHKY TpaduKa, B TOM CiIydae, eClii HCTOYHHK TpauKa He pacroiokeH B OJHON
cetu ¢ nHTEpdelicoM nanHbIX (Hanmpumep, uHTepdeiic nanubx B cetu 10.0.141.0/24, a
uctoyHuk Tpaguka - B 10.0.183.0/24), a MapmipyT no ymOJI4aHUIO UIET HE Hepe3
untepdelic qaHHbIX. B ciydae oTcyTcTBUS MapuipyTa TpapuK OT MCTOYHMKA OyAeT

orunbTpoBaH rp_filter

4. Jlna xjmacTepHOM KOH(Urypanuu yka3biBaeM BUpTyanbHble [P-aapeca unTepdeiicon
JTaHHbIE/ yTIpaBICHUS

6.1 Hactpoiika nepexauu ¢paiio mo FTP

1. Ha cepepax In-Proxy m Out-Proxy BO BkJanke «YIpaBieHUE [10Jb30BATEISAMM
no0aBJsieM IpyNIly U MOJIb30BaTelNs, BEIOpaB IPyIIly, K KOTOPOil OH OyIeT onpeiesnieH.
2. Bo Bknanke «IIpokcu-cepBuchi»:
— Bxmouaem «OO01me HaCTPOUKI».
— B nactpoiike «FTP» Brmoyaem ko urypamuto FTP.
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— Ha cepBepe In-Proxy B Hactpoiike «llanku oOrmiero goctyna» HakKHUMaeM Ha
«COXpaHUTH U J100aBUTHY» U BBOAUM Ha3BaHUE MAIKU U TPYNIYy, 1Ji1 KOTOPOH OHA
OyJIeT oCTyIHa.

— Ha cepepe Out-Proxy B Hactpoiike «llepenaua ¢aiizio» nobaBisgem KaHal
nepeaayr (Ha3BaHUE KaHaja Iepeaayn JJ0JDKHO COBIAIaTh C HA3BaHUEM Manky Ha In-
Proxy cepBepe). Yka3biBaeM Bce JaHHBIC MOIB30BATENS AJsI ayTeHTU(DUKAMK HA
BHeIHUU cepBep, [P-anpec BHemHero cepepa, Ha KOTOPBIA OyayT MPUXOIUTH
nannabie oT Out-Proxy cepsepa.

3. CoxpaHsieM HacCTpOIKHU U MPUMEHsIEM KOHPUTYpaLUIO.
4. Ilposepsiem npaBuibHy0 HacTpoiiky FTP Bo Bknaake «MoHUTOpUH:

— Ha In-Proxy/Out-Proxy cepBepe B HacTpoiike «Vcropusi coolOiennii» BbIOMpaemM
KaHaJ nepenayu, 1ooasiaeHHbii 11 FTP nepenaun, u nepexoaum Ha HEro.

— OrmpasisieM TectoBoe coobmienne ¢ In-Proxy na Out-Proxy / ¢ Out-Proxy Ha
KOHEYHOE YCTPOMCTBO OyIeT OTHpaBIEHO CaMOCTOATEIbHO, €CJIM HacTpOoeHa
IepechlyIka Ha yJaJeHHbIH XocT. OTnpaBKa OCYIIECTBIISIETCS Ha)KaTHEM KHOIIKHU
«OTnpaBUTh COOOIIEHUEY.

— Haxumaem Ha kHOnKy « OOHOBHTBY, €CIIM COOOLIEHNE OTIPABIIEHO, B cTONIOE «baiiT
[epeaHoy BHIBOAUTCA 00bEM NEPEAAHHOI0 COOOLIEHHS B 3€IEHOM OKHE, €CIU He
OTIPAaBUIIOCh — 00bEM IEpEIaHHOI0 COOOIIeHNs, paBHbIH 0, B IPO3pauHOM OKHE.

[Tpumedanue. YdeTHas 3aIUCh MMOJb30BATENs, 3aJJaHHas TSI TANKK 0011ero qocrymna Ha In-Proxy
cepBepe, OyaeT ucnojib3oBaHa s ayreHTuukauu mexay FTP-kmuentom u FTP-cepsepom In-
Proxy, a yueTHas 3anucCh 10JIb30BATEIIS, HA3HAYEHHAs B CBOMCTBAX KaHalla MepeJayu Ha BKJIAaIKe
«mepenava aiinos» Ha cepBepe Out-Proxy - ans ayrentudukanuu Ha ynanenHom FTP-cepepe

6.2 Hacrpoiika norokosoi nepenayu rpapuxka no UDP

1. Bo Bkmanke «II0TOKOBBIE CEPBUCHI»:

— Ilepexonum B HacTpoiiky «UDP TynHenuposanue) U BKIKOYAaEM €€ Ha BCEX CEpBEpax
In-Proxy u Out-Proxy.

— JloGaBiisiem mpaBuiio tyaHearpoBanust UDP-tpaduka Ha InProxy Hakatnem KHOIKH
«/lobauth mpaBuio» U ykaspiBaeM I[P-ampec m mopt uctounuka, IP-ampec
(uaTepdeiica In-Proxy cepepa AIIK InfoDiode PRO, Ha xoTOpBIi MmiaHupyeTcs
nepenayda Tpaduka) ¥ MOpT Ha3HAUYECHUS TpaduKa, TP HEOOXOTUMOCTH yKa3bIBaeM
npaBuia NAT (TunoBoe HCIONB30BAHME — COKpBITUE ajJpeca HCTOUYHMKA U
HA3HAYCHUS).

— Jlo6asnsem npaBuno tyHHenupoBaHus UDP-tpaguxa nHa OutProxy Haxkatuem
KHONIKHM «J[00aBHTh MpaBUiO» M yKa3biBaeM IP-ampec u mopT UCTOYHUKA (KOTOpBIS
JOJDKHBI COOTBETCTBOBATH 3HaueHUsM B npasuiie NAT, B cinydae ecim npaBuina NAT
ucnoyb3yroTcs) u [P-agpec m mopr HasHadeHus Tpaduka (KOTOpPHIE JOIDKHBI
COOTBETCTBOBaTh 3HaueHussM B npaBwie NAT, B ciywae eciam mnpaBmwina NAT
ucnosnb3ytorcs). [lpu Heobxomumoctu ykaszsiBaemM mnpaBuia NAT (Tumooe
ucrnoyib3oBaHue — azapec wuHTepdeiica manapix Out-Proxy moxacraBmsieM Kak
UCTOYHHUK, U aipec KOHEUHOI 0 XOCTa KakK aJpec Ha3HAUCeHHUS).

2. 3axoaum B «IlapameTpsl cepBepay, nepexoaum B «CeTeBble MapUIpyThI».
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6.2.1

Ha In-Proxy cepBepe no0aBisieM MapuipyT, YyKa3biBas IOACETb Ha3HA4YeHUS B
cooTtBeTcTBHH ¢ npaBuiamu UDP TyHHenupoBaHus 1 BBIOMpaeM ceTeBoi nuHTepdeiic
«/Inon», uepes KoTOphIi OyAeT HampaBJieH MOTOKOBBINM Tpaduk Ha OutProxy.

Ha Out-Proxy cepBepe no0aBiisieM OUH MaplIpyT, YKa3bIBas IOJACETh HA3HAUCHUS B
cootBeTrcTBMM ¢ npaBuwiamu UDP TyHHenmupoBaHus, aapec LII03a CETH, B KOTOPOU
pacnionoxeH uHTepdeiic nanHpIx Out-Proxy cepBepa, BEIOUpaeM ceTeBOil nHTEpdelic
«/lannbie». JloOaBnsiem BTOpoil mapuipyTt ans npuema UDP-tpaduka c In-Proxy
cepBepa, YyKa3bIBas IMOACETh HMCTOYHMKA B COOTBETCTBUM ¢ mpaBwiamu UDP
TYHHEJIMPOBaHUs, BEIOUpaeM ceTeBoil nuTepdeiic «Iuomny.

CoxpaHsieM HaCTPOMKH U IIPUMEHSEM KOH(PUTYpAIIHIO.

IIpumep HacTpoliKH nepegavu.

B nanHom npumepe BbinosHsAercs mnepenada UDP-tpadguxa or ucrouHMka ¢ aapecom

77.77.77.77/7Z X TIPUEMHHUKY C aJpecoM aa.aa.aa.aa/aa. B mpolecce nepemayu MpUMEHSIOTCS
npaBuia NAT nis agpeca Ha3HaAYCHHS.

B web-unTtepdeiice In-Proxy cepBepa BBINOIHSAIOTCS CIEIYIONME HACTPOHKH:
1. JHo6GaBmsem npaBuiio TyHHenupoBanus UDP-tpaduka:

VYka3biBaeM [P-anpec/moacers ncrounuka Tpapuka: zz.zz.zz.z2z/7z.

VYkaswiBaeM [P-anpec naznauenus (IP-aapec unrepdeiica nanusix In-Proxy cepsepa)
U TIOPT: XX.XX.XX.XX/XX:XX.

VkaswiBaeM nmpaBuia NAT: ucrounnka: dd.dd.dd.dd/dd, naznauenus: yy.yy.yy.yy/yy

2. VYka3bIBaeM CETEBOM MapIIpyT:

3amaeM NOACETh HAa3HAYCHUS: YY.YY.YY.VY/VY
Bribupaem cereBoii uarepdeiic: Juos.

B web-unTepdeiice Out-Proxy cepBepa BBITOIHIIOTCS CAEAYIONINE HACTPONKH:

1. JloGaBnsiem npaBuio TyHnHenupoBanuss UDP-Tpaduka:

VYxaseiBaeM [P-anpec/moncers ncrounuka tpaduka: dd.dd.dd.dd/dd.
3anmaem [P-agpec u mopT Ha3HAUCHUS: VY.VY.VY.VY/VY:VY
3amaem npaBuiia NAT: ucrounnka: bb.bb.bb.bb, HazHaueHus: aa.aa.aa.aa.

2. VYka3pIBaeM CETEBbIC MapLIPYTHL:

1) 3amaem noacets uctounuka s npuema UDP-tpaduka: dd.dd.dd.dd/dd
Bribupaem cereBoii unrepdeiic: uoxn.
2) 3agaem mojiceTh HA3HAUCHUS: aa.aa.aa.aa/aa

Brioupaem cereBoii unrepdeiic: /laHHbIe.

6.3 Hacrpoiika nepegaum 3J1eKTPOHHOM MOYTHI

1. Ha In-Proxy cepBepe Bo Bkimaake «lIpokcu-cepBuce» Brkiarouaem HacTpouKy

«DJIEKTPOHHAS TTOYTa

2. Ha In-Proxy cepBepe B HACTpOWKe «IIEKTPOHHAS 110YTa» BBIOMPAaeM TPYIITy JOCTYyIa,

IIOPT, MaKCUMaJbHBIN pa3Mep MUChbMa.

3. Ha Out-Proxy cepBepe B HacTpoiike «JJeKTpoHHas I1ouTa» yka3piBaeM I[P-agpec

IIO4YTOBOro cCeE€pBE€pa B IOJIC ((XOCT)), nopT, JIOTMH W MapoJib IOJb30BATCIA OJIA

ABTOpU3allMKU HA ITOYTOBOM CCPBEPC.
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CoxpansieM HaCTpONKH U IPUMEHAEM KOH(UTYpaLHIO.

IIpoBepsieM paBUIIbHYIO HACTPOMKY Mepeavn MOoUThl BO BKIAJKE « MOHUTOPUHTY

Ha In-Proxy/Out-Proxy cepsepe B HacTpoiike «lctopusi coolieHniiny BpIOMpaeM KaHa
nepegayu «mail», ¥ mepexoaum Ha HEro.

Otnpasnsiem TectoBoe coobienue ¢ In-Proxy va Out-Proxy/ ¢ Out-Proxy Ha koHeuHOE
YCTPOMCTBO HaXKaTHEM KHONKU «OTIPaBUTL COOOIIIEHNEY.

Haxumaem Ha kHONKY «OOHOBUTBY», €CITU COOOIIEHHE OTIPABICHO, B cToNOme «baiit
repeianoy BBIBOAUTCS OOBEM MEpeJaHHOrO0 COOOIICHHSI B 3€IEHOM OKHE, €CIId He
OTIPABUIIOCH — 00BEM TIEPEAAHHOTO COOOIIEeHUS, paBHBIHA 0, B MPO3payHOM OKHE.
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7. Cenennsi 00 akryaabHbIX Bepcusix AIIK InfoDiode PRO

[Tpou3BOANTENb OCYIIECTBISACT MyOJUKAIIMIO CBEICHHUH, KaCArOIMXCS aKTyalIbHBIX BEpCUI
AIIK InfoDiode PRO, ocymectBieHuss TEXHMYECKOW TONACPKKH H JICWCTBYIOIIMX
cepruduraroB ®CTIK Poccun, Ha odummansuom caitte https://infodiode.ru/. ITyGnukanum

MMOJICKAT CICAYIOINEC CBEACHU !

e O rekymelt aktyansHoil Bepcuu AlIK InfoDiode PRO;

e 006 akryansbix Bepcusix AIIK InfoDiode PRO, Ha xoTopbIie OCyIIeCTBIIsSI€TCS MONHAS
TeXHUYecKas MOIepkKKa U COPOBOXK/IECHUE;

e O Bepcusx AlIK InfoDiode PRO, Texnnueckas nojaep:xka Ha KOTOpbIE B IEPCIEKTUBE
OyzeT 3aBepIIeHa U I KOTOPBIX OCYIIECTBIISIETCS TOJIBKO MOJIEp)KKa 0€30MacHOCTH
CpEACTBa, BKJIIOYAIOUIAasl yCTpPAaHEHHE HENOCTaTKOB, JE(PEKTOB, KPUTHUUYECKUX
YSI3BUMOCTEW U HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEH;

e O Bepcusx AIIK InfoDiode PRO, ceprudurar ®CTIK Poccrn KOTOPBIX B IEPCIEKTHRE
OyzeT OTO3BaH WJIM 3aKOHYHUT CBOE JeHicTBUE.

Anmunuctparop AIIK InfoDiode PRO nomxen He pexe yem pa3 B 6 MecsLI€B OCYLIECTBIATh
KOHTPOJIb aKTyaJlbHOCTM BEPCHMM NPOAYKTa B ILEIIX HNPEAyNpexIeHUs HapyleHU
3akoHomaTenbcTBa Poccuiickoit denepauun B yactu ucnosb3oBanuss C3M, B oTHomeHuH
KOTOpBIX HE OCYILECTBIISIETCS TEXHUYEeCKas IMOJJIEpKKa WIM TOJjepkKKa Oe30MacHOCTH
cpenctia, 1160 okoH4eHo aeicteue ceprupukara DCTIK Poccum.
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