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Mpn nepepaye MHAOPMALMN MEXIY CETEBbIMI CErMEHTaMW C Pa3finyHbIM YPOBHEM [0BEpUs, BaXKHOW 3aha4yen SBNAETCS
rapaHTMPOBAHHOE WCKMOYEHNE Yrpo3bl HECAHKLIMOHMPOBAHHOIO [A0CTYyNa CTOPOHHEr0 3M0YMbIWEHHUKA K CErMeHTy-
WCTOYHUKY. Icnonb3oBaHMe KaHana CBS3M, MO3BOSSAIOLLErO [1BYCTOPOHHEE B3aUMOENCTBIE, HAaNpuUMep, MeXay CermeHTamu
TCNO n KCMQA, HeceT B ce6e puUCK KOMNPOMETAUMW KaHana 3M0yMbILLSIEHHUKOM M3 BHELLHEH Wi KOpPropaTUBHOM CeTu ¢
Yrpo30il Pa3BUTMS aTaki Ha BHYTPEHHIOK TEXHONOMMYECKYH0 CeTb. YCMELIHO peann30oBaHHasn KubepaTtaka MOXET MpUBECTH K
HapyLLUeHN0 PaboTbl 06bLEKTa, MPOCTOK NPeAnpUATUS, [OPOroCTOALLEMY PEMOHTY W WHbIM HEraTMBHbIM MOCNEACTBUAM.
PelueHnem, CnocoOHbIM WCKMYNTL YAaneHHOe BO3AEACTBME HA 3aKPbITbIA KOHTYP, COXPAHWB MPU 3TOM BO3MOXHOCTb
nepefayn TeXHOSOMMYECKNX AaHHbIX B KOPMOPATUBHYIO CETb, SABMAETCA TEXHOMOrUA OAHOHANPaBMEeHHON Nepeaadn AaHHbIX,
OCHOBAHHAs Ha NpuHLMNax MU3NYeCcKON U30NALMN OJHOr0 CETEBOrO CErMeHTa (MPOMbILLSIEHHOr0) OT APYroro (BHELUHEro,
KOprnopaTuBHOro). [pyroii HeManoBaXKHOW 3ajadveil Npu OpraHu3auuyu npouecca nepenadn sBNseTcs 0b6ecneyeHne
KOHCOMIEHUNANTbHOCTI 1 LIEMOCTHOCTI NMEepefaBaemMblX [aHHbIX, 0COOEHHO MpW UX Nepefave rno HefoBePeHHbIM U OTKPbIThbIM
KaHanam cBs3u. [lns 3TOr0 Ha rpaHuLe CeTW [O0BEPEHHOr0 CErmMeHTa YCTAHABNMBANOTCA Cheuuann3npoBaHHbie CK3WU,
o6ecneynBatoLme GuabTpaumuio 1 LWgpoBaHme nepeaaBaeMoro noToka TeXHONOrM4eckux gaHHbIX. GOBMECTHOE NPUMEHeHNe
YKa3aHHbIX PELUEHNI A CYLLECTBEHHO MOBbIWIAET 3alnUTy 06beKTa, MO3BOMASA rapaHTMPOBATh (PU3NYECKYD W30NALMIO U
KOH(DUAEHLUNANbHOCTb Nepeaayn AaHHbIX.

ATK InfoDiode SMART sBnsietcs KOMMIEeKCOM OJHOHaNpaBneHHO nepefayn AaHHbiX. OH o6ecnevynBaeT nepefady AaHHbIX
OAHOBPEMEHHO MO HECKONbKUM MPOMbILLSIBHHbIM MPOTOKONAM Yepe3 rpaHuly nepuMeTpa no OAHOHANPaBNEHHOMY KaHany,
066CcneynB COOTBETCTBIE BbICOYANLLNM TPEOOBAHMAM U30NALMMN 3ALIMLLAEMOrO CErMeHTA.

ViPNet Coordinator — mofenbHblii paf LW30B 6€30MaCHOCTI ¢ (YHKUMAMU KPUNTOrpadpuyeckom 3alluTbl U1 MEXCETEBOro
9KpaHMpOBaHKA, 06eCNeYMBAIOLLNX 3aLLUTY KOMMbIOTEPHbIX CETE OpraHu3auuii 0T HECaHKLMOHWPOBAHHOMO A0CTyna K ee
pecypcam npu nepegaye HEOPMaLMN N0 OTKPbITbIM KaHaiam CBS3M.

PesynbTaTbl KOMMNNEKCHOTO TECTUPOBAHNA NMOATBEPAUNN YCMeLHoe U 3pdekTuBHOe coBMecTHOe npumeHeHmne AlK InfoDiode
SMART n wnwo308 6e3onacHoctit ViPNet Coordinator ans ob6ecnevyeHns BbICOYAWLIEr0 YPOBHA 3aLUMTbI TEXHONOMMYECKOro
CEermMeHTa npu nepeaye NPOMbILLIIEHHbIX MPOTOKOMOB 32 rPpaHuLy 3alluLLAeMOoro nepumeTpa.
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CueHapwii 3aWULLEHHON Nepeaa’yn NPOMbILLNEHHOro Tpadhuka U3 TEXHONOrMYecKOro CerMeHTa

ns cuctem ACY TIT npUMEHSIETCA He TOMNbKO NOrnyeckas, HO U Iu3nydeckas N3oNALUKUS CETEN KaK METOA 3aLUTbl OT BHELLHUX
BO3[eiCTBMiA. TIpn 3TOM COXPaHAOTCA TPeOOBaHMA K KOH(WUAEHUMANbHOCTA U LIENIOCTHOCTU [aHHbIX NpW WX nepefade no
HEI0BEPEHHbIM KaHanam CBA3W B LENIX MOHMTOPWHIA, XpaHeHus, o6paboTkm U aHanu3a. COBMECTHOE WCMONb30BaHWe
pewennii AMNK InfoDiode SMART u ViPNet Coordinator no3sonsieT 6e30macHO peanu3oBaTh LEHTPanM30BaHHbIA COH0P K
nepegavy NPOMbILLIIEHHOrO Tpadhuka U3 TEXHOMOMMYECKINX CETEBbIX CErMEHTOB BO BHELLHME CETH.

KomnnekcHoe pelueHne, ocHoBaHHoe Ha coBmecTHoM npumeHeHun ATK InfoDiode SMART u wnto3oB 6e3onacHocTn ViPNet
Coordinator peanu3yeT ofHOHaNpPaBNeHHYKD nepeaayvy WHAOpPMaLKUK 3a rpaHuLy TEXHONOMNYeCKOro CerMeHTa, 06eCrnevnBaeT
hunbTpaunio U WNMPOBAHME AAHHLIX HA BbIXOAE U3 OAHOHANPABNEHHOIO KaHana.

KomnnekcHoe 1cnonb3oBaHue NpolyKToB NO3BONAET pelaTb CreaytoLime 3afayu:

e (6ecneymntb 3awmty ACY Tl n opraHn3osatb 6e3onacHblil MOHUTOPUHT ACY TI1. PeanusoBatb (OU3M4ECKY U30N1ALMI0
06bekTa HabntoAeHns 0T CeTU HabnaaTens ¢ OJQHOBPEMEHHbIM COXPaHEHWEM BO3MOXHOCTU B OHMANH pexumMe cobuparb
[aHHbIe U3 TEXHONIOTMYECKOr0 CerMeHTa.

e BbINONHWTL Nepefady AaHHbIX M3 TEXHONMOrMYECKOr0 CerMeHTa B CUCTEMbl BEPXHEr0 YPOBHS, B 06Na4Hble PeLIeHus,
CUCTEMbI CO0Pa JaHHbIX, @ TAKXKE B CUCTEMbI aHANUTUKK 1 TPOrHO3UPOBaHMs. Npn 3TOM 06€Cne nTb KOH(UABHLMANBHOCTb
W LIENOCTHOCTb JaHHbIX NPV Nepefaye no HeJJOBEPEHHbLIM 1 OTKPbITbIM KaHanam CBA3N.

ApxutekTypa coBMeCTHOro ncnonb3oaHusa pewenuin ViPNet Coordinator ¢ AlK InfoDiode SMART B ceTsax nepefayun AaHHbIX

NPOMbILLUNEHHbIX 06bEKTOB NpefnonaraeT pasrpaHuyeHne goctyna nytem pasmetlenuns AMK InfoDiode SMART mexay

nctoyHnkom Tpadomka u CK3 ViPNet Coordinator.
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3AABJIEHUE O COBMECTUMOCTHU

Mexay wat3ammu 6e3onacHoOCTH
«ViPNet Coordinator HW»
npasoobnagaresniem KOTOPbIX AB/AETCA
AO "UHdoTeKC" (nanee — UHpoTeKC)
(125167, r. MoCKBa, BH.TEP.T. MYHULMMNAbHbIA OKPYr XOPOLLEBCKUM,
yN. BUKTOpEHKO, Aa. 9, cTp. 1, nomewy. 47),
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Komniekcom ogHOHanNpaBAeHHOMK nepesayn faHHbIX
«AMT InfoDiode» (panee - komnnekc Infodiode),
ABNAIOLLMACA NPOAYKLUNEN KOMNAHUN
AO «<AMT-TPYN» (panee - AMT-TPYN)

119121, Poccua, MocKBa, Py»kelHbIX nepeynok, 4. 6, cTp. 1,
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Komnnekc InfoDiode saBnaetca cuctemol oOAHOHamNpaB/ieHHOW nNepefayyd  AaHHbIX,
obecrneunBalowein BbICOYaANILUIA YPOBEHb M30ALMU KPUTUYHbBIX MHPOPMALMOHHBIX CUCTEM.
Mpu 3TOM COXPAHAETCA HYXKHbIA YPOBEHb UX PYHKUMOHANbHOCTU A/IA B3aUMOAENCTBUA CO

CMEXHbIMMU MHd)OpMaLI,MOHHbIMM cucremamu.

ViPNet Coordinator HW — nporpammHo-annapaTHble KOMMIEKCbl JIMHEWKU LUI030B
6e3onacHOCTU € GYHKUMAMU KpUNTOrpaduueckon 3alimTbl U MEXKCeTeBOro 3KpaHMpPOBaHMSA,
obecrneynBaloWMX 3aLLUTY KOMMNbIOTEPHbIX CeTel OpraHu3aumMii OT HeCaHKLMOHUPOBAHHOIO
[OCTyna K ee pecypcam npu nepegavye MHGopmMaLumn no OTKPbITbIM KaHanam CBA3MN.

AMT-TPYN n UHPoTeKC HacToAMM NOATBEPNKOAIOT Cieaylollee 3aaBeHne OTHOCUTE/NIbHO
MCMO/Ib30BaHMUA YKa3aHHbIX MPOAYKTOB B paMKax O4HOM CUCTEMbBI, UX COBMECTMMOCTU U BKNaaa

B BbiNo/sIHEHUe TpeboBaHuit KnbepbesonacHoCTu:

AMT-TPYMN» n UHdoTtekc nposenu BcectopoHHue TecTbl ViPNet Coordinator HW B cetax

nepenayu AaHHbIX C pa3rpaHuMyeHnem aocTyna Ha 6ase InfoDiode B cneaytowem cueHapuu:

e PeanusoBaHa nepefada AaHHbIX MeXAy CeTbio MOACTaHUMKU (Mnu ceTbio bonee
[lOBEPEHHOr0 CerMmeHTa) C pa3BépHyTbiM B Hell NpoMbllieHHbIM 06opyaoBaHnem
M LEHTPOM YNpaBneHusa ceTAMM (UM CeTbi0 MeHee [0BEepPeHHOro CermeHTa) ¢
pasrpaHMyeHMemM poctyna Ha 6ase AByx pasHOHanpaB/eHHbIX annapaTHo-
NPorpammHbIX KOMMNIEKCoB InfoDiode SMART " obecneyeHnem
KOHOUAEHUMANbHOCTU  AaHHbIX  Te/leCUrHanu3aumum,  Teneynpas/ieHUa MU
TefieusMepeHna B  BOJIOKOHHO-OMTUYECKOW JIMHWUKM  CBA3UM MpPU  NMOMOLLM
KpunTtorpagpuueckux wno3os 6esonacHoctn ViPNet Coordinator HW.

Pe3yn bTaTbl TECTUPOBAHUA!

- MPOAYKTbl MOTYT UCMOJ/Ib30BaTbCA COBMECTHO B YKa3aHHOM CLLEHapuM, C y4eTomM MX
WUHAMBUAYANbHbIX CUCTEMHbIX TpeboBaHWU;
- noaTBepsKAeHa MOJIHAaA COBMECTUMOCTb TMPOAYKTOB B 3aABNEHHOM CLeHapuu

MUCNoJib30BaHUA.

AO «AMT-TPYI» AO «UHPpoTeKC»
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