INFODIODE SMART

peLueHue ana KpUutnyieckou
WH(pOpPMaLIMOHHOW MHADPACTPYKTYPSI

AlK InfoDiode SMART

ATK InfoDiode SMART o6ecneynBaet
nepefady AaHHbIX 0HOBPEMEHHO MO
HECKONTbKUM NPOMbILLIEHHbIM
NpOTOKONAM Yepe3 rpaHuLy
nepumerpa. CneunannampoBaHHble
KOHHEKTOPbI MPOMbILLIEHHbIX
NPOTOKOJI0B NO3BONIAT CO6PaTh
JaHHble U3 KaXXA0ro CerMeHTa cetu
(ot pasnuyHbix SCADA cuctem,
KoHTponnepos, OPC cepsepos,
[aT4MKOB) W NepefaTb Mx fanee no
OJHOHanpasfieHHOMY KaHany,
06€ecneynB COOTBETCTBUE
BbICOYaLLIMM TPEOOBAHMAM U30NALUN
3aLLMLLAEMOr0 CerMeHTa.

ATIK InfoDiode SMART peanu3osaH
Ha POCCMIACKON CEpTUULMPOBAHHO
annaparHoun nnatgopme, PpOCCUNCKOM
NpOrpaMmMHOM 06€ecreyeHunm

www.infodiode.ru

3awmra n moHutopuHr KU

06ecneynBaet 3aLuUTy 1 MOHUTOPUHT 06bekTa KU, ncknioyas Kakoe-nmbo
BO3[ENCTBIE HA HErO.

Mepeaaya npom. npotokonos: OPC UA, Modbus, OPC DA, IEC
60870-5-104, IEC 61850 MMS v npuknagHbIX NPOTOKOJI0B

O6ecneymBaeT 3alMILEHHOE YLANEHHOE B3aUMOLEACTBME KPUTUYHBIX CErMEHTOB
OTAENbHbIX NPEANPUATIAA 1 OpraHu3aLuii 4epea HeaoBepeHHble ceTu. MNepegaet
JaHHble 3a rpaHuLy [OBEPEHHOro nepumertpa cetu no npotokonam OPC UA, OPC
DA, IEC-104 Modbus, MQTT, FTP(S), CIFS, SFTP, Syslog, UDP, n ap.

OcHoBa ANs opraHu3auuu L poBbIX JBOMHNKOB

lMepenaeT pennnkn KpUTUHECKUX UHG OpMaLMOHHbIX pecypcos (OPC cepsepos,
SCADA cucTem 0CHOBHbIX BEH0POB) 3a rpaHuLibl NepumeTpa
ACY TN n KW gna nocneaytoLen 06paboTKn n aHanmaa.

LleHTpanu3oBaHHbIe AUCMETYEPCKIUE U CUTYALUOHHbIE LLeHTPbI

06ecneynBaeT LEHTPbI peaibHbIMU OHNaiiH JaHHbIMU, B TOM YICNE C
BUaeOMUKCALMEN, B YCNIOBMSX FapaHTMPOBAHHON M30NALMN 06LEKTOB
HabnoaeHus.

Arperauums paHHbix u3 SCADA cuctem B ERP, MES u
06nayHble peLleHus
lMepenaeT naHHble n3 Heckonbkux SCADA cuctem B ERP, MES cuctemsl, B

061a4Hble peLleHus, UCKITIYMB Kakoe-nbo 06paTHOe BAMSIHUE CO CTOPOHbI
3TNX CUCTEM.



Cuenapuun npumeHenua AlK InfoDiode SMART

CueHapuit 1. Mepepaya OPC DA 3a rpaHuLy 3aLLULLeHHOro nepumeTpa

Peanuzaums: peanusyetcs yctaHoBKoii cepsepa MasterOPC Ha cywecTBytownii OPG DA cepBep-UCTOYHUK B [JOBEPEHHOM Cer-
meHTe U cywiectayowwmin OPC DA cepBep-npueMHUK B HeJOBEPeHHOM cermenTe. [lanee, cpeacteamu MasterOPC Ha perynsp-
HOI OCHOBE BbINONHAETCS YTeHMe 1 nepepaya TeroB OPC DA yepes InfoDiode SMART. B HeqoBepeHHOM cermenTe AaHHble OPC
DA Teros nepefatotcs knueHty unu cepsepy OPC DA. Mpu 3aToM 06ecrneyeHa nosiHas gomsmnyeckas U3onaumus JOBepeHHoro cer-

MeHTa.
s N -
* » a. = A,
o BEEED 48R
dusnyeckas usonauma OT4eThI 1 gp'’
\ a Cepsep Y
-~
ﬂé 272 OPC DA cermenTa Cepg;%/gzem AawGpaL! «OBnaKo»
o - =
[— -—
<> o _f- - <—+=
. — 1
i e \adl DMZ MasterOPC =
y SCADA OPCDA InfoDiode SMART MasterOPC
1S — OPC DA
¥ +
Ay
ol
=)
== AHanuTuka u
NnaHnpoBaHme
&ﬁ& [ncnetyepuaaums
L I'Ipe.qanIﬂTMe ) L KOpnOpaTMBHaﬂ W CTOPOHHAA CeTb

CueHapwii 2. Mepeaaya OPC UA, IEC 60870-5-104, IEC 61850 MMS 3a rpaHuLy 3aLuLLEeHHOro nepumeTpa

Peanusauus: peanusyetcs yctaHoBko MasterOPC Ha BblAeNeHHYH0 BUPTYalibHYt0 MalUWHY Uy gom3ny4ecknii cepeep B 4oBe-

PEHHOM W HeJ0BEpPeHHOM cermeHTe. B foBepeHHoM cermeHTe MasterOPC ocyLlecTBnseT Y4TeHne faHHbIX no npotokony OPC

UA, IEC 60870-5-104 unu IEC 61850 MMSu nepenaet ux B InfoDiode SMART. B HegoBepeHHOM cermeHTe MasterOPC 4ntaet
naHHble n3 InfoDiode SMART 1 nepenaet ux notpe6utensam no Tpebyemomy npotokony: OPC UA, IEC 60870-5-104 unu IEC
61850 MMS. Mpwn aToM 06ecneyeHa nonHas Pur3n4eckas n3onsauns JOBEPEHHOIO CErMeHTa.
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CueHapwii 3. Mepeaaya Modbus TCP unu ¢ainoBoro noToka 3a rpaHuLly nepumerpa

Peannzaums: peannsyeTcs yCTaHOBKO Creulmann3npoBaHHbiX KOHHeKTOpoB FTP(S) n/unn Modbus Ha BbleNeHHY0 BUPTYasb-
HYI0 MaLUWHY WIn (PU3NHECKUIA CEpBEp B JOBEPEHHOM U HELJOBEPEHHOM CErMeHTe. B JOBEPEHHOM CErMeHTe KOHHEKTOP OCY-
LLIECTBASAET YTeHWe AaHHbIX No Tpebyemomy 1 nepenaet ux B InfoDiode SMART. B He[J0BEpEHHOM CErMeHTe KOHHEKTOP YuTaeT
paHHble u3 InfoDiode SMART n nepegmaet ux notpe6utensam no tpeéyemomy npotokony: FTP(S) w/unu Modbus. Mpn atom
o6ecreyeHa nofHas puU3n4eckas n3onaLmnsa LOBEPEHHOr0 CErMeHTa.
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CueHapwii 4. Mepepadya komnnekcHoro Tpaduka - syslog, Buaeo-, CTpUMUHr paboyero ctona

«O6nako»

Cchepa npumeneHus: nepeaada Syslog, UDP v Bcex NpOTOKONOB, KOTOPbIE (OYHKLMOHMPYIOT «noBepx» UDP Bo3MoxxHa Hanps-
Myt0 - Ha InfoDiode SMART. B TOM 4ucne BO3MOXHbI CLIHAapUW Nepeaayn Buaeo, CTpUMMHI paboyero ctona APM onepatopos
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TexHuyeckue xapakrepuctukun AMK InfoDiode SMART

MapameTp lMokasarensb

Mpon3BOAUTENbHOCTb [o 1 Gbps

MoaaepxnuBaemMble MPOTOKOSbI (B TOM YucAe ¢ ucnonb3oaHnem gonon- OPG UA/DA, Modbus TCP, Omron FINS, Mitsubishi SLMP, IEC
HWUTENbHbIX KOHHEKTOPOB) 61850 MMS, IEC 60870-5-101/103/104, DLMS, S7, DNP.3,
FDST, ICCP (TASE 2), C37.118

MoanepXxmMBaemble UHTErpaLun Ovation OPG Server, Siemens WINCC, KepServerEX, Aveva Histo-
rian (Wonderware), MasterSCADA 4D/MasterOPC, KOTMI, ACO-
KY, COY ®okyc, Alpha.SCADA

VHTepeichl JaHHbIX/ ynpasneHus 2 x 1000Base-T

®opm-dpakTop AlK InfoDiode SMART 1 rack unit

B03M0OXXHOCTb MOHTaXa B 19” TeNEKOMMYHNKALMOHHBIN LKad) Jla

InekTponuTaHue 4 gojaa, 100 — 240 B (AC), Max 60 W, nyckoBoii TOK - He 6ofiee
10 A Ha Kax[blii BBOA

YactoTa 50 - 60 'y (ogHOMa3HbIN)

Cxema oxnaxaeHus lMaccuBHas (6e3BEHTUNATOPHASR)

lMoHWKeHMe aTMOCEPHOro fAaBNeHNs, MM PT. CT. 500

Pa6ouyne Temneparypa n BNaXKHOCTb BO3/yxa 0-40C,5-95%

Pasmepsl, LLXBXI, Mm 483 x 44,5 x 250

Bec, kr 6,1

Cneundmnkauus ana 3akasa AlK InfoDiode SMART*

Kog npogykTa Onuncanme lMonHoe onncaHwe

AlK InfoDiode SMART

AMTID-SMRT-BK-1000  AIK InfoDiode SMART - Base KIT, 1Gbps,  AIlK InfoDiode SMART, 6a30BbIii KomnnekT: dhopm-cgaktop 1RU
Bkntoyas M0 InfoDiode SMART (1Gbps, 1000Base-T, RJ45), Mporpammuoe o6ecneyenue InfoDi-
ode SMART Ha AlK InfoDiode SMART, nogaepxka UDP, MQTT

Konnekrtopbl gns AlK InfoDiode SMART

AMTID-SMRT-CN-MB BHeluHee nporpaMmHoe obecneveHue ana  [lporpamMmmHoe o6ecrneyveHne (KOHHekTop) ans BM u/unm cepse-
AlK InfoDiode SMART - BHelLUHU KOHHEK-  poB, ans pa6oTbl AlK InfoDiode SMART ¢ nogaepkon npo-
Top ans npotokona ModBus MbILLIEHHOro npoTokona ModBus

AMTID-SMRT-CN-OPCUA BHewHee nporpammuoe obecnedenue ans  lporpammHoe obecneyeHne (KOHHeKTop) ans BM w/unu cepse-
AlK InfoDiode SMART - BHelLHW KOHHEK-  poB, ans pab6oTbl AlK InfoDiode SMART ¢ nogaep»kon npo-
Top ansa npotokona OPC-UA MblLLINeHHOro npotokona OPC-UA

AMTID-SMRT-CN-FT BHeluHee nporpamMmHoe obecneveHue ans  [porpammHoe o6ecrneyeHne (KOHHekTop) ans BM u/unm cepse-
AlK InfoDiode SMART - BHelUHW KOHHEK-  poB, ang pa6oTbl AMK InfoDiode SMART ¢ nofaep)xkoii npoTo-
Top onsa npotokonos FTP/FTPS, CIFS, SFTP  konos FTP/FTPS, CIFS, SFTP

* LleHbl Ha yKasaHHbIe B TabnuLe NPOLYKTbI NPeSOCTaBNAOTCA N0 3anpocy, npu obpatlequmn Ha InfoDiode@amt.ru
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