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[apaHTUpOBaHHas
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CeTeBOro CermMeHTa

e Ceptudmkar
®CTIK Poccun (YO4)

o 3awwmra KW 1 kateropun,
IMC 1 knacca, ACY T 1
knacca, MICMNgH 1 ypoBHs
3ALUMLLEHHOCTH
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e Peectp MuHUMMpbI

e Peectp MuHnpomropra

e Ceptndpukaums EA3C
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e 187-03, 152-®3

o [pukasbl PCTIK
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WHTErpaLNoHHbIX PELUEHW:
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e bonee 30
CLiEHap1eB NpUMeHeH!s

53

HeliTpanuaauums
56 YBI bL1Y ®CT3K

%

beccpoyHble nULEH3MK,
TN ot BeHAopa,
perynsipHble 06HOBNEHMS

InfoDiode — nuweiika PeLLeHWiA annapaTHom 1
annapaTHo-NporpaMMHOIl 3aLnTbl, KOTOPbIE 06ECMEYNBaIOT
Peanu3aLmio OHOHaNpPaBNeHHOI nepeaain JaHHbIX,
rapaHTUpys 3aLLuTy Ha (U3MYECKOM YPOBHE.

InfoDiode

U3NYECKN N30NNPYET KPUTMYECKYIO MHGPACTPYKTYPY.

Ha npuHMMartoLLen CTOpPOHe OTCYTCTBYET UCTOYHUK CBETA, Ha
nepeAatoLLeli CTOPOHEe OTCYTCTBYET NPUEMHUK CBeTa.
Ouanyeckan QyHKLWs 6630NaCHOCTH.

«HeBuanm» B ceTH

He umeet IP- unn MAC-agpeca. /cknio4aet BOSMOXHOCTb
CKaHUpOoBaHusa cetu, packpbiTia IP- 1 MAC-agpecos, nopTos,
YA3BUMOCTEN.

®dusnyecknii Juop Henb3s «nepenpoLLnTb»

VA3BMMOCTb «HYNEBOro [Hs» UMK UHas MporpaMMHas aTaka He
MOXXET HapyLIUTh OCHOBHYIO (hYHKLIMIO 6830MacHOCTY.

He paet akcnnyaTMpoBaTh cNabocTi NPOTOKONOB

Pa3pbiBaeT BYCTOPOHHUE CETEBbIE MPOTOKONbI U HE NO3BONSAET
9KCNJyaTMpoBaTh WX YA3BMMOCTMN AN OPraHn3aLmm ataku.
HeB03MOXHO N3meHuTb KoHgurypaumio InfoDiode B
3aLLNLLIAEMOM CErMEeHTE 13 JPYroro CETEBOro CermMeHTa.

He TpeGyeT perynapHbiX 0GHOBNEHNA U 3MEHEHNI HACTPOEK

CoxpaHsieT 0CHOBHY0 (DYHKLIMIO 6e30MacHOCTI AaXe B CNyyae
HEKOPPEKTHBIX HACTPOEK NPOrPaMMHOr0 06eCneveHns unu
OTCYTCTBMA 06HOBNEHWNIA.

[puMepbI cLieHapu1eB
npumeHeHua InfoDiode

N3onauus TexHONOrMyeckMx cerMeHToB

lMepefaya TeXHONOMNYECKNX AaHHbIX U AaHHbIX 3 SCADA-
cuctem B ERP, MES-cuctemsl, gucneT4yepekne u CUTyaLmoH-
Hble LEHTPbI, BHELUHUM NOTPeBUTENSM 1 OpraHam BnacTy.

Noctpoenne GONB

130519Umns KPUTMYECKM BaXKHbIX 06BEKTOB C Nepegayen AaHHbIX
13 Hux B SOC: SPAN, co6biTusi o1 SIEM areHToB u uHbix G3U.

lpoBepka 1 goctaska 06HOBNEHUIA U LUCTPUGYTNBOB

06HOBNEHNE NPOrPAMMHOI0 06€CNe4eHNs B U30UPOBAHHOM
CermeHTe no uU3n4ecku 0JHOHANPaBNEHHOMY KaHany.

lMepeaaya baitnos W NOYThI

Mepeaaya npUKNagHbIX AaHHbLIX U3 M30IMPOBAHHOMO CErMeHTa
BHELLHWUM NOTPEOUTENSM.

Co3/laHue «XpaHUNuLL, YepHOro AHSA»

Mepeaaya pe3epBHbIX KOMWIA 1 JaHHbIX B XpaHUANLLA Yepes
(hu3n4ecKn 0LHOHANPABIEHHbIN KaHan CBA3M.
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AK InfoDiode

Pelsaer 3agayu no nepegave 1 AnK InfODIOde PRO

npoTtokonos UDP u Syslog, SPAN
Tpaduka, oTaeNbHbIX coObITUA 0T C3I. _
lNepenaet 3Ha4YMMble (Pansiosble

MOTOKMW, ANEKTPOHHYI NOHTY,
OUCTPMOYTMBBI, Pennkn 6as
[JaHHbIX, BUPTYamnbHbIX MALLWH,
BMAeo u apyron tpacmk: (FTP(S),
SFTP, SMB/CIFS, SMTP, UDP).

AMNK InfoDiode SMART

Mepeaaer NpoMbILLNEHHbIE \ MD‘P InfoDiode PRO

npotokonsl: OPC UA/DA, Modbus,
S7, IEC 61850 MMS, IEC 60870-5- _
104, MQTT, SNMP u ap. '

OcyLLecTBASET KOHTPOMb 3a

Ncnonb3yeTes ¢ KOHHEKTOpamMu.

COOMOJEHNEM MOUTUK Nepesayn
(hainoBs 13 3aLmLLAEMOro
CerMeHTa B Apyrue CerMeHTbl Ui n3
BHELLHUX CErMEHTOB B 3aLLLLAEMbIN
CErMEHT 3a CYET BCTPOEHHbIX
MEXaHW3MOB 1 WHTErpaLum ¢
AHTUBUPYCAMU, «MECOYHULIAMM»,
cuctemamu DLP, kpuntonposaiigepamu.

MAP InfoDiode SMART

[o3BonIAeT NPOBOANTL aHANN3 l

CORepXNUMOro KOHAUrypaLmil u AlNK InfoReIay
COOO6LLLEHUNI B LieNsix 06Hapy>KeHNs
KOMaH[, 1 COOBLLEHMNI, KOTOPbIE

MOrYT HAPYLLUMTb LITATHBIA MPOLECC (

paboThbl CUCTEM. Co3aa€eT BPEMEHHbIIA
pernaMmeHTMpPOBaHHbINA OM3N4ECKMI

ABYHANpaBNeHHbIN KaHan CBS3N C
3aluLLaeMbIM 06LEKTOM Ans
NpOBeAEHUs NYCKO-HANAAKN,
YCTPaHeHNs MHLMAEHTOB, 06HOBNEHUS
NporpammMHoro o6ecneveHus. sisnsaercs
pononHutensHbiM C3U K InfoDiode.
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