Heitrpanu3aums yrpo3 6e30macHOCTH D Info de
uHcpopmavmm bLIY @CTIK ¢
ucnonb3oBaHnem petLieHuid InfoDiode

B CNOXMBLUENCA HA CErofHALWHWIA LeHb CUTyauuu, KOrna exenHeBHO OCYLLECTBIIAKTCA COTHM aTak Ha POCCUACKUE (U He
TONbKO POCCWIACKME) OpraHm3auum pasfinyHbIX CEKTOPOB 3KOHOMUWKM, 3afjada o6ecrnedveHWs 6e30MacHOCTM COOGCTBEHHON
WHAQPACTPYKTYpbl OCTAETCA OAHOW W3 HambONee CIOXHbIX M BaKHbIX. COBpPEMEHHble aTaku Ha OpraHu3auuu UMerT
LleNneHanpaBeHHbIA 1 MHOFOCTYMEHYaTbIA XapakTep, M B Clyvyae WX Ycnexa MpuBOAAT K KPUTMYECKUM MOCNeACTBUAM:
0CTaHOBKE [1eATeNIbHOCTU OpraHu3auum, yTeqke KOHPUAEHUUANbHBIX AaHHbIX, 3HAYUTENIbHbIM (DMHAHCOBLIM NOTEPSM, a B pae
CNy4aeB 1 K TEXHOTEHHbIM KaTacTpoddam.

MoaToMy npu NPOEKTUPOBAHUM WH(OPMALNOHHBIX CUCTEM OAHUM W3 BKHEWLIMX 3TanoB SABMAETCA MOLENMPOBaHWe
aKTyanbHbIX Yrpo3, KOTOPbIM NoJBepXXeHa pa3pabatbiBaemas cuctema. Lienblo MoLennpoBaHus yrpo3 sBseTcs onpegeneHne
yrpo3 6e30MacHOCTM, Ha OCHOBAHWW KOTOPbIX OCYLLECTBASETCA BHEAPEHNE Mep 3aluTbl UHOpMaLni A5 MHEOPMALIMOHHbIX
cuctem. Mogenb yrpo3 AaeT BO3MOXHOCTb OCO3HAHHO MOAOWTW K MOCTPOEHMID CUCTEMbI 06eCneveHns WHOPMALMOHHON
6e30MacHOCTM OpraHm3aun n 060CHOBaHHO Bbi6paTh C3IA, KOTOpbIe NO3BOMAT MUHUMU3UPOBATL BEPOSTHOCTb peanu3auum
yrpos.

B HacTofLeM AOKyMeHTe npefcTaBfieH aHanu3 yrpo3 6e30nacHoOCTW, NpuUBeAeHHbIX B baHKe AaHHbIX yrpo3 6e30macHOCTH
nHpopmaunm OCTIK Poccuu, ans HedTpanu3auum KOTOPbIX MOTYT 3(PMEKTUBHO MPUMEHATbCA PELIeHUs Ha OCHOBE
OZiHOHanpasneHHbIX LWo308 InfoDiode.

InfoDiode - npoaykT Ans OfHOHANPaBfeHHOW MNepefayn [aHHbIX, MO3BONANOWMA 06ecneqnBaTb 3MEEKTUBHYIO 3aLLUNTY
KPUTUYHBIX CErMEHTOB CETW. TeXHONOruvM OAHOHAMNPABNEHHOM Mepefadn [aHHbIX, 0CHOBAHHbIE HA MPUHUMUNAX (OM3NYECKON
N30/19UMN OAHOrO CETEBOr0 CermMeHTa OT [pYroro («BO3AyLUHbIA 3230p»), 06eCneYnBaT BO3MOXHOCTb Nepefayn LaHHbIX
MEXAy CEerMeHTamn pasHOi KPUTUYHOCTM W UCKNIOYAOT BO3MOXHOCTb OpraHusauum 06paTtHoro (B TOM 4uche
[IBYHANpaBJieHHOr0) COeAMHEeHMs Ha (hU3N4ecKOM ypoBHe. Takoi noaxofn No3BOJIAET HelTpann3oBath psf Hambosee 4acTo
3KCnyaTupyembix yrpo3 6e30MacHOCTA, CBSI3aHHbIX C  CETEBbIM B3aUMOAEWCTBMEM, U OrpaHWYUTb BO3MOXHOCTU
3/10YMbILLSIEHHUKA NPY NIAHUPOBAHNM BHELLUHUX MHDOPMALIMOHHBIX aTak.
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YcnoBHble 0003Ha4YeHUA

B Tabnmuax HKe ncnonb3yoTes cnegytowme 0603HaqeHns pasmelleHns InfoDiode B MHGPACTpyKType opraHmsauum:

AC » | HGC — InfoDiode HanpaBneH n3 6onee JOBEPEHHOrO CErMeHTa B MEHee A0BEPEHHbI CErMEHT, nepeaaya AaHHbIX U3
MeHee JOBEPEHHOro CermMeHTa B 60nee J0BEPEHHbI (ON3NYECKI HEBOSMOXKHA.

NC |« HC — InfoDiode HanpaBneH n3 meHee AOBEPEHHOTO CErMeHTa B 60/ee [A0BEPEHHbIA CErMEHT, nepeaaya AaHHbIX U3
6onee 0BEPEHHOr0 CErMeHTa B MeHee [0BEPEHHbIA (PDU3NYECKN HEBO3MOXHA.

AC | «» | HC — Vicnonb3oBaHue AByx pasHoHanpasfeHHbIX InfoDiode — n3 MeHee [OBEPEHHOro B 60/1ee JOBEPEHHbIN U 13
60nee JOBEPEHHOrO B MeHee A0BEPEHHbIN, BO3MOXHA ABYHANPABNEHHAA Nepeaada AaHHbIX.

Takxe MCnonb3yeTca cneaylowlan craTycHas MOAeNb, 0603HAYaroLLas BO3MOXHOCTb HeilTpanusauum yrpo3 6e30nacHoCcTy
MHGopMaLn npu yenosun pasmeltenuns InfoDiode B MHGPACTPYKTYpe OpraHn3auum yKka3aHHbIM cnocoboMm:

Hentpanuaauma yrpo3bl — yrpo3a nojHOCTb0 HENTpannu3yeTcs.

HeitTpanuaauma ypaneHHoro Bektopa — InfoDiode nOMHOCTbIO HEATpanuayeT YAaneHHbIM (OMCTAHUMOHHLIA) BEKTOP
peanu3aumn faHHOM yrpo3bl. 0603HaYeHNe UCNONb3YETCS B TOM Cy4ae, Koraa npu oOpMynmMpoBaHuK Yrpo3bl IBHO YKa3aH
TaKXXe NOKarbHbIA BEKTOP aTaku.

HeiTpanuaauus yrpo3b! npu COBMeCTHOM ncnonb3oBaHui ¢ GC3WM — InfoDiode HeMTpanmayeT AaHHY yrpo3y nNpw yCrnoBun ero
paboThbl B cBA3Ke ¢ apyrumun C3U (aHTmempyc, DLP unu npyrum).

HeitTpanu3auma yrposbl npu ycnosuu HeckomnpomeTtupoBaHHoro C3M — InfoDiode HeiiTpanu3yeT AaHHYKO yrpo3y npu
ycnoBsum, 410 KOMMOHeHTsbl InfoDiode, pa3mellaemble B MeHee AOBEPEHHOM CErmMeHTe, He OygyT CKOMMNPOMETUPOBAHbI
3/10YMbILLIEHHUKOM.

He oTHocuTcA K yHKUMM 6esonacHocTM — HeiTpanusaums AaHHOW Yrpo3bl Ge30MacHOCTU He ABNSeTCA (OyHKLuei
6e3onacHocTy InfoDiode.

Henpumennmo — lcnonb3oBanue InfoDiode Heuenecoo6pasHo B CBA3M C HEOOXOAUMOCTLIO NMOAAEPXKKU ABYHANPaBNEHHO0
KaHana cB3n UK N0 UHbIM NPUYMHAM.
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HeiiTpanusauus yrpos ¢ ucnonb3oBaHneM ogHoHanpasneHHoro wnio3a InfoDiode

B HacTosdwem pasgene npuBedeHbl Yrposbl, HeATpanu3yemble OAHOHaNpaBfeHHbIMU LWto3amn nuHeidkn InfoDiode:
AlK InfoDiode PRO, npeaHasHayeHHbIM Ans nepeaayn dannosbix notokos, 1 AlK InfoDiode SMART, npeaHa3Ha4yeHHbIM Ans
nepeaayn NPoMbILLIAEHHbIX NpoTokonoB 1 pennuk SCADA cuctem. YkasaHHble mogeni InfoDiode npusefeHbl B Ka4ecTse npu-
Mepa, Ans 60NbLUEA HArNSAHOCTU 0COOEHHOCTEN HeTpanu3aumn yrposbl, OAHAKO HENTPANU3aLns Yrpo3 aHanorndHbIM 06pa-
30M BbInosHaeTcs u pewennamu AK InfoDiode.

YBI

WuTepnpetauna YBU u nopxon, K
HeMTpanmsaumn

VYBI1.006 Yrposa BHen-
PEHUS KOAA UMK AaHHbIX

YBI.170 Yrpo3sa
HenpaBoOMepHOro LINd-
POBaHWA MHGOPMALUM

VYbI1.188 Yrpo3sa
NoAMeHbl NPOrpaMmHo-
ro obecnevyeHus

YBIN.208 Yrposa
HELeNeBoro WCrnonb3o-
BaHUS BbIYUCINTENBHbIX

OaHMM 13 3TanoB aTak Ha OpraHW3aumnn SBNSETCA
BHEJPEHME W WUCMOSTHEHWE BPEAOHOCHOro0 npo-
rpamMMHOro o6ecnevyeHnss B MHADOPMALWNOHHYHO
cuctemy. B kayecTse BpeOHOCHOMO NPOrpaMMmHo-
ro o6ecneyeHms 06bIYHO BbICTYNAOT Pa3nnyHble
WHCTPYMEHTbI, HEe06X0AuMble 3710YMbILLNEHHUKY
INg  nanbHemwux AedcTBMIA: Mporpammbl  ans
YAaneHHoro ynpaeneHus CUCTEMOIA, Ans 3Kcnnya-
Tauuu ySI3BUMOCTEN CUCTEMbI, ANd WWdPOBaHUS
JaHHbIX, AN8 MaiHWHra KpUNTOBANThI U T.A.

BHenpeHue BPelOHOCHOTO KoJa MOXET ObiTh
peann3oBaHO Kak foKaNibHO, Tak U AMCTAHLMOHHO
MyTEM Hanpas/ieHNs BPEAOHOCHOro Koga no Cetu
W ero yaaneHHblii 3anyck B cucteme. Takxe npu
peanu3auuu AaHHoi yrpo3bl MOXET ObITb UCNONb-
30BaHa couunanbHas NHXeHepus, bnarogaps KoTo-
poil  NEeruTUMHbLIA  COTPYAHMK, BBELEHHbIA B
3a0MyX/JEeHME, MOXET  OCYLLIECTBUTb  3aMycK
BPEAOHOCHOI0 Koja.

g HeiATpanusauumm Takux Yrpo3 Heo6Xo4uMO
ucnonb3osanne C3W, He gonyckatoLero nepena-
4y BPEAOHOCHOTO KOAA B MH(OPMALMOHHYHO
cucTemy.

InfoDiode no3BONAET rapaHTUPOBaHHO OTAENUTb
3alMLLAEMbIA CETEBOW CEerMeHT OT ApYrux cer-
MEHTOB 1 06€CneqnTb HEBO3SMOXXHOCTbL Nepeaaqn
BPEAOHOCHOTO MPOrPaMMHOro 06ecrneyeHus B
UHGOPMALMOHHYIO CUCTEMY.

Infodiode Infodiode Infodiode
AC » | HC JC 1<« HC JOC | «» | HC
Hentpanusauus He oTHocuTCS K He oTHocuTCS K

yAaeHHOro PyHKLMN pyHKUMUM
BEKTOpA 6e30MacHoCTK 6e3o0nacHocTK

pecypcos cpencTea
BbIYNCIINTESIbHOW
TEXHUKN

|

119121, Poccms, Mocksa, PyxeliHbIn nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru

www.infodiode.ru

28.08.2026



HeiiTpanusauus yrpos ¢ ucnonb3oBaHneM ogHoHanpasneHHoro wnio3a InfoDiode

YBI

WuTepnpetauna YBU u nopxon, K
HeMTpanmsaumn

Infodiode
AC » | HC

Infodiode
JC 1<« HC

Infodiode
J1C | «» | HC

YBI.171

Yrpo3sa

CKPbITHOTO  BKJ1HO4€HUA
BbIHNCNTNTENBHOTO

YCTpOiicTBa B
6oT-cetu

COCTaB

OaHUM 13 BO3MOXKHbIX BApMaHTOB BHEAPSAEMOro
BPEOHOCHOrO Kofda fBMAETCH NpPOrpammHoe
obecneyeHne, 06ecnevmBaloLLee BKNIOYEHUE WH-
(bopmauLnoHHOW CUCTEMbl B GOTHET W AanbHen-
LLiee ero Mcnonb3oBaHue Ang atak Tmna «0Tkas B
00CNYXXMBAHUN» WA UCTOYHWKA APYruX Bpeao-
HOCHbIX PACCHINIOK.

[na  HeWTpanu3aumu  yrpo3bl  HEO6X0AMMO
ucnonb3osanne C3W, He gonyckawoLero nepena-
4y BPEAOHOCHOTO KOAAa B MHGOPMALMOHHYIO
cucTemy.

InfoDiode 3a c4eT oflHOHaNpaBNeHHOCTU nepepa-
4i OaHHbIX U pa3pbiBa ABYHAMpPaBMIEHHbIX MPOTO-
KONOB YAaneHHOro ynpaBneHWust rapaHTupyeT He-
BO3MOXHOCTb WCMOMb30BaHUA MH(OPMALMOHHONM
CUCTEMbI B KA4eCTBE OJJHOr0 M3 Y3108 6OTHETA.

Hentpanusauus
yrpossl

Hentpanusauus
yrpossl

Hentpanu3aauus
yrposbl

YBI.172

Yrposa

pacnpocTpaHeHus
«M0YTOBbIX Y8PBEI»

OnacHOCTb «MOYTOBbIX YepBEN» 3aKNioyvaeTcs B
UX CKPbITHOM PacnpoCTPaHEHUU Npu NosyyeHun
NoNb30BaTENAMMN 3NEKTPOHHbLIX MUCEM, COLlepXa-
LMX BPEAOHOCHbI Kof. V1 Kaxablii CKOMNpoMme-
TUPOBAHHbLIA Y3eN CTAHOBMTCA HOBbLIM LIEHTPOM
PaccbIIKN 3apaXkeHHbIX MUCEM.

Ina  HeATpanusaumn  yrposbl  He06X04MMO
ucnonb3osanue G3I, He gonyckatolero nepena-
4y BPEAOHOCHOr0 KoAa B MHAOPMALWNOHHYHO
cucTemy.

InfoDiode no3BONSAET rapaHTUPOBAHHO OTAENUTb
3aLUMLLAEMbIA CETEBOWN CErMEeHT OT ApYrux cer-
MEHTOB M 06eCneyYnTb HEBO3MOXHOCTb pacnpo-
CTPAHEHMS «MOYTOBbIX YePBEli» BHYTPb 3alluLLae-
MO0 CETEBOr0 CErMeHTa.

Hentpanusauuns
yrpossl

He oTHocuTCS K

hyHKLMK
6e30MacHoOCTK

He oTHocuTCS K

hyHKLMK
6e30nacHoOCTK

YBN.175
«(PULLNHTa»

Yrpo3sa

«OULINHIOBbIE» PACCHINKN ABNAKTCA OAHUM U3
CaMblX PACMNPOCTPAHEHHbIX BEKTOPOB aTaku Ha
opraHmsaumn. HegocTaTouHbIiA YypOBEHb 0CBELOM-
NEHHOCTN COTPYAHMKOB, KOTOPbIE MOABEPraKTcs
COLMANbHON WHXEHEepPUU, NO3BONAET 3/10YMbILU-
NEHHUKY 3aCTaBMTb WX NEPenTn Nno BPEeLOHOCHOIA
CCbIJIKE W CKayaTb BPEAOHOCHOE MNPOrpamMHoe
06ecreyeHue Unu BBECTU CBOU YYETHbIE AaHHBIE.

Ina  HeiTpanusaumm yrposbl HEOO6XOAMMO MC-
nonb3oBanne C3W, He AOMYCKAKOLLEro BO3MOXHO-
CTW nepexofa Ha «(ULWMNHIOBbIE» PECYPChl.

InfoDiode 3a c4eT OfHOHaNpPaBNeHHOCTM nepefa-
Y1 AaHHbIX U pa3pbiBa ABYCTOPOHHMX NPOTOKOMOB
rapaHTUpyeT HEBO3MOXHOCTb  nepexofa Ha
«(PULLIMHTOBbIE» PECYPCbI.

Hentpanusauuns
yrpo3sl

Heltpanusauus
yrposbl

HeiTpanusauus
yrposbi
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HeiiTpanusauus yrpos ¢ ucnonb3oBaHneM ogHoHanpasneHHoro wnio3a InfoDiode

VEI WuTepnpetauna YBU u nopxon, K Infodiode Infodiode Infodiode
HeiTpanuaaumu AC » | HC JC 1<« HC J1C | «» | HC
C60p MH(OpMALMK O CUCTEMAX W CETAX ABNSETCS
BAXXHbIM 3TanoM Mpu NAaHUPOBAHWUW aTaku Ha
OpraHu3aumi.  3noyMbILUMEHHUKN  CTPEMATCS
nosy4uTh JIOBYI0 TEXHUYECKYID WH(OpPMaLMIO,
VEI1.098 Vrposa KOTOpas MOXET OKasaTbCA MONEe3HON Ana peanu-
OBHADYXKEHUA  OTKDbI- 3aumn ataku. OgHum 13 atanos c6opa MHopma-
TIX NOPTOB U WEHTH- UMM SBNAETCA aBTOMATU3MPOBAHHOE CKAHWPOBa-
(DUKALWN NPUBA3AHHBIX HUe CeTM OpraHu3aluu, KoTopoe no3BonaeT nony-
K HUM CETEBbIX CIYXG YNTb CBELEHWS O TOMOMOruK CeTwn, eé ysnax, oT-
KPbITbIX NOPTAX U CETEBbIX CIYX6ax U T.4.
YB11.099 Yrpo3sa y
OGHADYXEHMS! XOCTOB ina HelTpanusaunu TakuX Yrpo3 Heo6Xxoaumo
ucnons3osanue C3, no3sonstoLero 06ecneyuTb
VEN.104 Vrposa KOHTPOSTb 11 OrPaHUYeHne UCNONb3yeMblX CeTeBbIX  HeiTpanusaumsa  HeiTpanusaums  HeiTtpanusauus
onpenenelma  Tonono- NPOTOKOMOB W NepeJaBaeMblX NakeTos. yrposbl yrpossl yrpossl
TN BbIYNCTIUTENTbHOIA .
ceTt InfoDiode 3a c4eT 0fHOHaNpaBNeHHOCTN nepeja-
YW JaHHbIX U pa3pbiBa ABYHANPaBNEHHbIX NPOTO-
VEWL.151 Yrposa KONIOB rapaHTMpyeT HEBO3MOXHOCTL MONy4eHys
CKAHNPOBAHUS 5o, SOYMbILINEHHUKOM Kakon-nm6o uHgopmauuu o
CEPBIICOB, PA3PAGOTaH- 3aLMLLEHHOM CETEBOM CErmeHTe W UHGopMaL-
HEIX Ha EJCHOBG asbika  CHHBIX CUCTEMAX, PA3MELUEHHbIX B HEM: TOMONO-
onucatms WSDL TMKW  CermMeHTa, agpecauun UHMOPMALNOHHBIX
CUCTEM, annapaTHoM K NporpaMmmMHoOM obecneve-
HUM,  OTKPLITBIX NOPTAX, CETEBbIX CNyx6ax, yA3-
BUMOCTAX W T.A., TO €CTb NOMHOCTbH HENTPANN3Y-
€T K/acc yrpos, CBA3aHHbIA Co C60pOM UHOpMa-
LMW MYTEM CKAHWUPOBAHUSA CETEBOIO CErmMeHTa.
C60p MHGOpMaLMK 0 CUCTEMAX W CETAX ABNAETCS
BRXHbIM 3TanoM Npu NAaHUPOBAHWUN aTaku Ha
OpraHn3aumi.  3M0YMbILUNEHHUKN  CTPEMATCS
MONYYUTb JIHOOYI0 TEXHWUYECKYID WHGopMaumto,
KOTOpas MOXET 0Ka3aTbCA NONE3HON Ans peanu-
VBI.103 Vrpoaa 3aumm ataku. OOHMM W3 BO3MOXHbIX BEKTOPOB
onpeaeneHUs TUNOB cbopa uHdopmavuu ABNAETCA NEPEXBar UCxo-
0GHOKTOB 3ALLUTHI JAWKMX U3 UHAOPMALMOHHOA CUCTEMBI UIN CeTe-
BOr0 CErMeHTa AAHHbIX 1 UX aHANU3 C Lenblo no-
NyYeHUs CBEAEHUA O CUCTEMAX, MCMOJSIb3yemMOM
YBIA.132 Yrposa annapaTtHOM W NPOrPaMMHOM 06ECreyeHnn, anro- y
nomnyvyeHus npegsapu- He otHocuTcA K HeliTpanusaums He oTHOCUTCSA K
. puTMax 06paboTKN AaHHbIX U T.[.
TENIbHON  MHDOpMaLIMK PyHKLMN yAaeHHoro PyHKLMN
06 00bEKTE 3aLuThI 6e3onacHocTy BEKTOpa 6e30MacHoOCTM

VbI1.218 Yrpo3sa
packpbITU  MHpopMa-
LM O MOAENU MaLLIMH-
HOro 06y4eHus

[ns HelTpanusauuu TakuX Yrpo3 Heo6Xoaumo
ncnonb3oBaHue C3W, no3sonstoLwero obecneyntb
KOHTPOSb 11 OFPaHNYEHNEe UCMONb3YEMbIX CETEBbIX
MPOTOKONOB U NepeaaBaeMblX  MaKeToB.

InfoDiode no3BonsieT rapaHTUPOBAHHO OTAENUTb
CETEBOI CErMeHT C MH(OPMALUOHHON CUCTEMOIA
0T BCEX JpYrux CermMeHToB M 06eCne4uTh HEeBO3-
MOXHOCTb MOMYYEHNS KAKUX-NINOO AaHHbIX WH-
(POPMALIMOHHOMA CUCTEMbl 33 TrpaHuuamu 3Toro
CermeHTa.
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HeiiTpanusauus yrpos ¢ ucnonb3oBaHneM ogHoHanpasneHHoro wnio3a InfoDiode

VEI WuTepnpetauna YBU u nopxon, K Infodiode Infodiode Infodiode
HeiTpanuaaumu AC » | HC JC 1<« HC J1C | «» | HC
YB1.009 Yrpo3a
BOCCTaHOBNEHUA HecaHKUMOHMPOBaHHOE MCNOMb30BaHNE (DYHKLM-
npenpioylien ya3sumoir  oHanbHocTu BIOS/UEFI moxeT 6biTb peann3oBaHo
Bepcum BIOS KaK NOKanbHO, TaK W YAANeHHO C MCMOSb30BaHM-
em npotokonos iKVM unu IPMI. 310 nossonser
YBI.013 Yrpo3a 3/10YMbILLTIEHHUKY, HEe UMest (IU3NYecKoro A0CTy-
LeCTPYKTUBHOIO NC- Na K MH(DOPMALMOHHOA CUCTEME, OCYLLECTBNIATb
Nnonb30BaHUA  [eKna-  pasfinyHble HECAHKLUOHUPOBAHHbIE MAHWUMYNSLUN
pUpoBaHHOro yHkumo- ¢ BIOS/UEFI:  mcnonb3oBaHWe CTaHAAPTHOMO
Hana BIOS (byHKUMOHANA AN HapyLleHns paboTbl MHG OpMa-
UHOHHOR CMCTeMb'; BOCCTAHOBNEHNE YA3B/MON Hentpanusauus He oTHocuTCS K He oTHOCUTCA K
YbI1.024 Yrpo3sa Bepcun Ana eé akcnnyarauum U pasButuA ataku;
N3MeHeHss  pexumoB  cOpoc 1 3ameHa napons K BIOS/UEFI n T.4. YRAneHHOro (DyHKLMM (DyHKLMA
BEKTOpA 6e30MacHoOCTY 6e30MacHOCTM
paboTh! annaparHbIx
9NeMeHTOB KomnbloTepa  [ng HelTpanus3aumm Takux yrpo3 Heo6X0AvMMO
ucnonb3osatb G3M, no3ponstollee OrpaHUyuUTb
YBI.045 Yrpo3a yaaneHHblin goctyn K BIOS/UEFI.
HapyLUeHns  n3onauum
cpenbl ucnonHenns InfoDiode no3BonsieT rapaHTMPOBAHHO OTAENUTb
BIOS CETeBOI CErmMeHT C MHGOPMALUOHHON CUCTEMOIA
0T BCEX ApYrux CerMeHTOB M 06eCne4nTb HEeBO3-
VYbI.144 Yrpo3a MOXHOCTb Bo3aenctaus Ha BIOS/UEFI ¢ ncnons-
nporpamMmHoro cépoca 30BaHuem npotokonos iKVM unn IPMI.
napons BIOS
HecaHKUMOHMPOBaHHOE MCMOMb30BaHNE (DYHKLM-
oHanbHocTi BIOS/UEFI MOXeT 6bITb peann3oBaHo
KaK NOKabHO, TaK W YAANeHHO C MCMNOJSIb30BaAHM-
em npoTokonos iKVM unu IPMI. 310 nossonset
3N0YMBbILINIEHHUKY, He UMes PM3MYEecKoro JocTy-
na K MHDOPMALMOHHOA CcucTeme, OCYLLECTBATD
ataku nepe6opom «rpy6oi cunoit» napons BIOS/
UEFI gna nonyveHus HCL K vHdopMauuoHHOM
CUCTEME W AanbHelALLIero pa3BuTus aTaku.
YBIN.123 Yrposa y HeiTpanusaums  HeiTpanusaums  Heltpanusauus
Ina HeiTpanusaumm yrposbl HEO6XOAMMO MC-
nogoopa napons BIOS yrpo3bl yrpo3bl yrpo3bl

nonb3oBaxne C3I, N03BONALLErO KOHTPONMPO-
BaTb HECAHKLMOHMPOBAHHbIE NOAKMOYEHUS K
MH(OPMALMOHHON CuUcTEME.

InfoDiode 3a c4eT 0HOHANPaBNEHHOCTM nepena-
4y AaHHbIX U pa3pbiBa ABYHAMpPaBMIEHHbIX MPOTO-
KONOB rapaHTUpyeT HEBO3MOXHOCTb nepe6opa
naponei MHHOPMaLUOHHON CUCTEMBI, B TOM YUC-
ne npu pa6ote ¢ BIOS/UEFI no npotokonam iKVM
unun IPMI.
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YBIN.073 Yrpo3sa
HEeCaHKLMOHMPOBAHHOO
[0CTyna K akTUBHOMY K
(vnu) maccueBHOMy BUp-
TyanbsHOMY 1 (Mnn) cpu-
3U4eCKOMY  CETEeBOMY
060pynoBaHNID 13 -
3M4ECKON W (Mnu) BuMp-
TyasnbHOM CeTK
YBW.076 Yrpo3a
HECAHKLMOHMPOBAHHOO
L0CTyna K runepsusopy
U3 BUPTYATIbHOM Mallu- MonyyeHne HeCaHKLMOHMPOBAHHOMO YAANEHHOro
Hbl 1 (A1) P U3NYECKO y . P YA
ceTH A0CTyNa K pasnuyHbiM y3nam MHGPAcTPYKTypbl
ABNAETCA MEPBUYHON LENblo  3M0YMbILUMEHHMKA
npu aTake H raHu3aumi. 310 Heo6XoguM
VEI.078 Vrposa pu aTake Ha opraHu3auwio. 310 Heob OAMMO,
4TO6bI BMOCNEACTBUM UCMNONB30BATL JaHHbIA Y3en
HECAHKLOHIPOBAHHOTO MHDPACTPYKTYPbl OpraHn3auuy Kak nnawgapm
JocTyna K 3aiimiae- ;
Ans 3aKpenfieHns B UHMPACTPYKTYpe U fanbHeil-
MbIM BUPTYanbHbIM o , »
LUMX JEACTBUA N0 LOCTUXKEHMIO KOHEYHOI Lenu. B
MallMHaM W3 BUPTYalb- y
. KayecTBe LeNnel [N HecaHKUMOHWPOBAHHOTO
HOW W (Mnu) u3nye-
CKOi CeTH J0CTyna MOryT BbICTYNaTb WH(OPMALMOHHbBIE
CMCTEMbI, CeTeBOE 060pYAOBaHWE, TMNepBU3OPbI Heiianuaas  Heitoanusauns  HeiTpanuaalus
Yb11.080 Yrposa W BUPTYANbHEIE MAILITHBI, XPaHWIILLA AaHHbIX, aF:1eHHorL(l) azeHHorLcl) a&eHHorLcl)
: p CPeACTBA 3alnThI MHDOpMALWK W T.14. YA YA YA
HECAHKLMOHMPOBAHHOO BEKTOpa BEKTOpA BEKTOpA

Joctyna K 3awimiae-
MbIM BUPTYanbHbIM
YCTPOMCTBAM M3 BUPTY-
anbHOM WU (1Unn) usn-
YEeCKOM Cetun

VYbI1.084 Yrpo3sa
HECaHKLMOHMPOBAHHOIO
A0CTyna K cucTeme xpa-
HEHWS [aHHbIX W3 BUP-
TyanbHOW W (unm) du-
314ECKON CeTu

YbI1.092 Yrpo3sa
HECaHKLMOHMPOBAHHOIO
yLanéHHOro BHEMomnoc-
HOrO gocTyna K anna-
paTHbIM CpefcTBam

YbI.187 Yrpo3sa
HECaHKLIMOHMPOBAHHOIO
BO3[ENCTBNA Ha cCpen-
CTBO 3aWMTbl UHCOP-
maumm

[na HeiATpanusauumm Takux Yrpo3 Heo6Xo4uMO
ucnonb3oBatb C3W, nossonsitoliee 06ecnevntb
KOHTPOSb M OFPaHNYeHNe YAaneHHOro NOAKN0Ye-
HUS K ANeMEHTaM MHADPACTPYKTYPbl OPraHn3aLni.

InfoDiode 3a c4eT OfHOHaNpaBNeHHOCTM nepefa-
4i OaHHbIX U pa3pbiBa ABYHAMpPaBMIEHHbIX NPOTO-
KONOB rapaHTUpyeT HEBO3MOXHOCTb YAaNeHHOro
HECaHKLMOHUPOBAHHOr0 A0CTYNa K MHGPACcTpykK-
TYpe opraHusauum.
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YbIA.088 yrposa OAHOM W3 KOHEYHbIX Lenei 3n0yMbILWAEHHUKA
HECAHKLMOHIPOBAHHOTO Mg)KeT SBNATLCS NON qeLll-me ocT nya K 3auiiae
KOMMPOBaHWS 3alluLLa- y y Hocty i
; MOii MHCpOpMALLMK OpraHu3auuu. 3To MOryT ObITh
eMOMn MHhopmaLum
MepPCOHaNbHbIe AaHHbIE KIWUEHTOB MNW COTPYAHM-
KOB, KOMMepYecKas WIn WHble BUAbI TallH, ycTa-
VBI111  Vrposa P . y
HOBNEHHbIX  3aKOHOAATENbCTBOM,  KPUTWYHbIE
nepedayy AaHHbIX Mo
(buHaHcoBbIE CBefeHMsA, MHOPMALMA O KOHTp-
CKPbITbIM KaHanam
areHTax u T.1.
He oTHoCUTCS K Helitpanu3auus He oTHoCUTCS K
VBWN193  Vrposa ) panisay
TeNKA MHCDODMALWY 33 [Ins HeiATpanu3auuyu Takux Yrpo3 Heo6Xoaumo hyHKLUM YAaneHHoro hyHKLUM
Z%T 0 VIMBHZHI/IFI B0E ucnonb3osatb G3W, nossonswliee obecneynutb  6e30MaCHOCTU BEKTOpa 6e30MacHOCTH
LI,OHOCH[I):IM 0T aN?M orpaHnyeHne nepenayn AaHHbIX 3a Npeaenbl KOH-
porp Typa 6e30MacHOCTH.
HbIM o6ecneyeHnem
anropuTMoB LInposa- .
HIA TpachyKa InfoDiode 3a c4eT oflHOHaNpaBneHHOCTU nepepa-
Yi AaHHbIX rapaHTMPYeT HEBO3MOXXHOCTb XULLe-
HUS [AHHbIX W3 KOHTypa 6e30MacHOCTW, B TOM
VEM.219  Yrposa A yP
YALGHAS  OOYHAIOLLIX yucne mpu UCNONb30BaHWK METOAOB LUMpPOBa-
HUS UK CTeraHorpachum Npu nx nepeaave.
AaHHbIX
YBI.091 Yrpo3sa OOHOM W3 KOHEYHbIX LIeNei 3M0yMbIWAEHHUKA
HECAHKLWOHMPOBAHHOrO  MOXXET ABAATLCA NOMy4eHUe JOCTyNa K 3alimiiae-
yoaneuus 3awuiiaemMon  Mon MHAOpMauuUmn opraHmsaunn u eé Moanuka-
MHGopmaunu UMS MUNKN YHUYTOXEHME. 3TO MOrYT BbITb NEpco-
HanbHbIe [aHHbIE KNMEHTOB WM COTPYAHWKOB,
YBI.179 Yrpo3sa HOMEpa CYeTOB KNWEHTOB, COTPYAHMKOB WA
HECAHKLUWOHMPOBAHHON  KOHTPAreHTOB, TEXHONOMMYECKME U UHTENNeKTy-
mMoaudmkaumy  3awm-  anbHble Pa3paboTKu OpraHn3auumy u T.4.
aemoii nHpopmauum .
t (bopmay y Helitpanuaauus He oTHOCUTCA K He oTHOCUTCA K
g HeiATpanusauumm Takux Yrpo3 Heo6Xo4uMO
YBIN.221 Yrposa ucnonbzosatb C3W, nossonstollee o6ecneyuTb YRANEHHOTO (YKL (yHKUAI
: ’ BEKTOpa 6e30nacHoCTy 6e30MacHOCTM

mMoaudomkauuu moaenu
MalUMHHOTO  06Yy4YeHus
nyTem NCKaXEHUA
(«oTpaBnenuns») oby4a-
HOLLUX JAHHbIX

YbIN.222 Yrpo3sa
NOAMEHbI Mofenu Ma-
LUMHHOTO 06Yy4eHns

HEBO3MOXXHOCTb HGC&HKLI,I/IOHI/IpOBaHHOVI nepena-
YN AaHHbIX WIN KOMaHA Ha WX W3MEHEHWE B
CUCTEMbI XPAHEHNA 1 06p360TKI/I TaKnX AaHHbIX.

InfoDiode 3a c4eT OfHOHaNpPaBNeHHOCTM nepefa-
Y1 JAHHbIX rapaHTUPYEeT HEBO3MOXXHOCTb HECAHK-
LIMOHMPOBAHHOW nepefadn AaHHbIX WM KOMaHg
Ha WX M3MEHEHWe B 3alLULLAEMbli CETEBOW Cer-
MEHT.
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HeiiTpanusauus yrpos ¢ ucnonb3oBaHneM ogHoHanpasneHHoro wnio3a InfoDiode

VEI WuTepnpetauna YBU u nopxon, K Infodiode Infodiode Infodiode
HeiTpanuaaumu AC » | HC JC 1<« HC J1C | «» | HC
Mony4eHne 3NOYMbILINIEHHUKOM  BO3MOXHOCTH
yOaneHHo nepefaBaTb  HECAHKLMOHMPOBAHHBIE
KOMaHbl B MHC(OPMALUOHHYIO CUCTEMY MOXET

VEI.063  Yrposa A (bopmaumorHy y
MPUBECTM K TSKENbIM NOCNEACTBUAM 18 OpraHu-

HEKOPPEKTHOr0 UCMOnb- )
3aUun: KOMaHAa, M3MEHAoWAs pexum paboTbl

30BaHWA  (DYHKUMOKAN2 060py0BaHNA Ha NPOU3BOACTBE, MOXET NpuBe-

nporpaMmmHoro u anna- y o ’

CTW K MOpYe BbINYCKAeMOoii NPOAYKLUN UK camo-

paTHOro obecneyeHms
ro 060pyfoBaHus, a nepesarpyska unm oTKN0Ye-
HUE KOHTPOMbHbIX JATHNKOB, HaNpUMep, Ha aHep-

YBIN.107 Yrposa o y
rOCTaHLMWN — K TEXHOTEHHOI KaTacTpode. HeiTpanusaums  He oTHOCUTCA K He oTHOCUTCA K

OTKIIOYEHNSA KOHTPOSb-

HbIX AT4MKOB yOaeHHOro pyHKLMN pyHKUMUM
[ns HeWTpanu3aumu Takux Yrpo3 Heo6Xoammo BEKTOpa 6e30nacHoCTK 6e3onacHocTu
ucnonb3osatb C3W, nossonstoLlee o6ecneyuTb

VBIL113  Yrposa tee o0

[eDG3ATDVAKM ANNADAT HEBO3MOXHOCTb HeCaHKLIMOHUPOBAHHOW nepefa-

pesarpy P 41 KOMaHJ B UHCDOPMALIMOHHbIE CUCTEMbI.

HbIX M NpPOrpaMmmHo-

annapaTHblX  CpejcTs .

p ,p A InfoDiode 3a c4eT ofHOHaNpPaBNeHHOCTM nepena-

BbIYMCNUTENbHOA  TeX-

HUK 41 AaHHbIX rapaHTMPYeT HEBO3MOXHOCTb HECaHK-
LIMOHUPOBAHHOW Mepefjadn KOMaHf B 3alluiiae-
Mblil CETEBOW CErMEHT, 3alniLan WHGOPMALIMOH-
Hbl€ CUCTEMbI OT BHELLHEr0 BAUSHUSA.

YnaneHHbIn nepexsar ynpaBneHus MHQopmalu-
OHHOW  CMUCTEMOM WNKM  aBTOMATU3MPOBAHHOM
CUCTEMOW YNpPaBNEHUS TEXHOMOMNYECKUMM NPo-
Leccamu BO3MOXEH B Clly4ae KOMMpOMeTauuu
3M0YMbILINIEHHUKOM  CaMOli  CUCTEMbI UM XXe
CUCTEMbI LIEHTPANN30BAHHOI0 YNpaBeHus 06bek-
TOM. 3TO BO3MOXHO Kak MyTeM MONYy4eHUs He-

VBIN.183 Yrpo3sa CaHKLWOHMPOBAHHOrO [0CTYNa, TaK W NyTem

nepexpata YNpaBneHMs HanpaesfieHUs WM MOAWUMUKALMKM  KOMAHA,

ABTOMATU3NPOBAHHOIA HanpasNfeMblX B MHDOPMALMOHHYO CUCTEMY.

CUCTEMON  yMpaBJieHms

TEeXHOMOMNYEeCKMMU [ina HelTpanusaunu Takux yrpo3 Heobxoaumo  Heltpanusauus — He OTHOCUTCS K He oTHOCUTCSA K

npoweccamm ucnonb3osatb C3W, nossonstoliee o6ecneyuTb YAANEHHOro hyHKLMK hyHKLMK
HEBO3MOXHOCTb HECAHKLIMOHUPOBAHHOIO A0CTYNa BEKTOpa 6e30nacHoCTy 6e30MacHOCTM

VBIN.212 Yrpo3sa W HanpasneHuss KOMaH4 B WH(OPMALUOHHYIO

nepexsara ynpasieHUs
MH(OPMALMOHHON  CK-
cTemon

cucTemy.

InfoDiode 3a c4eT ofHOHaNpaBNeHHOCTM nepefa-
Y1 JAHHbIX rapaHTUPYEeT HEBO3MOXXHOCTb HECAHK-
LIMOHMPOBAHHOIO JOCTYNA WU HanNpaBNeHUs KOMaHg
B MHMOPMALMOHHYIO CUCTEMY, 4TO 3alUuLiaeT
MH(OPMALMOHHbIE CUCTEMbI MM ABTOMATM3MPO-
BaHHbIE CUCTEMbI YNPaBeHUs TEXHONOTUYECKUMM
npoleccaMmu OT nepexBata YnpaeneHus 3mo-
YMbILWIIEHHUKOM.
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YBI

WuTepnpetauna YBU u nopxon, K
HeMTpanmsaumn

Infodiode Infodiode Infodiode
AC » | HC JC 1<« HC J1C | «» | HC

YBI.007 Yrpo3a
BO3[ENCTBMA HA Mpo-
rpaMmbl  C  BbICOKMMU
NpuBUNIErusaMn

YBI.087 Yrpo3a
HECaHKLMOHMPOBAHHOIO
NCNoNb30BaHNA NPUBK-
NerupoBaHHbIX  QOYHK-
umi BIOS

Mocne nmony4yeHWs nepBOHAYanbHOro AocTyna K
VHPACTPYKTYpE OpraHu3aumn 310yMblLUNEHHU-
Kam Heo6X0AMMOo 06ecneynTb BOSMOXHOCTb Bbl-
MONMHEHNS PA3NINYHBIX KOMAHL ANs LanbHeilero
pa3BuTus ataku. [1pyn 3TOM 4019 BbINOSHEHUS MHO-
TUX KOMaHL UM Heo6X04MMO MONy4UThb NOJTHOMO-
4MA Y4ETHOW 3anucu afMUHUCTPATOpPa CUCTEMbI.
OAHWUM 13 cnoco60B UX BbIMOMHEHWS MOXET ObITh
CMOMb30BaHNe Nnporpamm, 065ajaloLnx BbICO-
KUMKW NpuBuiernsamu, unm xe gyHkuuamu BIOS/
UEFI.

[ns HeWTpanu3auum Takux Yrpo3 Heo6Xomumo
ucrionb3osatb C3l, nossonsioliee 06ecneyunTb
HEBO3MOXXHOCTb HECAHKLIMOHUPOBAHHON nepeja-
YW KOMaH[, B MHOPMALIMOHHbBIE CUCTEMBI.

InfoDiode 3a c4eT ofHOHaNpPaBNeHHOCTM nepena-
41 JAHHbIX rapaHTUPYeT HEBO3MOXHOCTb HECAHK-
LIMOHMPOBAHHOW Nepefadn KoMaHg B 3aliuiiae-
Mblil CETEBOW CErMEHT, 3alniLan WHGOPMALIMOH-
Hbl€ CUCTEMbI OT BHELLHEr0 BAUSHUSA.

Heltpanusaums He oTHOCUTCSA K He oTHOCUTCA K

YbI.122 Yrposa
MOBbILIEHU  MpPUBUNE-
rui

Mocne mony4eHus MepBOHAYaNnbHOMO A0CTYNa K
WHCPACTPYKTYPe OpraHM3auun 310yMbILLINEHHN-
KaM Heo6Xx0AUMO 06eCneYuTb BO3MOXHOCTb Bbl-
MOJIHEHMS PA3NINYHbIX KOMaHZ ANs AanbHeiLero
pa3BuTMs ataku. Mpn aTOM Ans BbINONHEHNS MHO-
TUX KOMaHA UM HE0GX0AMMO MONYYUTb MONHOMO-
YMS YYETHOM 3anucK afMUHWUCTPATOPA CUCTEMbI.
OnHUM 13 CNIOCOBOB WX BbIMONTHEHUS MOXET GbITh
aKcnnyaTauus yA3BUMOCTE CUCTEMbI WAM MNpo-
TPaMMHOT0 0GECneyeHns, YTOGbl MOMY4UTb BO3-
MOXHOCTb BbINOJIHEHUS KOMaH[] C NOMIHOMOYUAMM
afAMUHUCTPaTOpA.

[ina HeiATpanusaumm Takux Yrpo3 Heo6Xo4uMO
ucnonb3osatb G3W, nosponstouiee 06ecnevnTb
HEBO3MOXHOCTb HECAHKLIMOHMPOBAHHOIO AOCTYNA
K MIH(hOPMALMOHHON CUCTEME.

InfoDiode 3a c4eT OfHOHaNpPaBNeHHOCTM nepefa-
4y AaHHbIX U pa3pbiBa ABYHAMpPaBJIEHHbIX MPOTO-
KONOB rapaHTUPYeT HEBO3MOXXHOCTb YAANEeHHOro
HECAHKLIMOHUPOBAHHOr0 A0CTyNa K UHGPACTpykK-
Type OpraHu3auuu, 3awuiias KOMMOHEHTbl WH-
(bopMaLMOHHbIE CUCTEMbI OT 3KCRyaTauuu nux
YA3BUMOCTEN.

YAaneHHoro hyHKLMK hyHKLMK
BEKTOpa 6e3onacHocTy 6e30MacHoOCTM
HeiiTpanuaauus
Helitpanusauna  HeiTpanusaums Yrpo3sl Npu
YOaneHHoro yOaneHHoro yCcnosum
BEKTOpA BEKTOpA HECKOMNPOMETH-

poBaHHoro C3U
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OfHUM 13 HanpasfieHWA aTak Ha OpraHW3aunio
MOXET 6blTb NpUBEAeHNE UH(OPMALUOHHBIX CU-
CTEM W PECcypcoB OpraHu3auuMm B COCTOSIHUE
YBIN.143 Yrposa «0TKa3 B 006CNYXMBaHUM». Knaccuyeckue araku
NPOrPamMMHOr0 BbIBELe- TuNA «0TKa3 B 06CIYXMBAHWU» OCHOBbIBAKOTCA HA
HUS U3 CTPOS CPEACTB  OLHOM U3 [ABYX MPUHLMMOB: SIMGO HA MCYepnaHMi
XpaHeHns, 06paboTKM U BO3MOXHOCTEN CUCTEMbI W3-32 NPEBbLILIEHNUS [0-
(vnn)  BBOAA/BbIBOAA/  MYCTUMOIA HArpPY3KM Ha Hee, NU60 NyTem aKcnsya-
nepejayu WHopmMaLmMn  Tauun yA3BMMOCTEN, HAaNpaBneHHbIX Ha ucyepna-
HUE CUCTEMHbIX PECYPCOB.
YBI.153 Yrposa Hentpanusauus He oTHOCUTCA K He oTHOCUTCA K
yCUneHus Bo3fdencTeua [N HeilTpanu3aumm Takux Yrpo3 Heob6Xoaumo yAaeHHOro PyHKLMN PyHKLMN
Ha  BblYMUCAUTENbHbIE  Mcnonb3oBaTh C3U, No3BoNsALLEE OrpaHNyMBaTh BEKTOpa 6esonacHocTy 6e30nacHoCTM
pecypcbl  MONb30BaTe-  HArpysKy, a Takke BO3MOXHOCTU MO 3Kcniyara-
neii Npu NOMOLWM CTO-  LMMW YA3BUMOCTER CUCTEMBI.
POHHUX CepBEPOB
InfoDiode 3a c4eT ofHOHaNpPaBNeHHOCTM nepena-
YBW.155 Yrpo3a Y1 JAHHbIX rapaHTMPyeT HEBO3MOXHOCTb Nnepeaa-
yTpaTtbl  BbIYUCIIUTENb- YU CETEBbIX 3aMPOCOB K MH(HOPMALMOHHON CuCTe-
HbIX PECYpCoB Me, a TaKXXe 06eCneynBaeT 3aLuTy 0T yaaneHHoi
JKcnyaTaumn ya3sBMMOCTein, KOTOpble MOTYT Npu-
BECTU CUCTEMY B COCTOSIHWE «0TKa3 B 06CNYXMBa-
HUM>.
3N0YMbILIMEHHIK MOXET OpraHn3oBaTtb nepeéop
BCEX BO3MOXHbIX HACTPOEK W NapameTpoB WH-
(bopMaLMOHHON  cuUCTeMbl, 4TO6bLI nopgo6patb
Hanbonee YA3BUMYIO KOH(Urypauuw, Kotopas
MO3BONIAT €My B PA3BUTUM aTakm, UK Xe Npuse-
[leT CUCTeMy B COCTOsSIHME «0TKa3 B 06CNyXuBa-
HUM». Takas ataka MOXXET CTPOMTbCA Kak nyTem
NPAMOr0 HEeCaHKLMOHWPOBAHHOIO J0CTYyNa K Cu-
CTeMe, TaK U MyTeM HanpaByieHUs KOHUrypawm-
OHHbIX (DaNNIOB ANs UX NPUMEHEHUs B CUCTEME.
YBIN.109 Yrposa y
nepebopa Bcex HacTpo- [na HeiTpanusaunu yrposbl HEO6XOAMMO MC- Hetpanusauua  He otHooutca K He OTHOCUTCS K
eK M napameTpoB npu- nonb3osanne C3U, N0o3BONSAIOLLErO KOHTPONMPO- YRANEHHOTO (KLU (yHKUAI
BEKTOpa 6e3onacHoCTy 6e30MacHoOCTM

NOXKeHnaA

BaTb HECAHKLWOHMPOBAHHbIE MOAKIIOYEHUS K
MH(OPMALMOHHOW CUCTEME, a Takxe Mepegady
KOH(DUIYpaLMOHHBIX (haiinos.

InfoDiode 3a c4eT 0fHOHANPaBNEHHOCTM nepefa-
41 [aHHbIX U paspbiBa ABYHANPABMEHHbIX NPOTO-
KONOB rapaHTUpyeT HEBO3MOXHOCTb nepe6opa
HacTpPOeK W napameTpoB CUCTEMbI KaK NyTeMm He-
CaHKLMOHUPOBAHHOIO [OCTYyNa, TaK UM NyTem
HanpasneHns U3MEHEHHON KOH(Urypauum B WH-
(POPMaLIMOHHYIO CUCTEMY.
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YBI

WuTepnpetauna YBU u nopxon, K
HeMTpanmsaumn

Infodiode
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YbI1.034 Yrpo3sa
1CNONb30BaHMA cna6o-
CTeii NPOTOKOMOB CeTe-
BOr0/NoKanbHOro obme-
Ha JaHHbIMK

lpoTOKOsbI CETEBOr0 0OMEHA, TaK Xe Kak /n6as
MH(OPMALNOHHAA CUCTEMA, UMEKT CnadocTn W
YA3BUMOCTMW. 3M0YMbILLIEHHUKM YACTO UCMOJb3Y-
10T Takue cnabocTu Ans noayvyeHnst HecaHKLMOHU-
POBAHHOrO [OCTyNa K CucTemMam OpraHusauum
WU JaHHbIM, NepesaBaemMbiM N0 3TUM NPOTOKO-
nawm.

[na HeWTpanu3aumu Takux yrpo3 Heo6Xxoammo
ucnonb3osanne G3M, no3sonstowero o6ecneymntsb
KOHTPOSb, OFPAHNYEHME U 3ALLUTY UCMONb3YEMbIX
CETEBbIX MPOTOKONOB U MepeAaBaeMblX MaKeToB.

InfoDiode 3a c4eT oflHOHaNpaBneHHOCTU nepepa-
4i OaHHbIX U pa3pbiBa ABYHAMpPaBMIEHHbIX NPOTO-
KOMNOB NO3BOJISET rapaHTUPOBAHHO OTAENUTL Ce-
TEBOW CErMeHT C WH(OPMALIMOHHON CUCTEMOIA OT
BCEX APYrX CErMEHTOB 1 06ECMNEYUTb HEBO3MOX-
HOCTb UCMONb30BaHMS CNaboCTeN CeTEBbIX MPOTO-
KOMNOB 3/10YMbILLIMIEHHUKOM ANS LeNei nony4eHus
HECaHKLMOHWUPOBAHHOr0 [A0CTyna K CucTemMam,
HaxoAALMMCS B 3aLLULLAEMOM CErMEHTE.

Hentpanusauus
YAaneHHoro
BEKTOpA

Hentpanusauus
YAaneHHoro
BEKTOpA

HeiTpanusauus
yrpo3sbl Npu
YCNOBMN

HECKOMMNPOMETN-

poBaHHoro C3U

YBN.178 Yrposa
HECAHKLMOHMPOBAHHOO
NCnonb3oBaHuns cu-
CTEMHbIX U CETeBbIX
yTUAuT

CoBpeMeHHbIe MH(DOPMALIMOHHbIE CUCTEMbI UMe-
10T 60NbLLIOE KOMNYECTBO PA3JIMYHBIX CUCTEMHbIX
U CETeBbIX YTWNIUT, KOTOPble HEO6XOAMMbI [N
NoAJepXaHus ux pabotbl. Takue yTUANTLI 4ACTO
MOTYT UCNONb30BATLCS 3M0YMbILIEHHNKAMKU AN
MoSTy4eHnst HecaHKUMOHWPOBAHHOMO JocTyna K
cucTeMaMm OpraHu3auuu Wnu anbHenLlwero pas-
BUTUS aTaku.

[na HeiATpanusauumm Takux Yrpo3 Heo6Xo4uMO
ncnonb3oBaHne C3W, no3sonstoLero obecneyntb
KOHTPOSb 11 OFPaHNYEHMEe UCMONb3YEMbIX CETEBbIX
MPOTOKONOB U MepedaBaeMblX  MAaKeToB.

InfoDiode 3a c4eT ofHOHaNpPaBNEHHOCTM nepefna-
YW LAHHBLIX U pa3pbiBa ABYHANPABMIEHHbLIX NMPOTO-
KOJIOB MO3BOJIAET rapaHTMPOBAHHO OTAENUTbL Ce-
TEBOW CErMeHT C MH(POPMALIMOHHON CUCTEMOII OT
BCEX [pYrux CerMeHTOB 1 06eCne4nTb HEBOIMOX-
HOCTb WCMONb30BAHWUA 3MOYMbILINIEHHUKOM CK-
CTEMHbIX W1 CETEBbIX YTUIUT ANA Lieneil nony4eHus
HECAHKLMOHMPOBAHHOr0 [J0CTyna K CucTemMam,
HaxoAsALLMMCS B 3aLLULLAEMOM CErMeHTe.

Helitpanuaauus
YOANneHHOro
BEKTOpa

Helitpanu3auus
YOANeHHOro
BEKTOpa

HeiiTpanuaauus
YOANeHHOro
BEKTOpa
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HeiiTpanusauus yrpos ¢ ucnonb3oBaHneM ogHoHanpasneHHoro wnio3a InfoDiode

YBI

WuTepnpetauna YBU u nopxon, K
HeMTpanmsaumn

Infodiode
AC » | HC

Infodiode
JC 1<« HC

Infodiode
J1C | «» | HC

YbW.124 Yrposa
noAAenku 3anumcen
XKYpHana perucrpaummn
co6bITUN

Ha aTane COKpbITUS CNefoB CBOEN JesTesIbHOCTH
3MOYMbILLUMEHHIKY HEOOXOAUMO YHUYTOXUTb UMK
M3MEHUTb XYPHATbl COOLITUIA, 4TOObI 3aTPYLHUTL
JanbHenwee paccrefosadue uHungeHta. OgHum
13 cnoco60B 06ecrneyeHns 6e30MaCHOCTU XXypHa-
NOB COBLITUIA ABNAETCA WX PENIMKAUNA B eANHOE
3aluiLeHHoe XpaHunuile. lMpu 3TOM 3110yMbILL-
NEHHUK TaKXXe MOXET NoNy4uTb JOCTYN K TaKomy
XPaHWUITULLY 1 MOANULMPOBATL XYpHasbl CO6bI-
THA.

[ns HenWTpanu3auun yrposbl HeoOXOAUMO WC-
nonb3oBanne G3IA, no3ponsioLlero 06ecnevynThb
HEBO3MOXKHOCTb YAANeHHOro AocTyna K XpaHu-
nnuy.

InfoDiode 3a c4eT ofHOHaNpPaBNeHHOCTM nepena-
41 JAHHbIX U pa3pbiBa ABYHANPABMEHHbIX NPOTO-
KONI0B MO3BONSIET rapaHTMPOBAHHO OTAENUTb Ce-
TEBOW CErMeHT C XPaHWUMMLLEM XKYPHANoB CO6bI-
TWA OT BCEX APYrMX CErMeHTOB W 06eCcrneynTb
HEBO3MOXHOCTb MOAMCMKALMN WU YHUYTOXE-
HUS 3N0YMbILNEHHUKOM COAEPXUMOro XpaHumu-
La.

HenpumeHumo

Hentpanusauus
yAaneHHoro
BEKTOpA

Heltpanuaauus
yAaneHHoro
BEKTOpA

YBI1.033 Yrpo3sa
1CNONb30BaHMA €na6o-
cTen KOAMPOBaHMs
BXO[HbIX AlaHHbIX

Ecnn B MHMDOPMaLUMOHHOIA cucTeMe, WMEKLLeN
BHELUHWe WHTepdenchbl, He OCYLLECTBIAETCA KOH-
TPONb 32 BXOAALMMU JAHHBIMU, 3710YMbILUNEHHUK
MOXXET HanpaBnATb Pas3NMyHble [aHHble, comep-
Xalne oOnacHble NaTTepHbl KoAa, CryXe6Hble
CUMBOSbI 11 T.A., HA BXOJ CUCTEMbI C LIENbI0 BbIBE-
CTW CUCTEMY U3 LUTATHOr0 COCTOSHUSA, 3KCNJyaTa-
UMM yS3BUMOCTEIA UNKU «0TKaza B O0OCNYXMBa-
HUN»,

[Ina HelWTpanusaumm yrpo3sl Heo6X04UMO WC-
nonb3osaHne G311, No3BONAIOLLEr0 OrpaHN4nBaTh
HECaHKLMOHNUPOBAHHbIE 3anpochl K WHPOPMaLM-
OHHOW CUCTEME.

InfoDiode 3a c4eT ofHOHaNpPaBNeHHOCTM nepena-
YY1 AAHHBIX rapaHTUPYeT HEBO3MOXXHOCTb Hanpas-
NEHNs 3anpocoB K MHPOPMALMOHHON CUCTEME U3
-32 Npefernos 3aluilaemMoro cermeHTa, 6naroja-
psi 4emy HeliTpanu3yeT BEKTOp aTaku Ha MHGOp-
MaLWOHHYI0 CUCTEMY, CBA3aHHbIA CO CNabbim
KOHTPONEM BXO[HbIX AAHHbIX.

Helitpanuaauus
YOANneHHOro
BEKTOpa

He oTHoCKTCS K

hyHKLMK
6e30MacHoOCTK

He oTHocKTCS K

hyHKLMK
6e30nacHoOCTK
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HeiiTpanusauus yrpos ¢ ucnonb3oBaHneM ogHoHanpasneHHoro wnio3a InfoDiode

YBI

WuTepnpetauna YBU u nopxon, K
HeMTpanmsaumn

Infodiode
AC » | HC

Infodiode
JC 1<« HC

Infodiode
J1C | «» | HC

YBI.012 Yrposa
LEeCTPYKTUBHOrO  M3Me-
HeHWUs  KOHdmrypauuu/
Cpefbl OKPY>XeHUs npo-
rpamm

MonyyeHne  3M0YMbILMEHHUKOM  BO3MOXHOCTH
U3MEHATb  KOH(OUIypauui  MH(OPMALMOHHbIX
CUCTEM MOXET NPUBECTU K HEKOPPEKTHO paboTe
WU MOMHOMW NPWOCTAHOBKE TEXHONOMMYECKMX
NpoLEeccoB opraHusauun. M3meneHune koHdury-
pauun CUCTEMbl MOXET ObITb  Peann30BaHo Kak
NOKaNbHO, TaK W JUCTAHLMOHHO MyTEM Hanpassie-
HUS HECAHKLUMOHWPOBAHHLIX KOMaHL B CUCTEMY
UM BHELPEHUI0 BPEJOHOCHOMO Koja.

[na HeATpanuzaumyu Takux yrpo3 Heo6Xoammo
ucnonb3osatb G3W, nossonstouiee 06ecneqnTb
HEBO3MOXKHOCTb HECAHKLIMOHWPOBAHHOI nepefa-
Y KOMaH U NOTEHUMAnbHO OMacHoro npo-
rpaMMHOr0 06ecrneyeHns B WHOPMALMOHHbIE
CUCTEMbI.

InfoDiode 3a c4eT oflHOHaNpaBneHHOCTU nepepa-
YU [aHHbIX FapaHTUPYeT HEBO3MOXXHOCTb HECaHK-
LIMOHUPOBAHHOW YAANEHHON Mepefayn Komaug u
MOTEHUMaNnbHO 0NacHoOro nporpammHoro obecne-
YEHWS B CETEBOI CErMeHT, 3aluLLas HaxomsLme-
CAl B HEM MH(POPMALMOHHBIE CUCTEMbI OT BHELLIHE-
ro BANSAHMSA.

Hentpanusauus
YAaneHHoro
BEKTOpA

He oTHocuTCS K

pyHKUUM
6e30MacHoOCTH

He oTHocuTCS K

pyHKUMUM
6e30nacHoOCTK

VBIN.185 Yrposa
HECaHKLIMOHMPOBAHHOIO
M3MEHEHMs NapameTpoB
HACTPOIiKK CpencTs
3aLWnTbl MHopMaLMK

MonyyeHne 3MOYMbILWAEHHUKOM BO3MOXHOCTM
M3MEHSATb KOH(DUrypaumio CpeacTB 3aluThl WH-
(bopmauum CTaBMT NOA Yrpo3y 6e30MacHOCTb
BCEM OpraHu3aunu, U No3BONSET 310YMbILINEHHN-
Ky CBO6GOJHO nepemMeLLaTbcs Mexay uHdopmauu-
OHHbIMU CUCTEMAMMW, KOMMPOMETUPYS UX W Npo-
JIBUrasiCb K CBOEIN KOHEYHON LIenN.

InfoDiode 3a cyeT (pu3n4eckoi OfHOHANPaBNEH-
HOCTM nepefayyn AaHHbIX JaXe B Cryyae KoMnpo-
MeTauun cepBepa, MPUHUMAIOLLEr0 [aHHble, ra-
paHTUPYeT BbINONHEHWUE CBOEN (hyHKLMM Ge3onac-
HOCTWU W He NO3BOJNISET 3MI0YMbILUNEHHUKY NOJy-
YWUTb JOCTYN K 3aLLULLAEMOMY CErMEHTY.

Helitpanuaauus
YOANneHHOro
BEKTOpa

Helitpanu3auus
YOANeHHOro
BEKTOpa

HeiiTpanuaauus
YOANeHHOro
BEKTOpa
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HeiiTpanusauus yrpos ¢ ucnonb3oBaHneM ogHoHanpasneHHoro wnio3a InfoDiode

YBI

WuTepnpetauna YBU u nopxon, K
HeMTpanmsaumn

Infodiode
AC » | HC

Infodiode
JC 1<« HC

Infodiode
J1C | «» | HC

YB1.030 Yrpo3a
MCMONb30BaHMs NHAOP-
Mauum uaeHTudnKaLm-
n/ayTeHTUdmKaumn,
3a[jaHHOA N0 yMonya-
HUIO

OAHOM M3 4acTbiX OWMWOBOK KOHGUrypauuu WH-
(pOpMALMOHHBIX CUCTEM SIBNAETCA WUCMOMb30Ba-
HUE YYETHbIX 3anucel «Mo YyMONYaHWo», npefHa-
3HAYEHHbIX ANA NEepPBUYHOr0 BXOAA B CUCTEMY.
NHopmaums 0 Takux Y4eTHbIX 3anucsix pasme-
LeHa B ceTu VIHTepHeT, 4To 06nervyaet 3n0yMbiLi-
NEHHMKaM NpOoBefieHNe aTakn Ha OpraHn3auuio.

[ns HelWTpanusaumm yrpo3sl HeE0O6X0AUMO WC-
nonb3oBaHne C3M, no3BONAIOLLEr0 KOHTPONMPO-
BaTb HECAHKLMOHWPOBAHHbIE MOAKMNIOYEHNS K
MHOPMALMOHHON CUCTEME.

InfoDiode 3a cyeT 0JHOHANpPaBNEHHOCTU nepeja-
4i OaHHbIX U pa3pbiBa ABYHAMpPaBMIEHHbIX NPOTO-
KONOB rapaHTUpyeT HeBO3MOXXHOCTb MPOBEAEHMS
ayTEeHTUMKALMM B MH(DOPMALMOHHONA CUCTEMe,
YTO 3alLMLLIAET OPraHu3aunio 0T YAaneHHoro BBO-
112 YHeTHbIX JAaHHbIX «M0 YMON4YaHWo» 1 nepeéopa
NOTMHOB M Naponei.

Heltpanuaaums
YAaneHHoro
BEKTOpA

He oTHocuTCS K

hyHKLMK
6e30MacHOCTH

He oTHoCcKTCS K

hyHKLMM
6e30MacHOCTH

YB.197 Yrposa
XULLIEHUS ayTEeHTUMKa-
LLMOHHOM  MHGbOpMALNK
3 BPEMEHHbIX (hannos
cookie

XulleHne BpeMeHHbIX aiinoB cookie sBnsiercs
OAHUM W3 CNOCOBOB NOSYYEHUS HECAHKLMOHMPO-
BAHHOrO A0CTYNa K MHPOPMALNOHHBIM CuCTeMaM
3a CYeT nepexsata Ceccun UK NonyveHns n3 HuX
ABTOPM3ALMOHHBIX JAHHBIX UK TOKEHOB JOCTYnNA.
OcHOBHOI# €NOCO6 WX MOXMLLEHU — BPEAOHOC-
Hble MPOrpaMMmbl, KOTOpble nepefatoT cookie 3no-
YMbILUNIEHHNKAM Yepes OTKPbITbIA RDP-nopT.

[Ina HelWTpanusaumm yrpo3sl Heo6X04UMO WC-
nonb3oBanne C3I, no3BONAOLEr0 KOHTPONUPO-
BaTb HECAHKLUWOHMPOBAHHYIO Nepedady AaHHbIX
no RDP-nopty MHDOPMALMOHHON CUCTEMBI.

InfoDiode 3a c4eT 0fHOHANPaBNEHHOCTM nepena-
41 OAHHbIX U pa3pbiBa ABYHANPABMEHHbIX NPOTO-
KONI0B rapaHTMpyeT HEeBO3MOXHOCTb COeUHEHUs
no npotokony RDP, yT0 06ecrneysBaer 3awuty
BPEMEHHbIX (DannoB CooKie 0T XWLLEHUs 1 nepe-
[1a4u1 3110YMbILLNEHHUKY.

Hentpanusauuns
yrpossl

Hentpanusauuns
yrposbl

HeiTpanusaums
yrposbi
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HeiiTpanusauus yrpos ¢ ucnonb3osaHnem mexxaomeHHoro pewieHus InfoDiode (MAP InfoDiode)

MZAP InfoDiode paclimpsietT BO3MOXHOCTM LUMKO3a OAHOHANPABNEHHOM nepeaayun aaHHbIx InfoDiode B 4acTu KOHTpONs u CBOE-
BPEMEHHON MPUOCTAHOBKM Mepeaayn AaHHbIX NMPU HapYLLEHWN 3afaHHbIX NONMTUK 6e30MacHOCTM U 06MeHa JaHHbIMU MeXay
CeTeBbIMW CermMeHTamu (AOMeHaMu) C pasHbiM YPOBHEM KPUTMYHOCTKU 06pabaTbiBaemMoit MHdopmauuu. Mpumenenne MIOP
InfoDiode nosnHOCTbIO COXpaHsAeT oyHKUMM 6e30MacHOCTM OfiHOHanpaBneHHbIX Wo30B InfoDiode (HeidTpanusauuio yrpos -
CM. NpeablayLnii pa3aen 6poLLtopbl) U JONONHUTENbHO PacLIMPSET NepeyeHb HENTPaNnN3yeMblx yrpo3. PaclumpeHmne nepeyHs
06ecreynBaeTcs 3a CHeT HelTpanusauny Tex yrpos, Kotopbix He HenTpanuaytotcs InfoDiode npu ykazaHHOM paHee pasmelLe-
HUM, a TaKXXe 3a CYET HOBbIX Yrpo3, HenTpanudyembix umeHHo MIP InfoDiode (Takue HOBbIe BbIeNIEHb! XXUPHLIM B TabnnLax
HacTosLlero pasgena). B HacToswem pasfene npusefeHsbl yrpossl, HeiiTpanudyemble MAP InfoDiode PRO, koTopoe peanuso-
BaHO Ha 6a3e AlK InfoDiode PRO, u MIP InfoDiode SMART, peann3osanHoe Ha AlK InfoDiode SMART.

WuTepnpetauus YBU u noaxon K

MZP InfoDiode

MZP InfoDiode

MZP InfoDiode

VBl HeiTpanuaaumu AC » | HC IC |« HC AC | <«» | HC
MUP InfoDiode PRO paclunpseT ccpepy npumMeHe-
HUS  OAHOHanpaBneHHbIX wWo308 InfoDiode u
MO3BONSET HEMTPann3oBaTh Yrpo3bl YAaNeHHOro
VBI1.006 Yrposa BHed- BHeAPEHUS U WCMOMHEHUS BPEAOHOCHOro Mpo-
PEHUS KOAA UMM AaHHbIX  rPaMMHOr0 06ecrneyeHus B WHOPMALIMOHHON
cucteme npu ucnonb3oBanum InfoDiode, Hanpas-
YBI.170 Yrpo3a NEHHOro B 605ee LOBEPEHHbIA CErMEHT. Hentpanusauus Heltpanu3aauus
HENpaBOMEPHOro LWmnd- yAaneHHoro yOaneHHoro
POBaHUs UHGOPMALK MIP InfoDiode PRO npu nonyyeHumn thaina (kak  Heitpanusaums BEKTOpa npu BEKTOPA Mpu
Ha cepBep, HaXOAsALWMACA B MeHee [OBEPEHHOM yOaneHHoro COBMECTHOM COBMECTHOM
YBI.208 Yrpo3a CEerMeHTe, TaK WU Ha Haxopswmincsa B 605ee n0Be- BEKTOpA 1CMnoJib30BaHNK 1CMoJib30BaHNK
HELeneBoro Mcnonb3o- PEHHOM) nepenaeT ero B UHTErPUPOBaHHbIE C HUM C aHTUBMPYCOM C aHTUBNPYCOM
BaHWA BbIYUCIUTENbHbIX  AHTMBUPYCHbIE CUCTEMbI MU MECOYHULY, N Oalb- UMW NECOYHULEHA  MNK NECOYHULER
pecypcos CpefcTBa  HemMwas nepefjaya B LieNeByH0 CUCTEMY OCYLLECTB-
BbIYUCNUTENLHON NAETCSA TONbKO MPW YCNOBUM YCMELIHOA NPOBEPKK
TEXHUKM ctopoHHum C3W. Takoi noaxod no3BONsAET orpa-
HUYMBATb nepenady No6bbIX 3apaXKeHHbIX (painsios
B MH(OPMALWNOHHbIE CMCTEMbI  3aLLMLLAEMOrO
CermeHTa.
MIP InfoDiode PRO pacimpser cdepy npume-
HEHUs OfHOHanpaeneHHbIX Wio308 InfoDiode u
MO3BONAET HEATPanU30BaTh Yrpo3y pacnpocrpa-
HEHWNS «MOYTOBbLIX YEPBEi» NMpU UCMNONb30BaHNK
InfoDiode, HanpaBfieHHOro B 60/ee [JOBEPEHHbIN
CErMeHT.
MIP InfoDiode PRO npu nony4yeHWn noyTOBOrO Heitpanusauus Heutpanuaauus
YBW.172 Yrpo3sa CO06LLEHNs (KaK Ha cepBep, Haxof4AaLniica B Me- o yrposel npy yrposel npy
pacnpocTpaHeHus Hee [JOBEPEHHOM CermeHTe ’TaK 1 Ha HaXOoAsALLMIA- Hewtpanusauus COBMECTHOM COBMECTHOM
’ yrpo3sbl UCMONb30BaHMN  MCMONb30BAHUN

«104TOBbIX YepBen»

cd B 60nee JOBEPEHHOM) NepefaeT ero B WHTe-
TPUPOBAHHbIE C HUM AHTUBUPYCHbLIE CUCTEMbI U
NecoYyHuLy, U JanbHeillas nepefada B LENEBYO
CMCTEMY OCYLLECTBAETCS TONbKO NpW YCOBWN
ycnewHon nposepku ctopoHHum G3U. Takoi
MOAXOA NO3BOMSAET  OrpaHW4MBaTh  nepepady
N6bIX 3apaXKEHHbIX MOYTOBLIX COOOLLEHMA B
UH(OPMALNOHHbIE  CUCTEMbl  3aLLWLIAEMOro
CermMeHTa.

C aHTMBUPYCOM
UNN NecovHuLen

C aHTUBMPYCOM
UNN NecoYHuLen
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HeiiTpanusauus yrpos ¢ ucnonb3osaHnem mexxaomeHHoro pewieHus InfoDiode (MAP InfoDiode)

WMHTepnpetauus YBU u noaxon K

MAP InfoDiode

MZAP InfoDiode

MZAP InfoDiode

VB HeiTpanuaaumu OC » | HC IC |« HC NC | «» | HC
OAHWUM M3 pacnpocTPaHEHHbIX BEKTOPOB aTak Ha
OpraHu3auum ABNSeTcs KOMNPOMeTauus nocTas-
LUMKOB NPOrpaMmMHOro 06ecrneyeHus, noapsauu-
KOB OpraHu3auuu Unu gpyrux y4acTHUKOB Lenoy-
K1 NOCTaBOK NpOrpammMHOro obecneyeHns. BrHece-
HWe B AWUCTPMOYTWUBLI NPOrpamMmMHOr0 o6ecneye-
HUA  BPELOHOCHOr0 KoAa WM PasfUyHbIX
VEN.188 Vrposa «B63K0POB» SHANTENbHO obneryaer ans 3no-
NOAMEHb! NPOrPAMMHO- YMbILLUNEHHUKOB JalibHElLLYI0 aTaky Ha OpraHusa-
ro o6ecneyeHus Lmio.
VEN.191 Vrposa [ns HeWTpanu3auuu Takux Yrpo3 Heo6Xoammo
BHEJIDEHIS  BPELIOHOC- ucnonb3zosatb G3U, nossonstowero o6ecneynTb ) )
HOTO KOJa B JMCTPHOY- NpoOBEPKY BCEX MOCTABASEMbIX B OpraHu3aunio Hentpanusaums  Helitpanuaauus
TUB NPOrPAMMHOIO ANCTPUOYTUBOB HA Hanv4me BUPYCHOTO KOAA Niw yOaneHHoro yOaneHHoro
HeJeKNapMpoBaHHON (OYHKLIMOHANBHOCTMY. BEKTOpa npw BEKTOpa npw
o6ecneveHust HenpumeHumo
COBMECTHOM COBMECTHOM
VEN.217 Vrposa MIP InfoDiode PRO npu nony4eHun guctpuéytu- MCTONb30BAHMM  UCMONb30BAHMM
MCTIONb3OBAHMS  CKOM- BEal gporpalleMHoro c;ﬁiténeH:H;Aﬂe(KzK ngcezsez, C NecoYHnLen C NecoYHmLen
HaXOAALWMACA B MEH BEPEHHOM CErmMeHT
IPOMETVPOBAHHOTO TaK ﬂ :-la HaXOLlﬂLI.I,I/II7IC$I£|l3 6(E)nee ,EI,OBepeHHOM),
fOBEPEHHOTOD  CTOYHM- nepejaeT ero B MHTErpUPOBAHHYID C HUM Necou-
Ka o06HOBMEHMA npo- ,
FDaMMHOTO  0Becnede- HULY, U JanbHeiilas nepefaya B LIENIEBYHO CUCTe-
Hys MY OCYLLECTBNAETCA TONbKO MPM YCNIOBUN YCMew-
HOW npoBepke CTOPoHHMM C3W. Takoii noaxop
NO3BONIAET OrpaHN4MBaTh nepepady LUCTPUOYTM-
BOB B 3aLLMLLAEMbIA CErMEHT, eCAI OHW He Mpo-
AN NPOBEPKWU CTATUYECKOro, LMHAMUYECKOro W
NOBeJEHYECKOro aHann3a B NecoyHuLe, 410 06ec-
NeYMBaeT HAZEXHYK 3anUTy OT KOMNpOMeTaLnui
ANCTPUOYTUBOB MNU MOCTABLLMKOB/NOAPAAYUKOB
OpraHusaumm.
YBIN.088 Vrposa MJP InfoDiode PRO pacwmpset cpepy npumeHe-
HECAHKLUWOHMPOBAHHOrO  HWA OJHOHANPaBfieHHbIX W030B InfoDiode w
KONMPOBaHWA 3alluLia- NO3BONSET HEATPANN30BaTh Yrpo3bl yTe4eK 3aln-
eMon MHhopmauum LjaemMon nHopmaLun U3 UHGOPMaLUOHHON Cu-
cTteMbl npu ucnonb3osanun InfoDiode, Hanpas-
YBN.111 Yrposa NEHHOro U3 60nee [OBEPEHHOrO CermMeHTa B Me-
nepefayn [JaHHbIX MO  Hee [JOBEPEHHbIE.
CKPbITbIM KaHanam Hentpanusauuns Heintpannsaums
MIP InfoDiode PRO npu nonyy4eHun chaiina (Kak yOaJeHHoro HediTpanuaauys yAaIeHHOro
VYBbI1.193 Yrpo3sa Ha cepBep, Haxopswmincs B 605ee AOBEPEHHOM BEKTOpa npu BEKTOpa npu
YTe4KU WHOPMALNN 33  CErMEHTE, Tak U Ha HaXOL4ALLWACH B MeHee [I0Be- COBMECTHOM YRANEHHOTO COBMECTHOM
CYeT MPUMEHEHMS Bpe- PEHHOM) NepeaaeTt ero B UHTErpUPOBaHHbIE C HUIM  UCMOSb30BaAHMM BeKTOpa 1CNOJb30BAHUM
LOHOCHbIM  MpOrpammM- — CUCTeMbI NpefoTepalLeHns ytedek (DLP), u gane- ¢ DLP c DLP
HbIM obecrneyeHneM  Herwas nepegada B LIENIEBYH CUCTEMY OCYLLECTB-

anropuTMoB LIKGpoBa-
HUS Tpadomka

NSeTCH TONbKO NPU YCNOBWUU YCMELLHOW NPOBEpPKe
cTopoHHumM G3W. Takoi noaxod no3sonsieT orpa-
HU4MBATL Nepepady hairos, cogepxalLmx 3aLm-

YbI.219 Yrpo3sa LLAEMY0 MHDOPMALIMIO, U3 JOBEPEHHOrO CETEBO-
XULLEHNS  06yyamolux o CErMeHTa, YT0 06eCneYmBaeT HafexHyto 3awu-
JaHHbIX TY OT YTEYEK AaHHbIX.
— 119121, Poccms, Mocksa, PyxeliHbIn nepeynok, 6¢1.
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HeiiTpanusauus yrpos ¢ ucnonb3osaHnem mexxaomeHHoro pewieHus InfoDiode (MAP InfoDiode)

WMHTepnpetauus YBU u noaxon K

MAP InfoDiode MJP InfoDiode MJP InfoDiode

VB HeiTpanuaaumu AC » | HC JC 1<« HC J1C | «» | HC
OAHMM K3 HanpasfeHWid atak Ha OpraHu3auuto
MOXET ObiTb NpUBEAEHNE UH(OPMALIMOHHBIX C-
CTEM U PEecypcoB OpraHu3auum B COCTOSIHUE
«0TKa3 B 06CNYXNUBaHWN». Takne aTakn Ha cucTe-
Mbl XPaHEeHWs AaHHbIX OCHOBbLIBAKOTCA HA UCYep-
MaHUN BO3MOXHOCTEA CUCTEMbI W3-3a NpeBblILLe-
HUS AONYCTUMOW Harpy3Kn Ha Hee.
[na HeATpanusauumyu Takux Yrpo3 Heob6XoaumMo
ucnonb3osatb G3M, no3sonsioLiee orpaHMynMBaTh
VEMN.038 Vrposa Harpy3Ky Ha CUCTEMY XPAHEHNS AaHHbIX.
ncyepnaHna  BblYMCIIU- . Hentpanusauus Heltpanuaauus
TeNbHbIX pecypcoB Xpa- MAP InfoDiode PRO KOHTPOMMPYET NOTOK népe- HenpumeHumo yAaneHHoro YIANEHHOr0
HITMLLLA GONbLIMX AaH- J1aBAaEMbIX [aHHbIX B CUCTEMY XPaHEHUS AaHHbIX BEKTODa BEKTOPa
HbIX (KaK Ha cepBepe, HaXoALMMCS B MeHee [0Be-
PEHHOM CErMeHTe, TaK M Ha HaxogsLmmMcsa B 60-
nee [0BEPEHHOM) Ha COOTBETCTBME MPEAHACTPO-
eHHbIM MONWTUKAM WHTEHCUBHOCTW nNepeaayun
JaHHbIX, 1 UX nepeaaya OCYLIECTBNSETCA TONbKO
Mpw YCNOBUW COOTBETCTBUS NONMUTIKAM.
Takoii noaxoa MO3BONAET OrpaHUYMBATH MOTOK
nepefaBaeMbIX B CUCTEMY XPaHEHUS AaHHbIX, 4TO
obecrneynBaeT €€ HafleXXHyt0 3aluTy OT MpeBbl-
LUEHNS  OONYCTUMOW Harpy3km W COCTOSHMS
«Q0TKa3 B 06CNY)XNBAHUM>.
VBILOSS Vo e e paomesm wmanos IfaDiods
HEKOPPEKTHOro0 UCMOonb- y
30BaHUS (DyHKLMOHAN 1 NO3BONSAET HENTPanNnU30BaTh Yrpo3y yaaneHHOro
NPOFPAMMHOTO M ania- HanpaBsneHns OeCTPYKTUBHbIX KOMaHL B MHGOp-
DATHOTO 06ECTE4EHNS MaUMOHHbIE  CUCTEMbI MU MCMIONb30BAHNY
InfoDiode, HanpaBfeHHOro B 60/1ee [JOBEPEHHbIN
YBW.107 Yrpo3sa CETMEHT.
‘H’:JrfE;Ti”M”K"()BKOHTpO”b' MP InfoDiode SMART npu nonyseHu coobie-
HUS (KaK Ha cepBep, HaXoasALLMACSA B MeHee [0Be-
YBN.112 Yrposa PEHHOM CETMEHTE, Tak I Ha HaxOAALIMACA B 6o- Helitpanusauna  HeiTpanusaums HeiTpannaaums
nepejaynm  3anpeLuéH- nee [0BENEHHOM) NPOBOAMT aHANU3 nonem coo6- YAaneHHOro YAaneHHoro yAaneHHoro
LLIEHNS HA COOTBETCTBME NPEAHACTPOEHHbIM MOMN-
HbIX KOMaHA Ha 060py- BEKTOpa BEKTOpa BEKTOpa

HOBaHWE C YUCNOBbIM
NpOrpamMMHbIM  ynpas-
NeHueM

YBI.113 Yrpo3sa
nepesarpyski annapar-
HbIX M NPOrpaMmHo-
annapatHbiX  CpeacTs
BbIYMCIIUTENTbHOA  TeX-
HUKN

TUKaM nepedadn KOMaHa, v aanbHeiwas nepeaa-
Ya B LIENEBYHD CUCTEMY OCYLLECTBNAETCA TOMbKO
Mpu YCNOBUW COOTBETCTBMS WMM. TakoW NOAXOA
MO3BONAET OrpaHM4MBaTh YAANEHHYO nepenavy B
MH(OPMALMOHHYIO  CUCTEMY [ECTPYKTUBHBIX K
3anpeLLeHHbIX KOMaH[, KOTOpble MOTYT MPUBECTM
K HapyLlleHnto pexuma paboTbl CUCTEMbI, ee ne-
pe3arpy3ke Unu OTKMHYEHMID, COCTOSHUID «0TKa3
B 00CNyXWUBaHWM» W T.0O., 4YTO 00OECne4nBaeT
HAIeXXHYI0 3aLMUTY UHADOPMALMOHHBIX CUCTEM OT
HECAHKLIMOHUPOBAHHOIO BHELLHEr0 BO3AENCTBUS.
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HeiiTpanusauus yrpos ¢ ucnonb3osaHnem mexxaomeHHoro pewieHus InfoDiode (MAP InfoDiode)

YBI

WMHTepnpetauus YBU u noaxon K
HeMTpanmsaumn

MAP InfoDiode
AC » | HC

MZAP InfoDiode

[C 1<« HC

MZAP InfoDiode
J1C | «» | HC

YBI.183 Yrpo3a
nepexsara ynpasJieHus
aBTOMATU3NPOBAHHO
CUCTEMON  ynpasJieHms
TEXHONOMUYECKUMU
npoweccamu

YBW.212 Yrpo3a
nepexeata YnpaeneHus
MH(DOPMALMOHHON  CK-
cTemon

MIP InfoDiode SMART pacLumpsier cdepy npu-
MEHEeHMs OJHOHanpaBneHHbIX LW308 InfoDiode
1 NO3BONSAET HENTPannU30BaTb Yrpo3y yaaneHHOro
nepexaaTa ynpasneHns MHMOPMALWNOHHbIMKU CW-
cTtemMamu npu ucnonb3oaHum InfoDiode, Hanpas-
NEHHOro B 605166 J0BEPEHHbI CErMEHT.

MIP InfoDiode SMART npu nony4eHun coooLue-
HUA (KaK Ha cepBep, HaXOAALLMACA B MeHee [0Be-
PEHHOM CEerMeHTe, TaK M Ha Haxogsawmics B 60-
nee JOBEPEHHOM) NPOBOAUT aHANM3 Nonen cooob-
LLIeHWS HA COOTBETCTBME NPEAHACTPOEHHbLIM NOMK-
TMKaM Mepedadn KOMaHa, 1 AanbHeiias nepeaa-
Ya B LIEMeBYI0 CUCTEMY OCYLLECTBASETCA TOMbKO
npyu YCnoBMM COOTBETCTBMS WM. TakOW MOAXOSH
MO3BONIAET OrpaHNyMBaTh YAANeHHY nepegady
KOMaHg, N03BOMSAIOLLNX NEPEXBATUTL YNPaBNEHNE
MH(OPMALMOHHBIMIA CUCTEMAMN U aBTOMATU3M-
POBaHHbIMUA CMCTEMAMI YMPABIEHNS TEXHOMOMM-
YeCKMMW MpoLeccamu, YT0 06eCneynBaeT HaLex-
HYI0 3aWKUTy MHGOPMALMOHHBIX CUCTEM OT He-
CaHKLWNOHUPOBAHHOIO BHELUHEr0 BO3LENCTBMS.

Helitpanusaums
YAAneHHoro
BEKTOpA

Helitpanusauus
YAaneHHoro
BEKTOpa

HeiTpanusauus
yAaneHHoro
BEKTOpa

VBIN.012 Yrposa
LECTPYKTUBHOMO  n3Me-
HEHWUs  KOHdmrypauuu/
CpeAbl OKPY>XeHUs npo-
rpamm

MIP InfoDiode SMART paclumpser cdepy npu-
MeHeHMsi 0fHOHanpaeneHHbIX W30B InfoDiode
1 NO3BONIAET HEMTPANN30BaTb Yrpo3y YAANEHHOIo
JECTPYKTUBHOrO U3MEHEHUS KOHoMrypauum unm
Cpedbl  OKPY)XeHWs  npu  WUCMONb30BaHWUK
InfoDiode, HanpaBfeHHOro B 60/1ee JOBEPEHHbIN
CErMeHT.

MLP InfoDiode SMART npu nony4eHnu KoHury-
paunu (Kak Ha cepBep, HaxoAAWMACA B MeHee
[IOBEPEHHOM CEermMeHTe, TaK U Ha HaxomslumiAcs B
60nee [OBEPEHHOM) B CTPYKTYPUPOBAHHOM ¢dop-
mate (JSON, B nepcnektuse XML) npoBoguT aHa-
N3 Noseil COOOLLEHUA HA COOTBETCTBUE NpeaHa-
CTPOEHHbIM MONMTWKAM nepefadn KOMaHf, W
JanbHenllas nepefada B LENeBYD CUCTEMY OCY-
LLLECTBNSAETCS TOMbKO NPU YCNOBUM COOTBETCTBUA
uMm. Takoi noaxon no3BONAET KOHTPONMPOBATL K
OrpaHMymBaTth nepeaavy KoHGUrypauwii B WH-
(bopMaLMOHHbIE CUCTEMbI M aBTOMAaTM3MPOBAH-
Hble CWUCTEMbl YNPABNEHUS TEXHOMNOTUYECKUMM
npougeccamu, 4To 06eCneYnBaeT HaJexHyH 3aLu-
TY MHDOPMALMOHHBIX CUCTEM OT HECAHKLIMOHWPO-
BAHHOI0 BHELUHEro BO3AENCTBMA.

Hentpanusauuns
YAaneHHoro
BEKTOpa

Hentpanusauus
YAaneHHoro
BEKTOpa

HeiTpanusaums
yAaneHHoro
BEKTOpa
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HeiiTpanusauus yrpos ¢ ucnonb3osaHnem mexxaomeHHoro pewieHus InfoDiode (MAP InfoDiode)

YBI

WMHTepnpetauus YBU u noaxon K MAP InfoDiode MJIP InfoDiode MJP InfoDiode
HeiTpanuaaumu AC » | HC JC 1<« HC J1C | «» | HC

YBW.050 Yrposa
HeBepHOro  onpepene-
HUS bopmarta BXOAHBIX
JaHHbIX, NOCTyNaloLWmX
B XpaHunuuie 60MbLUNX
JaHHbIX

YBW.177 Yrposa
HenoaTBepPXXAEHHOIO
BBOAA [JaHHbIX Orneparo-
poM B cucTemy, CBA3aH-
HyI0 C 6€30MaCHOCTbLIO

Ecnn B MHDOPMALMOHHOIA CcuCTEME, WUMEKLLei
BHELLUHWE UHTEPCENChbl, He OCYLLECTBNSETCA KOH-
TPONb 32 BXOAALMMU LAHHBIMU, 3710YMbILUNEHHUK
MOXET YHaNeHHO HanpaenATb PasfNnyHble LaH-
Hble, COLlep>alline OnacHble NaTTepHbl Koga, Cy-
)KEOHbIE CUMBOJIbI W T.4. WAN NErUTUMHbIE KOMaH-
[bl, cofiepXalline HefonycTUMble 3HA4eHUs napa-
METPOB, Ha BXOL CUCTEMbI C LeNbl0 BbIBECTW CU-
CTeMy M3 LUTATHOr0 COCTOSIHWA, 3KChyyatauuu
YA3BUMOCTEN UMM «0TKa3a B 06CNYyXNUBAHNN».

[ns HenWTpanu3auun yrposbl HeoOXOAUMO WC-
nonb3oBanne G3W, No3BONAKLLErO OrpaHNYnNBaTh

HECaHKLIMOHWPOBAHHbIE 3anpocbl K MHOpMaLu- Hentpanusauus Heltpanu3aauus
OHHOIA cucteme. HenpumeHumo YAaneHHoro yAaneHHoro
BEKTOpa BEKTOpa

MIP InfoDiode SMART npu nony4eHun cooobiie-
HUA (Kak Ha cepBep, HaXOAALLMIACS B MeHee [J0Be-
PEHHOM CerMeHTe, Tak M Ha Haxogawmics B 60-
nee OBEPEHHOM) NPOBOAUT aHANM3 Nonen cooob-
LLIeHWS HA COOTBETCTBME NPEAHACTPOEHHbIM NOMK-
TMKaM Mepefadn KOMaHa, U AanbHeiwas nepeaa-
Ya B LIEEBYI0 CUCTEMY OCYLLECTBMSETCA TOMbKO
npyu YCnoBuM COOTBETCTBUS WM. TakOW MOAXOS
MO3BONIAIET OFPaHMYMBATL YAANEHHYIO Mepeaady B
VH(OPMALNOHHYI0 CUCTEMY LECTPYKTUBHBIX W
3anpeLleHHbIX COo06LLeHNA, 4TO 06ecneyunBaeT
HAZEXHYIO0 3aLUMTY MH(OPMALMOHHBIX CUCTEM OT
HECAHKLIMOHMPOBAHHOI0 BHELLHEro BO3AENCTBNS.

YBI1.033 Yrpo3sa
1CNoNb30BaHUs Cna6o-
cTen KOAMPOBaHUs
BXOAHbIX JaHHbIX

MIP InfoDiode SMART paclumpser cdepy npu-
MeHeHMsi 0fHOHanpaeneHHbIX W30B InfoDiode
1 NO3BONSAET HEWTPanM30BaTh Yrpo3y 3kcnnyarta-
UMM cnabocte KOLMPOBAHWSA BXOLHbIX [LAHHbIX
npu ucnosb3osaHum InfoDiode, HanpaBneHHOro B
60nee [OBEPEHHbIN CErMEHT.

MIP InfoDiode SMART npw nony4eHun cooolie-

HUA (KaK Ha cepBep, HaxoasdLLMACA B MeHee [10Be-

PEHHOM CEerMeHTe, TaK W Ha Haxopslwiica B 60-  HeiTpanusauma  HeiTpanusaums — Heltpanusauus
nee JOBEPEHHOM) NPOBOAUT aHaNM3 nonen cooob- yLaneHHoro yOaneHHoro YLANeHHOro
LLIeHMs Ha COOTBETCTBME NPEJHACTPOEHHBIM MOMK- BEKTOpa BEKTOpa BeKTOpa
TUKaM nepefadn KOMaHa, v aansHerwas nepeja-

Ya B LIENIEBYI0 CMCTEMY OCYLLECTBNAETCH TOMbKO

npu YCnoBuW COOTBETCTBMA WM. Takoil nopaxop

M03BONSAET OrpaHNYNBATL YAANEHHYI0 nepefady B

MHGOPMALMOHHYIO CUCTEMY HEKOPPEKTHbIX CO06-

LLEHWIA, KOTOPbIE MOTYT MPUBECTU K HapYLLEHWO

pexuma paboTbl CUCTEMbI, 4TO O06GecrneynBaeT

HafeXHYI0 3aLUNTY MHAOPMALMOHHBIX CUCTEM OT

HECaHKLMOHNPOBAHHOIO BHELLIHEro BO3AENCTBNA.
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HeiiTpanusauus yrpos ¢ ucnonb3osaHnem mexxaomeHHoro pewieHus InfoDiode (MAP InfoDiode)

YBI

WMHTepnpetauus YBU u noaxon K
HeMTpanmsaumn

MAP InfoDiode
AC » | HC

MZAP InfoDiode
JC 1<« HC

MZAP InfoDiode
J1C | «» | HC

YBI.109 Yrpo3a
nepebopa BCEX HACTPO-
eK 11 napameTpoB npu-
NOXeHus

MIP InfoDiode SMART pacLumpsier cdepy npu-
MEHEeHMs OJHOHanpaBneHHbIX LW308 InfoDiode
1 NO3BONSAET HENTPannu30BaTb Yrpo3y yaaneHHOro
nepebopa HacTPOeK W napameTpoB UHOpMaL-
OHHOM cuCcTeMbl npu ucnonb3osanum InfoDiode,
HanpaefieHHOr0 B 60/1ee [JOBEPEHHbIN CErMEHT.

MIP InfoDiode SMART npu nony4eHun cooobiie-
HUA (KaK Ha cepBep, HaXOAALLMACA B MeHee [J0Be-
PEHHOM CerMeHTe, TaK W Ha HaxopsLniics B 60-
nee JOBEPEHHOM) NPOBOAUT aHANM3 Nonen cooob-
LLieHMs HA COOTBETCTBME NPEAHACTPOEHHbIM NOMK-
TWKaM nepefayn KomaHa, v aanbHenwwas nepena-
Ya B LIENEBYI0 CMCTEMY OCYLLECTBNSETCH TObKO
Mpu YCNOBUW COOTBETCTBWS UM. TakoW NOAXOA
MO3BONSET OrpaHNYMBATL YAANEHHOE HECAHKLMO-
HUPOBAHHOE M3MEHeHWe NapaMeTpoB M HACTPOEK
MHOPMALMOHHOW CMCTEMbI s noa6opa Hambo-
nee ya3BMMON KOHMrypauuu, KoTopas no3sonnT
eMy B Pa3BUTMW aTaku, UK e NPUBEAET CUCTEMY
B COCTOSIHME «0TKa3 B 0OCNY>XNBAHUN», 4TO 06€C-
MeYnBaeT HAAEXHYI0 3alnUTy WH(OPMALMOHHbBIX
CUCTEM OT HECaHKLMOHMPOBAHHOIO BHELLUHEro
BO3LENCTBUSA.

Hentpanusauus
YAaneHHoro
BEKTOpA

Hentpanusauus
yAaneHHoro
BEKTOpA

Heltpanuaauus
yAaneHHoro
BEKTOpA

YBIN.007 Yrposa
BO3ZEACTBNA HA Mpo-
rpamMMbl  C  BbICOKMMN
npuBUNEruaMu

YBIN.122
MOBbILEHNS
rmn

Yrposa
npusune-

MIP InfoDiode SMART paclumpset cdepy npu-
MEeHEeHUs OfHOHanpasneHHbIX Wo308 InfoDiode
11 NO3BONAET HEMTPAnNN30BaThb Yrpo3bl YAaneHHo-
rO MOBbILIEHNS MPUBUNErMA M UCMNONb30BAHUS
nporpamm, 061afatoLmMxX BbICOKUMIA MPUBUNIETNS-
mu, npu ucnosb3osanum InfoDiode, HanpasneHHo-
ro B 6051e€ AOBEPEHHbI CErMeHT.

MIP InfoDiode SMART npw nony4eHun cooolie-
HUA (KaK Ha cepBep, HaxoasdLLMACA B MeHee [10Be-
PEHHOM CermMeHTe, TaK W Ha Haxogsawmncs B 60-
nee [OBEPEHHOM) NPOBOAUT aHaM3 Nonen cooob-
LLIEHMs! HA COOTBETCTBME NPEAHACTPOEHHbIM NOMK-
TUKaM nepeaayn KomaHua, v aanbHenwlas nepena-
Ya B LieSIeBYI0 CUCTEMY OCYLLECTBNAETCA TOSbKO
npu YCNoBUW COOTBETCTBWS UM. TakoW MOAXOA
M03BOJIAET OrpaHWyMBaTh YAaNleHHOe Hanpasne-
HUE KOMaHA, WCMOMb3yHLWWMX NPUBUMErNPOBaH-
Hble (OYHKLMW UK NPOrpaMmbl, 4To 06ecneynBa-
eT HAZeXHYI0 3aLMUTY UHADOPMALMOHHBIX CUCTEM
0T HECaHKLWOHWUPOBAHHOTO BHELLHEro BO3/AeN-
CTBUS.

Hentpanusauuns
YAaneHHOro
BEKTOpa

Hentpanusauuns
YAaneHHoro
BEKTOpa

HeiTpanusaums
yAaneHHoro
BEKTOpa
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HeiiTpanu3aums WHbIX CETEBbIX Yrpo3 C UCNONb30BaHMEM KOMMeMeHTapHbIX C3U

Pewenus InfoDiode HeliTpanu3yroT MHOXECTBO Yrpo3, CBA3AHHbLIX C CETEBbIM B3aMMOAECTBUEM UHGYOPMALMOHHbIX CUCTEM W
Monb30BaTenen, Ho B pafie Cy4aeB BO3HUKAET HEOOXOAUMOCTb UCNONb30BAHUA APYruX KoMmnnemeHTapHbiX C3I. 310 akTyanb-
HO B CMTyaumsix, KOrja CyLlecTByeT He06X0AMMOCTb MOSIHOLEHHOMO ABYCTOPOHHEr0 CETEBOr0 B3aMMOLENCTBUS MeXAay CUCTe-
Mamu, Mpu COMpPSXEHNUN CEerMEHTOB C CeTbH0 VIHTEpHET, a TakKe ecnu HelTpanm3auus KOHKPEeTHOro Tuna yrpo3 He sBNSeTCS
(byHKuUmein 6esonacHocTn peweHunit InfoDiode. B kavecTBe komnnemeHTapHbiX G3U MOryT BbICTYNaTh MEXCETEBble 3KpPaHbl,
MHOrO(OYHKLIMOHAMNbHbIE MeXCeTeBble 3KpaHbl ypoBHA cetn (NGFW), kpuntorpadpuyeckue Wwio3bl n gpyrue. B Hactoswiem
pasfere npuBeAeHbl Yrposbl, AN HeTpanu3aumn KoTopbiX HEBO3MOXHO UM HEAOCTATOYHO UCMNOSb30BAHNA PELLEHNIA NUHENR-
ku InfoDiode 1 Heo6x0aMmo ncnonb3oBaHue KomnnemeHtapHbix C3I. Yka3aHHble YBU 1 ux uHTepnpeTaums npuBefeHsbl cnpa-
BOYHO, 3KCMepTHO. VIHTepnpeTauns HanpaeneHa Ha To, YTo6bl NPeA0CTaBUTb KOHEYHbIM M0/1b30BaTeNsM 60/1ee NOSHbIA B3rNag
Ha NOCTPOEHNE 3aLLUMTbI CETEBOrO NepumeTpa npu BHeapeHum peweHwnii InfoDiode v MHbIX CpeacTB 3alnThbi.

YU

WHTepnpeTauus YU u noaxoa K HeMTpanusaumu

YbI1.041 Yrpo3sa
MEXCaNToBOro  CKpun-
TUHra

YBI.042 Yrpo3a
MEXCaNToBOW noaaen-
K1 3anpoca

YBI.167 Yrpo3sa
3apaXeHus KOMMbioTe-
pa npu  NOCELLEHNN

He6naroHagéXHblIX caii-
TOB

YBI1.186 Yrpo3sa

BHE[IDEHNS  BPEeIoHOC-
HOrO KOAA 4Yepe3 pekna-
MY, CEPBUCbI U KOHTEHT

YBI1.190 Yrpo3sa

BHELPEHWUs  BPefOoHOC-
HOr0 KOJa 3a CYeT Nnoce-
LLeHns 3apaXKeHHbIX
CanToB B ceTn MIHTepHeT

VBN.174
«(hapMuHra»

Yrposa

CambIM cnabbiM 3BEHOM CUCTEMbI 06ecneveHns UHAOPMaLUOHHON 6e30MacHOCTM 1060 OpraHusauun ocTa-
€TCA YeN0BeK, U MMEHHO Ha PaBOTHMKOB OpraHn3aLuy HanpasfieHo 3HAYMMOe YMCno atak. Hanuyue y uHdop-
MaLMOHHOI CUCTEMbI UK YCTPONCTBA PAaBOTHMKA [OCTYNa B CeTb VIHTEPHET OTKPbIBAET 3/10YMbILLISIEHHUKAM
pAag BO3MOXHOCTEA MO WX KOMNpPOMeTauuu. Ons 3Toro Moryt 6biTb MCMONb30BaHbI PA3fIMYHbIE CLEHAPUM:
BHeJpeHWe BPeOHOCHOr0 Kofa Ha /IHTepHeT-CaiTbl, HanpasneHne BPEAOHOCHBIX CChINIOK paboTHUKaM ¢ npu-
MEHEHMEM METOL0B COLWANbHOA WHXEHEPUU, 4T0ObI BbIHYAUTL PAGOTHUKOB NEPenTU MO Hel, CKpbITas ycTa-
HOBKA BPELOHOCHOr0 NPOrpaMMHOr0 O6ecrneyvyeHns, «(ULINHTOBbLIE CalTbl», 3KCMyaTauus BO3MOXXHOCTEN
nepeHanpasfieHns Ha CTOPOHHWIA PeCcype 3a CYET Takoil BOIMOXHOCTY npoTokonia HTTP u MHorue apyrue.

B Takon cutyaumun pewweHuns InfoDiode HenpumeHUMBI, TaK Kak paboTa B et VIHTepHeT TpebyeT NONHOLEHHOro
[IByHanpaB/ieHHOro CETEBOr0 COeUHEHNs MeX[y YCTPONCTBOM PaboTHUKA M CepBepamu, Ha KOTOPbIX pa3sep-
HyTbl IHTEpPHET-CaiTbl, 0BHOHANPABIIEHHOCTb NEPeSayy LaHHbIX HAPYLUUT CYLLECTBYIOLLME paboyne NpOLEecehI.
[ns HeATpanu3aumn yrpo3 Takux TUNoB Heobxoaumo ucnonb3osaTtb G3IA, KOTOPbIE OCYLLECTBAAOT KOHTPOb
3a 6NnaroHafeXXHOCTbIO NnoceLaeMblx PabOTHUKaAMI CanToB, (OUSIbTPALIMIO CCbISIOK W NepeHanpaBneHns Ha cTo-
POHHME CaliTbl, NPOBEPKY Ha BPELOHOCHbIA KO BCEX BXOAALLNX AAHHbIX.

Mpwn atom npu Komnpometauun MHTepHeT-cermenTa InfoDiode no3BonfeT noKann3oBarth ataky MCKIHOYUTENb-
HO B Mpefjenax OfHOro CermeHTa, B cnyyae ecnu InfoDiode (unn napa pasHoHanpasseHHbix InfoDiode) pa3me-
LeH MexXay VIHTepHeT-CEerMeHTOM M WHbIMIW KOPNOPATUBHBIMM CErMEHTaMW, 32 CYeT OLHOHANPaBEHHOCTH
nepefaym JaHHbIX 1 pa3pbiBa [ABYHANPABNEHHbIX NPOTOKOOB.
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HeiiTpanu3aums WHbIX CETEBbIX Yrpo3 C UCNONb30BaHMEM KOMMeMeHTapHbIX C3U

YBU

WMuTtepnpertauua YBU v nogxopn K HeATpanusaumu

YB1.069 Yrposa
HenpaBoOMepHbIX  Jei-
CTBWIA B KaHanax cBsi3un

YBN.116 Yrposa
nepexsara NAHHbIX,
nepeaaBaemMbiX M0 Bbl-
YNCNUTENbHOI CeTN

YB1.130 Yrposa
NOAMEHbI COLEPXMMOro
CETEeBbIX PECYPCOB

YBW.017 Yrpo3sa
Joctyna/nepexsara/
n3meHeHns HTTP cook-
ies

OAHMM M3 BEKTOPOB aTakW Ha OpraHu3auum SBNAETCS KOMNPOMETaUusa KaHana nepefayn AaHHbIX W aanbHen-
WA mepexBaT Unn MoaudmKaums COOOGLLEHUA, Pa3NIMYHbIX AAHHbIX, ayTEHTUUKALMOHHON WHopMaLuK,
CeTeBbIX NakeToB W T.4. [loNy4nB Takyto MHMOPMALMIO, 3M10YMbILLNIEHHUK MOXET e€ UCnonb3oBaTb AN Nony-
YEHUS HECAHKLIMOHUPOBAHHOMO AOCTYNA C MOMOLLbIO YHETHBIX 3anMUCel NONb30BaTENel UK Xe NPUMEHATb Ans
BO3JENCTBNA Ha pabOTHMKOB MyTeM BBOAA WX B 3a0NyX[eHWe METOAaMu COUMAnbHOA MHXeHepuu. B cnyyae
MOANMDNKALNNA COOBLLEHNIA 3N0YMbILUMNEHHUK MOXET M3MEHUTb PEKBU3UTHI MAATEXHON TPaH3AKLUMM UK XKe
M3MEHWTb HACTPOIKI NPOMBILLTIEHHOI CUCTEMbI, YTO NMPUBELET K TAXKENOMY yLepby Ans opraHu3auum.

HeiTpanusaums Takux yrpo3 He OTHOCUTCS K oyHKLmaM 6e3onacHocTu InfoDiode, pekomeHayeTcs Mcnonb3o-
BaTb C3l, o6ecneymBatoLLme LenoCTHOCTb U KOHUAEHUMANBHOCTD KaHana nepejadn AaHHbIX, a TaKXe ayTeH-
TU(ONKALMIO BCEX YHaCTHUKOB CETEBOr0 B3aUMOENCTBUS.

YbI.128 Yrposa
NOAMEHbI [JOBEPEHHOr0
nonb30BaTens

YBU.131 Yrpo3sa
NOAMEHbI cybbekTa
CeTeBOro 4octyna

MoaMeHa 0fiHOrO U3 Y4aCTHUKOB CETEBOr0 B3aUMOJEACTBIS ABNAETCA OHUM U3 BOSMOXHbIX CLiEHapuUeB s
MOMy4eHUs HeCaHKLMOHMPOBAHHOMO JOCTYNa K MHADOPMALMOHHBIM CMCTEMaM. 3M0YMbILLAEHHUK MOXET Bbla-
BaTb 61 3 NErUTUMHOTO NONb30BATENS MK e OCYLLECTBUTb CKPbITYIO NOAMEHY CETEBOrO Pecypca, K KoTo-
POMY 06palLaeTCs NONb30BaTeNb, BLINONHATL NPUEM/NEpeaady AaHHbIX OT UMEHW NONb30BATENS UMM Pecypca,
NCMONb3ys 3TO ANA AanbHERLIero pa3BuThA aTaki Ha OpraHU3aLuio.

HeliTpanuaauma Takux yrpo3 He OTHOCUTCA K doyHKumsmM 6e3onacHocTu InfoDiode, pekomMeHAyeTcs MCnonb3o-
BaTb C3/, o6ecneymBatoLme ayTeHTUUKALMIO BCEX YHACTHUKOB CETEBOr0 B3aMOAEACTBMS.

YB1.001 Yrpo3sa
ABTOMATM4eCcKOro pac-
NPOCTPAHEHNs  BPeo-
HOCHOr0 Kofia B rpug-
cucTeme

YB1.002 Yrpo3sa
arperupoBaHus aHHbIX,
nepeaaBaeMblX B rpu-
cucteme

YBI.047 Yrpo3sa
HapyLweHns pabéoTocno-
COBHOCTM rpua-
CUCTEMbI NPWU HETUMKY-
HOW CETEeBOW Harpyske

Cuctembl pacnpefieNeHHbIX BbIYUCIIEHUIA COCTOAT U3 MHOXECTBA Y3N0B C €ANHbIM LIEHTPANN30BAHHBIM YNpaB-
neHueMm. Takas apxuTekTypa CUCTEMbl cama no cebe HeCceT HeKOTOPble Yrpo3bl 6830MacHOCTI BCEeW CUCTEMbI:
MNoy4yeHne HeCaHKLMOHUPOBAHHOIO JOCTYNA K Y3My W AaNbHerLlee pacnpoCcTpaHeHne BpeLoHOCHOr0 KOAa no
BCEW CMCTeMe WNK HapylleHne eé paboTocnoco6HOCTU, BO3MOXHOCTb Mepexsara pesynbTaToB BbIYUCNEHWI B
KaHanax cBfi3u, a Takxe psag Spyrux yrpos.

Pewenusa InfoDiode HenpumeHumbl Ana obecnevyeHns 6e30MaCHOCTM FPUA-CMCTEM, TaK Kak Ans B3auMOAen-
CTBUSI MEX[Y y3namu rpua-cuctembl TPpebyeTcs NONHOLEHHOE ABYHANPABIEHHOE CETEBOE COEANHEHNe, OfHO-
HanpaBNeHHOCTb Nepedadn JaHHbIX HApyLUUT HEOOX0AUMOe B3aumoneicTeue. [Ans HelTpanmsaumn yrpo3 ta-
KX TUNOB HE06Xx0aMMO ucnonb3oBatb G3M, KOTopble OCYLIECTBAANT UNbTPALNIO CETEBOrO Tpadnka, a Tak-
e 06eCcneynBatoT KOHPUAEHUUANBHOCTb U LIENIOCTHOCTb KaHana nepeaayun AaHHbIX.
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HeiiTpanu3aums WHbIX CETEBbIX Yrpo3 C UCNONb30BaHMEM KOMMeMeHTapHbIX C3U

YBI

WuTepnpetauns YBW u noaxop, K HeATpanu3aumm

YBI.062 Yrpo3a
HEKOPPEKTHOrO UCMOMb-
30BaHMs  MPO3PaYHOro
NpOKCKU-CepBepa 3a CHET
nnarmHoB 6paysepa

lMepeHanpasneHune ceTeBoro Tpaduka paboTHUKA UK MHADOPMALMOHHON CUCTEMbI HA CEPBEPA 3/10YMbILLNIEH-
HUKOB C UCMNOMb30BAHMEM MPO3PA4YHOr0 NPOKCM-CepBepPa MOXKET ObiTb PE3yNbTATOM MPEAbIAYLLMX LIAroB aTa-
K1 Ha opraHmsaumto. Mpu ycnewHoi peanuaauum Takon yrpo3bl 3M10YMbILNIEHHUK MOXET OCYLLECTBAATL Nepe-
XBaT UNW MOAMMUKALNIO COOOLLEHUA, Pa3NNYHbIX AAHHbIX, ayTEHTU(UKALUOHHOW WHAOPMALIMK, CETEBbIX
NakeToB 1 T.4., U MCNONb30BATb NONYYEHHbIE AaHHbIE 4NN AaNbHERLLero pa3BuTmS aTaku.

Heitpanuaauns Takux yrpo3 He 0THOCUTCA K (yHKUMaM 6e3onacHocTu InfoDiode, pekomeHayeTcs Mcnonb3o-
Batb G3W, 06ecneynBatoLLe LIESIOCTHOCTb U KOH(PUAEHLMANBHOCTb KaHana nepefadn faHHbIX, a TaKXKe ayTeH-
TUNKALMIO BCEX YH4ACTHMKOB CETEBOr0 B3aMOENACTBMS.

YB1.068 Yrpo3a
HenpaBoOMepHOro/  He-
KOPPEKTHOro MCnosb3o-
BaHUA nHTEpdenca
B3aMMOJENCTBUA C Npu-
NOXEHNEM

OaHUM U3 WKPOKO MCNONb3YeMblX CNOCOO0B B3aUMOAENCTBUA MexXay UH(OPMALMOHHLIMI CUCTEMAMU ABNS-
I0TCS NPUKNagHbIe nporpaMmHble nHTepdeicl (API). HecmoTps Ha CBOK NPOCTOTY W YAOOBCTBO, UX HaNM4mMe
NopOXAaeT psafd yrpo3, KOTOPbIMU MOTYT BOCMONb30BATLCS 3MOYMbILLEHHUKN AN OCYLUECTBNEHUS AECTPYK-
TUBHOIO BO3/eicTBMA Ha APl B Lenax peanu3auun yHKLMA, U3Ha4anbHO He NPeayCcMOTPEHHbIX MHopMaLu-
OHHOW CMCTEMOIA.

[ns o6ecneyeHns 6e3onacHocTi APl peweHuns InfoDiode HenpuMeHUMBI, Tak Kak Ans UX KOPPEKTHON paboTbl
TpebyeTcs MONHOLEHHOE ABYHANpPaBfEHHOE CETEBOE COeAUHEHWe, OLHOHANPaBNEHHOCTb Nepeaayn OaHHbIX
HapylLaeT KOPPEKTHOE B3aMMOAEICTBUE MEXAY cucTeMamu. [ns HedTpann3aumn Takoi yrpo3bl HE06X0AUMO
ucnonb3osatb G3I, KOTOpble OCYLLECTBAAIT (YUNbTPALMIO CETEBOr0 Tpadpuka, 06ecneqnBaoT KOHGUOEHUM-
aNnbHOCTb 11 LIENIOCTHOCTb KaHana nepefadv OaHHbIX, a TaKKe ayTeHTU(UKALMIO BCEX Y4aCTHWKOB CETEBOro
B3aMOJENCTBMS.

YBI.075 Yrpo3sa

HECaHKLMOHMPOBAHHOO
gocTyna K - BUPTyanb-
HbIM KaHanam nepegayu

LLInpokoe WCTONb30BaHNE PA3NNyHbIX CUCTEM BUPTYanU3aLMM 3aCTaBMSAET 3MOYMbILINEHHUKOB HAXOAUTb HO-
Bble CMOCOGLI aTaky Ha Takne cucTembl. OOHOI U3 NOTEHLMANbHbIX YTPO3 ABNSETCS KOMNPOMETaLMUs BUPTYanb-
HOro KaHana nepefa’u JaHHbIX W fanbHeAWNiA nepexsat Unn MoaUdMKaLMa CeTeBbIX NakeToB. Peanu3auuns
TaKOi Yrpo3bl MOXET NPUBECTM K HAPYLLEHWIO PaGOThbl BCEN MHPACTPYKTYPbI BUPTYanu3aLmm opraHusaumm.

Pewenus InfoDiode npenctaBnstoT CO60M annapaTHO-NPOrpaMmMHblin KOMMJIEKC, B CBA3W C Y4eM WX UCMOJIb30Ba-
HUe ans obecreyeHnUs 6€30MaCHOCTY BUPTYanbHbIX KaHANoB nepefayu 3aTpyaHUTeNsHO. [na HedTpanusauum
Takon yrpo3bl Heobxoaumo ucnonb3osate C3M, KOTOpble OCYLECTBAAIT (OMAbTPALMIO CETEBOro Tpaduka,
06ecrneynBatoT KOH(MUAEHUMANBHOCTb W LIEIOCTHOCTb KaHana nepefayn AaHHbIX, a TaKXKe ayTeHTU(MKaLmMo
BCEX Y4aCTHUKOB CETEBOI0 B3aUMOJEACTBUS.

YBI.173 Yrpo3sa
«cnama» Be6-cepsepa

ATaKu Ha opraHu3auum ¢ UCnonb30BaHNEM CMaM-COO0BLLEHUIA ABASKOTCA OAHUMU U3 HaNBOonee pacnpPoCTPaHEeH-
HbIX M3-3a CBOM NPOCTOTbI aBTOMATM3aLKN U HU3KOI CTOMMOCTI. Cnam-Coo6LLEHNS MOTYT COAEPXKaTb CCbIKN
Ha (OULLIUHIOBBIE NN MOLLIEHHUYECKINE PECYPChI MNK 3apaXXeHHbIe (Daisibl, UCMOMb30BAHNE KOTOPbIX NPUBOAUT
K KOMMpOMeTaLm NHOPMALMOHHON CUCTEMbI 1 AanbHEALIeMY Pa3BUTUIO aTaku.

HeiTpanuaauma Takoi yrpo3bl He OTHOCUTCA K (pyHKumMsM 6e3onacHocTu InfoDiode, pekoMeHAyeTcs UCnonb-
3oBaTb C3W, ob6ecneynsaroLyme GUNbTPALNIO N KOHTEHTHbIA aHann3 CeTeBoro Tpaduka.
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