[lokasarenu Ha3Ha4eHus _ INfo
AK InfoDiode SMART Diode

CoBpeMeHHble TPeOOBaHUA K 00ECMEYeHN0 MHPOPMALIMOHHOA 6630MacHOCTI rOCYAaPCTBEHHbIX UHOPMALIMOHHBIX CUCTEM,
opraHm3auuin  (UHAHCOBOWA OTPACAN, KPUTUYECKN BaXKHbIX 00bEKTOB, 00bekTOB KWW 1 ACY TI B 3HEPreTU4eckomn,
HedbTera3oBom, TPAHCMOPTHOW, KKX 1 Opyrux OTpacnsax NPMBOAAT K BbIOOPY MPUHLMUNUANIBHO HOBbLIX TEXHUYECKUX U
OpraHn3aLOHHbIX Mep 3aLLUTbI.

B kayecTBe peLlleHMs MOryT BbICTynaTb TEXHONOrMM OfHOHanpasneHHoW nepedayn AaHHbiX AMK InfoDiode SMART,
OCHOBaHHble Ha MPUHLMNAX (HU3MYECKOI M30MALMM OJHOTO CETEBOr0 CEermMeHTa OT APYroro, U nNpu aToM 06ecnevmBatoLLne
BO3MOXHOCTb MEPefadn JaHHbIX M3 3aKPbITOr0 KOHTYpa BO BHELUHME CETW. Takue TEXHONOTrUW rapaHTUPYHT LENOCTHOCTb 1
AOCTYNHOCTb [aHHbIX B 3aLLMLLEHHOM CErMeHTe, a TaKXKe MOMHOCTbI0 WCKMKYAOT PUCKM Nepeaadn Kakux-nubo AaHHbIX B
00paTHOM HanpaBfeHUK, BHYTPb 3aLLMLLAEMOr0 CerMeHTa.

B HacTosiem gokymeHTe npefctasneHbl Lenesble xapaktepuctuku AMK InfoDiode SMART v gononuutensHoro MO K Hemy,
KOTOPbIE rapaHTUPYOTCA NPOU3BOANTENEM NPU COBMIOAEHNN YKA3aHHbIX OrPaHNYEHWIA.

BHuMaHKe: B TabnuuUax HWKe MpefCcTaBfieHbl NoKa3aTeny Ha3HaveHus, KOTOpble MOAAEPKMBAOTCS NOCNEeLHeR BbINyLLEHHON
Bepcueli M0 InfoDiode SMART.
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OcHosHble napameTpbl npoaykTa AlK InfoDiode SMART

Ne
n/n

lMoka3aTenb

3HayeHue

1.

OcHoBHble 3aaa4u pelaemble AK Infodiode SMART

1. 3awmrta UCTOYHMKA Nepeaaymn AaHHbIX,
2. 3awuta npMeMHUKa nepeaadmn aaHHbIX

O6ecneyeHne 0AHOHANPABNEHHOM Nepefadi AaHHbIX 1 UC-
KNI0YeHUsA BO3BPATHOr0 Tpachuka 3a C4eT UCNoJib30BaHUA
(bu3nyecKoro NpmHLMUNAa 0AHOCTOPOHHEN NPOBOAUMOCTU

AnnapatHble komnoHeHTbl AMK InfoDiode SMART

Eannoe 1RU ycTpoiicTBO B COCTaBE:
e In-Proxy dhu3nyeckuii cepsep
e AnnaparHbii Diode

o  Qut-Proxy chusnyeckui cepsep

MporpammHoe o6ecneyenue (M0 InfoDiode SMART)

e InfoDiode Smart Firmware\npowwwuska InfoDiode SMART

e InfoDiode Configurator\KOMNOHEHT (BHELUHWIA UHTEP-
(heiic) ans hopMmpoBaHmsa hainnos KOHGUrypawum

Buabl nepeaBaeMbixX fJaHHbIX

e [lOTOKOBbIE CEPBUCHI\NNOTOKOBbIE JAHHbIE

e [IpoKcu cepBUCHI\NAKETHbIE aHHbIE

[ToTOKOBbIE CEPBMCLI\MOTOKOBBIE JaHHbIE
(6e3 LONONTHNTESNIbHBIX KOHHEKTOPOB)

UDP (unicast, multicast, broadcast) , Syslog UDP, faHHble
SIEM arentos (UDP), cTpumuHr paboyero ctona

[MpoKcK CepBMCbI\NAKETHbIE aHHblE
(6e3 [ONONHNTESNIbHBIX KOHHEKTOPOB)

MQTT(S)

o v 3.1 (TonbKo 6pokep)

o v 3.1.1 (KnneHT 1 6pokep)
Qo0S=0 n QoS=1

MQTT Sparkplug

SNMP

e 2

®  MOHUTOPMHT NAapamMeTPOB CKaNSPHbIX TUMOB

Mopnepxusaemble nHTerpauuu SCADA, OPC-cepsepbl,
Historian, MES (B ToM 4ncne ¢ ucnosib3oBaHuem fo-
NMOJSIHUTESIbHbIX KOHHEKTOPOB) - HE OrpaHn4M1BasiCh

Ovation OPC Server, Siemens WINCC, KepServerEX, Aveva
Historian (Wonderware), MasterSCADA 4D/MasterOPC,
KOTMIA, ACOKY, CLIY ®okyc, Alpha.SCADA, Penemartuka-
MM, CK-11, MLAD, WHpacodyT, TL.Solutions, lloT.Istok,
dnapa

HocTynHble KoHHeKTOpbI (AMT-TPYIT)

OPC UA, Modbus, ®aiinosblii
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OcHosHble napameTpbl npoaykTa AlK InfoDiode SMART

Noe  llokasatenb 3HayeHue
n/n
9. lpoTokonbl Nepefasaemble ¢ ucnosibaosaHnem ctopoH-  OPC UA/DA, Modbus TGP, Omron FINS, Mitsubishi SLMP,
Hero 10 (BHEeWHMX KOHHEKTOPOB MapTHEPOB) IEC 61850 MMS, IEC 60870-5-101/103/104, DLMS, S7,
DNP.3, FDST, ICCP (TASE 2), C37.118
10.  MNoppepxusaemble OPC DA cepsepbl OPC.DeltaV.1, RSLinx OPC Server, Yokoga-
(C AONONHWUTENbHLIMU KOHHEKTOPAMK NapTHEpPOB) wa.ExaopcDACS1.1, Tankvision OPCServer, MOXA Active
OPC Server
11.  Toppepxusaemble pexumsl pabotsl MQTT "6pokep-6poKep”, "KNUEHT-KNUEHT", "OpOKep-KnNeHT",
"KNUeHT-6poKep"
12.  MOHWTOPUWHI CTOPOHHUMU CPeaCcTBaMN SNMP v2, nogaepxka Zabbix 6.0 LTS , 7.0 LTS (Hann4une
LLAGIIOHOB)
13.  VIHCTPYMEHTbI aAMUHUCTPUPOBAHUS SSH, Ul koHdourypatop (0TAeNnbHOE NpUioXeHue)
14.  Ponu n rpynnbl Nonb30BaTesei lMonb3oBatens cepsuca, ADMUHMCTPATOP
15.  [lopnoepxxka ABYX(HAKTOPHO ayTeHTMdMKauum ans [a (c ncnonb3oaHnem SSH kntoya)
NPUBWIETNPOBAHHBIX YHETHbIX 3anncei
16. 3apepxka: TGP, UDP-nakeTbl <1 MmC
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NononHutensHble napameTpbl npoaykTta AMK InfoDiode SMART

Ne [lokasarenb 3HayeHue

n/n

1. MakcumanbHas aghdpekTuBHaa ckopocTb nepefayqun UDP 800
Tpadomka, Méut/cek

2. MakcumanbHas 3hheKkTMBHAsA CKOPOCTbL nepenayu 800
MQTT Tpadhuka, Méut/cex

3. MakcumanbHoe BpeMs rOTOBHOCTM K nepefayn aaHHblx, 30
cek

4, PekoMeHayeMoe KONn4ecTBO paboyimx cTo- 10
NOBWCTOYHNKOB Tpaduka ans CTpUMimHra (npu 6utpen-
Te 3000K)

5. MakcumanbHoe Konn4ecTBo nogknatodeHunii MQTT + 30
MQTTS

6. MakcumarnbHOoe KOnu4ecTBO Ceccuit 100

7. MakcumanbsHoe KonuyecTBo wildcard noanucok Ha cec- 10
cuto

8. MakcumarnbHoe Konmn4ecTBO 06bI4HbIX NOAMMCOK HA 300 000
Ceccuto

9. O6LLee Konn4ecTBO YHMKaNbHbIX wildcard noanucok Ha 200
BECb CepBep

10.  06LIee KONUYECTBO YHUKANbHBIX 0ObI4YHbIX MOAMMCOK 500 000
Ha BECb CepBep

11, CymmapHOe Konm4ecTBO 00bI4HbIX NOANNCOK (He BaxkHo 1 000 000
YHUKANbHbIX U HET) HA BECb CEpBep

12. MakcumanbHas 4JIMHHA UMEeHU Tonuka, 6anT 1024

13.  MakcumanbHoe konndecteo MQTT coo6LieHuit B ce- 5000
KYHAY C 06LUMM pa3MepoMm Tefla 04HOr0 COOBLLEHUS <=
6900 6ant

14.  Konu4ecTBO TEroB/napameTpoB BHELLHEr0 cepsepa 150 000
(OpMEHTMPOBOYHOE 3HA4YEHME), NepeiaBaeMbiX B CEKYH-
Ly, npu pasmepe Tera = § 6aint (6e3 cpnara retain)

15.  PekoMeHyemblil MakcumarnbHblil 06bEM JaHHbIX, KOTO- 250

PbIit MOXHO NPUKpPenuTb K ogHoMy topic (M6)

119121, Poccms, Mocksa, PyxeliHbIn nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru

www.infodiode.ru

28.08.2026



[ononuutensHble napameTpol npoaykTa AlK InfoDiode SMART

Ne  lokasarenb 3HayeHue

n/n

16.  MakcumanbHoe Konn4ectso Bepudpuumpyemsix MQTT 10 000
COOO6LLIEHUI B CeKyHay B pexxume sepudukaumm JSON,
Mpu KONUYECTBE NONEN B OHOM COOOBLLIEHNIA He 6oree
10

17. MakcumanbHoe KONUYecTBO YCTPOICTB ANS MOHWUTO- 1024
pura no SNMP

18. MakcumanbHoe konuyectso OID ansg MOHWTOPUHIA No 10 000
SNMP

19.  MakcumanbHoe konndecTtso OID ans MOHWTOPUHIa no 4000
SNMP npu ycnosum onpoca 400 OID B cekyHAy

20.  MakcumanbHoe konuyectso OID ans MOHUTOPKHIA NO 10 000

MapameTpb! ¢haitnoBoro koHHeKTopa (otaenbHoe [0, He BxoauT B cocTas AllK InfoDiode SMART)

No  Tlokasatenb 3HayeHue
n/n
1. OcHOBHbIe 3af1a4y peLlaemMble dhaiinoBbiM KOHHeKTOpoM  [lepenaya dhainosoro Tpadouka Yepes InfoDiode SMART
AMK InfoDiode SMART Peluaetcs nyteM TEPMUHUPOBAHUSA KOHHEKTOPOM
BXOJALLIEr0 (painoBoro Tpaguka Ha KOHHEKTOPE Ha
ctopoHe IN, nepenayeii ero B InfoDiode SMART, c6opa
KOHHEKTOpOM Tpadonka Ha ctopoHe OUT 1 nepepayeit
Tpadhmka BHELHUM NOTPebuTensam B BUAE UCXOLHOI0
(hannoBoro noToka
2. Bepcun MQTT npoTokona, noaaepXueaemble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. MoanepxnBaeMble BEpCUU (PaiinoBbIX NPOTOKOSOB FTP(S), SMB\ CIFS, SFTP
4, JonoiHUTeNbHbIE ONUMN KOHTPONSA LEeNoCTHOCTU ABTOMATU4YeCKas reHepauus v nepegaqa hamnnos
KOHTPOJbHbIX CyMM Md5 Ha KaXblii nepeaaBaembli haiin
0. MakcumanbHblil 06bem nepefasaemoro ganna (Mo) 250
6. MoanepxnBaemMble BEPCUN CEPTUAIULIMPOBAHHbIX e AstraLinux 1.8.2

onepaunoHHbIX CUCTEM

e Red0S 8.0
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MapameTpsbl OPC UA koHHekTOpa (oTaensHoe [10, He BxoauT B cocTas AllK InfoDiode SMART)

Ne  Tlokasatenb 3HayeHue
n/n
1. OcHoBHble 3apa4u petuaemble OPC UA KOHHEKTOPOM Mepenaya OPC UA tpadhuka 4epes InfoDiode SMART
AMNK InfoDiode SMART PeluaeTcs nyteM TEpMUHUPOBAHUSA KOHHEKTOPOM
gxoaawero OPG UA Tpachnka Ha KOHHEKTOpe Ha cTopoHe IN
(BblcTynaet B kavyectse OPC UA knueHTa), nepefaden ero B
InfoDiode SMART, c6opa KOHHEKTOpPOM TpaduKa Ha
ctopoHe OUT u nepepaden Tpacpuka BHELIHUM
notpeéutenam no npotokony OPC UA (BbicTynaet B
kavectBe OPC UA cepsepa)
2. Bepcun MQTT npoToKonoB, NoAfaep>XuBaemMble MQTT(S) v 3.1.1
KOHHEKTOpOM
3. MakcumanbHoe Konnm4ecTBO napameTpoB (Teros, 100 000
CWUTHANO0B) B CEKYHAY
4, MakcumansHoe KoM4ecTBO CECCuiA 100
5. MoaaepxnBaemMble TUMbI Y3N0B ANd MMnopTa Yanbl cneuudpmkaumm ctangapta OPC UA v 1.03\1.04.
B yactu maccuBos:
o  CKansapHble BEIMYMHBI
e MaccuBsbl (04HOMEPHbIE)
6. MNopnepxxka "ropsyero’ nobasneHus\3MeHenuns y3nos  [la, nocne nepesarpy3kn KOHHeKTopa
7. Pexxumbl paboTbl MMNOPTa Y3N0B CepBepa MCTOYHMKA e Browse (nepeHoc CTPYKTypbl 1 "nepeBa’ Teros')
e Plane (nepeHoc BbI6GPaHHOIO CNICKa TEros)
8. Pexkumbl nepepaym fadHbix (IN ctopona, OUT ctopoHa) e OPC UA - OPC UA
e (OPCUA-MQTT
9. Hanu4ne HeckoNbKNUX CTapTOBbLIX Y3N0B g MMnopTa Ja
10.  AyteHtTudmkauus Ha ctopoHe OPC UA knuenTa u OPC e  AHOHUMHO
UA cepsepa
e Jlorux/naponb
o (CepTudmkar X.509
11.  Nonutnkn 6e3onacHoct OPC UA Ha ctopoHe OPCUA e  None
et e Basic128Rsal5
e Basic256

e Basic256Sha256
e Aes256_Sha256_RsaPss
o Aes128_Sha256_RsaOaep

119121, Poccms, Mocksa, PyxeliHbIn nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru

www.infodiode.ru

28.08.2026



MapameTpsbl OPC UA koHHekTOpa (oTaensHoe [10, He BxoauT B cocTas AllK InfoDiode SMART)

Ne  Tlokasatenb 3Ha4eHue
n/n
12. Pexumbl 6e3onacHocTnt Ha cTopoHe OPC UA knueHTam o None (6e3 nognucy 1 6e3 WwndposaHus)
OPC UA cepsepa e Sign (noxnuch coobiuieHuii OPC UA)
e SingEncrypt (noanuck coobienuin OPC UA +
LngppoBaHme)
13.  MNonutukn 6e3onacHoct OPC UA Ha ctopoHe OPCUA e  None
cepnepa e Basic2565ha256
o Aes256_Sha256_RsaPss
o Aes128_Sha256_RsaOaep
14.  TopnepxuBaemble BEpCUI CEPTUGINLIMPOBAHHBIX e AstraLinux 1.8.2

onepalnoHHbIX CUCTEM

e Red0S 8.0
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MapameTpbl Modbus koHHekTopa (oTaenbHoe 10, He BxoauT B coctas AllK InfoDiode SMART)

Ne  Tlokasatenb 3Ha4eHue
n/n
1. OcHoBHble 3aaa4u peliaemble Modbus KoHHEKTOpPOM Mepenaya Modbus Tpaduka vyepes InfoDiode SMART
AMNK InfoDiode SMART PeluaeTcs nyteM TEpMUHUPOBAHUSA KOHHEKTOPOM
BxogaLero Modbus Tpadpuka Ha KOHHeKTOpe Ha ctopoHe IN
(BblcTynaet B kayectse Modbus master), nepeayeii ero B
InfoDiode SMART, c6opa KOHHEKTOpPOM TpaduKa Ha
ctopoHe OUT u nepepaden Tpacpuka BHELIHUM
notpeéutenam no npotokony Modbus (BbiCcTynaeT B
kayectse Modbus cepsepa)
2. Bepcun MQTT npoToKonoB, NoAfaep>XuBaemMble MQTT(S) v 3.1.1
KOHHEKTOPOM
3. Moppepxka nepepayn no UDP Ja
4. MakcumanbHO noaaepXnBaemMoe Konn4ecTso 247
ycTponcTts ans IN cTopoHbl KOHHEKTOPA
5. MakcumanbHoe KoM4ecTBO PerncTpoB, nonydaembix ¢ 30 875
247 yCTPOICTB B CeKyHay (no 125 pernctpos ¢
YCTPOWCTBA)
6. Moanepxka "ropsyero” no6asneHns\M3MeHeHns yanos  [la, nocre nepesarpy3ku KOHHeKTopa
7. MakcumanbHoe konu4ecTBo ceccuii ana OUT cTopoHsl 50
8. MoonepxnBaemble BEPCUN CEPTUDULNPOBAHHbIX e AstraLinux 1.8.2

onepaunoHHbIX CUCTEM

119121, Poccms, Mocksa, PyxeliHbIn nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru

www.infodiode.ru

28.08.2026



