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ABTOMaTU3NPOBAHHbIE CUCTEMbI OMEpaTUBHOIO Aucrnetyepckoro ynpasnexus (ACOLY) ABNATCA KOYEBbIMUA 3/1EMEHTaMu B
Bonpocax o6ecneyeHns apdeKTUBHOro u 6ecnepe6oiHOro MYHKLNOHMPOBAHNA 0OLEKTOB MPOMBILLIIEHHOCTU U 3HEPreTUKM.
Hann4ne enHOro Komnnekca ynpasfieHns SaeT BO3MOXHOCTb UHTErpUpOBaTh AaHHbIE U3 Pa3IM4HbIX MCTOYHUKOB, 06€Cne4nB
JUCNeTYepCKMe 1 CUTYaLUMOHHbIE LIEHTPbl aKTyanbHOW W BCeOObeMMOWed MHGOpMaLMeidn 0 COCTOSAHUKM 00bekTa, YTO
No3BONAET OMepaTMBHO pearnpoBaTb Ha W3MEHEHUS B YCNOBUAX MPOMbILLIEHHON 3KCnnyaTauun, OnTUMU3MPOBATh
NCMONb30BAHWE PECYPCOB; CMOCOOGCTBYET COKPALLEHUID KONMYECTBA aBApPWHbIX CWUTYyaUUA BHYTPU TEXHOMOrMYECKOro
CermeHTa.

BBuay TOro, 410 CUCTEMbI AUCMNETYEPCKOro YNPaBneHns 3a4acTyto HaXoaaTcs 3a npeaenamn 3akpbITOro KOHTypa, Heo6X04uMm
HafleXHbIA KaHasn, o6ecreyuBatoLLii 6e30MacHy0 nepefady TEXHONOTMYECKUX [AHHbIX MeXQy CETEeBbIMU CermMeHTamu ¢
pasnuyHbiM ypoBHem foBepus. Conpspkenue cermeHToB TCIMO n KCMO aByHanpaBfieHHbIM KaHarom HeceT B ce6e puck
KOMMNPOMETALUMN KaHana 3/0YMbILUNEHHNKOM W3 BHELUHE WM KOPropaTUBHOW CETW C Yrpo3oii pa3BuTUSA aTaku Ha
BHYTPEHHIO TEXHONOrMYECKY0 CeThb. YCMELIHO peann3oBaHHas Knbepartaka MOXeT NPUBECTU K HapyLIeHN0 paboTbl 00LEKTA,
NPOCTOL NPEeAnpuUATAS, AOPOrOCTOALLEMY PEMOHTY W UHBIM HEraTMBHbIM NOCNEACTBMAM. PelleHneM, cnocoB6HbIM UCKNOYNTL
Yrpo3y BHELUHEro BO3[EMCTBUS HA TEXHONIOTMYECKNIA KOHTYP, ABNSETCA TEXHONOrMs OAHOHANPABMEHHON Nepeaayn AaHHBbIX,
OCHOBaHHasA Ha npuHUMNax MU3N4ecKon U30NALMN OJHOrO CETEBOrO CErMeHTa (MPOMbILLIEHHOr0) OT APYroro (BHELHero,
KOPMOpaTMBHOrO).

InfoDiode - cucTema ofHOHANpaBNEHHOK nepefadn AaHHbIX. OH MO3BONAET MepefaBaTb [JaHHble OAHOBPEMEHHO Mo
HECKONMbKUM NPOMbILINEHHbIM NPOTOKONAM Yepe3 rpaHuly nepumMeTpa Mo OAHOHANpPaBNeHHOMY KaHany, o6ecrneyuBas
COOTBETCTBYE BbICOYALLMM TPEGOBAHUAM U30NALMM 3ALLNLLAEMOr0 CerMeHTa.

ANNbIMA — nporpaMMHbIi KOMNNEKC A1 peann3aumn eAuHO NHTErpupOBaHHOI MHAOPMALIMOHHOI CUCTEMbI aBTOMATU3ALNAN
NpeanpusTUiA, KOTopas 06ecreYnBaeT MOHWUTOPUHT MPOWU3BOACTBEHHbLIX MPOLECCOB W TEXHONOTNYECKOr0 060PYA0BaHUS B
Pa3NNYHbIX 0TPACASX NMPOMbILLTIEHHOCTH.

PeaynbTatbl KOMMNEKCHOrO TECTUPOBAHUS MOATBEPAUNMN YCMELWHOoe U 3 (EeKTUBHOE COBMECTHOE MPUMEHEHUEe KoMmmiekca
InfoDiode v nporpammHoro komnnekca AJIbIMA ans o6ecneqeHns BbICOYAMLLEro YPOBHA 3aLLMTbl TEXHOIOrMYECKOro CermeHTa
npu nepesaye AaHHbIX NPOMbILLMEHHBIX MPOTOKOJI0B 32 rPaHuLy 3aLiMLLaeMOoro nepumeTpa.
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CLeHapmii 3aLWMLLEHHON nepeaadn NPOMbILLNEHHOro Tpaduka U3 TEXHONOrMYecKoro CerMeHTa

[ns cuctem ACY TI npUMEHSETCS He TOMbKO NOrNYecKas, Ho U (PU3NYECKas N30NALMSA CETEN Kak METO/ 3aLliThbl OT BHELLHUX
BO3MeiCTBMA. [pn 3TOM COXPaHAOTCA TPe6oBaHWA K ONepaTMBHOCTU COOPA AAaHHbLIX MO TEXHWYECKUM 0OLEKTaM B LeNsX
MOHWTOPWHra, XpaHeHus, 06paboTkm u aHanusa. CoBMeCTHOe ucnonb3osaHwe pelweHuin InfoDiode wn AJIbIA nossonser
0e30MacHO peann3oBaTh LIEHTPANM30BaHHbIA CO0P U Mepeaavy NPOMbILLEHHOMO Tpaduka U3 TEXHONOrMYECKUX CETEBbIX
CErMeHTOB BO BHELLIHWE CETH.

B komnnekcHom pewieHun AJIBMA ob6ecneymBaeT MOAAEPXKY Mpuema U nepejadut NpOMbILIAEHHbIX NPOTOKONOB, Cpeau
kotopbix: OPC DA/UA, Modbus, MQTT u ap., a InfoDiode rapaHTupyeT TpaH3WUT 3TUX NPOTOKONOB 3a rpaHuLy 3aliMLiaeMblX
CErMeHTOB.

KomnnekcHOe NCcnosib30BaHWe NPOAYKTOB MO3BONAET peLwlaThb CrieaytoLime 3afadu:

o (6ecnedutb 3aluUTy U MOHUTOPUHr KUW. ®usnyveckas n3onaums 00bEKTa HabMOAeHMs OT CeTM Habnogatens c
OQHOBPEMEHHbIM COXpPaHEHNEM BO3MOXXHOCTU B OHNANH PeXUMe HabnaaTh 3a COCTOAHMEM 00bekTa Hepe3 SCADA.

e (GdhopmupoBaTh OCHOBY [/18 OpraHn3aumn LMgpoBbIX ABOAHNKOB.

e (QpraHu3oBatb nepeaady AaHHbIX B LGHTPANM30BaHHbIE AUCMETYEPCKIE U CUTYALMOHHbIE LEHTPbI. LIeHTPbI 06ecneynBaoTes
peanbHbIMI OHMANH JAHHLIMU B YCNIOBUAX rapaHTUPOBAHHON N30NALNN 06LEKTOB HAGMIOASHMS.

e BbinonHuth arperaunio AaHHbIX u3 Heckonbkmx SCADA cuctem B MES, Historian n o6nadHble peweHus. Mpu 3ToM
UCKNIOYAETCA KaKoe-Nnbo 06paTHOE BNUSHME CO CTOPOHbI 3TUX CUCTEM.

ApxuTekTypa COBMECTHOro wucnonb3oBaHus pelleHnii AJTbMA ¢ InfoDiode B ceTax nepefadqn AaHHbIX MNPOMbILLEHHbIX
06bekToB npegnonaraer pasmelyeHue InfoDiode mexay MO AJIbIMA, yCTaHOBNEHHbIMM B 3aKPbITOM (TEXHONOMNYECKOM)
CErMeHTe 1 MeHee J0BePeHHOM (KOpPropaTuBHOM) CErMeHTe CETH.
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3AABJIEHUE O COBMECTUMOCTHU

Mexay nporpammHbim obecneveHnem
ANbNA,
pa3paboTUMKOM N CUCTEMHBIM MHTErPAaTOPOM KOTOPOro ABNAETCA
000 «AJIbMA Cepsuces KomnaHu»
(107045, r. MockBa, nep. MocnegHuin, a. 23, Kopn. 3),
B AanbHenwem nmeHyemoble «AJIbMA» n «ACK», COOTBETCTBEHHO,

n

Komnnekcom oaHOHanpaBneHHOW Nnepeaavmn AaHHbIX
«AMT InfoDiode»,
ABNAKOLWMNCA NPOAYKUMEN KOMNAHUM
AO «AMT-TPYM»
(119121, r. MockBa, Py»keiHbIl nepeynok, 4. 6, ctp. 1),
B AanbHelwem umeHyemoble «InfoDiode» n «cAMT-FPYN»,

COOTBETCTBEHHO.
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Komnnekc InfoDiode aBnsetca cuctemon oOAHOHaNpaBAeHHOW nepedayvn  AaHHbIX,
obecneymnBatollen BbICOYANWNN YPOBEHb M30NAUNU KPUTUUYHBIX MHHOPMAUMOHHbBIX CUCTEM.
MNpX 3TOM COXPAHAETCA HY)KHbIM ypoBeHb MX GYHKUMOHANBHOCTU AN B3aMMOAENCTBUA CO

CMEXHbIMU VIHd)OpMaU,VIOHHbIMM cncremamm.

ANbMNA npeactasnaer cobolt MNPOrpamMmMHbIN  KOMMMIEKC AnAa  peanusaumm  eanHom
WHTErpMpoBaHHOM UHOOPMAUMOHHOW CUCTEeMbl aBTOMaTM3auuMm nNpeanpuATUIA, KoTopasa
obecneumMBaeT  MOHWTOPWHI  NPOW3BOACTBEHHbLIX  NPOUECCOB U TEXHONOTMYECKOro

060pyp,OBaHMFI B Ppa3/INYHbIX OTPACNAAX NPOMbIWNEHHOCTHW.

«AMT-TPYM» n «ACK» HactoAawmm NOATBEPXKAAKT cneaylouee 3aaBieHne OTHOCUTENbHO
NCNO/Ib30BaHMA YKa3aHHbIX MPOAYKTOB B paMKax 04HOM CUCTEMBI, UX COBMECTUMOCTM 1 BKNa4a

B BbiNoAHeHWe TpeboBaHn HPopmaumMoHHOM 6e3onacHoCTH.

«AMT-TPYM» u «ACK» nposenun scectopoHHue Ttectbl 10 ANIbMNA 8 ceTax nepegaym AaHHbIX C
pa3srpaHuyeHmem gocTtyna Ha 6ase InfoDiode 8 cnegytouwem cueHapuu:

° npu yctaHoske InfoDiode mexay MO ANbMA, koTopoe npeaHasHayeHo ana cbopa
AaHHbIX M3 ACYTM/cucTem TenemexaHuKU U UCNONb3YeT NPOMbILLIAEHHbIE MPOTOKObI
(OPC DA/UA, SQL, MQTT u ap.) B 3aKpbiTOM cermeHTe (cermeHTt cetn ACYTN), u NO
ANBNA, koTopoe obecneynsaeT cOop M TPAHCMOPT TEXHONOTUYECKUX AAHHBIX B BEPXHUN
yposeHb ACYIN (cermeHT cetn AM3 ACYTN).

Pe3ynbTaTtbl TECTUPOBAHUA:

-  NPOAYKTbl MOTyT MUCNONbBL30BATbCA COBMECTHO B YKAa3aHHOM CuUEHapwun C y4eTtom ux
MHONBNAYanbHbLIX CUCTEMHDbIX Tp66OBaHVIl\/'1;

- noarsepXgeHa nosiHaa COBMECTMMOCTb TMNMPOAYKTOB B 3aAB/IEHHOM  CUEHapuu

MCNO/Nb30BaHUA.
AO «cAMT-TPYN» 000 «ACK»
09 niona 2026 . 09 nionn 2026 .

YECKUWN AnpeKTop FeHepanbHbIV gUpeK
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