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ÃèïéëçÛñãéèèÛú ÜàâéêÛìèéìí÷ ÞéìîßÛëìíÝàèèöð ãèïéëçÛñãéèèöð ìãìíàç, éëÞÛèãâÛñãä ïãèÛèìéÝéä éíëÛìæã, 
åëãíãòàìåã ÝÛáèöð éÜõàåíéÝ, éÜõàåíéÝ ÅÃÃ ã »ÌÎ ÍÊ èÛåæÛßöÝÛàí ìàë÷àâèöà íëàÜéÝÛèãú å ëàÛæãâîàçöç íàðèãòàìåãç 

ã éëÞÛèãâÛñãéèèöç çàëÛç âÛôãíö. ½ ëúßà ìæîòÛàÝ èÛãæîòóãç ÝÛëãÛèíéç éìíÛûíìú êéæèÛú ãâéæúñãú ãèïéëçÛñãéèèöð 
ìãìíàç. ÉßèÛåé, Ý ìéÝëàçàèèéç çãëà ÛÜìéæùíèÛú ãâéæúñãú èà êéâÝéæúàí Ý êéæèéä çàëà ëàÛæãâéÝÛí÷ Ýàì÷ êéíàèñãÛæ   

IT-íàðèéæéÞãä ßæú ëàóàèãú âÛßÛò ÛÝíéçÛíãâÛñãã êëéñàììéÝ, êéìíëéàèãú ñàèíëéÝ éêàëÛíãÝèéÞé ëàÛÞãëéÝÛèãú ã 

ìãíîÛñãéèèöð ñàèíëéÝ, êéìíëéàèãú ìãìíàç øïïàåíãÝèéÞé îêëÛÝæàèãú IT. ÍÛåáà ìíÛíãìíãåÛ ÞéÝéëãí é íéç, òíé êéæèÛú 

ãâéæúñãú êëéÝéñãëîàí èÛëîóàèãú êéæãíãå ãèïéëçÛñãéèèéä ÜàâéêÛìèéìíã.  

½ åÛòàìíÝà ëàóàèãú êëéÜæàçö çéÞîí êëãçàèúí÷ìú íàðèéæéÞãã éßèéèÛêëÛÝæàèèéä êàëàßÛòã ßÛèèöð, éÜàìêàòãÝÛùôãà 

ÞÛæ÷ÝÛèãòàìåîù ëÛâÝúâåî ìàíàÝöð ìàÞçàèíéÝ ã Ýéâçéáèéìí÷ éßèéèÛêëÛÝæàèèéÞé íëÛèìêéëíÛ ßÛèèöð. ÈÛ ÜÛâà ßÛèèéä 
íàðèéæéÞãã »ÇÍ-¾ËÎÊ ìéâßÛæÛ ÛêêÛëÛíèé-êëéÞëÛççèöä åéçêæàåì InfoDiode PRO. »ÊÅInfoDiode PRO ÞÛëÛèíãëîàí 

âÛôãíî éí çèéÞãð îÞëéâ ãèïéëçÛñãéèèéä ÜàâéêÛìèéìíã ã éÜàìêàòãÝÛàí ÝöìéòÛäóãä îëéÝàè÷ ãâéæúñãã 
ãèïéëçÛñãéèèöð ìãìíàç. Êëã øíéç ìéðëÛèúàíìú èàéÜðéßãçÛú ßæú ÝâÛãçéßàäìíÝãú ìé ìçàáèöçã ãèïéëçÛñãéèèöçã 

ìãìíàçÛçã ïîèåñãéèÛæ÷èéìí÷. ÂÛæéáàèèöà Ý ëàóàèãà »ÊÅ InfoDiode PRO îèãåÛæ÷èöà Ýéâçéáèéìíã êé-èéÝéçî 

ëÛìåëöÝÛùí êéíàèñãÛæ ãìêéæ÷âéÝÛèãú ìãìíàç éßèéèÛêëÛÝæàèèéä êàëàßÛòã ßÛèèöð, òíé ìîôàìíÝàèèé îÝàæãòãÝÛàí 

åéæãòàìíÝé ëàóÛàçöð ì ãð êéçéô÷ù âÛßÛò ã Ýéâçéáèöð ìñàèÛëãàÝ êëãçàèàèãú.  

»ÊÅ InfoDiode PRO - èÛ 100% ëéììãäìåéà ëàóàèãà: êëéÞëÛççèÛú ëàÛæãâÛñãú ÊÉ InfoDiode (»ÇÍ-¾ËÎÊ) ã ëéììãäìåÛú 
ÛêêÛëÛíèÛú êæÛíïéëçÛ. »ÊÅ InfoDiode PRO éÜàìêàòãÝÛàí ëàÛæãâÛñãù éßèéèÛêëÛÝæàèèéä êàëàßÛòã ßÛèèöð. ÉìèéÝèéà 

êëàßèÛâèÛòàèãà ċ âÛôãíÛ åëãíãòèöð ìàÞçàèíéÝ (èÛêëãçàë, Æ½Ì ¾ÃÌ, »ÌÎ ÍÊ), ÝöÞëîâåÛ/âÛÞëîâåÛ ßÛèèöð ì ìéðëÛèàèãàç 

ÞÛæ÷ÝÛèãòàìåéä ëÛâÝúâåã ã éëÞÛèãâÛñãú âÛôãôàèèéÞé ÝâÛãçéßàäìíÝãú îßÛæàèèöð éÜõàåíéÝ Å½É, »ÌÎ ÍÊ. Ëàóàèãà 
çéáàí êëãçàèúí÷ìú ßæú éÜàìêàòàèãú ÜàâéêÛìèéìíã ßÛèèöð Ý ÞéìîßÛëìíÝàèèöð éëÞÛèãâÛñãúð, Ý íéç òãìæà ìãæéÝöð 

ìíëîåíîëÛð, êëéçöóæàèèéìíã, íéêæãÝèé-øèàëÞàíãòàìåéç åéçêæàåìà, Û íÛåáà åéççàëòàìåãð êëàßêëãúíãúð æùÜöð 

éíëÛìæàä, ãìêéæ÷âîùôãð âÛåëöíöà ìàíã. ½ éìèéÝî ëàóàèãú êéæéáàè éêöí ã èÛëÛÜéíåã »ÇÍ-¾ËÎÊ Ý êëãçàèàèãã 

ëÛâæãòèöð ìãìíàç éßèéèÛêëÛÝæàèèéä êàëàßÛòã ßÛèèöð. 

»êêÛëÛíèé-êëéÞëÛççèöä åéçêæàåì  

InfoDiode PRO 

ÃÈÏÉËÇ»ÑÃÉÈÈ»Ú ¼ÀÂÉÊ»ÌÈÉÌÍ× 
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»ÊÅ InfoDiode PRO ëàÛæãâéÝÛè èÛ ëéììãäìåéä ìàëíãïãñãëéÝÛèèéä ÛêêÛëÛíèéä êæÛíïéëçà, ëéììãäìåéç    êëéÞëÛççèéç   
éÜàìêàòàèãã  êëéãâÝéßìíÝÛ  »ÇÍ-¾ËÎÊ. Øíé êéâÝéæúàí ãìêéæ÷âéÝÛí÷ »ÊÅ InfoDiode PRO Ý ÞéìîßÛëìíÝàèèöð 

ãèïéëçÛñãéèèöð ìãìíàçÛð æùÜéÞé îëéÝèú ëàáãçèéä ÜàâéêÛìèéìíã ã åéèïãßàèñãÛæ÷èéìíã ßÛèèöð. 

¶ ÃçêéëíéâÛçàôàèãà: éíàòàìíÝàèèÛú ÛêêÛëÛíèÛú ã êëéÞëÛççèÛú êæÛíïéëçö. 

¶ ÌàëíãïãåÛñãú: ÏÌÍØÅ 1¾, È¿½4, Î¿4, ÍÎ. 

¶ ÊëéãâÝéßãíàæ÷èéìí÷: ßé 1Gbps. 

Åéèåîëàèíèöà êëàãçîôàìíÝÛ »ÊÅ InfoDiode PRO 

»ÊÅ InfoDiode PRO êéâÝéæúàí 

¶ ÉÜàìêàòãí÷ ÞÛëÛèíãù âÛôãíö ßÛèèöð ì ìéðëÛèàèãàç ãð åéèïãßàèñãÛæ÷èéìíã ã ñàæéìíèéìíã, Û íÛåáà éÜàìêàòãí÷ 
êëãéëãíàâÛñãù êàëàßÛòã ßÛèèöð; 

¶ ÉëÞÛèãâéÝÛí÷ ìðàçö îßÛæàèèéÞé ßéìíîêÛ ì Ýöèàìàèãàç ëàêæãå åëãíãòàìåãð ãèïéëçÛñãéèèöð ëàìîëìéÝ (ÜÛâ 
ßÛèèöð, ÝãëíîÛæ÷èöð çÛóãè) âÛ ÞëÛèãñö êàëãçàíëÛ, ÞÛëÛèíãëîú âÛôãíî åëãíãòàìåéä ãèïëÛìíëîåíîëö; 

¶ ËàÛæãâéÝÛí÷ âÛôãôàèèéà îßÛæàèèéà ÝâÛãçéßàäìíÝãà åëãíãòèöð ìàíàÝöð ìàÞçàèíéÝ éíßàæ÷èöð êëàßêëãúíãä ã 

éëÞÛèãâÛñãä òàëàâ èàßéÝàëàèèöà ìàíã;  
¶ ÉÜàìêàòãí÷ éíåÛâéîìíéäòãÝéìí÷ ìãìíàçö âÛ ìòàí Ýéâçéáèéìíã åæÛìíàëãâÛñãã; 

¶ ÉÜàìêàòãí÷ êàëàßÛòî ßÛèèöð êé ëÛâæãòèöç êëéíéåéæÛç (êàëàßÛòÛ ïÛäæéÝ, øæàåíëéèèéä êéòíö ã í.ê.); 

¶ ËàÛæãâéÝÛí÷ êéæèéñàèèöä çéèãíéëãèÞ âÛ ìéìíéúèãàç êàëàßÛòã èÛ ÞëÛèãñà êàëãçàíëÛ, Ý íéç òãìæà ì êàëàßÛòàä 
ßÛèèöð Ýé Ýèàóèùù SIEM ãæã DLP ìãìíàçî; 

¶ ÊëéÝàìíã ãèíàÞëÛñãù ì Active Directory éëÞÛèãâÛñãã.  

ÃèíàÞëÛñãú ì ìãìíàçÛçã Data Loss Prevention (DLP)  ÃèíàÞëÛñãú ì ìãìíàçÛçã Security Information and Event 
Management (SIEM)  

ÃèíàÞëÛñãú ì ßëîÞãçã ÌÂÃ 

ÉíåÛâéîìíéäòãÝéà ëàóàèãà 

»ÊÅ InfoDiode PRO ãçààí åæÛìíàëèöä ÝÛëãÛèí ëàÛæãâÛñãã, 
òíé êéâÝéæúàí êéìíëéãí÷  éíåÛâéîìíéäòãÝéà ëàóàèãà èÛ 

ìàíàÝéç êàëãçàíëà. ËàêæãåÛñãú ßÛèèöð çàáßî øæàçàèíÛçã 
åæÛìíàëÛ éÜàìêàòãÝÛàí èàêëàëöÝèéìí÷ êéíéåÛ ßÛèèöð èÛ 

ÞëÛèãñà ìàÞçàèíéÝ. 
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ÌñàèÛëãã êëãçàèàèãú »ÊÅ InfoDiode PRO 

ÌïàëÛ êëãçàèàèãú: ÞéìîßÛëìíÝàèèöà êëàßêëãúíãú, êëàß-
êëãúíãú éÜéëéèèé-êëéçöóæàèèéÞé åéçêæàåìÛ, åëãíãòà-

ìåã ÝÛáèöà éÜõàåíö, åéççàëòàìåãà éëÞÛèãâÛñãã, ãì-

êéæ÷âîùôãà âÛåëöíöà ìàíã.  

½ ßÛèèéç ìñàèÛëãã éÜàìêàòãÝÛàíìú ÞÛëÛèíãú ñàæéìíèé-

ìíã êàëàßÛÝÛàçöð ßÛèèöð.  

ÌñàèÛëãä 1. Øåìêéëí ßÛèèöð 

ÌïàëÛ êëãçàèàèãú: ÞéìîßÛëìíÝàèèöà êëàßêëãúíãú, êëàß-
êëãúíãú éÜéëéèèé-êëéçöóæàèèéÞé åéçêæàåìÛ, åëãíãòà-

ìåã ÝÛáèöà éÜõàåíö, åéççàëòàìåãà éëÞÛèãâÛñãã, ãì-

êéæ÷âîùôãà âÛåëöíöà ìàíã.  

½ ßÛèèéç ìñàèÛëãã éÜàìêàòãÝÛàíìú ÞÛëÛèíãú åéèïãßàè-

ñãÛæ÷èéìíã âÛôãôÛàçöð ßÛèèöð.  

CñàèÛëãä 2. Ãçêéëí ßÛèèöð ãâ Ýèàóèãð ãìíéòèãåéÝ 

ÌïàëÛ êëãçàèàèãú: æùÜöà éëÞÛèãâÛñãã, ãìêéæ÷âîùôãà 

âÛåëöíöà ìàÞçàèíö ìàíã.  

¿Ûèèöä  ìñàèÛëãä éÜàìêàòãÝÛàí ßÝîèÛêëÛÝæàèèéà, éßèÛ-
åé Ûìãèðëéèèéà, ÝâÛãçéßàäìíÝãà çàáßî ìàÞçàèíÛçã. Øíé 

êéâÝéæúàí ßéìíãò÷ ÝöìéåéÞé îëéÝèú âÛôãôàèèéìíã ã 

ãâéæúñãã ìàÞçàèíéÝ ì Ýéâçéáèéìí÷ù åÛå ÝöÞëîâåã, íÛå ã 

âÛÞëîâåã ßÛèèöð. ÎòãíöÝÛú èàÝéâçéáèéìí÷ îìíÛèéÝæàèãú 
ìéàßãèàèãä (ãìåæùòàèãà éÜëÛíèéä ìÝúâã ßæú âæéîçöó-

æàèèãåÛ êé Üéæ÷óãèìíÝî êëéíéåéæéÝ), ßÛèèöä ìñàèÛëãä 
âèÛòãíàæ÷èé êëàÝéìðéßãí êé îëéÝèù âÛôãôàèèéìíã íëÛ-

ßãñãéèèöà ìðàçö ì çàáìàíàÝöç øåëÛèéç èÛ êàëãçàíëà.  

ÌñàèÛëãä 3. ÉßèéÝëàçàèèÛú ÝöÞëîâåÛ ã âÛÞëîâåÛ ßÛèèöð 
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ÌïàëÛ êëãçàèàèãú: æùÜöà éëÞÛèãâÛñãã, åéíéëöç èàéÜ-

ðéßãçÛ éëÞÛèãâÛñãú âÛôãôàèèéÞé îßÛæàèèéÞé ßéìíîêÛ. 

½ ëúßà ìæîòÛàÝ èàéÜðéßãçé éÜàìêàòãí÷ âÛôãôàèèöä 
îßÛæàèèöä ßéìíîê å ëàìîëìÛç åéçêÛèãã åÛå Ýèîíëàèèãç 

êéæ÷âéÝÛíàæúç, íÛå ã êÛëíèûëÛç, êéßëúßòãåÛç.  ÌñàèÛ-

ëãä 5 êéßëÛâîçàÝÛàí ìéâßÛèãà ãâéæãëéÝÛèèéä ßàçãæãíÛ-
ëãâéÝÛèèéä âéèö, åîßÛ ÝöÞëîáÛùíìú íéæ÷åé ßéêîìíãçöà 

ßæú îßÛæàèèöð êéæ÷âéÝÛíàæàä ã êéßëúßòãåéÝ/êÛëíèûëéÝ 
ßÛèèöà. Êëã øíéç çö êéæîòÛàç ÞÛëÛèíãù ìéðëÛèàèãú 

åéèïãßàèñãÛæ÷èéìíã ã ñàæéìíèéìíã åëãíãòèöð ßÛèèöð 
Ýèîíëã ãèïéëçÛñãéèèéä ìãìíàçö: ãìåæùòÛàíìú Ýéâçéá-

èéìí÷ ßéìíîêÛ îßÛæàèèöð êéæ÷âéÝÛíàæàä êéìëàßìíÝéç 

VPN-ìéàßãèàèãä å Ýèîíëàèèãç ëàìîëìÛç.  

ÌñàèÛëãä 5. ÌéâßÛèãà ãâéæãëéÝÛèèéä ßàçãæãíÛëãâéÝÛèèéä âéèö 

ÌïàëÛ êëãçàèàèãú: êéßëúßèöà éëÞÛèãâÛñãã, Ýèàóèãà 
ìæîáÜö êéßßàëáåã, ìæîáÜö êéßßàëáåã ÝàèßéëéÝ, îßÛ-

æàèèöä çéèãíéëãèÞ. 

½ ìæîòÛà ìéêëúáàèãú ìàíàä ì ëÛâèöç îëéÝèàç åëãíãòèé-

ìíã íëàÜîàíìú éÜàìêàòãí÷ Ýèàóèãä çéèãíéëãèÞ âÛ ìéìíé-

úèãàç êéåÛâÛíàæàä íàðèéæéÞãòàìåéÞé éÜéëîßéÝÛèãú, ìàíã 
ã í.ê. Ý íéòèéç ìééíÝàíìíÝãã ì íàç, òíé èÛÜæùßÛàíìú èÛ 

øåëÛèà çéèãíéëÛ »ËÇ éêàëÛíéëÛ, Ýêæéí÷ ßé åéèíëéæú 

êàëàçàôàèãú çöóã ã/ãæã çÛèãêîæúíéëÛ.  ÌñàèÛëãä 6 
êéâÝéæúàí éëÞÛèãâéÝÛí÷ ìíëãçãèÞ ëÛÜéòàÞé ìíéæÛ »ËÇ 

¤åÛå àìí÷¬ âÛ êëàßàæö åëãíãòàìåéÞé ìàÞçàèíÛ. Êëã øíéç 
ÞÛëÛèíãëîàíìú åéèïãßàèñãÛæ÷èéìí÷ ã ñàæéìíèéìí÷  ßÛè-

èöð Ýèîíëã ãèïéëçÛñãéèèéä ìãìíàçö: ãìåæùòÛàíìú Ýéâ-

çéáèéìí÷ ßéìíîêÛ ã Ýæãúèãú îßÛæàèèöð êéæ÷âéÝÛíàæàä 
èÛ »ËÇ ã ìàí÷ Ýèîíëã åëãíãòàìåéÞé ìàÞçàèíÛ êéìëàß-

ìíÝéç VPN-ìéàßãèàèãä, RDP êéßåæùòàèãä å Ýèîíëàèèãç 

ëàìîëìÛç.  

ÌñàèÛëãä 6. ÍëÛèìæúñãú ëÛÜéòàÞé ìíéæÛ ì »ËÇ Ý âÛåëöíéç ìàÞçàèíà 

ÌïàëÛ êëãçàèàèãú: æùÜöà éëÞÛèãâÛñãã, 
ãìêéæ÷âîùôãà íàëëãíéëãÛæ÷èé ëÛâèàìàè-

èöà âÛåëöíöà ìàÞçàèíö ìàíã. 

ÌðàçÛ éÜàìêàòãÝÛàí Ýöìéåãä îëéÝàè÷ âÛ-

ôãíö éí Ýèàóèãð îÞëéâ (êé ÛèÛæéÞãã ìé 

ÌñàèÛëãàç 3) ã øïïàåíãÝèîù ãâéæúñãù, 
êëã øíéç ìéðëÛèúàíìú êéæèéñàèèéà ßÝîìíé-

ëéèèàà âÛôãôàèèéà ÝâÛãçéßàäìíÝãà îßÛ-

æàèèöð îâæéÝ. 

ÌñàèÛëãä 4. ÂÛôãôàèèéà îßÛæàèèéà ÝâÛãçéßàäìíÝãà åëãíãòèöð ìàíàÝöð ìàÞçàèíéÝ (Site-to-Site)  


