NHO®OPMALINOHHASA BE3OIMACHOCTb

Pa6ora Positive MaxPatrol SIEM n PT ISIM ‘D irgo de
Yepes oHoHanpasneHHbIN o3 InfoDiode

Tpe6oBaHWA K 06ecreveHnto MHOPMALMOHHON 6e30MacHOCTI FOCYAAPCTBEHHbIX UH(IOPMALMOHHBIX CUCTEM, OpPraHu3aLmi
tbuHaHcoson otpacnu, o6bektos KW n ACY TIT B 3HepreTnyeckom, HedpTeraszosoi, TpaHcnopTHON, XKKX 1 apyrux otpacnsx
NPUBOAAT K BbIGOPY NPUHLMNKUANIBHO HOBbLIX TEXHWUYECKWUX U OPraHu3aLMOHHbIX Mep 3aliuTbl. B psge cnyyaes HaumyHwum
BapWUaHTOM 3aLLWTbl CTAHOBUTCS MOMHAA N30NAUUA MHAPOPMALMOHHBIX cucTeM. OHaKo, abCoNOTHAs N30NALMUS He NO3BONSET
B MOJIHOW Mepe peanu3oBaTth BeCb noTeHuman IT-TexHomormin Ang pelleHns 3ajay aBTomartuaauun npoleccos, NOCTPOEHUS
CWUCTEM OMepaTUBHOr0 pearMpoBaHUst Ha WHUMAEHTbI W 3(O(DEKTUBHOMO YNpaBeHUs WHMPACTPYKTYPOM, B HaCTHOCTM,
OMnepaTuBHO MpPefoCcTaBNATbh MHOPMALMIO B CUCTEMbI YNPABMEHUS COOLITUAMI MHDOPMaLOHHON 6e3onacHocTi (SIEM) un
LiEHTPbI MOHMTOPWHIa MHGYOPMaLMoHHOM 6e3onacHocTyn (SOC).

B kadyecTBe peLueHUs MOTYT BbICTynaTb TEXHOMOTMW OLHOHAMpPABIIEHHOW MNepefadn LaHHbIX, OCHOBAHHbIE HA MPUHLMNAX
(Pm3nyeckon n3onAuMM OLHOTO CETEBOr0 CermMeHTa OT [pyroro, o6ecneyuBatolLiMe BO3MOXHOCTb Mepefayn AaHHbIX 13
3aKPbITOr0 KOHTYpa BO BHELLHME CETW. TakKue TEXHONOrUM rapaHTUPYT LENOCTHOCTb U JOCTYMHOCTb AaHHbIX B 3aLLUMLLEHHOM
CErMeHTe 1 UCKJTYat0T PUCKM Nepeaadn Kakux-nmoo AaHHbIX B 00paTHOM HanpasnieHuy, BHYTPb 3alLuLLaeMOoro CermeHTa.

AMT-TPYIT npefnaraet cBOMM KNUeHTaM NMHENKY npofyktoB InfoDiode, mOCTPOEHHbIX HA MPUHLMNAX OLHOHAMNPABEHHON
nepeaaymn AaHHbIX, 1 NO3BONSAHOLWMX 3OHEKTUBHO peLlaTh 3aaa4n 6e3omnacHoii nepeaaymn aaHHbix ans SIEM u 8 SOC.

AMT-TPYI n Positive Technologies npoBenn BCECTOPOHHME TECTbl B CETAX Mepefaynt AaHHbIX NMPOMbILLIEHHbIX 00bEKTOB C
pasrpaHuyeHnemM goctyna Ha 6ase InfoDiode B cneaytoLux CLeHapusix:
e InfoDiode Mexay MCTOYHWKOM aHanu3npyembix COObITUA B 3aKPbITOM CErMEHTE W KOMMOHEHTOM c6opa COoObITMiA
MaxPatrol SIEM Agent B OTKpbITOM CEermeHTe npu nepegaye cobbitnii no npotokony UDP;
o InfoDiode mexay komnoHeHTOM cbopa cobbiTuii MaxPatrol SIEM Agent B 3aKpbITOM CermMeHTe U MOAYNSMI aHannsa
coobiTun MaxPatrol SIEM Server B OTKPbITOM CErMEHTE;
o InfoDiode mexay MCTOYHUKOM aHanu3upyemoro Tpaduka u ceHcopom PT ISIM View Sensor.

PesynbTaTbl KOMMIEKCHOrO TECTUPOBAHNS NMOATBEPANIN YCMELHOe 1 3 (DEKTUBHOE COBMECTHOE WCMONb30BAHME NMPOLYKTOB B
YKa3aHHbIX CLIEHAPUAX NS 00ECMNEYeHNs BbICOYANLLEr0 YPOBHS 3aLLIMTbI KPUTUYECKUX CETEBbIX CErMEHTOB.
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CueHapuit pa6otbl MaxPatrol SIEM 4epe3 ogHOHanpaBneHHbIi KaHan nepeaaqu AaHHbIX

Ons cuctem ACY TI1 4acTO NPUMEHSIETCA HE TOMbKO NOMMYecKas, HO U PM3MYecKasn U30NALMS CeTeN Kak METOA 3alimThl OT
BHELIHWUX BO3AencTBMiA. lMpn 3TOM BO3pacTalT TpeGoBaHWA K OnepaTMBHOCTK c6opa co6biTWii 6e3onacHOCTU AN Lenen
LLeHTPaIM30BaHHOr0 MOHUTOPWHIA W BbISBMIEHWUS MHUMAEHTOB UHCGOPMALMOHHON 6e30nacHoCT. COBMECTHOE MUCMONb30BaHNe
pewenuin InfoDiode u MaxPatrol SIEM no3BonseT peanu3oBaTb LEHTPANU30BaHHbIA COOP COOLITUIA W3 TEXHOMOTMYECKUX
CETeBbIX CErMEHTOB, rapaHTUpPys N30NALMI0 TaKUX CErMEHTOB.

MaxPatrol SIEM sBnsieTca peLleHnem, 06eCneqynBaroLLMM cOOp 1 aHanM3 COObITUIA U NO3BONSIOWUM BbISBAATE WHUWAEHTHI
MHOPMALIMOHHOM 6630MaCHOCTI B PeanbHOM BPEMEHM.

InfoDiode siBnseTcsd CMCTEMOM OJHOHANpPaBIEHHOW Nepefayn [OaHHbIX, 06ECMNeYnBalOLLEN BbICOYANLIMA YPOBEHb U30NALUM

KPUTWUYHBIX MHCDOPMALIMOHHBIX CUCTEM. Tpn 3TOM COXPaHSIeTCS KaHan Ans 06ecneyeHns MOHUTOPUHIA W Mepeaadu noros B
LIHTPbI MOHWUTOPUHIA CUCTEM 1 CETEN.
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CueHapuit pa6otbl PT ISIM 4yepe3 oaHOHaNpaBneHHbIA KaHan nepefadv faHHbIX
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Mouck cnegoBs HapyLLeHNi MHApopMaLmoHHoi 6e3onacHocTu B ceTax AGY TIT ¢ nomoLpbto pewenus PT ISIM nomoraeT Ha paH-
Hen CTafuu BbISABNATL Kubepataku, akTMBHOCTb BpeAoHOCHOro M0, HeaBTOPU30BaHHbIE AECTBUS NepcoHana 1 obecneyunBaet
cooTBeTcTBME TpebosaHusam 187-03, npukazam ®CTIK Ne 31, 239, NocCOMKA. MpoaykTel InfoDiode no3BonsoT nepeaasaTb
Konuu Tpadomka ¢ nopTa 3epkanmposaHus ceteBoro kommyrtartopa B PT ISIM View Sensor ans ganbHeiilero aHanuaa cneupa-
nuctamu Vb ACY TI.

PT ISIM saBnsetca cneunan3aMpoBaHHbIM PELLEHVNEM MACCUMBHOTO MOHUTOPMHIA U aHann3a TeXHONOTNYeCcKoro Tpaduka npo-
MbILLIEHHON CETW, NMpefHa3HA4YeHHbIM Ans BbINOMHEHUA TPE6OBaHWA K MepaM 3aLuuTbl MHE(OpMaLUK B aBTOMATU3NPOBAHHBIX
cucTemax ynpasfieHns TeXHONornyeckumm npoveccamm (ACY TIT).

InfoDiode aBnseTcs CUCTEMOW OAHOHANpPaBNEHHOW nepefadn AaHHbIX, 06ecneyuBatoLLeil BbICOYANLLNIA YPOBEHb M30NALMUM
KPUTUYHbBIX MHADOPMALIMOHHBIX CUCTEM. TMpK 3TOM COXPaHAETCs KaHan Aans coopa v nepeaayn Tpadouka B Lensx ero AanbHeil-
LLIEro aHanuaa crneumanu3npoBaHHbIMU UHCTPYMEHTAMK 3a NpefieNnami I0BEPEHHOI0 CErMeHTa.
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3AABIEHUE O COBMECTUMOCTH

Mexay nporpaMmmMmHbIM obecneyeHnem
MaxPatrol Security Information and Event
Management,
npaBoobnagatenem KOTOPOro ABNAETCS
AO «lMo3utus TeKHONOAKU3»

(Poccua, 107241, r. Mocksa, LLIEnKoBcKoe .,

4. 23A, nomeuwieHue V KomHaTa 30)

B Aa/NibHenwem nmeHyembimm «MaxPatrol SIEM» u «Positive

Technologies» cooTBeTcTBEHHO
n

Komnaekcom
«AMT InfoDiode» ogHOHanpaBaeHHOI Nepeaaumn AaHHbIX
NPOAYKLMA KOMMNaHUK
AO «AMT-TPYIM»
Poccumsa, 115162, r. Mocksa, ya. LWabonoska, a. 31, kopn. b, noa. 3
B AanbHenwem nmeHyembimn «InfoDiode» n «t AMT-TPYM»

COOTBETCTBEHHO

 PosITivVE
fECHBOERES

GROUP



Komnnekc InfoDiode ABnAetca cuctemot oOgHOHanpaBAeHHOM nepedayvn  AaHHbIX,
obecneurBaloWMin BbICOYANLLMIN YPOBEHb M30ASLUUU KPUTUUYHBIX MHPOPMALMOHHBIX CUCTEM,
COXpaHAsA MPU 3TOM HYXKHbIA ypoBeHb WX GYHKUMOHANAbHOCTM ANA B3aUMOAENCTBUA CO

CMeXHbIMU VIHd)OpMaLI,VIOHHbIMM cucremamwu.

MaxPatrol SIEM sAsnaetca peweHuem, obecneuumsatowmm cbop M aHanus cobbITU U
MO3BO/IAIOLLEM BbIABAATb UHLUUAEHTbI MHGOPMALMOHHOM 6e30MacHOCTU B peasibHOM BPEMEHN.

AMT-TPYN u Positive Technologies HacToswum noaTBep:KAalOT cnedylollee 3asaBaeHUe
OTHOCUTENbHO WCMNOAb30BaHUA YKa3aHHbIX MNPOAYKTOB B pPamMKax OAHOW CUCTEMbl, WX

COBMECTMMOCTU 1 BKAaAa B BbINoJIHEHUE TpeboBaHM KMbepbesonacHocTuH:

AMT-TPYN wu Positive Technologies nposenu BcecTOpoHHWE TecTbl NPOrPaMMHOrO
obecneyeHna MaxPatrol SIEM npu coBMecTHOM MCNO/Ib30BAaHUU C MOAENAMMU KOMMIEKCOB
InfoDiode B ceTax nepegaynm [aHHbIX C pasrpaHuydeHnem pgoctyna Ha 6ase InfoDiode,

MCMOb3YEMOTO B C/IEAYIOLLNX CLLEHAPUAX:

e MeXay UCTOYHUKOM aHanu3mpyemblx COObITUI B 3aKPbITOM CETMEHTE U KOMMOHEHTOM
cbopa cobbiTii MaxPatrol SIEM Agent B OTKpbITOM cermeHTe npu nepegaye cobbiTuin
no npotokonay UDP;

e MmexAay KomnoHeHTom cbopa cobbiTnin MaxPatrol SIEM Agent B 3aKpbiTOM cermeHTe u

Mmoaynamu aHanmsa cobbitu MaxPatrol SIEM Server B OTKpbITOM CEFMEHTE.

B pe3ynbrate TeCTUPOBaHUA 6b1n10 YCTaHOB/IEHO, 4YTO NPOAYKTbI, C yHéTOM X UHONBUNAOYaNbHbIX
CUCTEMHDbIX Tp86OBaHI/Il‘/'I, MOTyT UCNONb30BaTbCA COBMECTHO B YKa3aHHbIX CUeHapuax. TecTbl

nogrsepananv NOJIHYKD COBMECTUMOCTb NPOAYKTOB B 3aAB/IEHHOM CLUEHapPUM UCNOJIb30BaHUA.

AO «lMo3nTns TeKHONOAXKN3N AO «<AMT-TPYMN»

Hara: Mara:
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3AABNEHUE O COBMECTUMOCTHU

Mexay nporpaMmmHbIM obecneyeHnem
PT Industrial Security Incident Manager,
npaBoobnagatesem KOTOPOro ABAAETCS
AO «lMo3utnus TeKHONOAXKN3»
(Poccus, 107241, r. Mocksa, LLIEnkosckoe w.,
4. 23A, nomeuweHne V komHata 30)
B ganbHenwem nmeHyemoimn «PT ISIM» 1 «Positive Technologies»

COOTBETCTBEHHO
n

AnnapaTtHbIM KOMMNAEKCOM
«AMT InfoDiode» ogHOHanpaBneHHO Nepepaun AaHHbIX
NPOAYKLMA KOMMaHNK
AO «<AMT-TPYIM»
Poccua, 115162, r. Mocksa, ya. Wabonoska, a. 31, kopn. b, noa. 3
B AanbHenwem numeHyembimun «InfoDiode» n «cAMT-TPYM»
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AnnapaTtHbi komnnekc InfoDiode aBnaetca cuctemoit ogHOHanNpaBAeHHOM Nepeaayn JaHHbIX,
obecneunsaloLWmn BbICOYANLLNI YPOBEHb U30NALUU KPUTUUHBIX MHOOPMAaLIMOHHBIX CUCTEM,
COXpPaHAA MPU 3TOM HYXHbIW YpOBeHb WX (YHKUMOHANbHOCTM ANA B3aUMOAEWUCTBMA CO

CMEXHbIMU MHOOPMALIMOHHBIMU CUCTEMAMMU.

PT ISIM aBnaetca cneunannsnpoBaHHbIM pelleHUeM NacCMBHOFO MOHUTOPMHIA U aHaau3a
TEXHONOTMYEeCcKoro TpaduKa NPOMbLIWNEHHOMW CEeTU, HanpaBAeHHbIM Ha BbINOAHEHUE
TpeboBaHWU K Mepam 3alLnTbl MHPOpPMaLUKM B aBTomaTmMposaHHblx cucTtemax ynpassieHums
TEXHON0rM4Yeckumu npoueccamu (ACYTN).

AMT-TPYM wn Positive Technologies HactoAwmMm noatsepaatoT creaylollee 3aasieHue
OTHOCUTE/NIbHO WCMO/b30BaHMA YKa3aHHbIX MNPOAYKTOB B pPamMKaX OAHOW CUCTEMbI, WX

COBMECTUMOCTM U BK/Nafia B BbiNoAHeHWe TpebosaHuit knbepbesonacHocTu:

AMT-TPYN wn Positive Technologies nposBenn BCeCcTOpOHHME TecTbl MPOrPaMMHOrO
obecneyeHuna PT ISIM npu coBMeCcTHOM MCMONb30BaHUU C MOLENAMM annapaTHbIX KOMMNIEKCOB
InfoDiode (AK InfoDiode RACK single/double, AK InfoDiode MINI) B ceTax nepegaumn gaHHbIX
NMPOMbIWNEHHbIX 06bEKTOB € pa3rpaHuyeHvem goctyna Ha 6ase InfoDiode, ncnonbsyemoro
MeX4y WCTOYHMKOM aHanusupyemoro Tpaduka u ceHcopom PT ISIM View Sensor. B
pesynbTate TeCTUPOBaHWUA BbINO YCTAaHOBAEHO, YTO NPOAYKTbI, C YY4ETOM UX UHAMBUAYANbHbIX
CUCTEMHbIX TpeboBaHMI, MOryT MCNO/Ib30BaTbCA COBMECTHO. TecTbl NOATBEPAUAN MOAHYIO

COBMECTUMOCTb NPOAYKTOB B 3aAB/IEHHOM CLeHapUn UCNOJ1Ib30BaHUA.

AO «lMo3ntue TeKHONOAKN3IN AO «AMT-IPYN»

Jara: [ara:
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