NHO®OPMALINOHHAA BE3OIMACHOCTb

InfoDiode: achdhekTBHaA 3aLLmTa ceTen B N Info
(hMHaHCOBOIA OTpaCH Diode

Hanbonee paspyLluutesibHble COBPEMEHHbIE aTakn HA PUHAHCOBBIA CEKTOP UMEHT LieNeHanpPaBieHHbIA U MHOMOCTYMEHYaTbIi
Xapakrep. Ycnex Takux atak BO MHOrOM OMNPEfensiercss Hanu4duem TeXHUYECKOM BO3MOXXHOCTW OPraHu30BaTh KaHas
YOAJIeHHOro ynpae/ieHns CUCTEMOI-XepTBOA. [ns 6aHKOB W (PUHAHCOBLIX OpraHu3auuii BecbMa 00SIE3HEHHON ABNAETCA He
TONbKO NPOGIEMA OCTAHOBKY LeATeNIbHOCTU U 0TKas3a B 06CNYXMBaHWN, criedytoLas 3a 30eKTMBHO OPraHN30BaHHON aTaKoil.
He MeHee Cepbe3Hoil ABMAGTCA M Npo6rieMa YTeYKU [AaHHbIX KNWEHTOB, AeTasie (PUHAHCOBbLIX Onepauui, apyroi
NHCANOEpPCKON WHGOpMaLmMK, XpaHallencs BO BHYTpeHHUX WT-cuctemax. [locnefytowas nybnmkaums unu npojaxa
MOXWLLEHHbIX JAHHbIX MOXXET HAHECTN OpPraHn3aLm CyLLECTBEHHbIN PenyTaLMOHHbIA 1 3KOHOMUYECKNI yLLePo.

IDMEKTUBHBIA CNOCO6 WCKMOYEHNS1 HECAHKLIMOHMPOBAHHOMO AO0CTYNa 3M0YMbILISIEHHUKOB K CEeTW — 3TO ee HajeXxHas
CerMeHTauus, T0 eCTb BblfIeNIeHNe B O0OLLE CeTeBOM WHQIPACTPYKTYpPe KPUTUYECKUX CErMEHTOB C WX MOCMeayLLen
rapaHTMpoBaHHON u3onsauuen. Kak npasuio, B OUHAHCOBbIX OPraHu3aunsax K KPUTUYECKUM CETEBbIM CErmMeHTam OTHOCAT:
ceteBble cermeHTbl pasmelleHns APM banka Poccun (APM KEP), cermeHTobl pasmelleHns APM auctaHumoHHOro 6aHKOBCKOro
obenyxusanus (APM [OB0) ¢ 6aHKamu-KOpPPecnoHAeHTamn, CermMeHTbl BbIMOMHEHUS Onepauuii MpoLecCuHra, CEermeHTbl
XPaHEHNs1 Pe3epBHbIX KOMWIA, CErMEHTbl C Pa3fMyHbIMU BHYTPeHHUMU WT-cuctemamu, CermeHTbl MIOWAA0K BeLeHMs
pa3paboTKn 1 TeCTUPOBAHMSA, CErMEHTbI Pa3MELLLEHUs NPOAYKTUBHbIX CMCTEM. TO €CTb BCE T€ CErMEeHTbI, A0CTYN K KOTOPbIM
113BHE GAHKOBCKOIA CETY HEI0MYCTM HIA NPU KaKKUX 00CTOATENbCTBAX.

[ns pelleHnst 3ajay rapaHTMPOBAHHOW W30NALMKA CETEBbIX CErMEHTOB MHOMMe (DMHAHCOBbIE OPraHW3auunm NPUMEHSIOT
ONU3MYECKYI0 U30NALMIO, pPa3fienss CErMeHTbl CET MeXay Co00i «BO3AYLIHbIM 3a30pOM», B TO BPEMS KaK NepemeLleHue
NaHHbIX MeXJy CerMeHTami [0MyCcKaeTcs NNLb C UCNONb30BAHNEM YYTEHHbIX CbeMHbIX HOCUTeNen. Takoi NoAxod, Hapsay ¢
0YeBWUOHbIMI JOCTOMHCTBAMM C TOYKM 3peHUs 6e30MmacHOCTM, MMEeT psAf HeAO0CTaTKOB, a MMEHHO - OH WCKMYaeT
BO3MOXHOCTb Mepefayn [aHHbIX B PeanbHOM BPEMEHU, 3aTpyAHseT aBTOMATW3auuio OWU3HEC-MPOLECCOB W BAUSET Ha
HenpepbIBHOCTb 6U3HECA, HECET JOMONHNUTENbHYK TPYA0EMKOCTb BbIMOMHEHUS ONepaLyii, XapakTepHyt0 Ans UCNONb30BaHMS
CbEMHbIX HOCUTENein WHOPMaLUN B YCNOBUSX 3HAYUTENbHbIX O0GbEMOB LMPKYIUPYIOLLEHA MHGOPMaLMK, NPOBOLMPYeT
9KCNNyaTUPYIOLLNA NEpCoOHan Ha CO3[AHWE CKPbITbIX COEAMHEHWI A MEXAy CermMeHTami, WCMOofb30BaHNE HEYYTEHHbIX
HocuTenen UHpopmaLn 1 POPMUPOBAHNE HEPErNaMeHTUPOBAHHbIX KaHANOB KOMMYHUKALIAN.

BHeapeHne yCcTpOICTB OAHOHANpPaBNeHHON nepefadn AaHHbIX InfoDiode ycTpaHsieT ykaszaHHbIe Bbille OrpaHUYeHns, COXPaHss
BO3MOXXHOCTb Mepeaadn JaHHbIX MeXay CEerMeHTaMu CeTM B OAHOM HampaBneHuM 1 06eCnevnBas Npu 3TOM «BO3AYLLHbIA
3a30p» B o6patHoMm HanpasneHun. Yctponctea InfoDiode u30nupytoT CceTeBble CErMEHTbl, WCKM04Yas BO3MOXHOCTb
opraHusauum o6parHoro (B TOM 4uCNe [BYHANpaBfieHHOr0) COEAWHEHWs Ha (U3N4eckoM YpPoBHE U 06ecneyuBas
rapaHTUPOBAHHYIO 3aLLMTY CErMeHTa OT BHELIHWX WH(OPMALIMOHHBIX aTak Mo CeTW. Takum 06pa3om, C MOMOLLbIO PELUEHWid
InfoDiode BO3MOXHO COYETaTh BbICOYAMLLINA YPOBEHb 3aLLUTLI 11 YA06CTBO Nepeaayn AaHHbIX N0 CeTu.
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PeweHue InfoDiode ot AMT-TPVYII

CeTeBas cermeHTauus ¢ NPUMeHeHNeM annapaTHbIX CPeACTB
HAaXOAMUT CBOE MPUMEHEHWNe N B (OMHAHCOBLIX OpraHu3aLusX.
OHa No3BONSIET HAZIEXHO OTAENNUTb KPUTUYHbIE CErMeHTbI OT
OCTanbHOI CeTW nepefayl JaHHbIX U OAHOBPEMEHHO 06ec-
NeYnTb He06X0AUMbIE B3aUMOLENCTBUA MEXY CErMeHTaMMU.

AMT-TPYI npegnaraet pewwerus InfoDiode, KoTopble rapaH-
TUPOBAHHO Pa3fenstoT KPUTUHECKME CErMEHTbI CeTU Ha (pu-
3n4eckom ypoeHe mogenu 0S|, coxpaHssi npu 3TOM BO3-
MOXHOCT OAHOHAMNpPaBNEeHHON nepeaayn uHGopmaumn n3
OZHOrO CermeHTa B pyron. [Ins nepejayu 3a rpaHuLbl 3a-
wuaemoro nepumetpa pelenus InfoDiode noaaepxusatoT
paboTy Mo cneayloLwmum NPpoToKoNaMm:

e npoTokonbl (arnosoro o6bmeHa (CIFS, FTP/FTPS,
SFTP)

e IPOTOKON Nepeaayun noytbl SMTP;

e POTOKONbI, UCMONb3YKLLINE B KAa4eCTBE TPaHCMOpTa
UDP (SNMP trap, Syslog, NTP, Netflow n .4.).

CueHapun npuMeHeHus B (hUHAHCOBOI OTpac/u

MpoaykThl InfoDiode nocTaBnsitoTCA Ha PbIHOK YXXe 60ree
6 neT n BKNOYatoT B ceba annapatHble (AK) u annapaTHo-
nporpaMmHbie (AlK) KOMMMEKCbl, peLeHns B pasnnyHbIX
thopm-pakTopax (HactonbHbl, DIN-peiika, RACK), pele-
HWA B OTKA30YCTONYMBbLIX KOHDUTYPALMSX.

Pewwenus InfoDiode umetot ceptucpukar ®CTIK Y14 n npo-
XOOAT PErynspHbIi KOHTPOMb Ha COOTBETCTBME CTaHAapTam
6esonacHocTti. Cneunanuctol AMT-TPYI roToBbI 0Ka3biBaTh
KOHCYNbTALMOHHYI0 NOAJEPXKKY W CONPOBOXAATb MPOLLECChI
NyCKO-HanagKn yCTPOMCTB, BCTPAUBAHUE UX B €AUHbIA KOH-
Typ 6€30NacHOCTM 6aHKa UK (PUHAHCOBON OpPraHn3aLuu.

AMT-TPYIl npegnaraeT KOMMJIEKCHYIO TEXHWYECKYH Mof-
AEPXKY CBOUX PELUEHWNIA B Pa3NUYHbIX U YA0OHbLIX KNUEHTam
pexumax: 8x5 unu 24x7, UM ana KNuMeHtTa Unu PemMoHT
060pya0BaHNs, Bble3] TEXHUYECKOr0 Crneuuanucta ansa pe-
MOHTa U fap.

CueHapm?l 1. VicknioyeHne BO3AGACTBUS COTPYAHMKOB KOHTAKT-LeHTPa Ha NPOAYKTUBHLIA CerMeHT ceTu

e = e = e,

- T T - APM oneparopa

- Bbirpyaka HeobXoanMbIX AaHHbIX Ha < 7

- ~ — — !

2 cepsep-pennuky (CIFS, FTPS) N / =
[ TpopykTueHas «3epkarno» \v - — — - !
BnsHec-cuctema [1aHHbIX —
InfoDiode
*>8:-o-§
-»>

MpoAYKTUBHbLIW CErMeHT

Cerment KL

3apada: MpenocTaBuTb KOHTAKT-LEHTPY JOCTYN K aKTyanbHOA U 4aCTUYHO 06€3MMYEHHO MHOPMALMK U3 KITMEHTCKON 6asbl
6aHKa, HO rapaHTUPOBAHHO MCKIOYUTB 060 BO3MENCTBUE HA NPOLYKTUBHYIO CUCTEMY 6aHKA CO CTOPOHbI KOHTAKT-LIEHTpA.

PeweHue: Onepatopbl KOHTAKT-LEHTPA NPU KOMMYHUKALWK C KNUEHTaMK paboTatoT ¢ MakCMManbHO 06e3NIM4eHHON PEnMKON
MHAOpMaLIMK U3 6a3bl AaHHbIX 6aHKA. HeobXxoanmble UM aHHbIE NEPUOANYECKU BbIFPYXXAOTCA U3 NPOAYKTUBHOIO CErmMeHTa
opravmsauum 4epes AMK InfoDiode PRO. Takum 06pa3om, Ha (PM3N4ECKOM YPOBHE WCKHOYAETCS BOSMOXHOCTb HEraTUBHOIO
BO3/ECTBMS HA CUCTEMbI MPOAYKTUBHOIO CermeHTa 6aHka co cTopoHsl APM onepaTopoB 1 CONPAraeMbIX C HUMKU CErMEHTamm

CeTn.
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CueHapwii 2. Mepepadya o6HoBneHwii MO 0T BeHAOPOB B NPOAYKTUBHbIA CErMEHT CETH

e e —
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InfoDiode
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CermeHT R&D MpoAyKTUBHLIN CErMeHT

3afava: [apaHTUPOBAHHO OTAENUTb CerMeHT pa3paboTku MO (B TOM Yucne, CEerMeHT NOAPSAYMKOB U BEHLOPOB) OT NPOAYKTUB-
HOM cpefibl 6aHKa U 06eCneynTb NPM 3TOM BO3MOXXHOCTb Nepeaayn AMcTpuoyTuBoB 1 06pasos M0 B NPOAYKTUBHBIA KOHTYP.

Pewenwue: Mocne ycnewwHoro Tectuposanusa MO B cpefe pa3paboTKu U TECTUPOBAHUS OCYLLECTBNAGTCA €ro 3arpyska 4epes
AMK InfoDiode PRO B NpofyKTVBHbIA CErMeHT baHKa. ICKN04aeTcs puCK yTeukn NpoyKTUBHBIX AaHHbIX B CErMEHT pa3paboT-
KW, UCKITIOYAETCA BO3MOXXHOCTb BO3[ENCTBUA HA NPOAYKTUBHbLIE CUCTEMbI CO CTOPOHbLI BHELLHWX NOAPA3AeneHnin U CoTpyaHu-
KOB.

CueHapwii 3. [loctaBKa MHCOOPMALMKM OT HOBOCTHbIX areHTCTB B 3aLLIMLLAEMbIiA CErMEHT

AHanntyeckoe ___ APl-zanpocs!

- o — API-3anpochl 1
areHTCTB0 N\ - — - e —
L — =9 -~ «YnakoBaHHbie» AarHbie (FTP) 4 =
Wndpopm - 4 Vi T T =< !
areHTCTBO ﬁ
InfoDiode
o - =P
->
CermMeHT ¢ 4OCTYNOM B CermenTt c APM

MHTepHeT dHaJINTUKOB

3apaya: [loctaBuTb B 3alIMLLAEMbIA CErMEHT 6aHKa MHCHOPMALMIO OT HOBOCTHbIX areHTCTB (Takux Kak Reuters, Bloomberg u
4p.), 6UPXeBbIX NIOLLANO0K, pa3MeLLeHHbIX B ceT HTepHeT unu B otaenbHbiX VPN ceTax. Y4uTbiBas BbICOKYIO LEHHOCTb pe-
3yNbTaToOB PAb0Thl 6BAHKOBCKMX aHANUTUKOB WU 3HAYMMOCTb [AHHbIX, C KOTOPbIMI OHM pPaboTatoT, OpraHm3aumn Tpedyercs uc-
KNHOYUTb YTEYKY AdHHbIX M3 cermeHta APM aHanuTuKoB, KOTOpbIe UMEIOT A0CTYN K AaHHbIM BO BHYTPEHHUX 6U3HEC-CUCTEMAX.

Pewwenue: Pasmewierne AlK InfoDiode PRO Ha rpanuue cermeHta APM aHanuTUKOB 1 CerMeHTa VIHTepHeT rapaHTupyer He-
BO3MOXXHOCTb YTEYKM KOH(PUAEHUMANLHOW MHADOPMaALMK, a TaKXXe NpefoTBpallaeT Knbepataku, OCHOBaHHbIE Ha [BYHaNpas-
NEHHOM B3auUMOJENCTBUM. [TpK 3TOM COXPaHAETCH BO3MOXHOCTb MOMYYEHUS aKTyanbHON WHAOPMALMN N3 BHELLHWX UCTOYHN-
KOB, HaX0ZALLMXCA 3a Npejenamu 6aHKOBCKOM CETH.
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CueHapuii 4. Pe3epBHoe KonupoBaHue JaHHbIX Ha BHELLHWIA U307IMPOBaHHbIi pecypc

Bbirpy3ka pesepsHbix konui (CIFS, FTPS)

q

InfoDiode
=P “ L
B:--®-B
MpoAYKTUBHbLIN CErMeHT i YpanéHHoe / obnavyHoe
4—@— ‘ XpaHUnuLie AaHHbIX
Nk

3apaya: OToennUTb CErMEHT XpaHeHWs Pe3epBHbIX KOMUA CUCTEM BaHKa OT OCTaNnbHOW CeTi 6aHKa 1 rapaHTUPOBAHHO UCKMHO-
YNTb BO3MENCTBME HA HEro U3BHe. TpebyeTca peannu3oBaTb NepUMOaUYECKOe Pe3epBHOE KonupoBaHue aaHHbIX 1 M0 Ha cnyyaii
KPUTMYECKOW CUTYaLMmM 11 B CRy4ae BO3MOXHOW YTEPW AaHHbIX NPOAYKTUBHOrO cermeHta. GLeHapuil akTyaneH ans oMHaHCo-
BOI1 OpraHu3aunu, perynsapHo OCyLLeCTBNSIOLLEHA pe3epBHOE KONUPOBAHUE CBOMX AaHHbIX B yaanéHHbIn O nnu «06nako».

Pewwenue: Bbirpyska pesepBHbIX Konuit B XxpaHunuuie ocywectenserca Yyeped AlK InfoDiode PRO. WckntovaeTcs puck ataku
Ha XpaHWNNLLE CO CTOPOHbI OTKPbITLIX CETEN Nepefadn AaHHbIX U B Cly4ae KOMNPOMETaLmMn NPoayKTUBHOMO KOHTYpa.

Cuenapwii 5. MpepoTepalLeHue 3apaxennsa us b naébopatopun

Bbirpyska obpasos cuctem n 10 ans

aHanunsa
(CIFS, FTPS) I
InfoDiode
®-
-»>
MpoAyKTUBHbLIN CErMeHT Nabparopusa Ub

3ajaya: VIckniumTb BO3MOXHOCTb 3apaXKeHnst 6aHKOBCKOM CeTU U3 ceTn VIb nabopatopum, COXpaHUB BO3MOXHOCTb KOMMPO-
BaHWS Konui nopo3putensHoro M0, BUpTyanbHbIX MawnH, 06pa3oB CUCTEM /1S NPOBEPKM HA HANU4Me BUPYCOB M 0BHApPYXe-
HUS yrpos.

Pewenue: AK InfoDiode unu AMK InfoDiode PRO Ha rpanuue cetu I nabopatopun U NpoayKTUBHOM CETW rapaHTUPYIOT He-
BO3MOXXHOCTb NPOHWKHOBEHUS CKOMMNpPOMeTpoBaHHoro MO v BupycoB u3 «b-necovHmLbl» HApYXXy B CeTb OpraHusauuu. Mpu
9TOM COXPaHAETCH BO3MOXHOCTb nepefayn nofosputensHoro MO u cuctem s uenen nposepku B VIb naboparopum n obec-
neyneaeTca 3 eKTUBHbIA KApaHTUH 3apaXKeHHbIX 06bEKTOB U JAHHBbIX.
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CueHapuit 6. MOHUTOPUHT COCTOSIHWSA CETM U NPOLYKTUBHOIO KOHTYpa

—_— -
-
-
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MpoAYKTUBHbLIN CErMeHT 2
@ ¥

A

3apaya: Peann3oBatb BO3MOXHOCTb Nepeaayit AaHHbIX Ans aHanu3a B CUTyaunoHHbli LieHTp VHdopmaumoHHon besonacHo-
CTW, PAcnonoXeHHbI B OTAENbHOA NOACeTH 6aHKa Unu B «06nake». MOHUTOPUHT Tpadouka 6aHKOBCKOW CETU Ha Hann4yue no-
TEHUMANbHbIX YTPO3 U 06HAPYXeHUs (haKTOB yTe4eK AaHHbIX 3a4acTyto BbinosiHaetcs B SOC (Security Operations Center unu

CutyaumnoHHbin LieHTp MHdopmaumoHHon besonacHocTtu). Mepefaya cobbITUA U JaHHbLIX U3 3aLLMLLAEMOr0 CermMeHTa npouc-
XOAMT ¢ ncnonb3osaHnem syslog u netflow Bo BHeLLHIo0 cuctemy moHutopuHra SOC.

PeweHue: lNepenada Tpadpmka ang perynapHoro aHanuaa cneumanucram 6esonacHoctn vyepe3d AK InfoDiode nnu AMK InfoDi-
ode PRO nosBonset o6ecneqntb AOCTaBKY MH(OPMALMK O LENeBON CUCTEMbl MOHUTOPWUHIA MK Ha (aiinoBbIil cepeep B
OZHOCTOPOHHEM MopsAAKe. Mpu 3TOM UCKITIO4AeTCs BHELIHee BO3JENCTBIUE HA NMPOLYKTUBHBIA CErMEHT CETU 6aHKa B Cny4ae,
ecnu nofcets Vb conpsaraerca ¢ BHeWHWMW cepBepamu B Lensax 06HOBMeHUs npofykToB Vb, nonyyeHus curHatyp Bupycos,
6a3 penyrauuu u T.n.

3aknyeHune

Ha cerogHsaLWHUin 1eHb MOXXHO OTMETUTb BCE BO3pacTatoLLui InfoDiode ans noBbILIEHWS YPOBHA 6€30MaCHOCTM OpraHn3a-

WHTEPEC OpraHu3aunii PMHAHCOBON OTPACNU K MOBbILLEHNIO
YPOBHA  3alUMLLieHHOCTM cBoux WT-cuctem u Gu3Hec-
NpOoLLecCcoB.

OJHOBPEMEHHO HaGMt0[1aeTCsa pacLuMpeHne CLEHapueBs npu-
MEHEHWs CUCTEM OJHOHANPaBNeHHON Nepefayy JaHHbIX AN
peanu3auuu 6onee Cepbe3HbIXx Mep 3aLnThbl 1 0HOBPEMEH-
HOrO NOBbILLEHWS YA06CTBA UX UCTIONb30BAHNS .

Bbilie paccMOTPEHbI JINLIb HEKOTOPbIE CLIEHApUN NpUMEHe-
HWS KOMMJIEKCOB OJJHOHAMNpPaBNEHHOW nepeayyn JaHHbIX
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UMA PMHAHCOBOrO CEKTOpAa: CerMEHTUPOBAHWE CEeTeid, Xpa-
HUMULWA pPe3epBHbIX KOMWMA, nlabopartopum 6e30MacHOCTH,
yaanéHHblin MmoHuTopuHr, SOC, B3aumoaencTane ¢ BEHA0Pa-
mu N0 1 T.4.

Kak BWOHO 13 NpuBeeHHbIX NPUMEPOB, OJHOHANPABNEHHAN
nepefada AaHHbIX MOXET MOBbICUTb 6€30MaCHOCTb BO MHO-
MMX CLEHapusX, KaK CaMOCTOSATENbHO, TaK U B KOMMNIEKCE C
APYTUMU KNACCUYeCKUMI CPeACTBaMI 3aLnThl, TAKUMK Kak
Firewall, aHTuBupycbl, DMZ cermentsl, SOC 1 1.0.
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