WHOOPMALINOHHAA BE3OIMACHOCTb

O6Hosnexve MS Windows 4epes D INfo de
ofHoHanpasneHHbIi LWnto3 InfoDiode

O6HOBNEHME NPOrpaMMHOro 06ecnevyeHuns, YCTaHOBIEHHOTO B 3alLULLEHHOM CEerMeHTe, W3 CeTW VIHTepHeT, B YCRoBUAX
HanUyus [BYHANpaBfeHHOr0 KaHana CB3W HeceT B Cebe CYLUECTBEHHbIE PUCKWM [N 3alMLLlaeMbIX CETEBbIX CErMEeHTOB
OpraHu3auui u npeanpuaTin. 310 akTyanbHO JaXke B TOM Cyvae, eC/in OpraHm3aLus UMeeT [eno ¢ NPOBEPEHHbIM 1 KPYMHbIM
BEHJI0POM. B COBpEMEHHOM MUpE NPAKTUYECKN BCE KPYMHbIe BEHAOPLI NepeaatdT cBoM 06HOBNEHUS Yepe3 CeTb VIHTEPHET, 4To
AN 3alMLaemMoro 006bekTa 03HavyaeT MpakTUY4eCKM HEMUHYEMOE COMpPSHKEHWEe C  HEKOHTPOMUPYEMbIM  UCTOYHUKOM
Knoepyarpo3. ATaka Ha CeTeBYH MHAPACTPYKTYPY 3aLUMLLAEMOr0 CErMeHTa MOXKET YCMELLIHO Pa3BMBaTLCS M0 TOMY XKe KaHany,
Mo KOTOPOMY AOCTABNAOTCA ddaiinbl 0GHOBIIEHUI UK NATYW.

MUHUMU3NPOBATL PUCKM KCMyaTaLuun 3M0YMbILLNEHHUKOM [BYHANPABMEHHbIX KaHANoB CBA3U MEXOY AOBEPEHHbIM U
HeOBEPEHHbIM CErMeHTaMn 1 puUckn 06xofa COOTBETCTBYHOLUMX NPOTrPaMMHbIX CPEACTB 3alUMTbl BO3SMOXHO. [1s 3TOro
LieNIecoo6pas3Ho  UCMob30BaTh annapaTHble CPeAcTBa 3alWThl, Nepefalolne CUrHan 1 MHAOPMALMIO TONbKO B OAHOM
HanpasneHu, W rapaHTUpyOLMe W30NALMIO 3aLLNLIAeMOr0 CerMeHTa Ha (PU3MYECKOM YPOBHE. 3M0YMbILLINEHHUKAM
CTAHOBUTCS KpaiHe C0XHO CrpOeKTUPoBaTh 3PMEKTUBHbIN BEKTOP aTaku B YCNOBUAX, KOr4a ABYHANPaBneHHbI KaHan CBA3M
OTCYTCTBYET. V13BNe4b KOH(MAEHLMANbHYIO MHCOPMALNI0 U3 3aLLMLLAEMOr0 CerMeHTa B YCNIOBUSX OTCYTCTBUS TaKOro KaHasna
CTAHOBUTCS MOMHOCTbIO HEBO3MOXHbIM.

AMT-TPYIN npepnaraet ceoum knueHtam npoaykThbl InfoDiode, nocTpoeHHble Ha NPUHLMNAX OJHOHAMPABEHHON Nepeaayu
JIaHHbIX, 1 N03BONAKOLLIME 3PIEKTUBHO peLLaTh 3aAa41 0OHOBIIEHNS NPOrPaMMHOI0 06ECMEeYeHUs B [JOBEPEHHbIX CErMEHTaX.

OAHMM 13 4acTo BCTPeYaeMblx CLieHapueB ABNAeTCA 0OHOBNEHME 1 MONYYeHUe nat4en B JOBEPEHHOM CerMeHTe Ans Hanbosee
pacnpocTpaHeHHo! onepauuoHHoi cuctembl - MS Windows. lNepenaya o6HoBneHun MS Windows BHYTPb [10BEPEHHOr0
CermMeHTa U3 mMeHee [0BepPeHHOro Bo3MoxHa ¢ npumeHenuem AlK InfoDiode PRO v ¢ ucnonb3oBaHnem LWTaTHbIX CEPBEPOB
WSUS ot Microsoft. PelleHne no3BofifieT CBOEBPEMEHHO MOy4aTb M PacnpocTpaHAaTb 06HOBMEHUS npoaykToB Microsoft B
JI0BEPEHHOM CErMeHTe, He CHUXKas YPOBEHb 3aLLIMTbI ero nepumeTpa.
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CueHapwii o6Honenuss MS Windows ¢ ucnono3osatuem cepsuca WSUS

Peanusauus cueHapus onepaTuBHOro 06HOBNeHMs npoayktos MS Windows B 3aluiléHHOM CermeHTe TpebyeT opraHusaum
WHPPACTPYKTYpbI, BKMtoyatowein asa cepsepa WSUS wu opHoHanpasneHHbln wnto3 AMK InfoDiode PRO. Cepsep WSUS,
PACMONOXEHHbIA B OTKPbITOM CErMeHTe, A0MKEH UMETb A0CTYN K cepBepam o6HoBneHuin Microsoft. B pamkax npeanoXxeHHOro
cueHapus ¢ npumeHeHnem AlK InfoDiode PRO aBTomaTtmsupyetcs npouecc nepefadn aitnioB 06HOBNEHWIA B 3aLLMLLEHHBINA
CErMeHT N0 OAHOHANPAaBMNEHHOMY KaHany cBA3W. [pn 3TOM UCKNIOYAETCA BO3MOXKHOCTb YTEYKM NOOOA MHOpMaLUu n3
3ALUMLLEHHOrO CermMeHTa No KaHany, UCnonb3yeMomy A1 Nosly4eHns 06HOBNEHUIA.

AMK InfoDiode Pro nossonser oCyLLeCTBNATb aBTOMATW3UPOBAHHOE O0O6paLleHWe N0 PacnucaHuld K yAaneHHbIM CEeTeBbIM
pecypcam no npoTtokony SMB ans nonyyeHus cepeepoM INProxy xpaHsluxcss Ha 3TUX pecypcax (painoB B LENAX WX
AanbHeiwen nepegadn B cTopoHy OutProxy, 4To nO3BOASET MCKNIOYUTH NOTPEOHOCTb B AOMOMHWUTENbHbLIX CKpUATax Ans
KONUpOBaHMs (Paiinos ¢ yaaneHHOro pecypca Ha InProxy unu B py4HOM KOMUPOBAHMN.

JlaHHbIN CLUEeHaPWIA BKITIOYAET CeayoLLue Lwaru:

1. 0po6putb Heob6xoauUMble K ycTaHOBKe 00HOBMEHU WSUS. BbinonHseTcs Bpy4HY agMUHUCTPATOPOM OBGHOBIEHWIA B
OTKPLITOM CETMEHTE.

2. TMony4ntb 06HOBNEHNS Ha cepBepe WSUS B 3aliMEHHOM CermeHTe. BbINONHAETCA aBTOMATUYECKN NYTEM HACTPOMKM
AlK InfoDiode PRO.

3. o npumeHeHns O06GHOBMEHWUA, MO 3anpocy aAMWHUCTPATOpa 3aWIWLLIEHHOrO CerMeHTa, NONy4UTb MeTafiaHHbIe
o6HoBneHuin Ha cepsepe WSUS B OTKpbITOM CermeHTe U nepedatb aTu MeTagaHHble vepe3 AMK InfoDiode PRO B
3ALUMLLEHHBIA CErMEHT W UMNOPTUPOBAThL WX. BbINOMHAETCS BPYYHYH agMUHWUCTPATOPaMn OGHOBMEHWIA B OTKPLITOM I
3aWNLLEHHOM CermMeHTe.

4. TloaTeepautb 06HOBNEHWS U BbINOMHUTL 0BHOBIEHME PaboyMX CTaHLUWIA B 3aKPbITOM KOHTYpE. BbINOMHAGTCA BPYYHYIO
aAMWHUCTPATOPOM O6GHOBIIEHWI B 3aALUMLLEHHOM CErMEHTE.
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