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MpakTn4eckn Kaxabli NpOU3BOACTBEHHbIN 06LEKT, 0ObLEKT 3HEPreTukn, a TeM 605ee OnacHbIi NMPOU3BOACTBEHHbLIN O0ObEKT
CerofHA OCHalLleH CUCTEeMON BWAEOHAOGNIOAEHWS M Ge30MacHOCTW, KOTOPble CNy)XaT OCHOBOW KOHTPONA 6Ge30nacHOCTU
(PU3NYECKOro NepuMETPa U CUTyauun Ha Tepputopun 06bEKTOB B LienioM. [JaHHbIe BMAEOHABI0AEHNS 4acTO UCMONb3YTCA 1
3a npejenamu (u3N4ECKOro MepumeTpa, B 4aCTHOCTM MEPefaroTcs B CUTYALMOHHbIE LEHTPbI, OpraHbl WCMOHUTENBHON
Bnact. OpraHu3aums Takux MOAKMOYEHWA B CTOPOHbI CMTYAUMOHHbIX LEHTPOB, LEHTPANM30BaHHbIX ANUCMETYEPCKUX,
BMLE0apXVNBOB M T.M. NPUBOAUT K HEOOXOLMMOCTN NOAKMOYEHUSA CUCTEM BUAEOHABMOAEH NS K BHELLHUM CETAM, TO 8CTb CETAM
¢ 6onee HU3KMM YPOBHEM [10Bepus, 06pa3ys TakuM 06pa3oM [BYHanpaBlieHHbIA KaHanl CBA3U MeXay 0ObLEKTOM U MeHee
[OBEPEHHbLIMU CETEBbIMU CErMEHTaMu.

OpraHn3oBaHHbIA MeXay CermMeHTamMu PasHOr0 YPOBHS [0BEPUSt ABYHAMpPaB/IEHHbIA KaHan MO3BONSAET 310YMbILLAEHHUKY
CMONb30BATH €r0 AN OpraHM3auuy ataku U3 BHELLUHEW, Hanpumep, KOpPNopaTWBHOW CeTW, unu cetu VIHTepHeT. YcnewwHo
peanu3oBaHHas KubepaTtaka MOXET MNPUBECTM K HapyLIeHW paboTbl CWUCTEMbl BWIEOHAONIOAEHUS W Takum 06pa3om
CKOMMPOMETMPOBATb (DU3UYECKNIA MEPUMETP WM TEPPUTOPUID OPraHu3aLMn UIN XXe UCMONb30BaTLCA NS PacnpoCTpaHeHus
BNUSHUSA HA APYrUe CUCTEMbl KPUTUYECKOM MHCOPMALMOHHON UHGPACTPYKTYpbl, BNNOTh A0 ACY TI1. PelieHnem, KoTopoe
COXPaHSET BO3MOXHOCTb Mepefayu BUAEONOTOKA 3a MpPedenbl OpraHu3aum n npyu 3Tom 3dEKTUBHO 3aLLMLLAET CETEBOW
nepuMeTp 006bEKTa SBNSAETCH TEXHONOrMs OAHOHANPABMEHHOM Nepefadnt AaHHbIX, 0CHOBAHHAs Ha NPUHLKUNAX (PU3NYHECKON
N30M1ALMN OJJHOTO CETEBOr0 CerMeHTa (3aKpbiTas CeTb 06bEKTA) OT IpYroro (BHELIHEro, KOPnopaTuBHOro, IHTEpHET).

AMT-TPYIT npegnaraet ucnosib30BaTh AnS NOBbILLEHNS YPOBHS 3aLLUNThI KOMMIEKC OAHOHANPaBNeHHON nepeaayn gaHHbIx AMNK
InfoDiode. OH o6ecnednBaeT nepefayy [AaHHbIX BHELWHUM MOTPE6UTENsIM N0 OLHOHANPAaBIEHHOMY KaHamny, rapaHTupys
COOTBETCTBMWE BbICOYAALLNM TPEOOBAHUAM U30NSALMMN 3ALLMLLAEMOr0 CErMeHTa.

B ponu arperatopa BUAeONOTOKOB B 3aKPbITOM CErMeHTe Ansi anbHeilein ux nepepadn vepe3 AMK InfoDiode 3a rpaHuuy
nepyuMeTpa, B TOM YMCIe, MOXET BbICTyNaTb POCCUIACKas cuctema BuaeoHabnoaeHua SecurOS Kotopas npeacTaBnsaer cooboun
NPOECCUOHANBHYIO NMPOrpamMMHY0 NNAT(OPMY BUAEOHAGNIOAEHUS U YNPABIIEHUS BUAEO, NPeLHA3HAYEHHYI0 AN CO3[aHUs
KOMMJIEKCHbIX CUCTEM 6€30MacHOCT N060ro macwraba: OT NOKaNbHbIX 06bEKTOB A0 rn06aibHbIX TeppuUTOpUanbHO-
pacnpefeneHHbIX cucteM MacwTtaba «beaonacHblil pervoH». [llofiyqatensim BUAEONOTOKA MOryT ObiTb OTAeNbHble K B
HEeJJ0BEPEHHOM CErmMeHTe, MPOCMOTP Kamep Ha KOTOPbIX BO3MOXHA C UCMONb30BAHNEM CTaHAAPTHBIX CPEACTB OMEepPaLMOHHbIX
CUCTEM [N BOCNPOM3BESEHMUS BUIEO.

Pe3ynbTaTbl KOMNNEKCHOTO TECTUPOBAHWA NOATBEPAUNN YCMELIHOe U apdekTuBHOE coBMecTHOe npumeHeHne AlK InfoDiode
1 SecurOS ans 06ecneyeHnst BbICOYANLLEro YPOBHS 3aLLMTbl KPUTUYECKUX CETEBbIX CErMEHTOB NpU Nepeaaye BUAEONOTOKOB
(DaHHbIX cMCTeM BMEOHA6M0EHNS) 3a rPaHiLly CETEBOr0 NepumeTpa 06beKTa.

AMT 115162, Poccus, Mocksa, yn. La6onoeka, 4. 31, kopn. b www.amt.ru
Ten: +7 (495) 725-7660  dakc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
GROUP

15.02.2024



CueHapuit 3alULLEHHO Nepefa4y BUAEONOTOKA 3a Npeaesnbl 3alMLLEHHOM0 CErMeHTa

[laxe B pamkax OIHOr0 00beKTa CeTb BUAEOHAOMNOAEHNE PEKOMEHAYETCA BbIAENATb B OTAENbHbIA CErMEHT, TeM 60nee 370
aKTyanbHO MNpW OpraHM3aLuM KaHanoB CBA3M, BbIXOAALMX 3a npeaenbl 00bekTa, NOCKOMbKY B PAfle Cny4aeB CUCTeMa
BWUEOHABIIOEHUS MOXET ABNATLCA 06bEKTOM KnbepaTtaku [Ans 06ecneyeHns HexxenatenbHbIX (U3NYECKUX BO3AECTBUI Ha
3alUMLLaeMbl 0OLEKT (PEKOrHOCLMPOBKA Lienu, NPOHWKHOBEHWE, AuBepcus, Bo3aencTeme Ha cuctembl KAW 1 1.n.). B cBA3n ¢
9TUM BO3HMKAET HEOOX0ANMOCTb 0OECMEYNTb BbICOYANLLYIO M3ONSALNIO 3aLLALLAEMOr0 CErMeHTa U CUCTEMbI BUAEOHAONIOAEHNS
B Uenom. OnucbiBaeMblit CLEHapuit- AeMOHCTPUPYET COBMECTHOe Wcnonb3oBaHue pelleHnii AlK InfoDiode u cuctemsl
BuaeoHaobnoaeHua Secur0S, 410 No3BONSET 6€30MaCHO Peanu3oBaTh LIEHTPANTM30BaHHbIA COOP W nepeaady BMAEO Tpaduka
3a npeaenbl 3alULLEHHBIX CETEBbIX CErMEHTOB.

B KomnnekcHOM peLleHun cuctema BuaeoHabnoaeHns SecurOS obecneynBaeT ynpasBieHue Kamepamu BUAEOHAOMIOAEHUA U
arperauuio BUAEOMNOTOKOB, B TOM 4uUCNe WX Nepedayy BO BHe B oAHOHanpasneHHOM pexume, a AlK InfoDiode rapanTtupyer
TPAH3UT 3TUX [AHHbIX 32 FPaHILLy 3aLUULLAEMOr0 CerMmeHTa no U3N4eCKU OAHOHANPABNEHHOMY KaHany.

KomniekCcHOe UCnonb30BaHne NPOLYKTOB NO3BONAET pPeLlaTh CNeaytoLLme 3aaqn:

o Ou3nyeckas M30NAUMA rapaHTMpyrOLLAA HEBMELLATeNbCTBO B CETb W CMCTEMY BWUAEOHAGNIOLEHMS W ApYrie CMCTEMb
06beKTa C 0[IHOBPEMEHHbLIM COXPaHEHWEM BO3MOXXHOCT B OHNANH PexuMe Habnioaath 3a COCTOAHMEM 06beKTa.

o [lepepaya AaHHbIX B LEHTPANU30BaHHbIE apXMBbl, AUCMETYEPCKUE W CUTYALIMOHHbIE LEHTPbl. LieHTpbl 06ecneynBatoTCs
peanibHbIMU OHJTAAH JaHHbIMU B YCNOBUAX FAPaHTUPOBAHHOIA M30NALMM 00bEKTOB HAOMIOEHNS.

ApxuTekTypa COBMECTHOr0 UCnonb3oBaHua cuctema suaeoHabnioaeqns SecurOS ¢ AMK InfoDiode B ceTsx nepefadn AaHHbIX
NPOMbILLNEHHbIX 006beKTOB nNpennonaraet pasmelleHue AMK InfoDiode mexay cepsepom SecurQOS B 3aLUMLLIEHHOM CErMEHTe,
BbICTYNAlOLWMM B pONM arperatopa M TpaHCNATOpa BMAEONOTOKOB, W nOTpebuTeneM BWUAEO [daHHbIX (BMAE0APXMB,
CUTYaLMOHHbIA LEHTP, AMCNETYEPCKas W T.M.) BO BHELUHEM CErMeHTe.
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3AAB/IEHUE O COBMECTUMOCTU

Mexay nporpammHbIM obecrneyeHnem
UHTerpaunoHHan nnatdopma BugeomeHesXmeHta SecurOS,
pa3paboTUMKOM KOTOPOro AB/AETCA
000 "UCC-Codt"

(Poccmsa, 121205, ropog MockBsa, 6-p Bonbluoit CKOAKOBO
MHHOBALMOHHOIO UEeHTpa, A4. 42, ctp. 1, oduc 4/1485/20),

B Aa/IbHeNLIEeM umeHyemble «SecurOS» n «ISS», cooTBeTCTBEHHO,
n

Komnnekcom ogHoHanpaB/eHHO Nepeaayuu AaHHbIX
«AMT InfoDiode»,
ABNAOLMNIACA NPOAYKLMEN KOMMAHUN
AO «cAMT-TPYI»
(Poccua, 115162, r. Mocksa, ya. LLlabonoska, a. 31, Kopn. b, noa. 3),
B AanbHenwem nmeHyemble «IinfoDiode» n «t AMT-TPYM»,

COOTBETCTBEHHO.
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Komnnekc InfoDiode sBnsetca cuctemolt OAHOHaAnNpaB/AEHHOW nepefayn  AaHHbIX,
obecneynBaloLLe BbICOYANLLUA YPOBEHb U30AALUN KPUTUYHBIX MHPOPMALIMOHHBIX CUCTEM.
Mpy 3TOM COXpaHAETCA HYXHbI ypoBEHb UX QYHKLMOHA/NIbHOCTU ONSi B3aUMOJEUCTBUA CO

CMEXHbIMU MHd)OpMaLI,MOHHbIMI/I cucremamm.

SecurOS npepacTtasnAeTr  cobon  npodeccMoHasbHYylO — MporpammHyo  naatdopmy
BMAEOHabNOAEHUA 1 ynpaBaeHnA BUAEO, NpefHa3sHAYEHHYO 414 CO34aHUA KOMMJIEKCHbIX
cuctem  6esonacHocTv No6oro  maclitaba: OT /IOKaAbHbIX OBbEKTOB 80 1nobanbHbiX
TeppuUTOpPUanbHo-pacnpeseneHHbIX cuctem maclitaba «besonacHbii pernoH». NMporpammHas
nnatpopma obecneunsaet cbop, oTobparkeHne, obpaboTKy, cMCTeMaTU3aLMIO, XpaHEHME U
ynpasieHne BUAEO- U ayAMO- AaHHbIMM, AAHHBIMW OT MOACUCTEM BUAEOAHANUTUKU W
MHTErpUMPOBAHHbBIX CUCTEM, A TaK}Ke CONyTCTBYIOLWEN MHOpMaLmei.

«AMT-TPYM» n «ISS» HacToAWwMM MNOATBEPXAAOT CAedylollee 3asBAEHME OTHOCUTE/IbHO
MCNONb30BaHWUA YKa3aHHbIX MPOAYKTOB B pamMKax O4HOM CUCTEMBI, UX COBMECTUMOCTU U BKNaa

B BbIMNONHEHMe TpeboBaHUii KnubepbesonacHoOCTH.

«AMT-TPYTM» n «ISS» nposenu scectopoHHUe TecTbl N0 SecurOS B ceTsax nepeaayn AaHHbIX C
pasrpaHuyeHuem goctyna Ha 6a3e InfoDiode B cnegytowem cueHapuu:

e OtnpaBka OfHOHaNpPaB/leHHOro BUAEONOTOKAa No npotokony RTSP ¢ cepsepa

BuAeoHabaoaeHna SecurOS 3a npeaenbl goBepeHHoro cermeHTa Yepes InfoDiode.
Pe3ynbtatbl TECTUPOBAHUA:

- NPOAYKTbl MOTYT MCMONb30BaTbCA COBMECTHO B YKAa3aHHOM CLLEHapuu, C y4eToM WX
UHAMBUAYANbHbBIX CUCTEMHbIX TPeboBaHUN;

= nogrsepxgeHa MoJsiHaa COBMEeCTUMOCTb MPOAYKTOB B 3aAB/IEHHOM CUeHapwun

MCMONb30BaHUA.
AO «<AMT-TPYT» 000 "UCC-CodT"
04 pekabpsa 2023 roga 04 nekabpa 2023 roga
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