[pumeHeHue HoneyPot 1 Deception ¢ N Info
OJIHOHanpasneHHbIM Lnto3om InfoDiode D 19 d S

B pesynbrate kubepatak Ha JOBEPEHHbIE CETU MPeAnpUATUA N OpPraHu3aunii MOXET CYLLECTBEHHO MOCTpajaTb KPUTUYecKas
WHPpacTpyKTypa. [ns npefoTBpaLLieHns Knbepatak TpebyeTcss CBOEBPEMEHHO BbISIBNATL NMPU3HAKW BTOPXXEHWUS U NepefaBaTb
COOTBETCTBYIOLLIME OMOBELLEHUS B LEHTP MOHUTOpUHra 6esonacHoctn (SOC). B pelwseHun 3Ttoil 3agaynm nomoraiot
cnewLnanu3npoBaHHble NPoayKTbl — cpeacTea 06HapyxeHus BTopxeHuit (COB, Intrusion Detection Systems, IDS). OgHum u3
npumepoBs IDS cuctem spnsaoTcs cuctembl knacca Deception, KoTopble nonyyunn Takxe HassaHue HoneyPot. 3T10T Knacc
peLleHnit No3BONAET 06ecrneymBaTb MOHUTOPUHT M pearMpoBaHue Ha AENCTBMS 3J1I0YMbILIIEHHWKA B 3aKPbITbIX CETAX, He
0Ka3bIBas B/IUAHUS HA NPOMbILLSIEHHbIE NPOLECCHI.

SOC 3a4actyio pacnofioxeH B OTAENbHOM CErMEHTE CEeTW, 4TO aBTOMAaTU4eCKM TpebyeT 06ecrneveHns HaféXHON 3auThbl
CeTeBOro rnepumeTpa LOBEPEHHOr0 CErMeHTa npu nepefadye OMOBELLEHUA Knbep6e3onacHoCTH. «Bo3ayLUHbIN 3a30p» MeXay
3alNLLAEMbIM CETMEHTOM W KOPMOPATWBHOWM CETbI0 He MO3BONISET pPeann3oBaTb YKa3aHHYK 3afavy, B TO BPeMs Kak
NPUMEHeHNe TONbKO NPOrpamMMHbIX CPEACTB 3aLLUMTbI CO3JAeT 3HA4YMTENbHbIE puUcKn Ana 00bekToB KWW, B Takux cueHapusx
Lienecoobpa3Ho MCrnonb30BaTb PELIeHns N0 OHOHANPABIIEHHOW MNepefade AaHHbIX, KOTOPble (OM3MYECKN U30NMPYIOT
3aLLNLLAEMbIA CETMEHT W, NP 3TOM, MO3BOMAKT OPraH130BaTh A0CTABKY OMOBELLEHUIA B LEHTP MOHUTOPUHIa 6830MacHOCTH.

OpHoi u3 cuctem knacca Deception asnsetcs pewenue HoneyCorn, KoTopoe npenctaBiseT COO0M CMeLManu3npoBaHHYH
cuctemy knacca HoneyPot n Deception, no3BonsitoLLyt0 BbISIBASTb 3M0YMbILINIEHHUKA KAK HAa PaHHWX, TaK W Ha MO3AHNX
CTaausAX NPOHUKHOBEHUS B CETb, MAKCUMAITbHO MPENnATCTBYS Pa3BUTWIO ataku. [pu BbisBneHun ataku HoneyGorn no3sonser
n3y4aTb [eNCTBUS 3M0YMbILLNIEHHIKA, COOMPATb AAHHbIE 0 HEM B LIENAX NPUHATUAS HYXXHbIX aIMAHUCTPATUBHbIX PELLEHNIA, NN
cpasy BOCMOMb30BaThCS FOTOBbIMI LIAONOHAMY MPUHATIAS PELLIEHUS MO 3aLLKUTE 0T KnbepaTaku.

InfoDiode — 370 NpoAyKT, NOCTPOEHHbIN Ha NPUHLMNAX OJHOHANPABEHHO Nepeaayn AaHHbIX 1 NO3BONAKOLNA 06eCne nTh
9h(DeKTUBHYID 3aLUMTY [OBEPEHHOr0 CerMeHTa. TEeXHONMOrMM OAHOHANPABNIEHHOW Nepefayl [aHHbIX, OCHOBAHHblE Ha
NPUHLMNAX OU3NYECKON N30NALMM O[HOTO CETEBOr0 CErMeHTa OT [pyroro, 06ecnevnBanT BOSMOXHOCTb Nepeayn AaHHbIX B
OJJHOM HarnpaBfeHUN 1 HUBENUPYIOT PUCKM IKCTNyaTaLUK 3N10YMbILLINEHHUKOM ABYHANpPaBneHHOr0 KaHana Jisi opraHn3aumm
aTaku.

Pe3ynbTaTbl KOMNNEKCHOTO TECTUPOBAHWA NOATBEPAUNN YCMELLHOe U 3pdekTuBHOE coBMecTHOe npumeHeHne AlK InfoDiode
SMART n COB HoneyCorn s 06eCneyeHns BbICOYALLIEr0 YPOBHS 3aLUMTbl KPUTUYECKUX CETEBbIX CErMEHTOB W mepeayn
OMoBeLLEHNI 0 Knbepyrposax 3a rpavuuy nepumerpa KU, Takum o6pa3om 06ecrnevnBaeTcs CBOEBPEMEHHOe 06HAPYXeHNe
Knbepyrpo3 BHYTPM 3aLNLLAEMOr0 CErMEHTA 11 Mepeada ONOBELLEHUIA BO BHELLIHWIA LIEHTP MOHUTOPUHIa 6630MacHOCTY 4epe3
OZHOHANPaBNeHHbIA KaHas, NPeaoTBPALLAIOLLMIA BHELLHee BO3EACTBIE Ha 3aLLNLLAEMbIA CErMEHT.
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CuLeHapwit nepefayn ONOBELLeHNIA U3 3aKPbITOr0 CerMeHTa B LIEHTP MOHUTOPMHIa 6630MacHOCTY

LleHTpbl MOHUTOPUHIa 6e30MacHOCTN MOTYT Pa3MeLLaTbCs LEHTPANU30BaHHO MAM AaXe NPeAoCTaBNATLCA KaK «06MnavHbIA
cepBuC» 3a Npefenamum nepuMeTpa 3alyLLaeMoro CermeHta cetu. [lpu 3TOM O4YEBUAHO, 4YTO OOLEKTbl KPUTMHECKOW
NHPACTPYKTYPbI AOMKHbI NOAAEPKNBATH BbICOKNA YPOBEHb M30NALMM, MPEA0TBPALLAIOLLAIA NHO6bIE BHELLHNE BO3AEACTBIA Ha
00bEKTbI 3TUX CETEBbIX CErMEHTOB CO CTOPOHbI CErMEHTOB C APYruM YpoBHeM [oBepus. [peAcTaBneHHbI CLeHapuid
LEMOHCTPUPYET peLleHne 3TON 3ajayu npu noMoLLy COBMECTHOro ucnonb3osanus HoneyGorn u InfoDiode.

InfoDiode B COBMECTHOM peLUeHMN BbICTYNAET B KA4eCTBE CMCTEMbI OZHOHANPAB/EHHON Mepefayn AaHHbIX, 06eCneynBaloLLei
BbICOYAMLLUIA YPOBEHb N30NALNN KPUTUYHBIX WHOPMALMOHHBIX cucTeM. lpyu aTOM COXpaHAeTCs KaHan Ans obecneyveHus
nepeayn onoseLLeHnini 6e30MacHOCTI HA BHeLLHWIA cepeep HoneyGorn.

ApxuTekTypa coBmecTHOro wcnonb3osaHus HoneyCorn u InfoDiode npeanonaraeT npumeHeHWe annapaTHO-MPOrpaMMHbIX
komnnekcos InfoDiode SMART mexay MO HoneyCorn, BbICTynawwWyUm B PONM NOBYLUKA B 3aKpbiTOM cermente, u [10
HoneyCorn, BbINMOMHAOLMM POfb CepBepa B OTKPbITOM CermeHte. [lpu 3ToM 06eCnevnBaeTcsd CBOEBPEMEHHas nepegaya
onoselLgHuin 6e3onacHoctn B SOC, a nb6oe BO3AENCTBUE YEPe3 3TOT XK KaHan CBA3WM Ha 3aLUMLLEHHBIA CErMEHT CeTu
NONMHOCTbO MCKNIOYALTCS.

B pesynbTarte BCECTOPOHHEr0 TECTUPOBAHUS YCTAHOBIEHO:
e MPOAYKTbI MOTYT MCMONb30BATLCA COBMECTHO B YKAa3aHHOM CLGHApWUW, C Y4eTOM MX WHAWBUAYaNbHbIX CUCTEMHbIX

Tpe6oBaHuii;
e M0JTBEPXK[EHA NONHAA COBMECTUMOCTb NPOJYKTOB B 3a1B/IEHHOM CLiEHap1K UCNONb30BaHus.
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3AABNEHUE O COBMECTUMOCTH

Mexay nporpammHbim obecneyeHnem Knacca HoneyPot n Deception
HoneyCorn
npaBoobnagatenem KOTOPOro ABAsSETCA
UMM MNMpokonos Makcum Amutpuesuny
(630089, HoBocnbupckasa obn., ropos Hosocmbupck r.o., r.
HoBocubupck, yn. bopuca boratkosa, a. 226/1, k. 208)
B Aa/ibHenwem nmeHyembimn «HoneyCorn» u «UM Mpokonos»
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B AanbHenwem nmeHyembimu «infoDiode» n «AMT-TPYM»

COOTBETCTBEHHO

HONEY
CORN

AMT -D

GROUP



Komnnekc InfoDiode sABnsaetcA cuctemold ofHOHanpaBAeHHOM nepefadn  AaHHbIX,
obecneymBaloLen BbICOYANLLNI YPOBEHb U30AALUU KPUTUUHbBIX MHPOPMAaLMOHHbBIX CUCTEM.
Mpn 3TOM COXpPaHAETCA HYXHbI ypoBeHb UX GYHKLMOHANbHOCTM ANA B3aUMOAENCTBUA CO

CMeXHbIMU I/IHd)OpMaLI,VIOHHHMVI cucremamu.

HoneyCorn snABnsaetca cneumannsmMpoBaHHOM cuctemon Knacca HoneyPot u Deception,
NO3BO/IAIOLLEN BbIABNATL 3/10YMbILWNEHHUKA KaK Ha PaHHMX, TakK U Ha MO34HMX CTaauAax
NPOHUKHOBEHWA B CETb, MAaKCMMaJibHO NPENATCTBYA Pa3BUTUIO aTaku. Mpu BbiABAEHUM aTaKu
Nno3BONAET M3y4aTb AEUCTBUA 3/0YMbIWIEHHWKA ANnA cbopa [aHHbIX HeobxoaumbiX npu
NPUHATUM ALMUHUCTPATUBHOIO pPELUeHUs WAM BOCMO/Ib30BaTbCA rOTOBbIMM LWabaoHamu
NPUHATUA pelleHna no 3alwmte oT KubepaTtaku. [aHHbIA KAacc nNpoaykra no3sonset
obecneunBaTb MOHWUTOPUHI W pearvpoBaHWe Ha AeNCTBUA 3/10YMbIW/IEHHWKA B 3aKPbITbIX

CeTAX, He OKa3blBaA B/IMAHMA Ha NPOMbILUNEHHble npouecchl.

AMT-TPYT v UM MNpoKkonos HacTOALWMM NOATBEPXKAAIOT CAeaytollee 3aABNeHNe OTHOCUTE/IbHO
MCMONb30BaHUA YKa3aHHbIX MPOAYKTOB B paMKaX O4HOM CUCTEMbI, UX COBMECTMMOCTU M BKAaa

B BblNonHeHue TpebosaHuit knbepbesonacHocTu:

«AMT-TPYTI» 1 UM MNMpokonos nposenu BcectopoHHme TecTbl 10 HoneyCorn B ceTax nepeaauu

[AaHHbIX C pa3rpaHnyeHnem goctyna Ha 6a3e InfoDiode B cheaytouiem cueHapuu:

° npu yctaHoske InfoDiode mexay MO HoneyCorn, BbiCTynalowWwmMm B Posiv JIOBYLIKU B

3aKkpbiTom cermeHTe 1 [10 HoneyCorn, BbICTyNatLWMM CEpBEPOM B OTKPbITOM CErmeHTe.
Pe3ynbTaTtbl TECTUPOBAHUA:

- NPOAYKTbl MOTYT MCMNO/Ab30BaTbCA COBMECTHO B YKa3aHHOM CLeHapuu, C y4eTom WX
WHAVBUAYANAbHbIX CUCTEMHbIX TpeboBaHU;
- NOATBEPXAEHa MNO/IHAA COBMECTMMOCTb MNPOAYKTOB B 3asABJEHHOM CLEeHapuu

MCNo/1b30BaHUA.

AO «cAMT-TPYN» UM Npokonos Makcum Omutpuesuy

16 deBpana 2024 roga
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