InfoDiode: cLieHapuu NpuMeHeHus

YcTponcTea nepefayn AaHHbIX Knacca «AuoAbl OaHHbIX» WCMOMb3YTCA AN (PM3MYECKOro pasfesieHns ceTen B
YCNOBUSAX COXPAHEHNS OAHOHAMNPAB/IEHHOM0 KaHana nepeaayn nHgopmaumn. B 6poLutope npeacTassieHbl 0CHOBHbIE
cueHapuu ucnonb3oBanua peweHunii InfoDiode B pasnuyHbiX oTpacnsax 9KOHOMUKW. CLeHapun OCHOBAHbl Ha
HAKOMIEHHOM OfbITe MPUMEHEHWS1 YCTPOWCTB HA NPAKTUKE. [PUBEAEHHbI MEPEYeHb CLEHAPUEB HE SBNAETCH
MOSHBIM U MpPeACTaBeH C LESbl0 AEMOHCTPAUUM BO3MOXHOCTEN NPOAYKTA MO 3aliMTe CEeTeBOro nepumMeTpa
NpeanpuATiA N opraHu3aLunin.
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CLIEHAPWUI NCMOMb30BAHISA

Mepenaya TeXHONOrMYECKUX AaHHBIX KPUTN4ECKON MHAPACTPYKTYPbI B HEJJOBEPEHHbIN CETEBO

CermMeHT

OTPACIIb

@\]

SHEPTETUKA

LIEJTb

O6ecneuutb nepepady Teros OPC DA
Pa3nnyHbIX BEPCUIA U3 TEXHOMOTMYECKOr0
(3awwmiaemoro) cermeHta B Historian
KOpNOPaTMBHOMO CErMeHTa 1Sl PeLleHns
3a/1a4 aHanu3a AaHHbIX 1 NNaHNPOBAHMS

PELLIEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nyktoB KepServerEx, InfoDiode SMART,
Aveva/Wonderware Historian

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
MCTO4HUKOM AaHHbIx OPC DA ¢
BO3MOXHOCTbH Nepeadn AaHHbIX BHELIHUM
noTpebuTeNnam

MpuMeHsemblit NpoayKT

O KOMnaHuu

MexyHapoHas rpynna KoMnaHuii, oHa U3 BeayLL1X B MIPE B
cchepe A0GbI4M M NepepadoTKI MUHEPanbHbIX PECYPCOB, C
WHTErPUPOBaHHbIMU, I0GLIBAIOLLNMU, NEpEPadaTbIBAIOLLMMMY,
SHEPTeTUYECKUMM 1 NIOTUCTUYECKIUMIA NPeANPUATUSMM

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

YT06bl BLIMOMHUTL CBOM 06f3aTeNbCTBA Mepes noTpebuTenamu
NOCTaBLUMKY 3NEKTPO3Hepruu Tpebyetcs NPOBOANTL MOHUTOPUHT U
aHanM3 COCTOAHMSA CMCTEM TreHepauuu n o6opyaosaHus. [laHHble
ANs 3TOr0 NepefatoTcs U3 TEXHONOMMYECKOro CerMeHTa B Kopnopa-
TMBHbIA. OHAKO N0 TOMY XXe KaHany BO3MOXHA OpraHu3aums ara-
KW unu nonagaHve BpefoHocHoro MO n3 KOpnopatMBHOrO Wim
WHOTO BHELUHEro CermeHTa. 310 MOXET MPUBECTW K HapYLUEHWHO
paboTbl TEXHONOMMYECKOIA CETH, NPOCTO reHepaLun u AoporocTo-
ALLEMY PEMOHTY.

AMK InfoDiode SMART o6ecne4nBaeT nepefady AaHHbIX 0HOBpe-
MEHHO N0 HECKOJSIbKUM NPOMbILLIEHHBIM NPOTOKO/1aM Yepe3 rpaHu-
Ly nepumetpa. Crneunann3mpoBaHHble KOHHEKTOPbI MPOMbILLIAEH-
HbIX MPOTOKOJIOB NO3BONAT CO6PaTh AaHHbIE U3 KAXA0r0 CerMeH-
T2 cetu (0T pasnuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
pOB, [ATYMKOB) U Nepedatb WX fanee No OJHOHANPABIEHHOMY Ka-
Hany, 06ecrne4YmB COOTBETCTBIE BbICOYANLLIMM TPE6OBAHUAM U30M5-
LV 3aLLMLLAEMOTO CerMeHTa.
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Apxutektypa: MOCNE
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TpeboBaHus

Historian, panee cneuyuanuctam Ans MOHUTOPWHIA, aHAMUTUKK U NIAHUPOBAHMA

TOMY Xe KaHasny, no KoTopoMy nepefarTcs AaHHble Ans Historian
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CLIEHAPWUI NCMOMb30BAHISA

Mepepaya U3 TEXHONOrMYECKOro CermMeHTa JaHHbIX 0 COCTOSIHUM 060PYLOBaHNA AN Lienei

MOHWTOPUHIA N ANArHOCTUKK

OTPACIIb

SHEPTETUKA

@ LIESTb

O6ecneyuTb Nepegady TenemeTpum no
npotokony IEC-104 13 TeXHONOrM4YecKoro
(3awmLLaemoro) cermMeHTa B permoHanbHoe
AucneTyepckoe ynpasneHue n
LIEHTPaIN30BaAHHbIN CUTYaLMOHHBIA LIEHTP

@ PELLIEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
aykToB InfoDiode SMART, KOTMIA-14, CK-11

NPENMYLLIECTBA

@\]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
BO3MOXHOCTbIO Nepefadin JaHHbIX B LIEHTP
MOHWUTOPMHIa

MpuMeHsemblit NpoayKT

O KOMnaHuu

MHoronpounbHbIA XONAUHT, 06bEAUHSAIOLLUIA aKTMBbI B
3HEpreTuke

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

JHeproreHepupyoLLMe NPeanpuaTUS  MNONagalT noj  HOPMbI
187-®3 0 6e3onacHocTt 06bekToB KWI. B cooTBETCTBMM C
TPeOOBAHMAMN HEOOX0AUMO PU3NHECKN OFPAHNYUTb BOSMOXXHOCTb
A0CTYNa K TeXHOMOrN4eCcKOW CEeTW W3BHE, MOCKOMbKY BO3MOXHa
opraHusauus ataku unum nonagaHwe BpemoHocHoro MO u3
KOpPMNOPATMBHOrO WA MHOrO0 BHELUHEro CermMeHta. 310 MOXET
NPUBECTUN K HApYLLEHNO PaboTbl TEXHONOrMYECKOA CETH, NPOCTOH
reHepauuu U AOPOrocTosLLiEMY PEMOHTY. B T0 e Bpems, Ans
CBOEBPEMEHHOW AMArHOCTUKW U NpOCUNAKTMKA 060pYA0BaHNS
HEOOXOAMM MOHWUTOPUHT M YAaneHHas AWarHoCThKa CO CTOPOHbI
9KCMAyaTaLMOHHbIX CNYX6 1 NPON3BOAUTENS 060PYA0BAHMS.

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOSIbKUM NPOMbILLSIEHHbIM NPOTOKOSIAM Yepes3 rpaHu-
Ly nepumetpa. Cneunann3mpoBaHHble KOHHEKTOPbI MPOMbILUMEH-
HbIX MPOTOKOJI0B NO3BOMAKT CO6PaTh JaHHbIE U3 KAX0r0 CermMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, [ATYMKOB) U Nepepatb WX fanee N0 OJHOHANPABIIEHHOMY Ka-
Hany, 06ecrne4mB COOTBETCTBIE BbICOYANLIMM TPE6OBAHUAM N30M5-
LW 3aLLMLLAEMOTO CermMeHTa.
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Apxutektypa: MOCNE
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TpeboBaHus
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CLIEHAPWUI NCMOMb30BAHISA

lNepeaaya U3 TEXHONOMMYECKOro cermeHTa fAaHHbIX 0 COCTOAHMKM 060pYyL0BaHUA U NPOLIECCOB AN

Lenen nx 06pa6otku, aHanu3a u sudyanusauun 8 MES n b[1PB

OTPACIIb

@\]

NPOMbILLUNEHHOCTb

LIEJTb

O6ecneyuTb nepeaady OaHHbIX U3
TEXHO0rMYeCcKoro (3aLynLLlaemoro) cermeHTa
C LieNbio 06ecneyeHuns ux arperaumm n
o6pa6botku B MES cucteme B MeHee
[IOBEPEHHOM CermeHTe

PELLIEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nykToB InfoDiode SMART, TL.Solutions, I-DS
(Indusoft Digital Services)

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
BO3MOXHOCTbIO nepefadn aaHHbix B MES ans
nx céopa, 06paboTKK, aHanm3a u
BU3yanum3aumm

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe npou3BOACTBEHHOE NpeanpusaTue

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

KpynHble NPOMbILINEHHbIE NPEANpPUATMS NONAAaloT Nof HOPMbI
187-®3 0 6e3onacHoct o6bekToB KIUW. B cOOTBETCTBUU C
TPeOOBAHMAMN HEOOX0AUMO PU3NHECKN OFPAHNYUTb BOSMOXXHOCTb
AocTyna K TeXHONOrMYeCKOM CeTM W3BHE, MOCKONbKY BO3MOXHA
opraHusauus ataku unum nonagaHwe BpemoHocHoro MO u3
KOPNopaTUBHOMO WAW MHOTMO BHELUHEro CermMeHTa. JT0 MOXET
MPUBECTW K HApYLLUEHWO PaboTbl TEXHONOrMYECKON CETW, NPOCTOH
NPOM3BOACTBA U AOPOroCTOALLEMY PEMOHTY. B TO Xe Bpemsi, Ans
OMepaTWBHOrO YNPaBMEHW W KOHTPONS  NPOM3BOACTBEHHbIX
MpoLLeccoB Heo6XoaumMo 06ecnednTb LEHTPANN30BaHHbIA CO0P K
06paboTKy JaHHbLIX U3 TEXHOMOMMYECKUX CErMEHTOB MPeanpUATHiA.

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOSIbKUM NPOMbILLSIEHHbIM NPOTOKOSIAM Yepes3 rpaHu-
Ly nepumetpa. Cneunann3mpoBaHHble KOHHEKTOPbI MPOMbILUMEH-
HbIX MPOTOKOJI0B NO3BOMAKT CO6PaTh JaHHbIE U3 KAX0r0 CermMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, [ATYMKOB) U Nepepatb WX fanee N0 OJHOHANPABIIEHHOMY Ka-
Hany, 06ecrne4mB COOTBETCTBIE BbICOYANLIMM TPE6OBAHUAM N30M5-
LW 3aLLMLLAEMOTO CermMeHTa.
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TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

PerynsipHo cobupatb AaHHble ¢ 060PYA0BAHNA B TEXHONOrMYECKOM CErMeHTe, HanpaBnaTb UX B CUCTEMY YNpaBneHus
npom3soacTBeHHbIMU npoueccamu (Manufacturing Execution System, MES)

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen
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2 E / MES
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s MOK 60870-6-101 E - El aa
< E E s W/ [Jlucnetyepckue
M3K 60870-5-103 F .S 282 cnyxu nﬁgiﬂmlﬁﬁ :e
MOK 60870-5-104 .. P

TexHonornyeckuit CermeHT

KopnopaTuBHas unu cTopoHHsAs ceTb

J

Pe3ynbrarhl

BbinosnHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

BbiNonHeHo (Pu3nyeckoe OTAENEHUe TEeXHOMOrMYECKO CETU OT JPYriX, MeHee AOBEPeHHbIX, CEerMeHTOB. VIcKnoyeHa
BO3MOXHOCTb NPOHUKHOBEHUS B TEXHONOTMYECKMIA CErMEHT M PacnpoCTPaHEeHUs BPEAOHOCHBIX NPOrpamm

PeanusoBaH c60p AaHHbIX C 060pYAOBaHWA M MX nepefada no OJHOHAMPABIEHHOMY KaHany 4epe3 AMOL [aHHbLIX B
NHPOPMALIMOHHYIO CMCTEMY YNpaBieHus NPou3BoACTBEHHbIMM npoueccamu (MES)

PeannsoBaHbl Tpe60BaHNSA K CKOPOCTM Nepeaadn MHGopMaumn 0 CoCToAHUM 060pYA0BaAHNUA U 06beKTa AN HAKOMNEeHUs
B 6a3e JaHHbIX PeanbHOro BPEMeHM
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-\

(NN}

S,

®) Otyetbl 1

i / nawﬁpnbl

L1
; A o S
- <_> [T 1 T}
& OPCDAHADIUA ™ _t \ e
v SCADA /OPC InfoDiode SMART SCADA /OPC
MES %
e //' !
S MOK 60870-5-101 E + a8a
uenetyepckue

o M3K 60870-5-103 E E [laHHble TenemeTpun u AB&F CJ'Iy)Kﬁ?:I AHanutika u
< M3K 60870-5-104 NPOMbILUNEHHbIX I'IJ'IaHMpOBaHMe

NPOTOKONOB
TexHOnorn4ecknn cermeHT |
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CLIEHAPWUI NCMOMb30BAHISA

Mepenaya lloT-Tpacpmka U3 TeXHONOrM4ECKOro CEerMeHTa B KOpnopaTuBHbIA CErMeHT Ana KOHTPONSA,

MOHWUTOPWHIA N BU3yanu3aLun L poBbIX ABOHHUKOB

OTPAC/1b O KOMnaHuu
MPOMbILUMIEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady OaHHbIX U3
TEXHOMOrM4ecKoro (3alLniLaeMoro) cermeHTa
C LieNnblo 06ecneyeHns yaaneHHoro
MOHUTOPUMHIA, IUArHOCTUKI U ONTUMN3aLAN
paboTbl 060pYA0BaAHNUS B MEHEE JOBEPEHHOM
CerMeHTe

KpynHoe npou3BOACTBEHHOE NpeanpusaTue

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH

CoBMeCTHOe NpUMEHeHMe KoMMJIeKca npo-

Ayktos InfoDiode SMART, lloT.Istok KpynHble MpOMBbILUNEHHbIE MPEANPUATAS MONAZAT MOA HOPMbI

187-®3 0 6e3onacHocTt 06bekToB KWI. B cooTBETCTBMM C
TPeOOBAHMAMN HEOOX0AUMO PU3NHECKN OFPAHNYUTb BOSMOXXHOCTb
A0CTYNa K TeXHOMOrN4eCcKOW CEeTW W3BHE, MOCKOMbKY BO3MOXHa

E;’ MPENMVYLLIECTBA OpraHu3auus atakm unu nonagaHue BpegoHocHoro MO u3
KOpPMNOPATMBHOrO WA MHOrO0 BHELUHEro CermMeHta. 310 MOXET

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM MPUBECTW K HApYLLUEHWO PaboTbl TEXHONOrMYECKON CETW, NPOCTOH
YPOBHE) TEXHONIOTMECKOTO CErMeHTa C MPOM3BOACTBA U JOPOrOCTOSALLEMY PEMOHTY. B T0 e Bpems, Ana

BO3MOXXHOCTbIO nepenayn AaHHbIX B
nnargyopmy NPOMbILLSIEHHOr0 MHTEPHETA
BelLen (06paboTka, aHanu3 u BU3yanusauus)

OMepaTWBHOrO YNPaBMEHW W KOHTPONS  NPOM3BOACTBEHHbIX
MpoLLeccoB Heo6XoaumMo 06ecnednTb LEHTPANN30BaHHbIA CO0P K
06paboTKy JaHHbLIX U3 TEXHOMOMMYECKUX CErMEHTOB MPeanpUATHiA.

MpuMeHsemblit NpoayKT

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOSIbKUM NPOMbILLSIEHHbIM NPOTOKOSIAM Yepes3 rpaHu-
Ly nepumetpa. Cneunann3mpoBaHHble KOHHEKTOPbI MPOMbILUMEH-
HbIX MPOTOKOJI0B NO3BOMAKT CO6PaTh JaHHbIE U3 KAX0r0 CermMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, [ATYMKOB) U Nepepatb WX fanee N0 OJHOHANPABIIEHHOMY Ka-
Hany, 06ecrne4mB COOTBETCTBIE BbICOYANLIMM TPE6OBAHUAM N30M5-
LW 3aLLMLLAEMOTO CermMeHTa.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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Apxutektypa: MOCNE
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TpeboBaHus

MbILLMIEHHOr0 UHTEPHETA BELLEid

TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTcs AaHHbIe 418 BHELUHMX nony4aTenen

Pe3ynbrarhl
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Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [JOBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KW

HenpepbIBHO cO6MpaTh aHHbIE C 060PY0BAHIUS B TEXHONOTMYECKOM CErMEHTe, HanpaBAATh UX B NNaTchopmy Ans npo-

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno

BbiNonHeHo (Pu3nyeckoe OTAENEHUe TEeXHOMOrMYECKO CETU OT JPYriX, MeHee AOBEPeHHbIX, CEerMeHTOB. VIcKnoyeHa
BO3MOXHOCTb NPOHUKHOBEHUS B TEXHONOTMYECKMIA CErMEHT M PacnpoCTPaHEeHUs BPEAOHOCHBIX NPOrpamm

Peanuzoan c6op faHHbIx [10T ¢ 060pyLoBaHUS M UX nepefada no OJHOHANPAB/IEHHOMY KaHary Yyepes3 AWOA LaHHbIX B

Peanun3oBaHbl Tpe60BaHNS K CKOPOCTM Nepeaayn MHAOPMaLMK 0 COCTOSHUM 060PYA0BAHNUS U 06bEKTA AN HAKONNEHUs
B 6a3€ [JaHHbIX
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CLIEHAPWUI NCMOMb30BAHISA

lMepeaaya KPUTUYHBIX AAHHLIX B LieNAX pe3epBHOr0 KONUPOBaHUA B 3aLUMLLEHHOE XPaHUMNLLE

OTPACI1b O KoMnaHuu

NPOMbILUNEHHOCTb, SHEPTETUKA
BepTukanbHO MHTErpuPOBaHHbIA NPOMBILLMIEHHbIA XONANHT,

LIEMb YNpaBNsIOLLMiA aKTUBaMI B Chepe aHepreTUKW, MeTannyprum n
FOPHOPYAHOM NPOMBbILLINEHHOCTH

06ecneyunTh PerynspHoe pesepeHoOe
KONMPOBaH1e NHCHOPMALIAN U3
KOPNOPaTUBHO CETH B 3aLLIMLIEHHOE
XPaHUmuLLE.

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ons co3gaHus n3onu-
POBaHHOMO CETEBOr0 CErMeHTa, 3aLLMLLEHHO-
0 OT BHELLUHEro Bo3aelicTBus

YcTon4neoe (YHKLUMOHMPOBaHWe 6U3HEC-NPOLeCCOB NPeanpuaTia
3aBMCMT, B TOM 4WCNe, U OT HaNNYUsA HAAEXHO OYHKLMOHMPYIOLLEN
CUCTEMbI PE3EePBHOI0 KOMUPOBaHMS. B TO e Bpems, BHELUHWe CO-
eQMNHEHNS C OCHOBHOI CETbI0, @ TAKXXE MECTa XPaHEHUs Pe3epBHbIX

E;’ MPEUMVYLLIECTBA KONuWiA, MOryT nofBepratbcs kKnbepartakam. B aTux ycnosusx xpaHe-
HME [aHHbIX HA 00bIYHbIX pecypcax (IeHTOYHOE XpaHunuLe, daii-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM NOBOE XPaHUMNLLE 1 T.M.) NOBbLILIAET PUCKN YTEPK, KOMNPOMETaLMN
YPOBHE) CETEBOr0 CErMeHTa Anst XpareHus [aHHbIX. TpeanpusTio TPeGyeTcs OpraHu3auns 3allyLLieHHOro

63KaroB CUCTEM, «CHUMKOB AaHHbIX»,

DE3EPBHbIX KOMMIA JaHHbIX CEermMeHTa, KOTOpbIA MO3BONIUT COXPAHATL 3TaNOHHbIE KOMWK [aH-

HbIX ANsi Han6onee PUCKOBAHHbIX CLIGHAPMEB UX NOTEPH, B TOM YIC-
ne B pe3ynbTare AeNCTBUA 310YMbILLIEHHUKOB.

MpuMeHsemblit NpoayKT

AMK InfoDiode PRO peluaet 3aga4n no nepeaave gaiinosbix NoTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENnSIMK BUPTYanbHbIX
MaLLWH, 31IEKTPOHHOI NOYThLI, BUAEO 1 ApYroro tpaduka.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

PerynsapHo nepefasatb AaHHble 63KAMNOB Ha 3aLUMLLIEHHbIA PECYPC ANS LeNei rapaHTUpOBaHHOMO U30NPOBAHHOIO Xpa-
HEHMSA PE3ePBHbIX KOMUIA, «CHUMKOB AAHHbLIX», 3TaNOHHbIX KOMUIA LAHHBIX 1 CUCTEM

FapaHTUPOBAHHO UCKMIOYNUTL BO3JEICTBIE HA 3aALLMLLEHHDBII CErMeHT, C1eNaB HeBO3MOXHOI OpraHn3aLmIo aTaku no
TOMY X€ KaHany, no KOTOpOMY AaHHble NepeaaloTcs Ha XpaHeHue

Bbirpyska pesepBHbIX KOMWi Eé
E e q ﬂ =]
[ |

[Mony4yeHne pe3epBHbIX KOMui ﬂ L
= —

f Cucrema pe3epBHOro
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KOIWIpOBaHMﬂ n XpaHeHMﬂ
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Pe3ynbrarhl

® BbinonHeHo (1)I/I3I/I‘-IeCK09 oTaeneHune 3au4|/|u4eHH0ro/nosepeHHoro CermMeHta OT MeHee [0BEPEHHbIX CErmMeHTOB.

icknioyeHa BO3MOXHOCTb MPOHWKHOBEHWS 3MOYMbILINEHHUKA B CErMEHT XPAaHEHWS AaHHbIX W PacrnpoCTPaHeHmus
(3anycka) B Hem BPeOHOCHbIX NPOrpamm

. ObecneyeHa OAHOHANpaBneHHas mnepefaya JaHHbIX HA BHELIHee 3alUMLLIEHHOE XPaHWNULLE, WUCKMoYatoLLas
BO3MOXHOCTb BO3/IMCTBUS HA CUCTEMY XpaHEH!s 63KanoB 1 pe3epBuUpyeMble AaHHbIe

O6ecneyeHa HenpepbIBHOCTb BU3HEC-NPOLECCOB NpeanpuaTua 6narofaps OpraHu3auum CTporo AeTepMUHUPOBAHHOMO
O[HOHAMNPaBNEHHOro MOTOKA AAHHbIX HA BHELUHWIA MO OTHOWEHWI0 K KOPMOPaTMBHOM CEeTU 3allWLLEeHHbIA Pecypc,
CHWXEHbI PUCKW NMOJSTHOW YTEPU AAHHBIX B CNy4ae YCMELHON aTakn 3M10YMbILLIIEHHNKA HA OCHOBHOWM CErMEHT AaHHbIX

|
(" N\ dusmyeckas m3onaums (" )

cerMeHTa Eé
1
E - @ El s
— -
S Z E<":
- InfoDiode B |

ApxutekTypa: NOCJIE

Cuctema pesepBHOro
KONWUPOBaHUSA U XpaHEeHUs!

[loBepeHHbIN CerMeHT ) BoipysKa pesepsHbix Konwi
I
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CLIEHAPWUI NCMOMb30BAHISA

Mepepaya SPAN-Tpacuka TexHonornyeckoro cermeHta B SOC B pamkax nocTpOeHUA CUCTEMBI

o6Hapy»xeHus BTOpXXeHuit Ha 6a3e npoaykToB IDS/IPS

OTPACIIb

@\]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJTb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHONOTNYECKOr0
(3awwMLLaemoro) cermMeHTa npoOMbILLIEHHOr0
00beKTa B MHble CETEBblE CErMEHTbI ANs
peLLeHns 3a8a4 06HapYyXeHUs BTOPXKEHWA

PELLIEHWE

CoBMeCTHOe NpUMEHeHMe annapaTHoro Kom-
nnekca InfoDiode n pewenuit PTISIM B pam-
Kax noctpoeHus COB

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOTMMYECKOr0 CEerMeHTa ¢
COXpaHeHnem BO3MOXXHOCTU Nepeaayn
Tpadvka Ang aHanusa u npeLoTBpaLLeHuns
BTOPXXEHWI

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe npoMblILLIfIEHHOE NPeAnpuATIe, MMELOLLIEe 3HaYUMbIi
TEXHONOrMYeCKNIA CErMeHT, TPeBYIOLLIMIA JONOSHUTENbHbIX CPECTB
KOHTPONS - NOCTPOEHUS CMCTEMbI 06HApYXeHus BTopxXeHuin (COB)

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pesynbTaTe KubepaTtaku Ha TEXHONOMMYECKYH CeTb MOTYT CyLle-
CTBEHHO MOCTPafdaTh [aHHbIe W 0O0PYAOBaHME, YTO NPUBEAET K
3HAYUMbIM  HapYLUEHUAM  TEXHOMOrM4eckux npoueccos. [ns
npefoTBpalLeHns Knbepatak TpeOyeTcs OCYLLECTBNATb HENpPepbIB-
HblA MOHUTOPUHI CETEBOr0 TPaddMKa TEXHOMOMMYECKOro CermeHTa
Ha NpeaMeT 06HAPYXKEHNS NPU3HAKOB BTOPXKEHMS.

B T0 e Bpems, y4uTbiBas, YTO LIGHTP MOHUTOPUHIra 6e30MacHOCTY
(SOC) pacnonoxeH B Apyrom cermeHTe ceTn, He06xoaumo obecne-
YNTb HAAEXHYH 3aLUTYy NepUMETPa TEXHONOrMYeckoro CerMeHTa
CeTu.

AK InfoDiode - 6a30B0oe annapartHoe pelueHue ans nepenaqun UDP,
Syslog, SPAN Tpadhvka noTpebuTensm 3a npeaenamu q0BepeHHOro
cermeHta. GeptudpmumposaHo OCTIK V[ (4). 0O6ecneymsaer
3aLIMTY HA annapaTHOM YPOBHe, N30NMUPYeT 3aLLNLLAEMbIA CErMEHT.

InfoDiode RACK npeaHasHa4eH Ans MOHTaXa B CTOMKY.

InfoDiode MINI npegHasHayeH ans moHTaxa Ha DIN-perky wunm
Desktop BapwaHT.
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TpeboBaHus

° PerynapHo nony4yatb SPAN-TpacuK ¢ NpON3BOACTBEHHbIX CErMEHTOB B LIEHTP MOHUTOPUHIa 6630MacHOCTU ANs aHanm-
3a W NpeoTBPALLEHNs BTOPXKEHUIA, UCKNO4KB ycTaHoBKY aon M0 Ha APM B TeXHONOrMYeCKOM CErMeHTe

. 06ecneynTb LEHTPaNM30BaHHbIi MOHUTOPUHT CETEBOrO TpadhuKa TEXHONOMMYECKO CeTH

o [apaHTUPOBAHHO MCKNIOYNTbL BO3ENCTBIE HA TEXHONOrMYECKIUIA CErMEHT, C1eNaB HEBO3MOXHOW OpPraHM3aLunio aTaku no
TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC
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Pe3ynbrarhl

° MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 32 CHET 3DMEKTUBHOI CerMeHTauum ceTu

. BbINONHEHO (PU3NYECKOe OTAENeHNe TeXHONMOrMYECKO CeTI OT ApYruxX, MeHee AOBEPEeHHbIX CerMeHTOB. VCKmoyeHa
BO3MOXHOCTb NPOHUKHOBEHUS B TEXHONOTMYECKMIA CErMEHT M PacnpoCTPaHEeHUs BPEAOHOCHBIX NPOrpamm

° PeanusosaHa nepeagavya SPAN-Tpadvka ¢ npOM3BOACTBEHHbIX 0OLEKTOB MO OJHOHAMPABIEHHOMY KaHanmy 4epe3 AuoA

JaHHbIX B LEHTp o6ecneyeHuns 6esonacHocti (SOC), ycnewHo peLueHa 3a4aqa no noCTPOEHUIO CUCTEMbI 0BHAPYXEHNS
BTOp>XeHUi (COB) Ha npeanpusaTimn
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CLIEHAPWUI NCMOMb30BAHISA

lMepenaya JaHHbIX ¢ fatynkoB B ceTeBoi cermeHT ACY Tl 4epe3 He0BepeHHbIe CETH

OTPACIIb

@\]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJTb

O6ecneynTb 6e30MaCHYI0 Nepeaayy CUrHanos
¢ 060pyI0BaHMS 1 AATYMKOB, PA3MELLIEHHbIX
Ha yAanéHHbIX NYHKTax TEXHONOrMYecKoro
cermenTa cetu, B SCADA ans pelwieHus 3agay
KOMMNNIEKCHOMO MOHUTOPUHIa 06beKTa

PELLIEHWE

CoBMeCTHOE MPUMEHEHNE annapaTHoOro KoM-
nnekca InfoDiode u KoHHekTOpoB Modbus

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
COXPAHEHNEM BO3MOXKHOCTU MONyYeHuUs
[laHHbIX OT BHELIHMX JATYMKOB
060pyaoBaHNs

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHas aHeproreHepupytoLLas KoMnaHus, NpOMbILLNIEHHOE
npeanpuaTne

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

3a4acTyl0 aTtakam MOABEPratTCs KaHamnbl CBA3W, CONpsrawLme
TEXHONIOrNYECKYI0 U KOPNOPATUBHYIO CETM, OJIHAKO He CTOMT 3abbl-
BaTb W NPO NOTEHLMANbHYIO YA3BUMOCTb CErMEHTOB CaMOii TEXHO-
norunyeckom cetn. B pesynbtate Kubepatakm MOTyT CYLLIECTBEHHO
nocTpajatb AaHHble U CEepBepbl MPUSIOXKEHUA MPEANnpUATMS, YTO
NPUBEAET K CYLUECTBEHHbIM HapYLUEHUAM TEXHONOrMYEeCKMX Npo-
LieccoB. O6BbEKTblI MHAPPACTPYKTYPbI, PACMONOXEHHbIE 32 Npefena-
MW dn3ndeckoro nepumetpa oowvekta KW, Haxogatcsd B MeHee
NOBEPEHHOM CermeHTe, noctyn u3 kotoporo Kk KU pomkeH 6biTh
OrpaHuUYeH 1 COOTBETCTBYHOLLMM 06Pa30M 3aLLULLEH.

AK InfoDiode - 6a30B0oe annapartHoe pelueHue ans nepenaqun UDP,
Syslog, SPAN Tpadhvka noTpebuTensm 3a npeaenamu q0BepeHHOro
cermeHta. GeptudpmumposaHo OCTIK V[ (4). 0O6ecneymsaer
3aLIMTY HA annapaTHOM YPOBHe, N30NMUPYeT 3aLLNLLAEMbIA CErMEHT.

InfoDiode RACK npeaHasHa4eH Ans MOHTaXa B CTOMKY.

InfoDiode MINI npegHasHayeH ans moHTaxa Ha DIN-perky wunm
Desktop BapwaHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

PerynsipHo nony4arb [jaHHbIE C BHELUHUX 06bEKTOB KOHTPONS (060PYLOBAHMUS, [ATYMKOB), HANPABAATL UX B €AMHYIO
cuctemy SCADA B TEXHONOrMYECKOW CETW AN MOHUTOPUHIA, 06PabOTKN W Nepeayn B UHbIE CUCTEMbI

FapaHTUPOBAHHO UCKMIOYUTL BO3EIACTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXKHOIM OpraHn3aLmio ataku no

TOMY XXe KaHasy, no KOTopoMy nepeaarTcs AaHHble ¢ 060PYL0BaHNA U NATHUKOB, HAXOLALLMXCA 32 NPeSenamm KOHTpo-
nupyemoii 3oHbl KW (dpusmnyeckoro nepumetpa KNW)

MODBUS , MODBUS
Slave Master
B0 tadm
(©)
=
o Tk
8 s HesawmwéHHas
E cetb
< @ MODBUS TCP san MODBUS TCP
= — - e T g
x Jatunk
<% ’ SCADA
N
r - &%
F - N
Jatumk

Pe3ynbrarhl

MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo
(busnyeckoe  OTHENeHMe TEeXHONOTMYECKOW CeTU OT MeHee [0BEepeHHbIX CeTel nepepayn AaHHbIX. VcknioyeHa
BO3MOXHOCTb MPOHUKHOBEHMS B TEXHONOTNYECKNIA CErMEHT M pacnpoCTpaHeHNs BPeLOHOCHbIX NPOrpaMm

O6ecrneyeHa nepefaya OMOBELUEHWIA OT YCTPOICTB, PACMOMOXKEHHbIX 3a npejenamn (OU3UYECKOro nepumeTpa
NPeanpuaTIs, B TEXHOMOMMYECKYI0 CETh, peann3oBaHa nepepaya Tpadmka Modbus B uensx céopa aaHHbix B SCADA

PeanusoBaH c60p [AaHHbIX C BHEWHWX OOGLEKTOB KOHTpons B eauHyto cuctemy SCADA u ux nepefada no
OQIHOHANPaBNEHHOMY KaHary Yepe3 ANO [aHHbIX B TEXHONOMMYECKYIO CETb

MODBUS ~ MODBUS

,,,,,,,,,,,,,,,, » MODBUS ___ ,  MODBUS
Slave Master | Slave Master

— ete _ panuua dusndeckoro

5 ol pasaeneHus ceTeit

o I

C [Jatamnk UDP

=

& @ — InfoDiode

- a MoDBUSTCP | ! | ! ]mopBusTcp

x P P — hl [—

3] = @ ——

E Rarank MODBUS MODBUS

< KoHHekTop (IN) KoHHekTop (OUT) SCADA
E N

JaTumnk
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CLIEHAPWUI NCMOMb30BAHISA

TpaHcnsauua cHUMKOB aKpaHoB ¢ APM B joBepeHHOM CerMeHTe CeTH B Liensax 0KasaHusa yaaneéHHO

TEXHU4EeCKOW NoAAep>KKU CTOPOHHUMM cny>XXK6amu U OpraHnsaLmamm

OTPACIIb

@\]

NPOMbILUNEHHOCTb, TPAHCIMOPT

LIEJTb

O6ecneynTb OHMANH Nepeaayy CHUMKOB
9KpaHa ¢ paboyux MecT Ha
MPOU3BOACTBEHHOM 0OBLEKTE B LIEHTP
TEXHWUYECKOI NOALEPKKW BEHLOPA,
CTOPOHHEN CIyX0bl

PELLIEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans 3awutbl nepumer-
pa TEXHONOTMYECKOr0 CerMeHTa CeTy

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CerMeHTa CeTit 0T
N060ro BHELLHEro BO3AeNCTBNS ¢
BO3MOXHOCTbO OHNANH Nepefadn CHUMKOB
3KpaHa ans cneumanucToB Tex. NOAAEPKKN

MpuMeHsemblit NpoayKT

O KOMnaHuu

[pOMBILLNIEHHOE NPeLNpUATIE C aBTOMATU3MPOBAHHbLIM
NPOU3BOACTBEHHbIM LyKnoMm. Mpeanpuatie npuobpeTaet y
CTOPOHHMX BEHAOPOB U NPON3BOAUTENEN YCIYrn TEXHUYECKOM
NOAAEPXKN MMetoLLierocs Ha o6bekte o6opynosaHus u SCADA

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

CoBpeMeHHbIE BbICOKOTEXHONOIMYHbIE NPON3BOACTBA TPEOYHOT Bbl-
coyaiilen Keanudgukauum KaapoB U YpoBHA CONPOBOXaeHMs. He-
pefiKo TpebyeTcs NofAepXXKa CreumanuctoB No KOHKPETHbIM CK-
cTemMam W npoueccam, B ToM 4ucne ot Benaopos VG n o6opynosa-
Hus. [Ina atoro gaHHble ¢ APM nepenarotcs U3 TEXHONOMMYECKOro
CEerMeHTa B KOpPNoOPaTUBHbIA, OJHAKO, N0 TOMY Xe KaHany BO3MOX-
Ha OpraHu3auus ataku unu nonagadue speaoHocHoro M0. 3to mo-
XKET NPUBECTN K HAPYLIEHWO NPOWN3BOACTBEHHbIX NPOLECCOB U NO-
NOMKe Joporocrosiiero o6opynosaHus. Tpebyetcsa o6ecneyntb
HarnAgHoe npefocTaBneHune aaHHbIX ¢ APM onepatopa B TexH. cer-
MEHTE CTOPOHHUM cny6am B LieNsiX 0Ka3aHus TeX. NoAAepXKu

AMNK InfoDiode PRO pewaer 3agayn no nepejaye ¢hainosbIx

MOTOKOB, AWCTPMOYTUBOB, 03KanoB 6a3  AaHHbIX, PEnsnK
BUPTYaNbHbIX MaLUWH, 3NIEKTPOHHOW MOYThbl, BMAEO W ApYroro
Tpahuka 3a Mpedensl  [OBEPEHHOr0  CerMeHTa  LeneBbiM

noTpeGuUTeNsamM, U30NMPYs ATOT CErMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

TEXHUYECKOW NOAAEPXKKM

B YCNTOBUAX NOJNTy4eHUs OHNAWNH JaHHbIX C MOHUTOPOB OMepaTopoB

Pe3ynbrarhl

AL
-

SCADA

{ \
APM APM APM
orepaTopoB  0OrnepaTopos ornepaTopos

TexHonoruyeckas cetb

) (
‘
=> ra
- -_
=

« =
- \‘/ MPOCMOTP AaHHbIX
i )k N3 TEXHONOTMYECKOI CeTU

) L LleHTp TexHUYECKOI noaaepx KM

McknoYeHa BO3MOXHOCTb BO3JeACTBUSA HA UHGDOPMALIMOHHBIE CUCTEMbI M 060PYL0BAHNUE

COEMHEHNS B TEXHONOMMYECKNIA CErMEHT NPOMBILLSIEHHOTO 06beKTa

HabNoeHNs CreLnancTam TeXHUYECKOii NOAAePXKKI CTOPOHHUX cny6 1 BeHaopos MO 1 060pya0BaHMs

Duanyeckas n3onaLms
CermMeHTa

SCADA
= ‘
=l /| ]
APM APM APM

onepatopoe  onepatopos onepaTtopos

TexHonoruyeckas cetb

A

.@_

InfoDiode PRO

I

[MoTOKOBOE BUAEO/CTPUMUHT

‘ -

Buaeo cepeep/
CTPUMUHT cepBep

MpocMoTp AaHHbIX
113 TEXHOIOrMYeCKo ceTn

LieHTp TexHUYeCKOW NoAAEPKKM
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O6ecne4nTb nepenavy CHUMKOB 3kpaHa ¢ SCADA n APM onepatopoB Ha NPOMbILLIEHHOM 06bEKTE BO BHELUHWIA LLEHTP

FapaHTMPOBAHHO MCKIIOYUTH BO3AGNCTBIME HA MHDOPMALIMOHHbIE CUCTEMbI U 060PY0BaHIE NPOMbILLIIEHHOTO 06bEeKTa

BbINonHeHO hu3nyeckoe OTAENeHMe TEXHOMOMMYECKOr0 CerMeHTa CeTW MPOMBILLIIEHHOr0 06beKTa OT BHELUHWX CEeTei
O6ecneyeHa HanpaBneHHas Nepefaya AaHHbIX B LIEHTP TEXHWUYECKOI MOAAEPXKKW, MCKMHYawoLas nobble BXOAALME

O6ecneyeHa nepefiaqya OHMAWH CHUMKOB 9KpaHa B pearibHOM BPEMEHW C KOHTPOMbHbIX MOHUTOPOB U YCTPOWCTB
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CLIEHAPWUI NCMOMb30BAHISA

lNepeaaya TEXHONOrMYECKUX AaHHbIX U3 NPON3BOACTBEHHOr0 KOMNekca unu o6bLekTa fo6bluu B

KOpNOopaTuBHbIA CETEBON CErMeHT

OTPACI1b O KoMnaHuu

XUMWYECKAA NPOMBILLUNEHHOCTD
OauH 13 BefyLLMX NPOM3BOANTENEI MUHEPaNbHbIX YA0OPEHN Ha

,@, LIEJTb MUPOBOM PbIHKE

0O6ecneuntb nepegady teros OPC DA
Pa3nnyHbIX BEPCUIA U3 TEXHOMOTMYECKOr0
(3awumiLaemoro) cermMeHTa noTpebuTensm B
KOPNOPATMBHbIA CErMEHT ANs pelleHmns 3agay
aHanM3a JaHHbIX 1 NNaHMPOBAHNA

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH

CoBMeCTHOe NpUMEHeHMe KoMMJIeKca npo-

AykTos MasterOPC, InfoDiode SMART 06ecneyeHIe HeMpepbIBHOTO NPOLECCA HA XMMIYECKOM MPOU3BOA-

CTBE TPeObyeT MOHUTOPUHIA W aHann3a NPONU3BOACTBEHHbIX 06bEK-
TOB 11 060py0BaHus. [laHHbIe NS 3TOrO NepeAatoTcs U3 TeXHONO-
TMYeCKOro CermMeHTa B KOpnopaTtuBHbIi. OiHaKo N0 TOMY Xe KaHa-

E;/ MPENMVYLLIECTBA ny BO3MOXHA OpraHm3auus ataku unu nonagaHue BPeaOHOCHOro

M0 13 KOpnopaTUBHOrO WAM WHOTO BHELUHEro CermeHTa. 910 MO-

[apaHTUpOBaHHas 3aLuTa (Ha hU3N4ecKom )KET NPUBECTUN K HapyLLEHWUI0 PaboTbl TEXHONOMMYECKON CETH, 10PO-
YPOBHE) TEXHONIOrM4ECKOTO CErmeHTa ¢ FOCTOSLLEMY PEMOHTY, BO3HUKHOBEHMIO TEXHOTEHHBIX KaTacTpod.

MCTOYHUKOM JaHHbIX OPC DA ¢
BO3MOXHOCTbH Nepeadn AaHHbIX BHELIHUM
noTpebuTeNnam

MpuMeHsemblit NpoayKT

AMK InfoDiode SMART o6ecne4nBaeTr nepefady  AaHHbIX
O[JHOBPEMEHHO MO HECKOMbKAM MNPOMBbILINEHHBIM NPOTOKOMAM
yepe3 rpaHuuy nepumetpa. Cneunanu3upoBaHHble KOHHEKTOPbI
MPOMbILLMIEHHbIX MPOTOKONIOB MO3BOMIAIOT COOpaTh AaHHble U3
Kaxporo cermeHta cetm (o1 pasnuyHbix  SCADA  cuctem,
KoHTponnepos, OPC cepBepoB, AaT4nKoB) 1 Nepefatb UX fanee no
OQlHOHAnNpaBneHHOMY KaHany, o6ecneyms COOTBETCTBUE
BbICOYANLLMM TPEOOBAHMAM M30NALIMI 3ALLULLAEMOrO CErMeHTa.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

6am MOHUTOPUHIA N1 KOHTPOMS, aHANIUTUKK U NTaHMPOBAHNA

TOMY XXe KaHany, No KOTOpomy NepeaardTca AaHHbIe 418 CTOPOHHMX NOTpebuTtenei

Pe3ynbrarhl

MpeanpusTue

DMZ
©»
OPC DA
Server

PerynsapHo nony4arb AaHHble YCTAHOBOK TEXHONOIMYECKOro CerMmeHTa, HanpaenaTh UX BHELLIHUM NOTPEOUTENAM W CNyX-

FapaHTUPOBAHHO UCKMIOYUTL BO3EIACTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXKHOIM OpraHn3aLmio ataku no

2

Otyetbl 1
nawepab!

\%

AHaJ‘II/ITI/IKa ]
nnaHupoBaHne

53 2 [cnetyepuaaums

KOpHOpaTVIBHaﬂ WNKN CTOPOHHAA CeTb

J

[MoBbILIEH YpOBEHb WHAOPMALIMOHHOW 6e30MacHOCT 3a CYeT J(MEKTUBHOW CErmMeHTauunm CeTu.

BbinonHeHo

(hn3N4ecKoe OTABNEHMUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHUS B TEXHOMOTNYECKMIA CErMEHT U PacnpoCTPaHEHUs BPEJOHOCHbIX MPOrpamMmm

AaHHbIX B NoApa3aeneHna MOHUTOPUHIa, NNaHUPOBaHUA N KOHTPOIA

Peann3oBaHa nepefadya [ONOSHUTENbHBIX [OaHHbIX [Ans
KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

J

Duanyeckas usonauma
CerMeHTa

OPC DA
Server +
MasterOPC

InfoDiode SMART

»

TpOMBILLNEHHbIE NPOTOKOMbI

PeannsoBaH c60p AaHHbIX C TEXHONOIrMYECKMX YCTAHOBOK W MX nepejada no O4HOHAMNPaBIIEHHOMY KaHany Yepes Aunoa

pykoBOoACTBa W 3alHTEpPeCOBaHHbIX COTPYAHWKOB B

5
MasterOPC \

AHaJ'IVITVIKa 7
nnaH1poBaHme

Aﬁ 2 [Ivcnetyepusauns

Ten: +7 (495) 725-7660  dakc: +7 (495) 646-7560

KopnopaTuBHasi Unu CTOPOHHSIS CeTb

paw6pab!
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CLIEHAPWUI NCMOMb30BAHISA

lepeaaya TeXHONOrM4eCKUX AaHHLIX B rONIOBHOM 0YUC - M3 60s1ee JOBEPEHHOro B MeHee

J0BEPEeHHbI CeTeBON CermeHT

OTPACIIb

W&]

HE®TETA3

LIEJTb

O6ecneynTb nepefady npomM. NPOTOKONOB
Pa3NNYHbIX BEPCUIA N3 TEXHONOTNYECKOTO0
(3awwMLLaemMoro) cermMeHTa BHeLHUM
noTpe6UTENsIM B LIENSX LieHTPann30BaHHOro
MOHUTOPMHIA U KOHTPONS COCTOSIHNA

PELLIEHWE

CoBmecTHOe npumeHeHne npoaykTos InfoDi-
ode SMART, InfoDiode PRO n gononHutens-
HbIX KOHHEKTOPOB NPOMBbILLSIEHHbIX MPOTOKO-
NoB (Np1 Heo6X0LMMOCTH)

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CerMeHTa ¢
UCTOYHUKOM NPOMBbILLIIIEHHOr0 Tpadinka ¢
BO3MOXHOCTbH Nepeadn AaHHbIX BHELIHUM
noTpebuTeNnam

MpuMeHsemblit NpoayKT

O KOMnaHuu

MeXyHapoHas KOMNaHus - ofjHa U3 BeayLUX B MUpe B cepe
[06b141 11 NepepaboTKn MUHEpParbHbIX PECYPCOB C
WHTErPUPOBaHHBIMM [06bLIBAIOLLMMM, NepepabaTbiBaLOLLIMK,
SHEPTeTUYECKUMM 1 NIOTUCTUYECKIUMIA NPeANPUATUSMM

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

Knbeparaka Ha 06bEKT U NPOHWKHOBEHWUE 3NM0YMbILLIEHHMKA Yepes
TUNOBbIE CPEACTBA 3aALLUUTLI MOTYT MPUBECTU K NOBPEXAEHMIO [aH-
HbIX U CepBepoB Npunoxexunin B cermente AGY TI1, 4To npuBeaéT K
HapyLLIEHUAM TEXHONOrn4ecKnx npoueccoB. B pesynbTate Komna-
HUSA, KaK MWHWUMYM, BbIHYX[eHa OyAeT OTKMYUTb COeAuHEeHue
cermenTa AGY TI ¢ kopnopaTuBHbIM CErMEHTOM U IHTepHeT.

Hanuune BO3ayLIHOTO 3a30pa XOTs W NpeoTBpaLLaeT Kubepartaky
Ha 3allMLLIEHHbIA CErMEHT, HO He NO3BONSET 06EeCMeYnTb Hempe-
PbIBHOCTb GU3HEC-NPOLIECCOB N CTOPOHHUIA MOHUTOPUHT TEXHOMO-
FMYECKIX CErMEHTOB NPeanpuUATUIl HechTera3oBoil KOMNaHMK.

AlK InfoDiode SMART o6ecneyuBaeT nepeaady LaHHbIX OJHOBPEMEHHO MO
HECKOJIbKMM MPOMbILLIEHHbIM NPOTOKONIAM Yepe3 rpaHuuy nepumertpa. Cne-
UManU3NPOBaHHbIE KOHHEKTOPbI MPOMbILLSIEHHbIX MPOTOKO/I0B MO3BOAAT
cobpatb JaHHble U3 KAXA0ro CermeHTa CeTu W nepefarb Ux Aanee no ofHo-
HanpaBfieHHOMY KaHany, 06ecneynB COOTBETCTBME BbICOYAALLUM TpeboBa-
HUAM U30NALMK 3ALLNLIAEMOrO CerMeHTa.

AMNK InfoDiode PRO o6ecneynBaetT nepegayy (haiinoBbiXx MOTOKOB
(KypHanos, AuMCTpuGYTUBOB, 63KaNOB 06a3 [aHHbLIX, 3JIEKTPOHHOWA MOYTbI),
Buaeo n UDP, Syslog, SPAN u apyroro Tpaduka 3a npefenbl JOBEPEHHOIO
CermMeHTa LieneBbIM NOTPEOUTENAM, U30NNPYA 3aLLULLIAEMbIA CETMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

° PerynsapHo nepefasatb AaHHbIE C 06bEKTOB TEXHONIOrMYECKOr0 CErMeHTa B LIEHTPbI MOHUTOPUHIA, ONepaTuBHON aHanu-
TUKW 1 NNTaHUPOBAHNA

. 06ecneynTb LHTPan130BaHHbI MOHUTOPUHT 6830MACHOCTIA 1 MPON3BOAUTENLHOCTU TEXHONOMMYECKON CeTH

) FapaHTUPOBAHHO UCKMIOYUTL BO3/EICTBIE HA TEXHOMOTUYECKINIA CErMeHT, C1eNaB HeBO3MOXKHON OPraHn3aLmio aTaku no
TOMY € KaHany, no KoTopoMy NepefarnTcs AaHHbIe AN CUTYaLMOHHbIX LEHTPOB 1 LieHTpoB SOC/NOC

( 1\ ( \
J OTyeTbl 1
F7n B,
a™a
Builka \ &8& - SQL man A3bIK
* N anpocos wn AP % AHanuTika 1
« =t * ’ & InaHMpoBaKUe
- TpOMbILLIIEHHbIE MPOTOKOMbI I-----I % 202
Mnatgopma /‘ b\ 1 T Historian a
. _~ SCADA . &%& [ucnetyepnsaumns
o SYSLOG, LD L K
ﬂﬁ nieperaya hairnos XypHanos « § opnopaTuBHas ceTb )
n ( soc NOC )
[FERLELD Firewall
[ T T I Eé f
o ¢ E @8
BupeoHabniopetne MK APM onepatopa i \JV‘(
L CeTb npeanpuAaTUA ) L CuTyaLMOHHBIW LIEHTP )

Pe3ynbrarhl

° MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hM3NYeCKoe  OTAENEHWE TEXHOMOTUYECKOH CEeTM OT KOPMOPaTMUBHOW M [PYruX, MeHee [0BEPeHHbIX CErMEeHTOB.
ckntoyeHa BO3MOXHOCTb NMPOHUKHOBEHMNS! B TEXHOMOTUYECKMIA CErMEHT 11 pacnpoCTPaHeH!st BPeJOHOCHbIX NPOrpaMm

o Peann3oBaH cO0Op AaHHbIX C 060PYLOBaHWS M WX Mepedada no OAHOHANPABMEHHOMY KaHany 4Yepe3 AVOA AaHHbIX B

CUTYALMOHHBIA N JUCNETYEPCKNIA LEHTPbI

o Peann3oBaHa nepefadya [ONOSHUTENbHBIX [OaHHbIX [Ans pykoBOoACTBa W 3alHTEpPeCOBaHHbIX COTPYAHWKOB B

KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

L4 O6ecneyeHa ornepaTuBHas nepejaya faHHbIX 0 6€30MacCHOCTW M NPOU3BOLUTENIbHOCTU TEXHOMOMYECKOr0 CEerMeHTa CeTi
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CLIEHAPWUI NCMOMb30BAHISA

lMepenaya AaHHbIX AN MOHUTOPUHIA NPOU3BOACTBEHHOI MHAPACTPYKTYPbl B MeHee [0BepeHHbIN
CeTeBOi CermMeHT

OTPACI1b O KoMnaHuu

JIOBbIYA, TPAHCIMOPTUPOBKA TA3A
MexxgyHaponHas KomnaHnus no go6blye rasa ¢ 06bekTaMm 4o6blyn,

@ LIEMb nepepaboTKM U TPAHCMOPTUPOBKM rasa

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHONOTNYECKOr0
(3awmiLaemoro) cermMeHTa 06bEKTOB J06bLIYM
11 TPAHCMOPTMPOBKM B UHbIE CErMEHTbI ANS
peLLeHns 3aja4 MOHUTOPMHIA MPOM3BOACTBA

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH
CoBmecTHOe nprMeHeHne Komnnekca npo-

AykTos MasterOPC, InfoDiode SMART B peaynbTaTe KGepaTaku MOTYT CyLLECTBEHHO NOCTPAAATb AaHHble

1 CepBepbl NPUMOXKEHNI KaK KOHEYHbIX 06bEKTOB, TaK U MPOMEXY-
TOYHbIX TOYEK cOopa AaHHbIX, Y4TO NPUBEOET K CYLIECTBEHHbIM
HapyLUEHWUSIM TEXHONIOTUYECKMX MpOLECcCOoB. B pesynbrate TakKux

|‘:‘/; MPEUMVYLLIECTBA NENCTBUA KOMNAHMS, KaK MUHUMYM, OYAET BbIHY)XAEHA OTKITHOUYNTb
nepenady aaHHblx u3 cermenta ACY TIT B KOpnopaTtuBHbIA CErMeHT
apaHTMpOBaHHasA 3aliuTa (Ha (HM3M4ECKOM 1 B rNO6abHyt0 CeTb VIHTEpHET.
YPOBHE) TEXHOMOrMYECKOro cermeHTa/
06bEKTOB C UCTOYHUKAMI IaHHbIX C HBCMOTpFI Ha TO, YTO pa3pbiB COEAMHEHNA XOTA W NPefoTBpaTuT
COXPaHeHMeM BO3MOXXHOCTI Nepeaadu [anbHeiillee pacnpocTpaHeHne KnbepaTtaku, 310 NpUBEAET K Hapy-
JaHHbIX BHELUHUM NOTpe6uTensm LUEHUAM HenpepbiBHOCTN GU3HEC-NPOLIECCOB N MOHUTOPUHIA Tex-

HOJTOrn4eckKoro CermeHTa.

MpuMeHsemblit NpoayKT

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOSIbKUM NPOMbILLSIEHHbIM NPOTOKOSIAM Yepes3 rpaHu-
Ly nepumetpa. Cneunann3mpoBaHHble KOHHEKTOPbI MPOMbILUMEH-
HbIX MPOTOKOJI0B NO3BOMAKT CO6PaTh JaHHbIE U3 KAX0r0 CermMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, [ATYMKOB) U Nepepatb WX fanee N0 OJHOHANPABIIEHHOMY Ka-
Hany, 06ecrne4mB COOTBETCTBIE BbICOYANLIMM TPE6OBAHUAM N30M5-
LW 3aLLMLLAEMOTO CermMeHTa.
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TpeboBaHus

PerynsapHo nony4atb AaHHble C 06bEKTOB A06bI4YW, TPAHCNOPTUPOBKM, MPOMEXYTOYHbIX LEHTPOB MOHUTOPKHIA, Hanpas-
NATb X B LEHTPaNnn30BaHHbIE LEHTPbI MOHUTOPWHIA N ONOBELLEHNA

06ecneyunTb LEHTPaNN30BaHHbI MOHUTOPUHT COOBLLEHNIA O NPOU3BOAUTENLHOCTI TEXHONOTNYECKON CETH

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTca AaHHble A1 BHELHWA NoTpe6buTesen, LIEHTPOB NOC n APYrux cnyxe
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Pe3ynbrarhl

[MoBbllLEH YPOBEHb WHMOPMALMOHHON 6e30MacHOCTM 32 CYET IMAEKTUBHOW CermMeHTaLuMu CeTh. BbINOMHEHO

(PM3n4eckoe OTAENEeHNEe TEXHONIONYECKON CETU OT LPYrUX, MeHee [JOBEPEHHbIX CErMeHTOB. VICKnoyeHa BO3SMOXHOCTb
MPOHWKHOBEHUSA B TEXHONTIOTMYECKMNiA CErMEHT U pacnpoCcTpaHeHns BpeAOHOCHbIX NPOrpamm

PeannsoBaH c60p AaHHbIX C 06bEKTOB [06bIYM, TPAHCMOPTUPOBKMW, MPOMEXYTOYHbLIX LIEHTPOB MOHWUTOPUHIA U WX

nepefaya no oJHOHanNpaBfeHHOMY KaHany Yyepes Anoj AaHHbIX B LEHTP NNaHUPOBaHUS I MOHUTOPUHIA C 06eCNeYeHIeM
BbICOKOI# NPON3BOANTENBHOCTY Nepeaadn AaHHbIX

Peann3oBaHa nepefgaya [OMNOJSIHUTENbHbIX [HAdHHbIX AONA pykoBoACTBa W 3aWHTEPECOBaHHbIX COTPYAHWKOB B

KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

O6ecneyeHa nepeaaya ONOBELLEHNIA OT YCTPOICTB TEXHONOTNYECKON CETW NOJb30BATENAM B UHbIE CETEBbIE CErMEHTbI
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CLIEHAPWUI NCMOMb30BAHISA

Mepenaya AaHHbIX ¢ A06bIBaAIOLLErO 060PY/0BAHNA U CMEXHBIX CUCTEM B MEHEe [J0BepPEeHHbIi

CeTeBOi CermMeHT

OTPACIIb

IOPHOOBbIBAOLLIASI MPOMBILLIITEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHONOTNYECKOr0
(3awmiLaemoro) cermMeHTa 06bEKTOB J06bLIYM
B MHbIE CErMeHTbl ANs peLueHmns 3aaay
MOHUTOPMHIA 1 MaHNPOBaHMS

@ PELLIEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nyktoB Master OPC, InfoDiode SMART,
Aveva/Wonderware Historian

NPENMYLLIECTBA

@\]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOrMYECKOro CermeHTa
ropHO06bIBAKOLLEr0 06bEKTA C UCTOYHUKAMMU
[laHHbIX C COXPAHEHMEM BO3MOXXHOCTH
nepefayn JaHHbIX BHELIHUM NOTPE6UTENSM

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHas MexayHapofHas KomnaHus no fo6biye 1 nepepacoTke
MONe3HbIX UCKOMAeMbIX

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pesynbTate Kubeparaku MOryT CYLLECTBEHHO NOCTPafaTh AaHHbIE
1 CEepBepbl NPUNOXEHNIA KaK KOHEYHbIX 00LEKTOB, TaK M MPOMEXY-
TOYHbIX TOYEK COOpa AaHHbIX [J06bIBAKOLIEr0 NPeanpusaTMs, 4To
NPMBEAET K CYLUECTBEHHbIM HApYLUEHUAM TEXHONOrMYecKMX Mnpo-
LLleCCoB. B pesynbrate Takux AENCTBUA KOMNAHUSA, KaK MUHUMYM,
BbIHY)X/eHa BYAeT OTKMIOYUTb Nnepefady AaHHbIX U3 cermenTa ACY
Tl B KOPNOpaTUBHbIA CErMEHT W B rNobanbHyo ceTb IHTEpHET, a
TaKXXe OCTaHOBWUTb MNPOM3BOACTBEHHbIE MPOLECChl. YTO, B CBOH
04epenb, HeM36eXXHO NpuBedeT U K (PMHAHCOBbLIM, 1 K PenyTaLnoH-
HbIM NOTEPSM.

AMK InfoDiode SMART o6ecne4nBaeTr nepefady  AaHHbIX
O[JHOBPEMEHHO MO HECKOMbKAM MNPOMBbILINEHHBIM NPOTOKOMAM
yepe3 rpaHuuy nepumetpa. Cneunanu3upoBaHHble KOHHEKTOPbI
MPOMbILLMIEHHbIX MPOTOKONIOB MO3BOMIAIOT COOpaTh AaHHble U3
Kaxporo cermeHta cetm (o1 pasnuyHbix  SCADA  cuctem,
KoHTponnepos, OPC cepBepoB, AaT4nKoB) 1 Nepefatb UX fanee no
OQlHOHAnNpaBneHHOMY KaHany, o6ecneyms COOTBETCTBUE
BbICOYANLLMM TPEOOBAHMAM M30NALIMI 3ALLULLAEMOrO CErMeHTa.
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Apxutektypa: MOCNE
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TpeboBaHus

PerynsapHo nony4atb AaHHble C 06bEKTOB A06bI4MW, HANPABNATbL WX B IMHOE XpaHunuie Historian B KOpropaTtuBHO
CeTu Ana nocneayroLlein 06paboTKn U aHanu3a, nepeaaymn B npoyne MHOPMaLUOHHbIE CUCTEMBI

° 06ecneynTb LiEHTPaNnN30BaHHbIA MOHUTOPWHT cepBepoB SCADA 1 OPC-cepBepoB 060raTUTENbHOI habpuku

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XK€ KaHaly, N0 KOTOpoMy nepenardTCcA AaHHbIE

e . )
J nﬁak:
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MpeanpusaTtue no aobbIve KopnopaTtnBHas unum cTopoHHss ceTb
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Pe3ynbrarhl

MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHMUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHNS B TEXHOMOTNYECKMIA CErMEHT U PacnpoCTPaHeHe BpeAOHOCHbIX MPOrpamm

PeanusoBaH c60p AaHHbIX C 06bEKTOB J0OLIYM W UX nepefada no OfHOHANPaBIEHHOMY KaHany Yyepes AUO0j AaHHbIX B
e[IMHOE XpaHunuile Historian B KopnopaTUBHOM CETK

PeanusosaHa nepefada [OONOSIHATENIbHBIX [OaHHbIX AN PYKOBOACTBA W 3aMHTEPECOBAHHbIX COTPYOHWUKOB B
KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

O6ecneyeHa nepeaaya ONOBELLEHNIA OT YCTPOICTB TEXHONOTNYECKON CETW NOJb30BATENAM B UHbIE CETEBbIE CErMEHTbI
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CLIEHAPWUI NCMOMb30BAHISA

lepepada AaHHbIX TEXHOIOMMYECKOM CeTH ropHo-060ratuTenbHoro koméuHara (F'OK) B meHee

J0BEPEeHHbI CeTeBON CermeHT

OTPACIIb

IOPHOOBbIBAOLLIASI MPOMBILLIITEHHOCTb

W&]

LIEJTb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOAO0B 1 (haiiNoB U3 TEXHONOMMYECKOro
(3awmiLaemoro) cermMeHTa 06bEKTOB J06bLIYM
B MHbIE CErMeHTbl ANs peLueHmns 3aaay
MOHUTOPMHIA 1 MaHNPOBaHMS

PELLIEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nykToB InfoDiode ¢ MasterSCADA unu
Anba nnatgopma

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOrMYECKOro CermeHTa
ropHO06bIBAKOLLEr0 06bEKTA C UCTOYHUKAMMU
[laHHbIX C COXPAHEHMEM BO3MOXXHOCTH
nepefayn JaHHbIX BHELIHUM NOTPE6UTENSM

MpuMeHsemblit NpoayKT

O KOMnaHuu

Komnanus no go6blye 1 nepepaboTke none3HbIX MCKONaeMblX

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pe3ynbrare Knéepatakum MOryT CYLLECTBEHHO NOCTPaAaTh AaHHbIe
1 cepBepbl NPUIIOXKEHNIA KaK KOHEYHbIX 06BEKTOB, TaK WU MPOMEXY-
TOYHbIX TOYEK cO6opa AaHHbIX FOPHO-060raTUTENbHOMO Npeanpus-
TS, 4TO NMPUBELET K CYLIECTBEHHbIM HApYLIEHUAM TEXHOSoruye-
CKMX npoueccoB. B pesynbTate Takux [eACTBUIA KOMMaHMA, Kak
MUHUMYM, BbIHY)XX[ieHa 6yaeT OTKM4YUTb Nepeaady AaHHbIX U3 cer-
meHTa AGY Tl B KOPNopaTuBHbIA CErMEHT W B r106anbHY0 CETb
VHTepHeT, a TakXe OCTaHOBUTbL MPOW3BOACTBEHHbIE MPOLECCHI.
4710, B CBOIO 04epeib, HEM36EXHO NPuUBedeT U K (DMHAHCOBLIM, U K
penyTaLunoHHbLIM NOTEPAM.

AlK InfoDiode SMART o6ecneyuBaeT nepeaady LaHHbIX OJHOBPEMEHHO MO
HECKOJIbKMM MPOMbILLIEHHbIM NPOTOKONIAM Yepe3 rpaHuuy nepumertpa. Cne-
UManU3NPOBaHHbIE KOHHEKTOPbI MPOMbILLSIEHHbIX MPOTOKO/I0B MO3BOAAT
cobpatb JaHHble U3 KAXA0ro CermeHTa CeTu W nepefarb Ux Aanee no ofHo-
HanpaBfieHHOMY KaHany, 06ecneynB COOTBETCTBME BbICOYAALLUM TpeboBa-
HUAM U30NALMK 3ALLNLIAEMOrO CerMeHTa.

AMNK InfoDiode PRO o6ecneynBaetT nepegayy (haiinoBbiXx MOTOKOB
(KypHanos, AuMCTpuGYTUBOB, 63KaNOB 06a3 [aHHbLIX, 3JIEKTPOHHOWA MOYTbI),
Buaeo n UDP, Syslog, SPAN u apyroro Tpaduka 3a npefenbl JOBEPEHHOIO
CermMeHTa LieneBbIM NOTPEOUTENAM, U30NNPYA 3aLLULLIAEMbIA CETMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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Apxutektypa: MOCNE
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TpeboBaHus

PerynspHo nomy4atb jaHHble ¢ 06bEKTOB NepepadoTKil, HaNpPaBNATb UX B KOPNOPATUBHYIO CETb AMs NOCNeaytoLLeil 06-
pabOoTKM M aHann3a, nepeaayy B NPoyNe MHKHOPMALIMOHHbIE CUCTEMbI

06ecneyntb MOHUTOPUHT cepBepoB SCADA o6oratutensHoin dabpuku 1 SCADA ee TEXHONOrMYECKMX Y4aCTKOB

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMEHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XK€ KaHaly, N0 KOTOpoMy nepenardTCcA AaHHbIE
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TexHONOrM4YecKuit CermeHT M KOpHOpaTMBHaH WUINKN CTOPOHHAA CeTb
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Pe3ynbrarhl

MoBbilWeH YypoBeHb WHGOPMALMOHHON 6Ge30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHMUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHNS B TEXHOMOTNYECKMIA CErMEHT U PacnpoCTPaHeHe BpeAOHOCHbIX MPOrpamm

PeanusoBaH c60p AaHHbIX C 06bEKTOB J0OLIYM W UX nepefada no OfHOHANPaBIEHHOMY KaHany Yyepes AUO0j AaHHbIX B
KOpMOPaTMBHYIO CETb

PeanusoBaHa nepefaya [OMOMHUTENbHbIX [AAHHbIX AfS PYKOBOACTBA W 3aMHTEPECOBAHHbIX COTPYAHMKOB B
KOpropaTUBHOM CermeHTe (dpaiinbl, Aaw6opabl, BATPUHbI, OTHETHI)

O6ecneyeHa nepeaaya ONOBELLEHNIA OT YCTPOICTB TEXHONOTNYECKON CETW NOJb30BATENAM B UHbIE CETEBbIE CErMEHTbI
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CLIEHAPWUI NCMOMb30BAHISA

lMepeaaya KPUTUYHBIX AAHHLIX B LieNAX pe3epBHOr0 KONUPOBaHUA BO BHELLHEe XpaHWUULLe

OTPAC/1b O KOMnaHuu
BAHKW, ®UHAHCHI

@ LIESTb

06ecneyunTh PerynspHoe pesepeHoOe
KONnpoBaH1e NHAOopMaLMn 3 Cetn 6aHKa B
3aLLMLLIEHHOE XPaHWUINLLE.

KpynHas puHaHcoBas opraHusaumus us ton - 13.

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ons co3gaHus n3onu-
POBaHHOMO CETEBOr0 CErMeHTa, 3aLLMLLEHHO-
0 OT BHELLUHEro Bo3aelicTBus

YcTonymBoe (PyHKLMOHWPOBAHME 6U3HEC-NPOLECCOB (IUHAHCOBOA
OpraHn3aLyun 3aBUCKUT, B TOM YUCTIE, W OT HANNYUA HALEXKHO (DYHK-
LIMOHVMPYIOLLEN CUCTEMbl PE3EPBHOTO KOMMPOBaHUA. B TO e Bpe-
M#i, BHELLHWE COBAVUHEHNS C OCHOBHOW CETbi0, a TAKXKe MecTa Xpa-
HEHMA Pe3epBHbIX KOMUIA, MOryT NoaBeprathbCs Kubeparakam. B
3TUX YCMOBUAX XPaHeHWe [aHHbIX Ha O0O6bIYHbIX pecypcax
FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM (neHTO4YHOE XpaHunuile, annoBoe XpaHWUNULLE W T.M.) NOBbILLIAET
YPOBHE) CETEBOr0 CErMeHTa Anst XpareHus PUCKN yTepU, KOMNPOMETaLMM JaHHbIX. baHky Tpebyetcs opraHu-
03KanoB CUCTEM, «CHIMKOB iaHHbIX>, 3aUNs 3aLLALLEHHOTO CErMEHTa, KOTOPbIA MO3BONMUT COXPAHATH 3Ta-
Pe3epBHbIX KOMNKW faHHbIX.

TNOHHbIE KOMUM JaHHbIX [N15 Han6omee pUCKOBaHHbIX CLEHApPUEB UX
noTepu, B TOM YUCTE B Pe3ynbTaTe AeiCTBUA 3M10yMbILLIEHHUKOB.

NPENMYLLIECTBA

@\]

MpuMeHsemblit NpoayKT

AMK InfoDiode PRO peluaet 3aga4n no nepeaave gaiinosbix NoTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENnSIMK BUPTYanbHbIX
MaLLWH, 31IEKTPOHHOI NOYThLI, BUAEO 1 ApYroro tpaduka.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

PerynsapHo nepefasatb AaHHble 63KAMNOB Ha 3aLUMLLIEHHbIA PECYPC ANS LeNei rapaHTUpOBaHHOMO U30NPOBAHHOIO Xpa-
HEHMSA PE3ePBHbIX KOMUIA, «CHUMKOB AAHHbLIX», 3TaNOHHbIX KOMUIA LAHHBIX 1 CUCTEM

FapaHTUPOBAHHO UCKMIOYNUTL BO3JEICTBIE HA 3aALLMLLEHHDBII CErMeHT, C1eNaB HeBO3MOXHOI OpraHn3aLmIo aTaku no
TOMY X€ KaHany, no KOTOpOMY AaHHble NepeaaloTcs Ha XpaHeHue

f f ™
o Bbimy3ka pe3epBHbIX Konuid Eé
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< = =
< f Cuctema pe3epBHOro
KopnopaT1BHbIf cermeHT
pnop - \‘/ | KOMMPOBaHYA N XpaHeHus
AR NK

Pe3ynbrarhl

® BbinonHeHo (*)I/I3I/I‘-IGCKOG otaeneHune 3aluLeHHOro cermMeHTa OT MeHee [O0BEepeHHbIX CErmMeHTOB. MckntodeHa

BO3MOXHOCTb NMPOHUKHOBEHUS 3N10YMbILLTIEHHNKA B CEMEHT XpaHeHUs aHHbIX 1 PacnpoCTPaHeHus (3anycka) B HEM
BPEAOHOCHbIX MPOrpamm

. ObecneyeHa OAHOHANpaBneHHas mnepefaya JaHHbIX HA BHELIHee 3alUMLLIEHHOE XPaHWNULLE, WUCKMoYatoLLas
BO3MOXHOCTb BO3/IMCTBUS HA CUCTEMY XpaHEH!s 63KanoB 1 pe3epBuUpyeMble AaHHbIe

O6ecrneyeHa HenpepbIBHOCTb GM3HEC MPOLECCOB (PUHAHCOBOWA OpraHu3auui 6Gnarojaps OpraHu3aLuuum CTporo
[ETePMUHNPOBAHHOTO OfJHOHAMPABMIEHHOTO MOTOKA JAHHbIX HA BHELIHWA MO OTHOLIEHMIO K KOPNOPaTWUBHON CETU

3ALLNLLEHHBIN PECYPC, CHUDKEHbI PWUCKWM MOMHOW YTEPU AaHHLIX B CNyyae YCMELIHOW aTaku 3M0YMbIWMEHHUKA Ha
OCHOBHOA CErMEHT aHHbIX 6aHKa
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CLIEHAPWUI NCMOMb30BAHISA

Oka3aHue TeXHN4eCcKoM noaaepXXkKu KrueHTam H4epe3 MecCeHpKepbl U UHbIe KaHallbl

KOMMYHUKaLUIA

OTPACIIb

@\]

BAHKW, ®UHAHCBI

LIEJTb

O6ecneynTb B3aUMOJENCTBIME ONEPATOPOB C
KNueHTamMu nocpesCcTBOM MeCcCeHIXepoB

PELLIEHWE

CoBMeCTHOE MPUMEHEHMe ABYX annapaTHo—
nporpaMmHbIX kKomnnekcos InfoDiode PRO u
peweHnii Naumen ans 3awiuThbl CErMeHTa ¢
WCTOYHUKOM HYBCTBUTENbHbIX AAHHbIX

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) BHYTPEHHEN CeT OpraHn3aummn ¢
BO3MOXHOCTbH NMONYYEHNUA U OTNPABKN
COOO6LLIEHNI Yepes pas3finyHble NHCTPYMEHTI
KOMMYHUKALUUW C KITUEHTOM

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHbiin 6aHK 13 Ton - 20. KOHTaKT-LeHTp 6aHKa Ucnosb3yer
[aHHble, B TOM YUCNE NepCcOHaNbHbIe, N3 3aLLUNLLEHHOT0 CErMeHTa.

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

BsaumopeiicTeue C KnmeHTamu TpebyeT NpUMEHeHNs COBPEMEHHbIX
CNOCO60B KOMMYHWKALWUKX 1 MHOTOKaHaNbHOCTK (Hanpumep, coLce-
Tell, MECCEHIDKEPOB, 3. MOYTbI U T.M.) KK AN NOAJEPXKKU KNeH-
TOB, TaK W /19 CONPOBOXEHNSA OCHOBHbIX NPOLECCOB 06CNYXMBa-
HUA 1 npofax. Otaen WHAOPMALMOHHONA 6€30MacHOCTU CYUTAET,
4TO WUCMONb30BaHWE (PaipBoNIOB 6ONEE HE rapaHTUpyeT Hafexa-
WMA YPOBEHb 3awwmMTbl OT Ku6epyrpos. Opranusaumm Tpebyetcs
NOBLICUTL YPOBEHb 6GE30MacHOCTM BHYTPEHHEr0 CermeHTa Cetw,
COXPaHWB MpW 3TOM BO3MOXHOCTb B PEXWUMe OHNanH o6pabarbl-
BaTb 3anpOCbl OT KIIMEHTOB, NOJTy4eHHble NOCPELCTBOM PA3/NYHbIX
KaHanos.

AMNK InfoDiode PRO pewaer 3agayn no nepejaye ¢hainosbIx
MOTOKOB, AWCTPMOYTUBOB, 03KanoB 6a3  AaHHbIX, PEnsnK
BUPTYanbHbIX MalLUWH, ANEKTPOHHOW MOYTbl, BUAEO U APYroro
Tpahuka 3a Mpedensl  [OBEPEHHOr0  CerMeHTa  LeneBbiM
NnoTPe6UTENAM, U30NIUPYA 3TOT CErMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

O6ecneynTb 3awuTy nepuMeTpa, CoiepKaLllero CUCTeMsbl, 6a3bl JaHHbIX, XPAHNNKLLA NEPCOHANbHbIX U YYBCTBUTENbHbIX
[aHHbIX NOCPeACTBOM OpraHM3auumn pasfaenbHbIX annaparHbiX 04HOHANPaBNEHHbIX KaHanoB 06MeHa CO06LLEHNAMY

[apaHTMPOBAHHO UCKMIOYNTbL BHELLIHWE NOAKIYeHUS, cienaB HEBO3MOXXHON YTeUKY, Nopyy, KOMNPOMETALM0 JaHHbIX
Mo KaHanam o6meHa MHopMaLmen
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Pe3ynbrarhl

° BbinonHeHo dhu3ndeckoe OTAeNeHWe BHYTPEHHed CeTu opraHwusaumn oT cermeHta DMZ, B KOTOpOM pacnonoxeH
MPOKCU-CepBep COOOLLIEHWUA KOHTAKT-LIeHTpa.

O6ecneyeH 06MeH AaHHbIMU C KNUEHTAMMW CNELManincToB KOHTAKT-LEHTPa, HanpaBneHHas nepeaaya obpalleHnii BHYTPb
CeTn opraHn3aunmn, nckno4varoLLias yTe4ky AaHHbIX

ObecneyeHa HanpasfeHHas nepefada OTBETOB CMELMANNCTOB KOHTAKT-LEHTPA BO BHELUHWA CErMeHT, UCKIoYatoLLas
BO3/EIICTBIE Ha BU3HEC-NPOLIECChI 6aHKa U pacnpocTpaHeHne BpeJoHOCHbIX MPorpamMm

O6ecneyeHa HenpepbIBHOCTb OGM3HEC-NPOLIECCOB 6narofaps OpraHu3auuu CTporo AeTePMUHMPOBAHHLIX B3aUMHO
OJHOHAMNPAB/IEHHbIX MOTOKOB AAHHbIX W KOHTPOMb 3a KaHanamu B3aUMOLEWCTBUA C HEAO0BEPEHHbIMU UCTOYHUKAMW

LOaHHbIX
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CLIEHAPWUI NCMOMb30BAHISA

lepepaya paHHbIX B na6oparoputo b B coctase SOC ans usonauuu 1 nocneayioLiero aHanusa Ha

npeamMeT Han4na spejoHOCHOro Koaa

OTPACIIb

@\]

BAHKW, ®UHAHCBI

LIEJTb

O6ecneynTb nepeaady 06pa3oB BUPTYASbHbIX
maluuH 1 M0, noao3puTenbHbIX aitnos n3
CeTM OpraHusaumn B n1abopatoputo
MHdopMaLnoHHo 6esonacHocT SOC unm
CTOPOHHEro NoapsaYuKa

PELLIEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans 3aluThl OT yTe4eK
13 nabopaTopun No KaHany ceA3u

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CermeHTa cetu nabopaTtopuu ot
yTe4eK BO BHELLHWE CETU C BO3MOXHOCTbIO
nepefayn 06pa3os aHAU3NPYEMbIX CUCTEM
BO BHYTPEHHIOK0 CeTb nlabopatopum

MpuMeHsemblit NpoayKT

O KOMnaHuu

®uHaHCOBas OpraHWM3aums peruoHanbHOro YpoBHe ¢ omnuanbHom
cTpykTypon. Mpeanpusatue nveet cermeHT SOC, Bknoyarowmin Vb
naboparoputo.

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

Jlabopartopms MHOPMALMOHHON 6e30MacHOCTI OTBEYAET 3a aHa-
N3 HOBOTO M (PYHKLMOHWPYIOLLErO NPOrpaMmmMHOro 06ecreyeHus
Ha Hanuyue yrpo3 knbep6e3onacHocTi. B «necoyHuLe» naboparo-
puK MOTYT ObITb PA3BEPHYTbI 3apaXKEHHbIE WHAOPMALIMOHHbIE CU-
CTEMbI, KOTOPbIE MOrYT NPEACTaBNATL Yrpo3y «oo6uuein cetu» UT-
WHAQPACTPYKTYpbl NPU NEPEcevyeHnn nepumeTpa CermMeHTa CeTw
naéopatopun. Heob6xoaMmo NpeaoTBpatuTh NO6YH0 BO3MOXHOCTb
HEraTMBHOIO BO3LENCTBUS HA BHELLUHWE CErMEHTbl CETU, COXPaHAs
Nnpu 3TOM KaHan CcBA3W Ang nepefadn AaHHbIX B Na6OPaTopuio 1H-
tbopmaunoHHO 6e30NaCHOCTH.

AMNK InfoDiode PRO pewaer 3agayn no nepejaye ¢hainosbIx

MOTOKOB, AWCTPMOYTUBOB, 03KanoB 6a3  AaHHbIX, PEnsnK
BUPTYaNbHbIX MaLUWH, 3NIEKTPOHHOW MOYThbl, BMAEO W ApYroro
Tpahuka 3a Mnpedensl  [OBEPEHHOr0  CEerMeHTa  LefeBbiM

noTpeGuUTeNsamM, U30NMPYs ATOT CErMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

PerynsapHo nepegasatb AaHHbIE N3 BHELLUHWUX CErMEHTOB CETU B CeTb nabopaTopun Ans aHanuaa

FapaHTMPOBAHHO MCKIIOYUT YTEYKM U3 CErMEHTa CeT Ia6opaTopum 1 UX BO3AENCTBME Ha KOPMOPATUBHBIA CErMEHT,

C/enaB HEBO3MOXHbIM pPacnpoCTPaHeHne KN6epyrpo3 B «06LLEn CeT» opraHm3aumnn u B T-MHPaCcTpyKType opraHu-
3aunu
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Pe3ynbrarhl

BbinonHeHo u3nyeckoe oTaeneHne cermeHta cetn b nabopaTtopuu OT WMHbIX CeTeid opraHusaumun. MckniodeHa
BO3MOXXHOCTb MPOHMKHOBEHMS W PacnpoCcTpaHeHns BPeJOHOCHbLIX NPOrpamm u3 «necoyHuubl» Nb nabopartopumn

O6ecneyeHa OAHOHanpaeneHHas nepefadya AaHHbIX B CErMEHT CeTU JlabopaTtopui, MCKIYalowas McxosLme
COEIMHEeHNs B KOPNOPATUBHbINA CErMeHT

PeanusoBaHa BO3MOXHOCTb 6€30MacHOr0 TECTUPOBAHMSA, HANPaBEHHOr0 Ha [MarHOCTMKY W u3ydveHue MO u

OUCTPUOYTMBOB, WCKNIOYas BO3MOXXHOCTb 06pATHOro BO3AEWCTBUA (B TOM 4YMCle HenpeaHamepeHHOro) Ha CeTb-
NCTOYHNK
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CLIEHAPWUI NCMOMb30BAHISA

OcyLecTBneHue yaanéHHoro MOHUTOPUHIra COCTOSAHWUA OYUCTHBIX COOPYXKEHWIA U CTaHLWIA

BOJONOAr0TOBKM

OTPACI1b O KoMnaHuu

BOOOO4YNCTKA, BOAONOAIOTOBKA
FocyaapCcTBEHHOE YHUTAPHOE NPEANPUATUE, 3aHUMALOLLLEecs

LIETNb 0YMCTKOIA 1 NOATOTOBKOI BOALI NS NOCHEAYHOLLEro
NCMONb30BaHNS NOTPEBUTENAMM

O6ecneynTb nepeaady OnoBeLLeHni 1
BWIEOMNOTOKA C 06bEKTA B LIEHTP MOHUTOPWHTA
1 06ecneyeHns 6e30NacHOCTL

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans 3awutbl nepumer-

CTaHLI,I/II/I BOJOOYUCTKM W BOAONOArOTOBKN ABNAKOTCA HE TOJIbKO
pa TEXHONOrn4ecKoro cermeHTa ceTu

KPUTUYECKN BaXHbIMU 06bEKTaMU UHKPACTPYKTYPbI, HO U MOTEH-
LManbHO MOryT NpeAcTaBNsTb TEXHOreHHY0 onacHocTb. O6ecneye-
HWE NX NOCTOSIHHOrO MOHUTOPUHTA, B TOM YUCAE YAaneHHbIMU uc-

E;’ MPENMVYLLIECTBA neT4epCKMMI Cy>x6amu, OpraHamm ynpasneHns u CUTyaLunoHHbIMM
LilEHTPaMu, BNAETCA HEOOXOAMMbIM. B TO e Bpems Henb3s A0MnyC-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM KaTb BHELWIHWX BO3MEACTBUIA HAa TEXHONOrMYECKYH CETb CaMOro
YPOBHE) TEXHONIOTM4ECKOTO CErMEHTa CeT 0T 06beKTa MOHUTOPUHIA, MOCKOMbKY 3TO MOXET MPUBECTU K CyLLie-

N60ro BHELIHEro BO3AENCTBUS C
BO3MOXHOCTbIO Nepenadn OnoBeLLeHNiA 1
BWIEOMOTOKA ANS LieNeidl MOHUTOPWHTA

CTBEHHbIM MOC/EACTBUAM Kak /19 NMOTpebuTesnei, Tak ans n oKpy-
XawoLen cpegsl.

MpuMeHsemblit NpoayKT

AMNK InfoDiode PRO pewaer 3agayn no nepejaye ¢hainosbIx
MOTOKOB, AWCTPMOYTUBOB, 03KanoB 6a3  AaHHbIX, PEnsnK
BUPTYanbHbIX MalLUWH, ANEKTPOHHOW MOYTbl, BUAEO U APYroro
Tpahuka 3a Mpedensl  [OBEPEHHOr0  CerMeHTa  LeneBbiM
NnoTPe6UTENAM, U30NIUPYA 3TOT CErMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

° PerynapHo nepeaaBath YBeAOMEHWUS 0 COCTOAHMM 060PYA0BAHNS U TEXHONOMNYECKO CETW B LIEHTP MOHUTOPUHIA
° O6ecne4nTb Nepeaayy BUAEONOTOKA (C MOHUTOPOB W Buaeokamep) ¢ o6bekta KW B LEHTP MOHMTOPUHIA

o [apaHTMPOBAHHO UCKITIOYNTb BO3AENCTBIE HA TEXHONOMMYECKUIA CErMeHT, CAeNaB HEBO3MOXHbIM PAcnpoCcTpaHeHue
Knbepyrpos Ha 06bexT KNI
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Pe3ynbrarhl

° BbINONHeHO pu3nyeckoe OTAENEHNE CEerMeHTa TEXHOMOrMYeCKoW CeTU OT BHELIHUX ceTel. cKNoYeHa BO3MOXHOCTb
BO3/1e/CTBMSA Ha 060pYI0BaHNE U PacnpOCTPaHeHNs BPELOHOCHbIX NPOrpaMMm B TEXHONOMMYECKON CeTH

) O6ecneyeHa HanpasneHHas nepeaada AaHHbIX B LEHTP MOHUTOPUHTA U 6830MaCHOCTY, UCKMIOYAKOLLAA Ntobble BXOAALLNE
COeVNHEHNS B TEXHOMOrUYECKII CErMeHT

o O6ecneyeHa nepefaya NoToka ONOBELLEHWIA OT YCTPOICTB TEXHONOrMYECKOW CETU NOMb30BATENSAM B YAANEHHOM LiEHTpe
MOHUTOPWUHIA

o ObecneyeHa nepefaya NOTOKOBOrO BWAEO C KOHTPOJNbHLIX MOHUTOPOB U YCTPOWCTB BUAEOHAGMIOAGHNS B YAaNEHHbII
LIeHTP MOHUTOPWHIA M 6e30MacHOCTM
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TexHonornyeckas ceTb

LleHTp MOHUTOPUHIa U Ge3onacHoCTH
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CLIEHAPWUI NCMOMb30BAHISA

OcyLyectsneHue yaanéHHoro c6opa AaHHbIX C NpU6OPOB Y4éTa U MOHUTOPUHT COCTOSAHWA 00LEKTOB

KOMMYHaJIbHOr0 X034iACTBa

OTPACI1b O KoMnaHuu

XKKX
YnpasnsatoLas koMnaHua, 06CNyX1BaoLLIasA 3HAYUTENbHOE

@ LEENb KONn4ecTBo 06beKToB XKKX

O6ecneyuTb Nepeaady nokasaHuii npuéopos
y4éTa, AaT4NKOB W BUAEONOTOKA C 06bEKTA
JKKX B LIeHTP MOHWUTOPMHIA 1 06ecneyeHuns
6e3onacHocTu

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH
lMpuMeHeHMe annapaTHO—NPOrPaMMHOr0 KOM-
nnekca AlK InfoDiode ans 3awmtbl nepumer-

06c¢nyxmBaHmne 06bekToB XKKX TpebyeT Kak NOCTOSHHOrO MOHMTO-
pa TeXHON0rn4eckoro cermeHTa cetu

PUHra pasfinyHblX cUCTeM (IMJITOBOE X034MCTBO, NOXKAPHas oXpa-
Ha, 3aliuTa OT NpoTeyek U T.4.), TaK U perynapHoro c6opa nokasa-
HWiA NPUB6OPOB Y4ETa AN PACHETOB C NOTPEBUTENAMM U NMOCTABLLIM-
Kamu. B T0 e Bpems Henb3s JONnycKaTb BHELUHUX BO3AEMCTBNIA HA
TEXHOMOMMYECKYH0 CeTb 06bEKTA, NOCKONbKY 3TO MOXET NPUBECTU K
FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM CYLIECTBEHHbIM MOCNEACTBMAM AN NOTpebuTenen, BNAOTb [0
YPOBHE) TEXHONIOTM4ECKOTO CErMEHTa CeT 0T Yrpo3bl XKU3HI 11 3[0POBbI0, @ TAKXKE BNUATL HA B3aUMOPACHETbI C

N060r0 BHELUHEr0 BO3AEHCTBMA C NOCTABLLMKAMM 1 NOTPEGUTENSAMU KOMMYHATbHBIX PECYPCOB.
BO3MOXXHOCTbIO nepefayvn nokasaHun

npu6opoB y4éTa N AaTYNKOB, A TAKXKE
BWLEONOTOKA ANS LieNieil MOHUTOPUHTa

NPENMYLLIECTBA

@\]

MpuMeHsemblit NpoayKT

AlK InfoDiode SMART o6ecneynBaeT nepeaayy AaHHbIX OAHOBPEMEHHO MO
HECKONTbKMM MPOMbILUSIEHHBIM MPOTOKONIAM Yepe3 rpaHuly nepumeTpa.
CneunanusnpoBaHHble  KOHHEKTOPbl  MPOMbILIEHHbIX — MPOTOKOJI0B
No3BONAKT CO6paTh [LaHHbIE M3 KKAOro CerMeHta Cetw U nepefatb WX
[anee N0 OJHOHANPaB/IEHHOMY KaHany, 006ecneyns COOTBETCTBME
BbICOYANLLIMM TPEOOBAHWUAM N30MNALNN 3aLLMLLAEMOTO CErMEHTa.

AMNK InfoDiode PRO o6ecneynBaetT nepegayy (haiinoBbiXx MNOTOKOB
(KypHanos, AuMCTpuGYTUBOB, 63KaNOB 06a3 [aHHbLIX, 3JIEKTPOHHOWA MOYTbI),
Buaeo n UDP, Syslog, SPAN u apyroro Tpaduka 3a npefenbl JOBEPEHHOI0
CermeHTa LieneBbIM NOTPE6UTENAM, U30NNPYA 3aALLULLIAEMbIA CErMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

PerynapHo nepegasarb NokasaHus npuoopos y4éTa u AaTiMkoB ¢ 06beKTOB XKKX B LLEHTP MOHUTOPUHIA
O6ecne4nTb Nepegayy BUAEONOTOKA (C MOHUTOPOB M Buaeokamep) ¢ 06bekTa XKX B LIEHTP MOHUTOPWHIA

[apaHTUPOBAHHO UCKMOYUTL BO3AENCTBUE HA 000PYA0BaHNE 00beKTa XKKX

N N
——
Q ) O4
BupeoHabniogenve
(©)
= n .
8 BogocHabxeHune * &27& [ucnetyepusauus
> > e «
= .4
E OnekTpocHabxeHue / / \ ’
X - pocMoTp BIAEOMOTOKOB
o @ ( El P ak \)\/‘4( ¢ 0GbexToB KKX
< ] — c
MoxapHas Jlatumku
Oronnetive 6e30MacHoCTb
L 06BekT KKX ) L LleHTp MOHMTOpUHra 1 6e3onacHocTy

Pe3ynbrarhl

BbINONHeHO ou3nyeckoe OTHEeNEHNe TEXHONOTMYECKOro cermenTa cetn o06bekta XKKX oT BHeWHUX ceteid. McknoyveHa
BO3MOXXHOCTb BO3[IEMCTBUA HA 060PYA0BaHKE U NPUOOPbI Y4éTa

O6ecneyeHa HanpaBneHHas nepefada AaHHbIX B LIEHTP MOHUTOPWHIA U 6630MAaCHOCTH, UCKITHHAKOLLAS N06bIe BXOAALNE
COEJIMHEHNS B TEXHOJIOTNYECKUIA CerMeHT 06bekTa XKKX

O6ecneyeHa nepenada nokaszaHun NnpuobopoB y4éTa U AaT4NKOB ¢ 06beKTOB XKKX B yAanEHHbIA LEHTP MOHUTOPUHIA

O6ecneyeHa nepedada NOTOKOBOTO BWAEO B PeanbHOM BPEMEHM C  KOHTPOMbHbLIX MOHWUTOPOB U YCTPOIACTB
BUEOHAGNIONEHNS YaNn8HHOM LIGHTPE MOHUTOPUHIA 1 6830MacHOCTH

N
a——
@ \ O du3nyeckas U3onaLms
cerMenTa
a BupneoHabntogeHve

(WN]

O

o & :

.. BopgocHabxeHue &™& [vcnetyepusaima

S _— el -
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e InfoDiode SMART

) OnekTpocHabxeHre

= + [pocMoTp BUEONOTOKOB
: T

> @1 ¢ 0ObekToB KX
o ﬂO)KapHaﬂ [atuukm [MPpOMbILLNEHHbIE MPOTOKOTbI,
< Oronnetve Be3onacHocTh BUAEONOTOK

L 06bekT KKX ) | LleHTp MOHMTOPMHra 1 6e3onacHOCTM
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CLIEHAPWUI NCMOMb30BAHISA

lpenocTasnexune goctyna K KIMHUYECKUM UCCnefoBaHUAM CTOPOHHEN OpraHu3auumn

OTPACIIb

@\]

3[1PABOOXPAHEHUE, UCCITEIOBAHIA

LIEJTb

O6ecneynTb Nepefady LaHHbIX NauneHTos (B
T.4 1enepcoHntULMPOBaHHbIX) 13
KNUHNYECKOA 6OMNbHULBI CTOPOHHUM
noTpeouTensam. 3aluTuTb Nepe. AaHHble 1
MEeANLIMHCKNE CUCTEMbI OT KBepaTaku

PELLIEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans npepoTtepatleHus
npsMOro A0CTyna K nepcoHanbHbIM JaHHbIM
naLmneHToB

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CETU MELULMHCKOrO Y4PeXaeHns ot
N060ro BHELLHEro BO3AeNCTBNS ¢
BO3MOXHOCTbH nepefayn 06e3nn4eHHbIX
JIaHHbIX B CETb CTOPOHHEr0 NoTpebutens

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe MeNLIMHCKOE Y4PEXAeHNE, MEANLIMHCKIIA LIEHTP

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

MegununHckas uHgopmaumonHas cuctema (MIC) cogepxut wH-
(bopmauuio 0 naumeHTax, KoTopas npeacTaBnseT co6oi BpayebHyo
TalHy W, B TOM YUCMe, OTHOCUTCA K NEPCOHaNbHbIM AaHHbIM. [1o-
cTyn K nHpopmauuu o naumente 8 MC npenocTtaBnseTcs T0MbKO
neyallemMy Bpavy 1 aBTOPM30BaHHOMY NMepcoHany Meay4peXxaeHus.
B T0 >e Bpems CTOPOHHME OpraHu3aLmn (MccnefoBaTefibCKue LieH-
TPbl, CTPAXOBbIE KOMNAHWU U T.N.) HYXXAAKTCA B 9TUX AAHHbIX W
ncnonb3ytoT goctyn Hanpsmyr K MG 6e3 3Ha4yMMbIX OrpaHuye-
HWiA. Tpebyetcs 06eCNeYnTb OrpaHNYeHHbId JOCTYN K MepcoHanb-
HOW MHpopmauuu naumentos, MAC n apyrum MeamUUHCKUM CW-
CTeMam B COOTBETCTBUM C TPe6OBAHUAMM 3aKOHOAATENbCTBA.

AMNK InfoDiode PRO pewaer 3agayn no nepejaye ¢hainosbIx

MOTOKOB, AWCTPMOYTUBOB, 03KanoB 6a3  AaHHbIX, PEnsnK
BUPTYaNbHbIX MaLUWH, 3NIEKTPOHHOW MOYThbl, BMAEO W ApYroro
Tpahuka 3a Mpedensl  [OBEPEHHOr0  CerMeHTa  LeneBbiM

noTpeGuUTeNsamM, U30NMPYs ATOT CErMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b

Ten: +7 (495) 725-7660  dakc: +7 (495) 646-7560
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Apxutektypa: MOCNE
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TpeboBaHus

° 06ecnednTsb JOCTYN CTOPOHHUM OpraHn3auusam CTaTUCTUKM M y4eTa K 06€3/IMYEHHbIM AaHHbIM MEONLUHCKMX 3anucei

° CoxpaHuTb AOCTYN K AaHHbIM ANS COTPYAHWKOB Med. yupexaeHus yepe3 MUC B npexxHeM 06bEMe

L [apaHTMPOBAHHO UCKMIOYNTL BO3JENCTBME HA CETb MEJULIMHCKOr0 Y4peXxaeHns, cief1aB HeBOSMOXHbIM N3MEHeHUe Me-
OWUWNHCKUX OaHHbIX, YTEe4KY NepPCOHaAJIbHbIX AaHHbIX MALWNEHTOB, NOBPEXAEHNE MWC n o6opynosaHua

Pe3ynbrarhl
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> 44

[ ]
&

- - %
CrpaxoBast
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VPN

OpraHbl yyeta u
CTaTUCTUKN

CTOpOHHiIﬂ opraHusauuma

BbinonHeHo n3nyeckoe OTAENEeHNe CerMeHTa CeTI MEANLIMHCKOTO YYPeXeHUs 0T BHELUHUX CeTeil - moTpebuTeneil

nHchopmaumu. McknioyeHa BO3MOXHOCTb BO3JEACTBUS Ha 6a3y MEAMLIMHCKNX 3anuceil U HeorpaHWYeHHOro [ocTyna K

HUM U3BHE

(nepcoHanbHbIM AaHHbIM, AaHHBIM BPa4ye6HON TaliHbl) 1 ee 3alimTe

06€3/1M4eHHbIM MEANLUHCKUM AaHHBIM ANS NPOBEAEHNS HAY4YHbIX U3bICKAHWIA

r

0O6e3nnyeHHble
ﬁ [JaHHble ans
1ccneaoBaHni
— —
T -f
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InfoDiode PRO
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lMepenava faHHbIX, pennvk
6a3 AaHHbIX U T.N.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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Email: infodiode@amt.ru
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www.infodiode.ru

06ecne4eHo COOTBETCTBUE TPEOOBAHNSIM 3aKOHOAATENbCTBA MO OFPAHNYEHII0 A0CTYNA K YyBCTBUTENbHOM NHOPMALAN

O6ecneyeH [0CTYN MCCNEAOBaTENIbCKOrO MepcoHana, 06pa30BaTeflbHbIX YYPEXOEHUA U OpPraHoB CTATUCTMKM K
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CLIEHAPWUI NCMOMb30BAHISA

lMpepocrasnenune knventam LOM, nokynatowmm yenyru laaS, aaHHbie ceTu ynpasneHus o paéore

CepBepoB M CETeBOro 060pyA0BaHNA C LieNbl0 MOHUTOPUHTa

OTPACI1b O KoMnaHuu

JATA-LIEHTPbI
KomnaHus - Bnagenel Heckonbkux L0, npegocTtasnsioLLan

LIEMb YCNyru pasmeLLeHns 060pyaoBaHns B COOCTBEHHbIX LIEHTPax
06paboTKM faHHbIX

O6ecneyuTb nepeaady faHHbIX U3 3aKPLITON
ceTn ynpasnenus LOJ ans MOHUTOPMHra
o6opyaoBaHus, cepsepos 1 cepencos B SOC u
NOC knueHTOB, npuobpetatoLmx yenyru LIO
Ha npuHuunax Saas u laaS

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOM-
nnekca InfoDiode PRO ans npepoTtepatleHus

NPAMOTO A0CTYNa K CeTv ynpasnenns LOJ] LleHTpbl 06paboTku JaHHbIX (uon npefocTaBnAwT

NHAPACTPYKTYpY B BuAe ycnyr laaS CTOPOHHUM OpraHu3auusim.
HekoTopbiM 1“3  3TUX  OpraHu3auum  TpebyeTcs  nonyyathb
TEXHOMOrNYeCKUe OaHHble W3 CermeHTa cetu ynpasnewus LOJ

E;’ MPENMVYLLIECTBA (Temnepatypa,  9HepronoTpe6neHne,  COCTOSIHWE  CEPBEPOB,
CeTeBOro 060pyOBaHUS M T.M.), KacalolMecs WMEHHO UX

3alLmTa Ha (PU3UECKOM YPOBHE Cetn o60pyaoBaHMs n cepBucoB. Bmecte ¢ Tem, Ans o6ecneveHus
ynpasnenus LIOJL oT BHewWHero Bo3AeicTauA HaAEXHOCTN  PaboTbl  WHAPPACTPYKTYPbl M NPEAOTBPALLEHUS

C BO3MOXHOCTbIO Nepefayl AaHHbIX 0
COCTOSIHUM MHEDPACTPYKTYPbI B LEEHTPbI
MOHUTOPWHIA, AMCMETYEPCKIE, KNNEHTAM

Kn6epyrpo3, HeO6X0AUMO MCKKOYUTL BHELLUHEE BIIMAHME HA CEeTb
ynpasnenus LO.

MpuMeHsemblit NpoayKT

AMNK InfoDiode PRO pewaer 3agayn no nepejaye ¢hainosbIx
MOTOKOB, AWCTPMOYTUBOB, 03KanoB 6a3  AaHHbIX, PEnsnK
BUPTYanbHbIX MalLUWH, ANEKTPOHHOW MOYTbl, BUAEO U APYroro
Tpahuka 3a Mpedensl  [OBEPEHHOr0  CerMeHTa  LeneBbiM
NnoTPe6UTENAM, U30NIUPYA 3TOT CErMEHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
Ten: +7 (495) 725-7660 Dakc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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Apxutektypa: MOCNE
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TpeboBaHus

o Mepenasatb AaHHble 060pyaoBaHus 1 cepBucoB L0 B pexkuMe OHMAMH - B CTOPOHHWUE LIEHTPbI MOHUTOPUMHIA, AUCNET-
4epcKmMe CNyxObl, CNYXObl TEXHUYECKOI NoaaepXkn knuentos LIOL. Paclunputs cnekTp ycnyr, npeanaraeMblx KnneH-
TaMm, 06ecneynB yaaneHHbIA 1 6e30NacHbIi KOHTPONb 32 apeHayemoii MHAPPACTPYKTYPOI

° [@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA CETb YNPABNEHMS N MOHUTOPUHIA LlO, coenas HEBO3MOXKHOIA OpraHun3a-
LIMIO aTaKm Mo TOMY XKe KaHany, no KOTOPOMY NepeaardTcs AaHHbIe A8 BHELLHWX NOoTpeduTteneil

Pe3ynbrarhl
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Cepsep
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[ 6 | Eﬂ
Cetb ynpaBnetus LLOJ

Cepsep
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LVO/ JaHHbIX BHELUHUM NOTPe6UTeNam

1 1
L L1 | 1]
SYSLOG, napameTpb!
(hYHKUMOHMPOBAHUS
obopyaoBaHms,
nepenaya (hainoB xypHanos

NOC @P‘ OTyeTbl 1
a nawbpabl

ﬁ a“a ﬁa&
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AHanuTuka n

nnaHnpoBaHue

=
E 282

&ﬁ a [lucnetvepusaims

YAanéHHbIN LIeHTP MOHUTOPMHra

CylLieCTBEHHO MOBbILIEH YPOBEHb 3alnThl ceteBoro nepumerpa LIOL 3a cyeT chusmyeckoro

ynpasneHna n MOHUTOPWUHIra OT MeHee JOBEPEeHHbIX CETEBbIX CETMEHTOB

Peann3oBaH c60p AaHHbIX C CEPBEPOB M CETEBOr0 060PYA0BAHMA U WX Nepefaya no oHOHaNPaBNeHHOMY KaHany Yepe3

oTAeneHna cetun

WckntoyeHa BO3MOXHOCTb MPOHUKHOBEHMS B CermeHT cetu ynpasnenus LIO[l w pacnpocTpaHeHus BpefoOHOCHbIX

nporpaMm CO CTOPOHbI Nofy4ateneil MHGOPMALMN 0 COCTOSAHUM ceTu u o6opynosaHus LIOL (KNWeHTOB, BHELLUHMX
cnyx6 TMwn t.n.)
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lJ,aHHbIX
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InfoDiode SMART
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060pyAoBaHMS,
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YAanéHHbIN LLEHTP MOHUTOPUHra
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CLIEHAPWUI NCMOMb30BAHISA

Arperauus B KOpNopaTMBHOM CErMeHTe JaHHbIX C Y3/10B YNpaBneHus

OTPACIIb

@\]

TPAHCMOPT

LIEJTb

O6ecneyuTb Nepeaady akTyanbHbIX AaHHbIX O
COCTOSIHWW /[ WH(DPACTPYKTYPbI B LIEHTP
yNpaBneHus /g coo6LIeHEM

PELLIEHWE

MpumeHeHMe annapaTHO-NPOrpamMMHbIX KOM-
nnekcos InfoDiode ans 3awuTbl nepumeTpa
TEXHONOMMYECKOro CerMeHTa CeTu

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CErMeHTa CeTW ynpasneHus x/g ot
NO60ro BHELLHEro BO3AeNCTBUS C
BO3MOXHOCTbI Nepefadn AaHHbIX
MOHUTOPUHIA U COCTOSAHUS

MpuMeHsemblit NpoayKT

O KOMnaHuu

FocyaapcTBeHHAs BEPTUKANbHO-UHTErPUPOBaHHAsA KOMMaHUS,
Bnajenew MHAPacTPYKTypbl 06LLEr0 NONb30BAHUS U CETH
KeNe3HbIX J0por

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

JKenesHble JOPOrK ABNAKOTCA 06bEKTOM MOBbILUEHHON OMACHOCTH.
AKTyanbHble [JaHHble O COCTOSIHUM CUCTEM 3J1eKTPOCHAGXEeHS,
yNpaBsnieHns X/4 nepeesfamu, TEKyLIEeM MECTOMOJIOXKEHUN T0-
ABKHOr0 cOCTaBa W T.n. Heobxoaumbl ans obecneyeHns 6esonac-
HOCTW NepemMeLLeHns NacCaxmpoB U rpy30B, NPOBEAEHUS PEMOHT-
HbIX W NPOPUNAKTUHECKMX PaboT, akTyanu3auum pacnucaHus Ha
9NEKTPOHHbIX Ta6NM0 U B MOBWUITbHBIX NMPUITOXEHUAX, NPeoCcTasne-
HWS CBEJEHUI B CUTYaLMOHHbIE LeHTPbl (MoHUTOpUHra, SOC, NOC).
BmecTe ¢ Tem, He06X0AMMO 06€CNeYnNTb rapaHTUPOBAHHYIO 3aLLUTY
CMCTEM TEXHOJIOrMYeCKOro CerMeHTa A BHELLHWUX BO34eNCTBUIA.

AMK InfoDiode PRO peluaet 3aga4n no nepeaave gaiinosbix NoTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENnSIMK BUPTYanbHbIX
MaLLWH, 31IEKTPOHHOI NOYThLI, BUAEO 1 ApYroro tpaduka.

AMK InfoDiode SMART o6ecne4nBaeT nepefady AaHHbIX OJHOBpeE-
MEHHO MO HECKONTbKMM MPOM. NMPOTOKOMAM Yepe3 rpaHuly nepu-
meTpa. CrneunannuampoBaHHble KOHHEKTOPbI NPOM. NPOTOKONOB N03-
BONAKT CO6paTh LaHHbIe U3 KXLOro CermeHTa cetu (0T pasnuy-
Hbix SCADA cuctem, koHTponnepos, OPC cepBepoB, AaT4yMKoB) W
nepeaartb WX N0 OfHOHANPABNEHHOMY KaHany, 06ecrneynB COOTBET-
CTBVE TPe6OBAHNAM U30NALMN 3ALLULLAEMOrO CErMEHTA.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

PerynsapHo nepefasatb AaHHble MOHUTOPKUHIA U AaHHbIE CMCTEM YNpaBneHuns ¢ y3na ynpasneHus B KOPropaTuBHbIN

CErmMeHT

FapaHTMPOBAHHO MCKMIOYUTb BO3AGNCTBIUE HA X/ UHCDPACTPYKTYPY Yepes3 KaHan CBA3W, UCTONb3YeMbli Ans penuka-

UMK OaHHbIX U MOHUTOPWUHIA

YnpasneHue
cTpenkamu/cemacdopamu

O/
BuneoHabnioneHve \

Monoxexune

NIOKOMOTVBOB 3J'IeKTpOI'II/ITaHVIe
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My6nuyHble cepauchI
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CLIEHAPWUI NCMOMb30BAHISA

Cﬁop AdHHbIX MOHUTOPWUHIA CTPEN0YHbIX NepeBoA0B C MECTHbIX Y3/10B yrpaBleHusA

OTPACI1b O KoMnaHuu

TPAHCMOPT
['0CcyaapCTBeHHas BEPTUKANbHO-MHTErpUPOBaHHAA KOMNaHMS,

LIEMb BnageneL, MHAPacTPYKTypbl 06LLET0 NONb30BAHNS U CETH
KeNe3HbIX Jopor

O6ecneynTb nepepady nokasaHuii
MOHWUTOPUHIA CTPENOYHbIX NEPEBO/I0B B LIEHTP
yNpaBneHus /g coo6LIeHEM

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH

lpuMeHeHMe annapaTHbIX KOMMNekcos Info-
Diode ons 3awuTbl NepuMeTpa TeEXHONOrnye-

KenesHble [oporun AsnatTca 06bEKTOM MOBbILLIEHHOW ONACHOCTH.
CKOro cermeHTa cetu

OnHMMU 13 KNHOYEBbIX 06BbEKTOB YNPABNEHMS HA XXENe3HoM Jopore
ABNAOTCA CTPENOYHbIE NEPEBO/bI, HEKOPPEKTHAS paboTa KOTOPbIX
MOXET NPUBOAUTbL K aBapUiiHbIM CUTyaLMsIM C TSXKENbIMU NOCNE-

E;’ NPEUMVYLLIECTBA CTBUAMM, BMMOTb 10 CMEPTENIbHbIX. B CBA3K ¢ 3TUM, HEOOX0AUMO

OCYLLIECTBNATL NMOCTOSAHHbINA LEHTPANM30BaHHbIA MOHUTOPUHT CTpe-

[apaHTMpOBaHHas 3alluTa (Ha hr3n4ecKom NOYHBIX NEepeBofoB, HO, B TO XXe BPems, HeMnb3s [0NYyCcKaTh BHELL-
YPOBHE) CErMeHTa CeTn ynpasneHus x/a ot HUX BO3[ACTBUI HA C8Tb YNIPaBNeHNs 06bEKTaM.

N60ro BHELIHEro BO3AENCTBUS C
BO3MOXXHOCTbIO Nepefayn nokasaHuii
MOHUTOPWHIA CTPENOYHbIX NEPEBOLOB

MpuMeHsemblit NpoayKT

InfoDiode MINI - 6a30Boe annapaTHOe peLUeHWe AN MOHTaXa Ha
DIN-peiiky unu Desktop Bapmant. O6ecneyusaet nepenady UDP,
Syslog, SPAN Tpachuka notpebutensm 3a npegenammu JOBEPEHHOIO
cermeHta. GCeptudpmumposaHo OCTIK V[ (4). 0O6ecneymsaer
3aLUMTY Ha annapaTHOM YpOBHe, N30NMUPYET 3aLMLLAEMbIA CErMeHT.

115162, Poccus, MockBa, yn. LLla6onoska, a. 31, kopn. b
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TpeboBaHus

° PerynsapHo nepefasarb AaHHblE MOHUTOPWHIA CTPEJIOYHbIX NEPeBO/0B C Y3na YNpaBneHus B LEHTP MOHUTOPUHIA

FapaHTMPOBAHHO UCKIIOYUTb BO3AGNCTBIE HA CTPEIOYHbIE NEPEBO/bI YePe3 KaHan CBA3W, UCMONb3YEMblil 1S MOHUTO-

puHra
( N\ N
o 545
= CTpenoyHbIi nepesoa
.
< ‘é, -> a
a CTpenoyHbIit nepeBof * a"a
ac) [ucnetyepusauns
o “es '
2 L - i Be || ERSE
<CE- . M CuTyaumMOHHBIN LleHTp Tex. obenyxusaHus u
CTpenoyHbIit Nepesos LIeHTP pemoHTa
L Y3en ynpaBneHusi ABMXEHUEM LleHTp ynpaBnexus x/a coobuweHnem
Pe3ynbrarhl
° BbInonHeHo uU3NYecKoe OTeNeHNe CETH y3Na YNPaBIeHNs X/ 0T BHELLIHWX CeTel
[}

MckntoyeHa BO3MOXHOCTb BO3JENCTBUSA Ha CTPenoYHble Nepesobl U3 BHELLHUX CETei
McKntoYeHb! No6ble BXOAALLNE COBIMHEHUS B TEXHONTOMMYECKINIA CErMEHT y3na ynpasyieHus

O6ecneyeHa HanpaBneHHas nepeada AaHHbIX MOHUTOPUHIA CTPENOYHbIX NEPEBOJIOB B LIEHTP MOHUTOPUHIA

( ~ N
E . duanyeckas uonauma
A cerMeHTa
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CTpenoyHbii nepeso,

O p peson
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O 1 [ 1]

o CTpenoyHbiit nepesos - T A&

E —_— Y [ucnetyepu3aums
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(3] InfoDiode MINI a pr—

v ada w =
é_ CUTyaLMOHHbIi LleHTp Tex. obcnyxvBaHms n
< CTpenoyHblit nepeBos UDP-noTok LIEHTp peMoHTa

L Y3en ynpaBneHus ABUXEHUEM ) | L LlenTp ynpaBnenus x/g coobiweHnem
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CLIEHAPWUI NCMOMb30BAHISA

Mepenaya AaHHbLIX BUAEOHAGMIOAEHMS C 3aLLMLLAEMOr0 06bEKTa B LIGHTP MOHUTOPUHIa

6€30MacHOCTI UMW CUTYALMOHHBIiA LIEHTP

OTPACI1b O KoMnaHuu

WHOPACTPYKTYPA, OXPAHA
KpynHoe TepputopuanbHo-pacnpeenéHHoe npeanpusTue,
@ LIEMb MYHULMNASTbHbIA U PErVOHANTbHBIA CUTYALUUOHHBIA LIEHTP

O6ecneynTb 6e30NaCHYI0 Nepeaady BUAEO C
Kamep HabMoAeHNS, pa3MeLLEHHbIX Ha
yAanéHHbIX 06bEKTax, B 6ANHbINA LEHTP
MOHUTOPKHIa

#0; PELIEHNE Bbi30Bbl B 0611aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO-NPOrpPaMMHOro KOM-
nnekca InfoDiode COBMECTHO ¢ CUCTEMON

Cuctema BUAEOHAONIOEHMS KaK YacTb 0OLLEH CeT 0ObeKTa TaKXe
BugeoHaénogeHns Secur0S

MOXET nojJBepratbca atakam. MoTuBaLma ataku 310yMblLLINEHHUKA
MOXET ObITb KaK NMpsMOW - BbIBEJEHUE U3 CTPOS CaMOii CUCTEMbI
hnanyeckon 6e30nacHOCTU 00bEKTA, TaK U KOCBEHHOW - pa3BuUTHe

E;/ MPEMMVLLECTBA aTaknm Ha CeTb 0ObEKTa C MCMONb30BAHMEM KaMep U 3NEMEHTOB
CUCTEMbl BMAEOHAOMIOAEHNS KaK NMPOMEXYTOYHbIX y3noB. B pe-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM 3ynbTaTe KubepaTaku MOryT CYLLECTBEHHO MOCTPafaTh [AaHHble U
YPOBHE) CeTV BUABOHaGNt0AeHNA 06beKTa cepBepbl NPUNOXKEHWIA OpraHu3auui, 4To NpUBEAET K CYLLECTBEH-

COXpaHeHnem BO3MOXXHOCTWU nepeaadn

9 HbIM yrpo3am 6e30MacHOCTU Ha 00bekTe. Heobxoaumo 3aluTuTb
NaHHbIX B €AWHbIN LIEHTP MOHUTOPUHIA

CEeTeBON NepuMETP CPeacTB obecnedeHns Pranyeckon 6e30nacHo-
CTK 06bEKTa, B TOM YMCie NepUMETP CUCTEMbI BUAEOHAOIIOAEHUS.

MpuMeHsemblit NpoayKT

AMNK InfoDiode PRO pewaer 3agayn no nepejaye ¢hainosbIx
MOTOKOB, AWCTPMOYTUBOB, 03KanoB 6a3  AaHHbIX, PEnsnK
BUPTYanbHbIX MalLUWH, ANEKTPOHHOW MOYTbl, BUAEO U APYroro
Tpahuka 3a Mpedensl  [OBEPEHHOr0  CerMeHTa  LeneBbiM
NnoTPe6UTENAM, U30NIUPYA 3TOT CErMEHT.
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TpeboBaHus

Ha nocTosAHHOW OCHOBE NepeaBaTth JaHHble BUAEOHA6I0eHMs C 00beKTa B LLEHTP MOHUTOPUHIA W NPEA0CTaBUTb BO3-
MOXHOCTb NONy4aThb JaHHbIE N0 BbIGPAHHLIM 06bEKTaM KOHTPONS

[apaHTUPOBAHHO UCKMKOYUTL BO3AENCTBUE HA MHPOPMALIMOHHYIO MHAPPACTPYKTYPY 06bEKTA Yepe3 KaHan CBA3U, UC-
Nonb3yeMblid NS Nepeaayn BUAEO BHELIHUM NOTPEOUTENSM
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ﬁ .
MoTokoBoe BnOeo
o a
&“& [vcnetyepnsaums
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Q A O4 = = Ak % 113 TEXHOMOTNYECKOV CeT
< Buaeokameps! YnundHble APM
BNMELEHNSX  BMAEOKAMEpbl  OMepaTopoB
L OGbeKT BUaeoHabnoaeHus ) L LieHTp MOHUTOpPMHra u 6e3onacHoCTU )
Pe3ynbrarhl
° BbINonHeHo hu3nyeckoe OTaeNeHNe CeT 00bEKTa OT BHELLIHWX CETel
° VicknioyeHa BO3MOXHOCTb BO3LEACTBNA HA MHGDOPMALIMOHHYIO CeTb 0OLEKTA 3 BHELLHUX CeTel
[}

VickntoyeHbl Ntobble BXOAALLME COBAMHEHMS B CeTb BUAEOHAOMIOAEHMS 0ObEKTa, UCKMOYEHO BO3AENCTBME HA CETb
BWAEOHABNOEHNS N3 MEHee J0BEPEHHbIX CETEBbIX CErMEHTOB

O6ecneyeHa nepefaya faHHbIX BUAEOHAONOAEHUS B LEHTP MOHUTOPMHIA B OTHOLLEHWUM TPEOYEMbIX 06bEKTOB KOHTPONS
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OGbeKT BuaeoHabnoaeHus

L LleHTp MOHMTOPMHra U 6e3onacHoCTy
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CLIEHAPWUI NCMOMb30BAHISA

lMepenaya onoBeLleHuin 0 Kn6epyrpo3ax us Deception-cuctemMsl 3awmiaemoro cermeHta B SOC

OTPACIIb

@\]

NPOMbILUNEHHOCTb, 3HEPTETUKA, BAHKI

LIEJTb

O6ecneynTb nepeaady OnoBeLLeHuin 0
Knbepyrposax u3 3alnLLaemoro ceTeBoro
CerMeHTa OpraH13aLmm B UHble CETEBbIE
CerMeHTbI 4151 peLUeHns 3aay 06HapY>XeHUs
BTOPXXEHWI

PELLIEHWE

CoBMeCTHOe NpUMEHeHMe annapaTHo-
nporpammHoro komnnekca InfoDiode n peLue-
Huin HoneyGCorn B pamkax noctpoeHus COB

NPENMYLLIECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) [OBEPEHHOr0 CErMeHTa CeTH C
COXPaHEHNEM BO3MOXKHOCTU Nepeaayn
onoseleHunin B SOC ans aHanu3a u
npeLoTBPALLEHNs KNbepyrpos

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe NpOMbILLIEHHOE, 3HEPTeTUYECKOE UMK (PMHAHCOBOE
NpeanpuaTAE, MMEIOLLIEE 3HAYMMBbIA CErMEHT CeTH, TPeOyHoLLIMiA
AONONHUTENbHbIX CPEACTB KOHTPONS - NOCTPOEHUS CUCTEMbI
o6HapyxeHus sTopxeHuin (COB) Ha 6a3e Deception-cuctem

Bbi30BbI B 0671aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pesynbTare Kubepataku Ha [OBEPEHHYIO CETb MOXET CYLLECTBEH-
HO MOCTpajaTb KpuUTM4eckas WHPAcCTPYKTypa, 410 NPUBERET K
3HA4YMMbIM MOC/EACTBUAM NS opraHu3aumn. [ng npefotspaie-
HUA Kmbepatak TpebyeTcsi CBOEBPEMEHHO BbIBNATH MPU3HAKM
BTOPXXEHWA, Hanpumep, ¢ npuMeHeHnem knbepnosywek (Deception
-CUCTEM) U MepefaBaTb COOTBETCTBYIOLLME OMOBELLEHNA B LEHTP
MOHUMTOpKHTa 6e3onacHocTyn (SOC) .

B 10 e Bpems, y4uThiBast, 470 SOC pacnonoxeH B ApYrom CermeH-
T€ CETW, HEOOXOAMMO 06eCMeYnTb HAAEXHYK 3alnUTy nepumeTpa
[I0BEPEHHOr0 CErMeHTa CeTH.

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOSIbKUM NPOMbILLSIEHHbIM NPOTOKOSIAM Yepes3 rpaHu-
Ly nepumetpa. Cneunann3mpoBaHHble KOHHEKTOPbI MPOMbILUMEH-
HbIX MPOTOKOJI0B NO3BOMAKT CO6PaTh JaHHbIE U3 KAX0r0 CermMeH-
Ta cetn (0T pas3nuyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, [ATYMKOB) U Nepepatb WX fanee N0 OJHOHANPABIIEHHOMY Ka-
Hany, 06ecrne4mB COOTBETCTBIE BbICOYANLIMM TPE6OBAHUAM N30M5-
LW 3aLLMLLAEMOTO CermMeHTa.
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Apxutektypa: MOCNE
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° BbinonHeHo husmnyeckoe

TpeboBaHus

OnepaTMBHO NONyYaTb ONOBELLEHUS 0 KNGEPYrpo3ax U3 3alliuLLaeMblX CErMEHTOB B LIEHTP MOHUTOPUHIa 6630MacHOCTH
NS aHanu3a 1 NpeaoTBPaLLEHIs BTOPXKEHUI 0T cucTeMbl knacca Deception

06€ecneynTb LEHTPANN30BAHHbIA MOHUTOPWUHI KU6eP6E30MacHOCTM 3aLLMLLAEMOr0 CErMeHTa CETH

[apaHTUPOBAHHO MCKNIOYNTbL BO3AENCTBIE HA 3ALLMLLAEMbIA CErMEHT, CAENaB HEBO3MOXHOI OPraHM3aLunio ataku no
TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC

-

\ 4 N
i
ol A
TNosyuka SSH =M
TNosyLika RDP\ 1
[ 193
INoByLuka Ha 5OTH9TV T
HONEY Server
SOC
TNosywwKa Ha BUpYCI I
ToByLLKa Ha ceTeBble f
COEAVHEHMS! JloBywka Web
3%
3awmwaemblii CErMeHT CeTh ) AK L LleHTp o6ecneyenns 6esonacHocTy

Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 32 CHET 3DMEKTUBHOI CerMeHTauum ceTu

OTAENeHNEe 3alMLLaeMON CETW OT [PYriX, MeHee [0BEpPeHHbIX CermeHToB. McknioyeHa
BO3MOXHOCTb NPOHUKHOBEHMS B 3aLLMLLAEMbIA CErMEHT U pa3BUTIE KnGepaTaki

Peanu3oBaHa nepefaya OMOBELLEHMIA 0 Knbepyrpo3ax ¢ 3alyniiaeMbix 06bEKTOB N0 OJHOHANPABIEHHOMY KaHany Yepes
ANo[ AaHHbIX B LEHTP o6ecnevenns 6esonacHoctit (SOC).

YcneluHo pelleHa 3afada no NoCTPOEHUIO cucTeMbl 06HapyxeHus BTopxxeHuit (COB) Ha 6a3e Deception cuctembl

-

N\ I (

2
uanyeckas vsonauus 0010
CermMeHTa o ‘
JloBywka SSH -
JloBywwka RDP\ I

Sl S ECIE B - Y
floEyliea K2 GOTHeTV ATK InfoDiode SMART

HONEY Trap -
* HONEY Server
TNoBywwKa Ha BUPYCbI / I
MQTT

JloBywLKa Ha ceTeBble
COEAVHEHUS JloBywka Web

3awuwaemMbli CerMeHT ceTu

L LleHTp o6ecnevenus 6esonacHocTu
J
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