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InfoDiode: cLieHapun npuMeHeHus

YcTponcTea nepefayn AaHHbIX Knacca «AuoAbl JaHHbIX» WCMOMb3YTCA AN (PM3UYECKOro pasfesieHns ceTen B
YCNOBUSAX COXPAHEHNS O[HOHAMNPAB/IEHHOM0 KaHana nepeaayn nHgopmaumn. B 6poLutope npeacTassieHbl 0CHOBHbIE
cueHapuu ucnonb3oBanua peweHwnii InfoDiode B pasnuyHbiX OoTpacnsax dKOHOMUKW. CLeHapun OCHOBaHbl Ha
HAKOMIEHHOM OnbITe MPUMEHEHWS1 YCTPOWCTB HA NPAKTUKE. [PUBEAEHHbIA MEPeYeHb CLEHAPUEB HE SBNAETCH

MONMHbIM W NpeAcTaBfieH C LeNbio AeMOHCTpaLunm BO3MOXHOCTEN NPOAYKTa MO 3aliMTe CETEeBOro nepumertpa
NPeanpuATNiA N opraHu3aLunin.
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CLIEHAPWUI NCMOMb30BAHUSA

Mepenaya TeXHONOrMYECKUX AaHHBIX KpUTN4ECKON MHAPACTPYKTYPhI B HEJJOBEPEHHbIN CETEBO

CermMeHT

OTPACIIb

W&]

SHEPTETUKA

LIEJb

O6ecneyutb nepepady teros OPC DA
Pa3nnyHbIX BEPCUI U3 TEXHOMOTMYECKOr0
(3awumiaemoro) cermeHta B Historian
KOpNOpPaTMBHOMO CErMeHTa 1Sl PeLleHns
3a/1a4 aHanu3a AaHHbIX 1 NNaHNPOBAHMS

PELLEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nyktoB KepServerEx, InfoDiode SMART,
Aveva/Wonderware Historian

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
UCTO4HUKOM AaHHbIx OPC DA ¢
BO3MOXHOCTbH Nepeadn AaHHbIX BHELIHUM
noTpebuTeNam

MpuMeHsemblit NpoayKT

O KOMnaHuu

MexyHapofiHas rpynna KoMnaHuii, oiHa U3 BeayLLX B MIPE B
cchepe A0GbI4M 1 NepepadoTKI MUHEPanbHbIX PECYPCOB, C
WHTErPUPOBaHHbIMU, I0GbIBAIOLLMY, NIEPEPABATHIBAIOLLMMMY,
SHEPTEeTUYECKUMU 1 NIOTUCTUYECKUMIA NPeANPUATUSMM

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

YT06bl BbIMOMAHUTL CBOM 06f3aTeNbCTBA Mepes noTpebuTenamu
NOCTaBLUMKY 3NEKTPO3IHeprum Tpebyetcs NPOBOANTL MOHUTOPUHT U
aHanm3 COCTOAHMSA CUCTEM reHepauuu n o60opynosaHus. [laHHble
ANs 3TOr0 NepefatoTCcs U3 TEXHONIOMMYECKOro CerMeHTa B Kopnopa-
TMBHbIA. OHAKO MO TOMY XXe KaHany BO3MOXHa OpraHu3aums ara-
KW unu nonagaHve BpefoHocHoro MO n3 KOpnopatMBHOrO WUim
WHOTO BHELUHEro CermeHTa. 310 MOXET MPUBECTU K HapYLUEHUHO
paboTbl TEXHONOMMYECKOIA CETH, NPOCTOK reHepaLun u AoporocTo-
ALLEMY PEMOHTY.

ATK InfoDiode SMART o6ecneyuBaeT nepeaayy AaHHbIX OAHOBPE-
MEHHO N0 HECKONbKUM NPOMbILLIEHHbIM NPOTOKONAM Yepe3 rpaHu-
Ly nepumetpa. Cneunann3npoBaHHbIe KOHHEKTOPbI MPOMbILLIMEH-
HbIX NPOTOKOSI0B NMO3BOMSAOT COOPATh JAHHbIE U3 KAXKAOr0 CErMEeH-
Ta cetu (0T pasnuyHbix SCADA cuctem, koHTponnepos, OPC cepse-
pOB, [ATYMKOB) U nepedatb WX fanee N0 OJHOHANPABIEHHOMY Ka-
Hany, 06eCneYnB COOTBETCTBME BbICOYANLINM TPEOOBAHNAM U30NS-
LV 3aLMLLAEMOTO CerMeHTa.
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Apxutektypa: MOCNE
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TpeboBaHus

Historian, panee cneuyuanuctam ans MOHUTOPWHIA, aHANUTUKW U NIAHUPOBAHMA

TOMY Xe KaHajny, no KoTopoMy nepefatTcs AaHHble Ans Historian
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PerynspHo nony4atb faHHble (OPC DA) ¢ 8 3Hepro6s10K0B TEXHOIOMMYECKOr0 CErMeHTa, HanpaBnaTh UX B XPaHWUINLLE

FapaHTUPOBAHHO UCKMIOYUTL BO3JEICTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXHOIM OpraHn3aLmio ataku no

«O6nako»

MoBbilWeH YpoBeHb WHGOPMALMOHHOW 6e30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHIUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
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CLIEHAPWUI NCMOMb30BAHUSA

Mepenaya M3 TeXHONOMMYECKOrO CErMeHTa [JaHHbIX 0 COCTOAHMM 060pYA0BaHIUA ANA Lienei

MOHWTOPUHIA N ANArHOCTUKHK

OTPACIIb

SHEPTETUKA

@ LIESTb

O6ecneyuTb nepegady TenemeTpum no
npotokony IEC-104 13 TeXHONOrM4YecKoro
(3awmiLaemoro) cermMeHTa B permoHanbHoe
Aucnetyepckoe ynpasneHue n
LIEHTPaIN30BAHHbIN CUTYaLMOHHBIA LIEHTP

@ PELLEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
aykToB InfoDiode SMART, KOTMIA-14, CK-11

NPEUMYLLECTBA

W&]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
BO3MOXHOCTbIO Nepefadin JaHHbIX B LIEHTP
MOHWUTOPMHIa

MpuMeHsemblit NpoayKT

O KOMnaHuu

MHOronpounbHbIA XONAUHT, 06bEAUHSAIOLLUIA aKTMBbI B
3HEpreTuke

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

JHeproreHepupytoLLMe NPeanpuaTUs  MNONagalT nof  HOPMbI
187-®3 0 6e3onacHocTt 06bekToB KWI. B cooTBETCTBMM C
Tpe6oBaHMAMI HEOOX0AMMO (PM3NYECKU OrPaHNYUTL BOSMOXXHOCTb
[0CTYyNna K TEXHONOrn4ecKoil CeTW W3BHE, MOCKOMbKY BO3MOXHa
OpraHusauus ataku unu nonagaHue BpemoHocHoro MO w3
KOPMNOPaTMBHOIO WM MHOTO BHELUHEro CermMeHTa. 310 MOXET
NPUBECTU K HapYLUEHWO paboThbl TEXHOMOMMYECKOM CETW, NPOCTOI0
reHepaumm U A0pOrocTosilleMy PeMOHTy. B To e Bpems, Ans
CBOEBPEMEHHOW AUArHOCTUKM W NPOMUNAKTUKL 060pYyaA0BaHMS
HEo6X0AMM MOHUTOPUHT W yaaneHHas AUArHOCTUKA CO CTOPOHbI
JKcnNyaTauuoHHbIX CNy6 U NPOM3BOAUTENS 0O0PYA0BAHMS.

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3npoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJIOB NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nnyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LN 3aLLMLLAEMOTO CermMeHTa.
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TpeboBaHus

MOHUTOPWHIA 1 ONEPATUBHOI0 KOHTPONA

TOMY XXe KaHany, N0 KOTOpomy NepeaardTcs AaHHbIe A8 BHELUHMX nony4aTenen
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PerynspHo co6upaTth JaHHbIe C 060PY/I0BAHIUS B TEXHONOTMYECKOM CErMEHTE, HanpaBnATh UX B CTOPOHHME CIYXObI ANS

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMeHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
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BO3MOXHOCTb MPOHUKHOBEHMUS B TEXHONOTNYECKII CErMEHT 1 PacpoCTPaHeHst BpEAOHOCHbIX MPOrpamm

Peann3oBaH C60p AaHHbIX C 060PYAOBaHMSA M UX Mepefaya no OAHOHAMPABEHHOMY KaHany 4epe3 AMOJ AaHHbIX
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CLIEHAPWUI NCMOMb30BAHUSA

lNepeaaya U3 TEXHONOMMYECKOro CermeHTa JaHHbIX 0 COCTOSAHMM 060pYA0BaHUA U NPOLLECCOB ANSA
Lenen nx 06pa6otku, aHanu3a u suyanusauum 8 MES n b[1PB

OTPACIb 0 KomMnaHum
NPOMBILLNEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady OaHHbIX U3
TEXHO0rMYeCcKoro (3aLnLLlaeMoro) cermeHTa
C LieNbio 06eCcneyeHuns ux arperaumm n
o6pa6botku B MES cucteme B MeHee
[IOBEPEHHOM CermeHTe

KpynHoe npon3BOACTBEHHOE NpeanpusaTue

#0); PELLIEHHE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nykToB InfoDiode SMART, TL.Solutions, I-DS

(Indusoft Digital Services) prI'IHbIe NPOMbILLNEHHbIE NPeanpuaATA nonagdlT NoA HOPMbI

187-®3 o 6esonacHocTn o06bekToB KIWIW. B cooTBETCTBMM C
Tpe6oBaHMAMI HEOOX0AMMO (PM3NYECKU OrPaHNYUTL BOSMOXXHOCTb
A0CTYNa K TeXHONOrN4eCKOW CEeTW W3BHE, MOCKOMbKY BO3MOXHa
OpraHu3auus ataku unu nonagaHue BpegoHocHoro 10 u3
KOpPMOPATMBHOrO WA MHOrO0 BHELUHEro CermMeHta. 310 MOXET
FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM MPUBECTU K HapYLLUEHWO PaboTbl TEXHONOrMYECKON CETW, NPOCTOH
YPOBHE) TEXHOMOTUECKOTO CerMeHTa o MPOM3BOACTBA U [OPOrOCTOSALLEMY PEMOHTY. B T0 Xe Bpems, Ana
BO3MOXHOCTLI0 NepeAa: AakHeIx B MES ans OMEpaTUBHOTO  YMPABREHUS W  KOHTPONMS  MPON3BOACTBEHHbIX
nx cbopa, 06paboTKK, aHanm3a u N

BMayATM3ALIH NpoLEeCcCOB HEOOXOAMMO 06ecneynTb LEHTPANN30BaHHbIN c6opv "

00paboTKy JaHHbIX N3 TEXHONOrMYECKMX CErMEHTOB NpeanpusTUid.

NPEUMYLLECTBA

W&]

MpuMeHsemblit NpoayKT

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3npoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJIOB NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nnyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LN 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [OBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KN

PerynsipHo cobupatb AaHHble ¢ 060PYA0BaAHNA B TEXHONOrMYECKOM CErMeHTe, HanpaBnaTb UX B CUCTEMY YNpaBneHus
npom3soacTBeHHbIMU npoueccamu (Manufacturing Execution System, MES)

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMeHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHany, N0 KOTOpomy NepeaardTcs AaHHbIe A8 BHELUHMX nony4aTenen
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& E SCADA - wp -_
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2 E / MES
S ; 4 \ =
5 MOK 60870-6-101 E - E aa
< E E s VW [lucnetyepckue
M3K 60870-5-103 & NK 282 cnyxu nﬁ:ﬂmlﬁg :e
MOK 60870-5-104 .. P

TexHonornyeckuit cermeHT

KopnopaTuBHas unu cTopoHHss ceTb

J

Pe3ynbrarhl

BbinonHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

BbINonHeHO (hr3nYeckoe OTAeNneHne TEeXHONOrMYECKOM CeTU OT APYrUX, MeHee [OBEePEeHHbIX, CErMeHTOoB. VckitoyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

PeanusoBaH c60p AaHHbIX C 060pYAOBaHWA M MX nepefada no OJHOHANPABIEHHOMY KaHany 4epe3 AMOL [aHHbLIX B
NHPOPMALIMOHHYIO CMCTEMY YNpaBieHus Npou3BoACTBEHHbIMM npoueccamu (MES)

PeannsosaHbl Tpe60BaHKS K CKOPOCTM Nepeaaqn MHGopMaumn 0 CoCToAHUM 060pyA0BaAHNA U 06beKTa AN HAKOMNEeHUs
B 6a3e JaHHbIX PeanbHOro BPEMeHM
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KopnopaTtuBHas unu cTOPOHHAA ceTb
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CLIEHAPWUI NCMOMb30BAHUSA

Mepenaya lloT-Tpacpmka U3 TeXHONOrM4eCKOro CerMeHTa B KOpnopaTuBHbIA CErMeHT Ana KOHTPONA,

MOHWUTOPWHIA N BU3yanu3aLun L poBbIX ABOAHUKOB

OTPAC/1b O KOMnaHuu
MPOMbILUMEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady OaHHbIX U3
TEXHOMOrMYecKoro (3alLniLaeMoro) cermeHTa
C Lienblo 06ecnevyeHmns yaaneHHoro
MOHUTOPMHIA, IUArHOCTUKI U ONTUMN3aLAN
paboTbl 060pYA0BAHUS B MEHEE JOBEPEHHOM
CermMeHTe

KpynHoe npon3BOACTBEHHOE NpeanpusaTue

#0); PELLIEHHE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

CoBMeCTHOE NpUMEHeHMe KOMMJIeKca npo-

Ayktos InfoDiode SMART, lloT.Istok KpynHble MpOMbILLNEHHbIE MPEANPUATAS MONAZAT MOA HOPMbI

187-®3 0 6e3onacHocTt 06bekToB KWI. B cooTBETCTBMM C
Tpe6oBaHMAMI HEOOX0AMMO (PM3NYECKU OrPaHNYUTL BOSMOXXHOCTb
[0CTYyNna K TEXHONOrn4ecKoil CeTW W3BHE, MOCKOMbKY BO3MOXHa

[5’ MPEMMYLLECTBA OpraHuW3auus araku wunu nonagaHue BpegoHocHoro M0 u3
KOpPMOPATMBHOrO WA MHOrO0 BHELUHEro CermMeHta. 310 MOXET

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM MPUBECTU K HapYLLUEHWO PaboTbl TEXHONOrMYECKON CETW, NPOCTOH
YPOBHE) TEXHONIOTM|ECKOTO CErMeHTa C MPOM3BOACTBA U [OPOrOCTOSALLEMY PEMOHTY. B T0 Xe Bpems, Ana

BO3MOXXHOCTbIO nepenayn AaHHbIX B
nnargyopmy NPOMbILLSIEHHOr0 MHTEPHETA
BelLen (06paboTka, aHanu3 u BU3yanusauus)

OMepaTWBHOrO  YNPaBNEHWA W KOHTPONS  NPOM3BOACTBEHHbIX
MpoLIeccoB Heo6XoauMOo 06ecnednTb LEHTPANN30BaHHbIA COOp K
06paboTKy JaHHbLIX U3 TEXHOMOMMYECKUX CErMEHTOB NPeanpUATHIA.

MpuMeHsemblit NpoayKT

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3npoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJIOB NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nnyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LN 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

Pa3nenuTb CermeHTbl CETH C pa3HbIMW YPOBHAMI [OBEPUA U UCKNIOYMTL N060E BHELLIHee BO3eicTBMe Ha 06bekT KN

HenpepbIBHO cO6UPaTh [aHHbIE C 060PY0BAHIUS B TEXHONOTMYECKOM CErMEHTe, HanpaBnATh UX B MNaTchopmy Ans npo-
MbILLIEHHOTO UHTEPHETa BeLLeit

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMeHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHany, N0 KOTOpomy NepeaardTcs AaHHbIe A8 BHELUHMX nony4aTenen

é&hﬁé % B !!!Ei!!
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n -
nnaHupoBaHve

TexHomornyeckoe /
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lloT.Istok
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\A’ OnoseLyeHns

TexHonornyeckuit cerMeHT

KopnopaTuBHas ceTb npeanpuaTMs

Pe3ynbrarhl

BbinonHeHbl Tpe60BaHNA rocyaapCTBEHHOro perynatopa B pamkax 187-®3 k o6bektam KN

° BbINonHeHO (hr3nYeckoe OTAeNneHne TEeXHONOrMYECKOM CeTU OT APYrUX, MeHee [OBEePEeHHbIX, CErMeHTOoB. VckitoyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

. Peanusosan c6op faHHbIx [I0T ¢ 060pyLoBaHUs M UX nepefada no OJHOHANPAB/IEHHOMY KaHary Yyepe3 ANOoA LaHHbIX B
nnatopmy Ans NPOMBbILLIEHHOTr0 UHTEPHETA BELLel

[ J

Peanun3oBaHbl Tpe60BaHNS K CKOPOCTM Nepeaayn MHAOPMaLMK 0 COCTOSHUM 060PYA0BAHNUS U 06bEKTA AN HAKONNEHUs
B 6a3€ [JaHHbIX

~
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w By s | e it
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U [arunkn Yerpoiicrea CerMeHTa o .
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x 1 ) [laHHble TenemeTpum u
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obopynoBaHue I
L TexHonornyeckuit cermeHT ) KopnopaTtueHas ceTb npeanpuams
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CLIEHAPWUI NCMOMb30BAHUSA

lMepeaaya KPUTUYHBIX AAHHLIX B LieNAX pe3epBHOr0 KONUPOBaHUA B 3aLUMLLEHHOE XPaHUMULLE

OTPACJ1b O KoMnaHuu

NPOMbILUNEHHOCTb, SHEPTETUKA
BepTukanbHO MHTErpuPOBaHHbIA NPOMBILLMIEHHbIA XONANHT,

LIEMb YNpaBNsIOLLMiA aKTUBaMI B Chepe aHepreTUKn, MeTannyprum n
FOPHOPY/AHOW NPOMBILLINEHHOCTH

06ecneyunTh perynspHoe pesepeHoOe
KOMMPOBaH1e MHGOPMALIAN U3
KOPMOPaTUBHO CETH B 3aLLIALIEHHOE
XPaHUmuLLE.

#0); PELLIEHHE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOoM-
nnekca InfoDiode PRO ons co3aaHust u3onu-
POBaHHOIO CETEBOI0 CErMeHTa, 3aLLMLLEHHO-
[0 OT BHELLUHEro Bo3aelicTBus

YcTonunBoe (YHKLMOHMPOBaHWe 6U3HEC-NPOLLeCCOB NPeanpuaTia
3aBMCMT, B TOM 4WCNe, U OT HaNNYUsA HAAEXHO OYHKLMOHMPYIOLLEN
CUCTEMbI PE3EPBHOr0 KOMUPOBaHMS. B TO e Bpems, BHELIHWe CO-
eQVNHEHNS C OCHOBHOI CETbI0, @ TAKXKE MECTa XPAHEHUS Pe3epBHbIX

[5’ MPEUMVYLLIECTBA KOMWIA, MOryT NOABEPraThCs Kubepartakam. B aTux ycnoBusix xpaHe-
HMEe [aHHbIX HA 00bIYHbIX pecypcax (IEHTOYHOE XpaHunuLe, daii-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM NOBOE XPaHUMWLLE 1 T.M.) NOBbLILIAET PUCKW YTEPKU, KOMNPOMETaLMN
YPOBHE) CETEBOr0 CErMeHTa Anst XpareHus [aHHbIX. TpeanpusTio TPeGyeTcs OpraHu3auns 3allyLLeHHOro

63KaroB CUCTEM, «CHUMKOB AaHHbIX»,

DE3EBHbIX KOMMIA JaHHbIX CEermMeHTa, KOTOpbIA MO3BONIUT COXPAHATL 3TaNOHHbIE KOMWK [aH-

HbIX ANsi HaM6onee PUCKOBAHHbIX CLIGHAPMEB MX NOTEPHU, B TOM YNC-
ne B pe3ynbTaTe AeNCTBUIA 3I0YMbILLIEHHUKOB.

MpuMeHsemblit NpoayKT

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENnSIMK BUPTYanbHbIX
MAaLUWH, 3M1EKTPOHHOM MOYTHI, BUAEO U APYroro Tpaduka.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHus

PerynsapHo nepefasarb AaHHble 63KaMNOB Ha 3aLUMLLEHHbIA PECYPC ANS LeNei rapaHTUPOBaHHOMO U30NNPOBAHHOIO0 Xpa-
HEHMSA PE3ePBHbIX KOMUIA, «CHUMKOB AAHHbLIX», 3TaNOHHbIX KOMWIA LAHHBIX 1 CUCTEM

FapaHTUPOBAHHO UCKMIOYNUTL BO3JEICTBIE HA 3aLLMLLEHHDBI CErMeHT, CleNaB HeBO3MOXHOI OpraHn3aLmIo aTaku no
TOMY X€ KaHany, no KOTOpOMY AaHHble NepeaatoTcs Ha XpaHeHue

Bbirpyska pesepBHbIX KOMWi Eé
E e q ﬂ =]
[ |

[Mony4yeHne pe3epBHbIX KOMui ﬂ L
= —

f Cucrema pe3epBHOro
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KOIWIpOBaHMﬂ n xpaHeva
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Pe3ynbrarhl

® BbinonHeHo (1)I/I3I/I‘-IeCK09 oTaeneHune 3au4|/|u4eHH0ro/nosepeHHoro CerMmeHta OT MeHee [0BEPEHHbIX CErmMeHTOB.

MckniodeHa BO3MOXXHOCTb MPOHWUKHOBEHMS 3MI0YMbILLNIEHHUKA B CErMEHT XPaHeHWUs [daHHbIX W pacnpocTpaHeHus
(3anycka) B Hem BPeAOHOCHbIX Mporpamm

o ObecneyeHa OAHOHANpaBneHHas mepefjaya [JaHHbIX HA BHELUHee 3allWLIEHHOe XpaHWIULLE, WUCKNoYatoLLas
BO3MOXXHOCTb BO3/IeCTBUS Ha CUCTEMY XpaHeH!s 63Kanos 1 pe3epBuUpyeMble AaHHbIe

O6ecneyeHa HenpepbIBHOCTb BU3HEC-NPOLECCOB NpeanpuaTua 6narofgaps OpraHu3auum CTporo AeTepMUHUPOBAHHOMO
OAHOHAMNPaBNEHHOr0 MOTOKA AAHHbIX HA BHELUHWIA MO OTHOLIEHWI0 K KOPMOPaTMBHOM CEeTU 3allWLLEeHHbIA Pecypc,
CHWXEHbI PUCKW NMOJSTHOW YTEPU AAHHBIX B CNy4ae YCMELHON aTakn 3M10YMbILLIEHHNKA HA OCHOBHOWM CErMeHT AaHHbIX

|
(" N\ dusmyeckas u3onaums (" )

cerMeHTa Eé
1
E - @ El s
— -
S Z E<":
- InfoDiode B |

ApxutekTypa: NOC/IE

Cuctema pesepBHOro
KONWUPOBaHUSA U XpaHeHUs

[loBepeHHbIN CerMeHT ) BeipysKa pesepsHbix Konwi
I
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CLIEHAPWUI NCMOMb30BAHUSA

Mepepaya SPAN-Tpacuka TexHonornyeckoro cermeHta B SOC B pamkax noCTPOEHUs CUCTEMbI

o6Hapy»xeHus BTOpXXeHuit Ha 6a3e npoaykToB IDS/IPS

OTPACIIb

W&]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHOMOTNYECKOr0
(3awwMLLaemoro) cermMeHTa npoOMbILLIEHHOr0
00beKTa B MHble CETEBblE CErMEHTbI AN
peLLeHns 3a8a4 06HapYyXeHUs BTOPXKEHW

PELLEHWE

CoBMeCTHOE NPUMEHEHME annapaTHOro Kom-
nnekca InfoDiode ¢ peweHnamm KICS for Net-
works, PTISIM wnu lapaa NDR B pamkax no-
ctpoenuns COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOTMYECKOr0 CEermMeHTa ¢
COXpaHeHnem BO3MOXXHOCTU Nepeaaqn
Tpadvka Ang aHanusa u npeLoTBpaLLeHuns
BTOPXXEHWI

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe NpOMbILLNEHHOE NPEANpUATIE, UMEIOLLIEE 3HAYUMBIN
TEXHOMNOMNYECKIUIA CErMeHT, TPEOYIOLLIA AONONHUTENbHBIX CPEACTB
KOHTPOA - NOCTPOEHUS CMCTEMbI 06HapYyXeHus BTopxeHuin (COB)

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pesynbTaTe KubepaTtaku Ha TEXHONOMMYECKYH CeTb MOrYT CyLle-
CTBEHHO MOCTPafaTh [aHHble W 060PYAOBaHME, YTO NPUBEAET K
3HAYUMbIM  HapYLLEHUAM TEXHOMOrn4eckux npoueccos. [ns
npefoTBpalLeHns Knbepatak TpebyeTcs OCYLLECTBNATb HENnpepbls-
HblA MOHUTOPUHI CETEBOr0 TPaddMKa TEXHOMOIMYECKOro CermeHTa
Ha NpeaMeT 06HAPYXKEHNS NPUIHAKOB BTOPXKEHMS.

B T0 e Bpems, y4uTbiBas, YTO LIEHTP MOHUTOPUHIra 6e30MacHOCTH
(SOC) pacnonoxeH B Apyrom cermeHTe ceTn, Heo6xoanumo obecne-
YNTb HAAEXHYH 3aLMTYy MepUMETPa TeXHONOrM4eckoro CerMeHTa
CeTu.

AK InfoDiode - 6a30Boe annapartHoe pelueHue ans nepenadu UDP,
Syslog, SPAN Tpachuka notpebutensm 3a npegenamm JOBEPEHHOIO
cermenta. CeptucbuumpoBaHo OCTIK VYO (4). 06ecneyusaer
3aLUMTY HA annapaTHOM YPOBHE, N30NMUPYET 3aLLNLLAEMbIA CErMEHT.

InfoDiode RACK npeaHasHa4eH Ans MOHTaxa B CTOMKY.

InfoDiode MINI npegHasHayeH pns moHTaxa Ha DIN-peiiky wnm
Desktop BapwaHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

° PerynapHo nony4atb SPAN-TpacuK ¢ NpON3BOACTBEHHbIX CErMEHTOB B LIEHTP MOHUTOPUHIa 6630MacHOCTU ANs aHanm-
3a W NpeoTBPALLEHNs BTOPXKEHUIA, UCKNO4KB ycTaHoBKy aon M0 Ha APM B TeXHONOrMYeCKOM CErMeHTe

. 06ecneynTb LEHTPaNM30BaHHbI MOHUTOPUHT CETEBOrO TpadhiKa TEXHONOMMYECKO CeTH

o [apaHTUPOBAHHO MCKNIOYNTbL BO3ENCTBIE HA TEXHONOrMYECKIUIA CErMEHT, C1eNaB HEBO3MOXHOW OpPraHM3aLunio aTaku no
TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC

( ) ( N\

i = i

BupeoxabrnioaeHve SPAN, UDP, Syslog

Nl >
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© T ]
[
Q - R > -— B @ 4 ﬁ
= N T T a7a
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< & )] =t
CepBepbl CeTeBoe 06opynosaH1e
g%
L CeTb npeanpusTUs ) AK L LleHTp ob6ecneyeHmns GesonacHocTy

Pe3ynbrarhl

° MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 3a CHET 3DMEKTUBHOI CerMeHTaunm ceTu

° BbInonHeHo dyu3nyeckoe OTAENEeHNe TeXHOMNOrNYeCcKOM CeTu OT ApYruX, MeHee [OBEPEHHbIX CEermeHTOB. MckintoyeHa
BO3MOXXHOCTb NPOHUKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpOoCTpaHeHns BpeOHOCHbIX NPorpamm

° PeanuzosaHa nepeagavya SPAN-Tpadvka ¢ npoOM3BOACTBEHHbIX 0OLEKTOB MO OJHOHAMPABIIEHHOMY KaHany 4epe3 AuoA

JaHHbIX B LEHTp o6ecneyeHuns 6esonacHoctit (SOC), ycnewHo peLleHa 3aada no noCTPOEHWUO CUCTEMbI 06HAPYXeHUS
BTOp>XeHUi (COB) Ha npeanpusaTmm

( ™ I ( N\

~ - dusnyeckas usonsLus
— cermMenTa
L\ O4

? BupaeoHabniogerve
A}
K \ 1
o %EH-TQABA
APM onepaTOpOB/ AK InfoDiode

Apxutektypa: MOCNE

% Sensor SOC
I (PTISIM /KICS / Fapga NDR)
Eé SPAN, UDP, Syslog
-
=
CepBepbl Cetesoe 0bopynoBaHie
L CeTb npeanpuaTUs ) L LleHTp obecneyeHmns GesonacHocTy
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CLIEHAPWUI NCMOMb30BAHUSA

lMepepaya faHHbIX ¢ fatynkoB B ceTeBoi cermeHT ACY Tl 4epe3 He0BepeHHbIe CETH

OTPACIIb

W&]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJb

O6ecneynTb 6e30MaCHY0 Nepeaayy CUrHanos
¢ 060pyI0BaHMS 1 AATYMKOB, PA3MELLEHHbIX
Ha yAanéHHbIX NYHKTaxX TEXHONOrMYecKoro
cermenTa cetu, B SCADA ans pelleHus 3agay
KOMMNEKCHOM0 MOHUTOPUHIa 06beKTa

PELLEHWE

CoBMeCTHOE MPUMEHEHNEe annapaTHoOro KoM-
nnekca InfoDiode u KoHHekTOpoB Modbus

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
COXPAHEHNEM BO3MOXKHOCTU MONYyYeHUs
[laHHbIX OT BHELIHMX JATYMKOB
060pyaoBaHNs

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHas aHeproreHepupytoLLas KoMnaHus, NpOMbILLNIEHHOE
npeanpuaTne

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

3a4acTyl0 aTtakam MOABEPratTCs KaHamnbl CBA3W, CONpsrawLme
TEXHONIOrNYECKYI0 U KOPNOPATUBHYIO CETM, OJIHAKO HE CTOMT 3abbl-
BaTb 1 NPO NOTEHLMANbHYIO YA3BUMOCTb CErMEHTOB CaMoii TEXHO-
Nornyeckom cetn. B pesynbTate KubepaTakm MOryT CYLLECTBEHHO
nocTpajarb AaHHble U CepBepbl MPUIOXKEHWA MPEANnpUATUS, YTO
NPUBEAET K CYLLECTBEHHbIM HAPYLLIEHUAM TEXHONOMUYECKMX Mpo-
LeccoB. 06bEKTbI MHAIPACTPYKTYPbI, PACMonoXeHHbIe 3a npejena-
MW dn3ndeckoro nepumetpa oowvekta KW, Haxogatcs B MeHee
NOBEPEHHOM CermeHTe, noctyn u3 kotoporo Kk KU nomkeH 6biTh
OrpaHuUyeH 1 COOTBETCTBYIOLLMM 06Pa30M 3aLLULLEH.

AK InfoDiode - 6a30Boe annapartHoe pelueHue ans nepenadu UDP,
Syslog, SPAN Tpachuka notpebutensm 3a npegenamm JOBEPEHHOIO
cermenta. CeptucbuumpoBaHo OCTIK VYO (4). 06ecneyusaer
3aLUMTY HA annapaTHOM YPOBHE, N30NMUPYET 3aLLNLLAEMbIA CErMEHT.

InfoDiode RACK npeaHasHa4eH Ans MOHTaxa B CTOMKY.

InfoDiode MINI npegHasHayeH pns moHTaxa Ha DIN-peiiky wnm
Desktop BapwaHT.
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TpeboBaHus

PerynsipHo nony4arb aHHbIe C BHELUHUX 06bEKTOB KOHTPONS (060PYLOBAHUS, [ATYMKOB), HANPABAATL UX B €AMHYIO
cuctemy SCADA B TEXHONOrMYECKOW CETW AN MOHUTOPUHIA, 06PabOTKN W Nepeayn B NHbIE CUCTEMbI

FapaHTUPOBAHHO UCKMIOYUTL BO3JEICTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXHOIM OpraHn3aLmio ataku no

TOMY XXe KaHasy, no KOTopoMy NnepeaarTcs AaHHble ¢ 060PYL0BaHNA U JATHUKOB, HAXOLALLMXCA 32 NPejenamm KOHTpo-
nupyemoii 3oHbl KW (domsmnyeckoro nepumetpa KNW)

MODBUS , MODBUS
Slave Master
B0 tadm
(©)
=
o aTunk
8 : HesawmiwéHHas
E cetb
< @ MODBUS TCP P MODBUS TCP
£ — - e T g
x Jatunk
<% ’ SCADA
N
r = &%
F - N
JaTumk

Pe3ynbrarhl

° MoBbilWeH YpoBeHb WHGOPMALMOHHOW 6e30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo
(bn3nyeckoe  OTHENeHMe TEeXHONOTMYECKOW CeTU OT MeHee [0BEepeHHbIX CeTel nepefayn AaHHbIX. VcknioyeHa
BO3MOXXHOCTb NPOHWKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpoCTpaHeHns BpelOHOCHbIX NPorpamm

° O6ecnedeHa nepefada OMOBELLUEHWIA OT YCTPOICTB, PACMOMNOXEHHbIX 3a npegenamu (U3NYECKOro nepumeTpa
NPeanpuaTIs, B TEXHOMOMMYECKYI0 CETh, peann3oBaHa nepepaya Tpadpmka Modbus B uensx c6opa gaHHbix B SCADA

[ J

PeanusoBaH c60p [JaHHbIX C BHEWHWX OOGLEKTOB KOHTpons B eauHyl cuctemy SCADA n ux nepepaya no
OZIHOHANPaBNEHHOMY KaHay Yepe3 ANOf [aHHbIX B TEXHONOTMMYECKYIO CETb

MODBUS ~ MODBUS MODBUS

,,,,,,,,,,,,,,,, o~ ______, MopBUS
Slave Master | Slave Master
— ete — panuua dusnyeckoro
5 SS pasfeneHus ceTeil
o I
C Jatunk UDP
P
Q — InfoDiode
> MODBUS TCP ! ! | MODBUS TCP
€ e R O o
Q h:d h:d
= Rarunk MODBUS MODBUS
S SCADA
< ' KoHHekTop (IN) KonHekTop (OUT)
2‘ I,
[aTumnk
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CLIEHAPWUI NCMOMb30BAHUSA

TpaHcnAuna CHUMKOB 3kpaHoB ¢ APM B JoBEpeHHOM CEerMeHTe CETH B LieNnsX OKa3aHusa yAanéHHo

TEXHU4EeCKOW NoAaep>KKU CTOPOHHUMM cnyXK6amu U OpraHusaLmamm

OTPACIIb

W&]

NPOMbILUNEHHOCTb, TPAHCIMOPT

LIEJb

O6ecneynTb OHMANH Nepeaayy CHUMKOB
9KpaHa ¢ paboyux MecT Ha
MPOU3BOACTBEHHOM 0OBLEKTE B LIEHTP
TEXHWUYECKOI NOALEPKKU BEHLOPA,
CTOPOHHEN CIyX0bl

PELLEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOoM-
nnekca InfoDiode PRO ans 3awutbl nepumert-
pa TEXHONOTMYECKOr0 CerMeHTa CeTy

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CerMeHTa CeTit 0T
N060ro BHELLHEro BO3AeNCTBns ¢
BO3MOXHOCTbO OHNANH Nepefadn CHUMKOB
3KpaHa Aans CcneumanncToB Tex. NOAAEPKKN

MpuMeHsemblit NpoayKT

O KOMnaHuu

[pOMBILLNIEHHOE NPeLNpUATIE C aBTOMATU3MPOBAHHbLIM
NPOU3BOACTBEHHbIM LyKnoMm. Mpeanpuatue npuobpeTaet y
CTOPOHHUX BEHA0POB W NPOM3BOANTENE YCYrY TEXHUYECKOIA
NOAAEPXKN MMetoLLierocs Ha o6bekte o6opynosaHus u SCADA

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

CoBpeMeHHbIE BbICOKOTEXHONOIMYHbIE NPON3BOACTBA TPEOYHOT Bbl-
coyaiilen Keanudukauum KaapoB U YpOBHA CONPOBOXaeHMs. He-
pefko TpebyeTcs NoAAepXKa CreunannctoB No KOHKPETHbIM Cu-
cTeMam W npoueccam, B TOM 4ucne ot Benaopos VG n o06opynosa-
Hud. [Ina atoro gaHHble ¢ APM nepeparotca U3 TEXHONOrMYecKoro
CEerMeHTa B KOpPNOPaTUBHbIA, OJHAKO, N0 TOMY Xe KaHany BO3MOX-
Ha OpraHu3auus ataku unu nonagadue speaoHocHoro M0O. 3To mo-
XKET NPUBECTN K HAPYLIEHWO NPON3BOACTBEHHbIX NPOLECCOB U NO-
NOMKe Joporocrosiiero o6opynosaHus. Tpebyetca o6ecneyntb
HarnAgHoe npefocTaBneHune aaHHbIX ¢ APM onepatopa B TeXH. cer-
MEHTE CTOPOHHUM cny6amM B LieNsiX 0Ka3aHus TeX. NoALepXKN

AMNK InfoDiode PRO pewaet 3agays no nepejaye (aiinosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Penink
BUPTYaSIbHbIX MALUWUH, 3MEKTPOHHOW MOYTbl, BUAEO W [Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NoTpPe6uTENaM, N30NPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus
O6ecne4nTb nepefavy CHUMKOB 3kpaHa ¢ SCADA n APM onepatopoB Ha NPOMbILLIEHHOM 06bEKTE BO BHELUHWIA LEHTP
TEXHUYECKOW NOAAEPXKKM

FapaHTMPOBAHHO UCKIIOYUTb BO3AGNCTBIME HA MHADOPMALIMOHHbIE CUCTEMbI U 060PY0BaHIE NPOMbILLTIEHHOTO 06bEKTa
B YCNOBUSIX NOMY4EHUS OHMANH [aHHbIX C MOHUTOPOB OMEPaTOPOB

A ( )
- -
-

O *

<

© ——

o

> SCADA *

-

x

3 4

S | | M n

- POCMOTP AaHHbIX
é_ R M 13 TEXHOMOTMYECKOM CeTH
< APM APM APM
onepaTopoB  OMepaTopoB onepaTopoB
L TexHonoruyeckas ceTb ) L LleHTp TexHUYeCKOI noaaepx KM

Pe3ynbrarhl

BbINonHeHO hu3nyeckoe OTAENeHMe TEXHOMOTMYECKOr0 CerMeHTa CeTU MPOMBILLIEHHOr0 06beKTa OT BHELUHWX CEeTei
Mckno4eHa BO3MOXXHOCTb BO3JeACTBUSA HA UHGDOPMALIMOHHBIE CUCTEMbI M 060PYL0BAHNE

O6ecneyeHa HanpaBfeHHas nepejaya JaHHbIX B LGHTP TEXHUYECKOW MOAAEPXKKM, UCKNoYaloLlas Nobble BXoAsLLMe
COEANHEHUS B TEXHONOTMYECKNIA CErMEHT NPOMbILLMIEHHOr0 06bEeKTa

ObecneyeHa nepedadya OHMAWH CHUMKOB 3KpaHa B peanibHOM BPEMEHM C KOHTPOJbHbIX MOHMTOPOB U YCTPOIACTB
HabNoeHNs CreLnanucTam TeXHUYeCKoit NOAAePXKKI CTOPOHHUX cny6 1 BeHaopos MO 1 060pya0BaHMs

\ | ( N\
(WN] “ - dusndeckas u3onsLUs 0
= cermenTa
o
= | -
T L -~
© SCADA
o InfoDiode PRO Buaeo cepsep/
E CTPUMMHT CEpBEP
X
o |
E =l | ] [TpoCcMOTP AaHHbIX
= = = o
3 = ToTOKOBOE BIAEO/CTPUMIHT 113 TeXHOMOr4eckou cet
o APM APM APM
< OrepaTopoB  OMEpPaTopoB  OMEpaTopoB
L TexHonornyeckas ceTb ) L LieHTp TexHUYeCKOW NOAAEPKKM
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CLIEHAPWUI NCMOMb30BAHUSA

lNepeaaya TEXHONOrM4eCKUX AaHHLIX U3 NPOM3BOACTBEHHOr0 KOMNekca unu o6bekTa fo6b14u B

KOpnopaTuBHbIA CETEBON CErMeHT

OTPACIb 0 KoMnaHuu

XUMWYECKAA NPOMBILLUNEHHOCTD
OauWH 13 BefyLLMX NPOM3BOANUTENE MUHEPANbHbIX YA0OPEHN Ha

,@, LIEJTb MUPOBOM PbIHKE

O6ecneuntb nepegady teros OPC DA
Pa3nnyHbIX BEPCUI U3 TEXHOMOTMYECKOr0
(3awumiLaemoro) cermMeHTa noTpebuTensm B
KOpNOPATMBHbIA CErMEHT ANs pelleHmns 3agay
aHanM3a JaHHbIX 1 NNaHMPOBaAHNA

#0); PELLIEHHE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

CoBMeCTHOE NpUMEHeHMe KOMMJIeKca npo-

Ayktos MasterOPCG, InfoDiode SMART 06ecneyeHme HeMpepbIBHOTO NPOLECCA HA XMMIECKOM MPOWU3BOA-

CTBE TPeOYeT MOHUTOPUHIA W aHanNN3a NPON3BOACTBEHHbIX 06bEK-
TOB 11 060py0BaHus. [laHHbIe NS 3TOr0 NepefatoTcs U3 TeXHONO-
TMYeCKOro CermeHTa B KOpnopaTtuBHbIi. OiHaKo N0 TOMY Xe KaHa-

[5/ MPEMMYLLECTBA ny BO3MOXHA OpraHu3auus ataku unu nonagaHue BpPeaOHOCHOro

M0 13 KOpNOpaTUBHOrO WAW WHOTO BHELUHEro CermeHTa. 910 MO-

lapaHTUpOBaHHas 3aLuTa (Ha PU3N4ecKom XKET NPUBECTUN K HapYLLEHWI0 PpaboTbl TEXHONOMMYECKON CETH, 0PO-
YPOBHE) TEXHONIOrMECKOTO CErmeHTa ¢ FOCTOSLLEMY PEMOHTY, BO3HUKHOBEHMIO TEXHOTEHHBIX KaTacTpod.

MCTO4YHUKOM JaHHbIX OPC DA ¢
BO3MOXHOCTbH Nepeadn AaHHbIX BHELIHUM
noTpebuTeNam

MpuMeHsemblit NpoayKT

AMK InfoDiode SMART o6ecne4mBaeT nepegady  AaHHbIX
OAHOBPEMEHHO MO HECKONbKUM MPOMbILLIEHHbIM MPOTOKOAM
yepe3 rpaHuly nepumeTpa. Cneunann3mpoBaHHble KOHHEKTOPBI
MPOMBILLIEHHbIX MPOTOKONMIOB MO3BOMSIOT €O6pPaTh [AaHHble U3
Kaxgoro cermeHta cetm (o1 pasnuyHbix  SCADA  cuctem,
KoHTponnepos, OPC cepsepos, AaT4nKoB) U nepeaatb ux aanee no
OAHOHANPaBNeHHOMY KaHany, obecneyms COOTBETCTBME
BbICOYAILLUM TPEOOBAHUAM U30NALMN 3ALLNLLAEMOrO CErMEHTa.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

PerynsapHo nony4arb AaHHble YCTAHOBOK TEXHONOIMYECKOro CerMmeHTa, HanpaenaTh UX BHELLIHUM NOTPEOUTENAM W CNyX-
6am MOHUTOPUHIA AN1F KOHTPONS, aHAIUTUKK U NIaHMPOBaHNA

FapaHTUPOBAHHO UCKMIOYUTL BO3JEICTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXHOIM OpraHn3aLmio ataku no
TOMY € KaHany, no KoTopoMy NepefalTcs JaHHbIe AN CTOPOHHUX NOTpebuTenei

Eé ﬁ J ada

/ OTyeTbi 1
nawepab!

AHaJ‘II/ITI/IKa ]
nnaHupoBaHne

DMZ
©»
OPC DA
Server

o
g
P
o
>
~
X
()
-
S
x
Q
<

53 2 [vcnetyepuaaums

MpeanpusTtue

KOpHOpaTVIBHaH WK1 CTOPOHHAA CeTb
J

J

Pe3ynbrarhl

MoBbilWeH YpoBeHb WHGOPMALMOHHOW 6e30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHIUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHMNS B TEXHOMOTNYECKMIA CErMEHT U PacnpoCTPaHeHUs BPEJOHOCHbIX MPOrpaMm

PeanusoBaH 060[3 JaHHbIX C TEXHONMOrM4eCKNX yCTaHOBOK 1 UX nepefada nNo 0AHOHanpaBneHHOMY KaHaly 4epe3 auon
AaHHbIX B NoApa3aeneHna MOHUTOPUHIa, NNaHUPOBaHUA N KOHTPOJIA

L] Peanu3oBaHa nepefadya [ONOSHUTENbHBIX [OaHHbIX [Ans

pykoBOoACTBa W 3aWHTEpPeCOBaHHbIX COTPYAHWKOB B
KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

L]
L]
J

OPC DA
Server +
MasterOPC

- f
InfoDiode SMART SRS \

TpOMBILLNEHHbIE NPOTOKOMbI AHaJ'IVITVIKa "

nnaH1poBaHue
SCADA 2

Apxutektypa: MOCNE

B | E
‘ } Duanyeckan uonauma ﬁ Oqu-rbm =
‘ cerMeHTa pawopab!
- OPCDA DMZ
og verX  eommm—
h — )

Aﬁ 2 [Ivcnetyepusauns

KopnopaTuBHasi Unu CTOPOHHSIA CeTb
J (.
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CLIEHAPWUI NCMOMb30BAHUSA

lNepeaaya TeXHONOrM4eCKUX AaHHLIX B FONOBHOM 0PUC - M3 601ee JOBEPEHHOro B MeHee

L0BEPEeHHbI CeTEBON CerMmeHT

OTPACIIb

W&]

HE®TETA3

LIEJb

O6ecneynTb Nepegady Npom. NPOTOKOJI0B
Pa3nnyHbIX BEPCUI U3 TEXHOMOTMYECKOr0
(3awwMLLaemMoro) cermMeHTa BHeLHUM
noTpeduTeNsiM B LIENSIX LIEHTPANN30BaHHOMO
MOHUTOPMHIA U KOHTPONS COCTOSIHNA

PELLEHWE

CoBmecTHOe npumeHeHne npoaykTos InfoDi-
ode SMART, InfoDiode PRO n gononHutens-
HbIX KOHHEKTOPOB MPOMBbILLSIEHHbIX MPOTOKO-
noB (Npn Heo6XoLMMOCTH)

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CermeHTa ¢
UCTOYHUKOM NPOMBbILLIIIEHHOr0 Tpadnka ¢
BO3MOXHOCTbI Nepejadin AaHHbIX BHELIHUM
noTpebuTeNam

MpuMeHsemblit NpoayKT

O KOMnaHuu

MexyHapoHas KOMNaHus - ofiHa U3 BeayLUX B MUpe B cepe
[06bI41 11 NepepadoTKN MUHEpPaTbHbIX PECYPCOB C
WHTErPUPOBaHHBIMM [06bLIBAIOLLMMM, NepepabaTbiBALLLMMK,
SHEPTEeTUYECKUMU 1 NIOTUCTUYECKUMIA NPeANPUATUSMM

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

Knbeparaka Ha 06bEKT U NPOHWKHOBEHWUE 3M0YMbILLIEHHMKA Yepes
TUNOBbIE CPEACTBA 3aALLUTLI MOTYT MPUBECTU K NOBPEXAEHUIO [aH-
HbIX U CepBepoB NpunoxeHuit B cermente AGY TI1, 4To npuBeaéT K
HapyLLIEHUAM TEXHONOrn4ecKnx npouleccos. B pesynbTate Komna-
HUA, KaK MWHUMYM, BbIHYXAeHa 6yaeT OTK/4YUTb COEAUHEHne
cermenTa AGY TIM ¢ kopnopaTuBHbIM CErMEHTOM U IHTEpHeT.

Hanuune BO3AyLIHOTO 3a30pa XOTs W NpeoTBpaLLaeT Kubepartaky
Ha 3allMLLIEHHbIA CErMEHT, HO He NO3BONSET 06GEeCMeYnTb Hempe-
PbIBHOCTb GU3HEC-NPOLIECCOB N CTOPOHHUIA MOHUTOPUHT TEXHOMO-
TMYECKIX CErMEHTOB NPeanpUATUIl HechTera3oBoil KOMNaHUK.

AlK InfoDiode SMART o6ecneyuBaeT nepeaady AaHHbIX OJHOBPEMEHHO MO
HECKOMbKUM NPOMbILLIEHHbIM NPOTOKONMAM Yepe3 rpaHuLly nepumetpa. Gne-
LUNanu3nMpoBaHHble KOHHEKTOPbl MPOMbILUMEHHbIX MPOTOKOMNOB MO3BONAKT
cobpaTb JaHHble U3 KXA0r0 CerMeHTa CeTM 1 nepefatb WX Janee no 0AHo-
HanpaBneHHOMY KaHany, 06ecne4yuB COOTBETCTBME BbICOYAMLLIMM Tpe6OoBa-
HUAM M30NIALMN 3aLLNLLAEMOTO CEerMeHTa.

AMNK InfoDiode PRO o6ecneuynBaetT nepegayy (haiinoBbiXx MNOTOKOB
(KypHanos, AuMCTPUOYTUBOB, 63KaNoB 06a3 [aHHbLIX, 3NIEKTPOHHOWA MOYTHI),
Buaeo n UDP, Syslog, SPAN u apyroro Tpaduka 3a npefenbl JOBEPEHHOIO
CermeHTa LieneBbIM NOTPE6UTENAM, U30NNPYA 3aALLULLIAEMbIA CErMEHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

L PerynsapHo nepefasatb AaHHbIE C 06bEKTOB TEXHONIOrMYECKOr0 CErMeHTa B LIEHTPbI MOHUTOPUHIA, ONepaTuBHON aHanu-
TUKW 1 NNTaHUPOBAHNA

. 06ecneynTb LHTPan130BaHHbI MOHUTOPUHT 6830MACHOCTIA U NPON3BOAUTENLHOCTU TEXHONOMMYECKON CETH

o FapaHTUPOBAHHO UCKMIOYUTL BO3JEIACTBIE HA TEXHOMOTUYECKNIA CErMeHT, C1eNaB HeBO3MOXHON OPraHn3aLmio aTaku no
TOMY € KaHany, no KOTopoMy NepefarnTcs JaHHbIe AN CUTYaLMOHHbIX LEHTPOB 1 LeHTpoB SOC/NOC

( 1\ ( \
J OTyeTbl 1
7 P,
a™a
Builka \ &8& - SQL man A3bIK
* W onpocos wn AR % AHanuTika 1
«— =t * ’ & MnaHuposatue
- TIPOMBILLIEHHbIE MPOTOKOMbI I-----I % a0s
Mnatgpopma 1 T Historian a
_~ SCADA . &%& [ucnetyepnsaums
i SYSLOG LD L
ﬂﬁ g KopnopatuBHas ceTb
nepesaya anos xypHanos « - J
n ( soc NOC )
[PERLELD Firewall
[ I I [ Eé f
w U E @8
BupeoHabniopetne TMMK APM onepatopa i\;v“
L CeTb npeanpuAaTUA ) L CuTyaLMOHHBIW LIEHTP )

Pe3ynbrarhl

° MoBbilWeH YpoBeHb WHGOPMALMOHHOW 6e30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hM3N4ecKoe  OTAENEHWE TEXHOMOTUYECKON CEeTM OT KOPMOPATMUBHOW M [PYruX, MeHee [0BEPeHHbIX CErMEHTOB.
ckntoyeHa BO3MOXHOCTb MPOHUKHOBEHNS! B TEXHOMOTMYECKMIA CErMEHT 11 pacnpoCTPaHeH!st BPeJOHOCHbIX NPOrpaMm

o Peanu3oBaH c60p [JaHHbIX C 000PY[OBAHWS W WX Nepedadya no OAHOHANPABNIEHHOMY KaHany 4Yepe3 Anoj [aHHbIX B

CUTYALMOHHBIA N JUCNETYEPCKUIA LEHTPbI

L] Peanu3oBaHa nepefadya [ONOSHUTENbHBIX [OaHHbIX [Ans pykoBOoACTBa W 3aWHTEpPeCOBaHHbIX COTPYAHWKOB B

KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

L4 O6ecneyeHa ornepaTuBHas nepefada faHHbIX 0 6€30MacHOCTW 1 NPOU3BOLUTEIbHOCTU TEXHOMOMYECKOr0 CEerMeHTa CeTi

Apxutektypa: MOCNE
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CLIEHAPWUI NCMOMb30BAHUSA

lMepenaya AaHHbIX ANd MOHUTOPUHIA NPOU3BOACTBEHHOI MHAPACTPYKTYPbl B MeHee [0BepeHHbIN
CeTeBOi CermMeHT

OTPACJ1b O KoMnaHuu

JIOBbIYA, TPAHCIMOPTUPOBKA TA3A
MexxgyHaponHas KomnaHnus no go6blye rasa ¢ 06bekTaMm 4o6blyn,

@ LEMb nepepaboTKM U TPAHCMOPTMPOBKM rasa

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHOMOTNYECKOr0
(3awmiaemoro) cerMeHTa 06bEKTOB J06bLIYM
11 TPAHCMOPTMPOBKM B UHbIE CErMEHTbI ANS
peLLeHns 3aa4 MOHUTOPMHIA MPOM3BOACTBA

s PELIEHNE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

CoBMeCTHOE NpUMEHeHMe KOMMJIeKca npo-

AykTos MasterOPC, InfoDiode SMART B peaynbTaTe KuGepaTakv MOTYT CyLLECTBEHHO NOCTPAAATb AaHHble

1 CepBepbl NPUMOXKEHNI KaK KOHEYHbIX 06bEKTOB, TaK U MPOMEXY-
TOYHbIX TO4YeK cOOpa AaHHbIX, YTO NPUBEAET K CYLIECTBEHHbLIM
HapyLLUEHUM TEXHOMOrMYeCcKUX MPOLECCOB. B pesynbTate Takux

[5/ MPEUMVYLLIECTBA AENCTBUA KOMNAHMS, KaK MUHUMYM, OYAET BbIHY)KAEHA OTKITIO4YNTb
nepenady aaHHbix u3 cermenta ACY TIT B KOpnopaTtuBHbIA CErMeHT
apaHTMpOBaHHasA 3aLiuTa (Ha (HM3U4ECKOM 1 B rNOBabHyt0 CeTb VIHTEpHET.
YPOBHE) TEXHONOrMYECKOro cermeHTa/
06bEKTOB C UCTOYHUKAMI aHHbIX C HBCMOTpFI Ha TO, YTO pa3pbiB COEAMHEHNA XOTA W NPefoTBpaTuT
COXPaHeHMeM BO3MOXXHOCTI Nepeaadu AanbHeiillee pacnpocTpaHeHne KnbepaTtaku, 310 NpUBEAET K Hapy-
JaHHbIX BHELUHUM NOTpe6uTensam LUEHUAM HenpepbiBHOCTN GU3HEC-NPOLIECCOB N MOHUTOPUHIA Tex-

HOJTOrn4eckKoro CermeHTa.

MpuMeHsemblit NpoayKT

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3npoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJIOB NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nnyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LN 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru

24

25.10.2024



TpeboBaHus

PerynsapHo nony4atb AaHHble C 06bEKTOB A06bI4YW, TPAHCNOPTUPOBKM, MPOMEXYTOYHbIX LEEHTPOB MOHUTOPKHIA, Hanpas-
NATb X B LEHTPaNnn30BaHHbIe LEHTPbl MOHUTOPWUHIA 1 ONOBELLEHNA

06ecneynTb LEHTPaNN30BaHHbI MOHUTOPUHT COOBLLEHNIA O NPOU3BOAUTENLHOCTI TEXHONOTNYECKON CETH

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMeHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe KaHarny, N0 KOTOpoMy NepeaardTca AaHHble AN BHELHUA NoTpe6buTesen, LLEHTPOB NOC n APYrux cnyxe

r
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Pe3ynbrarhl

[MoBbIlLEH YPOBEHb WHMOPMALMOHHON 6e30MacHOCT 32 CYET IMAEKTUBHOW CermMeHTaLuMu Ccetu. BbINOMHEHO

(pn3nyeckoe OTAENEHNE TEXHONIOTNYECKON CETU OT LPYrUX, MeHee [JOBEPEHHbIX CErMeHToB. VICKnyeHa BO3SMOXHOCTb
MPOHWKHOBEHUSA B TEXHONIOTMYECKMNIA CErMEHT 1 pacnpocTpaHeHUs BPeAOHOCHbIX NPorpamm

Peann3oBaH cO0P JaHHbIX C 0GLEKTOB [00bIYM, TPAHCMOPTUPOBKMW, MPOMEXYTOYHbIX LIHTPOB MOHUTOPUHrA U WX

nepefaya no ofHOHanpaBfeHHOMY KaHany Yyepes Anoj, AaHHbIX B LEHTP NNaHUPOBAHUS U MOHUTOPUHTA C 06eCneYeHem
BbICOKOI# NPON3BOANTENBHOCTY Nepeaayn AaHHbIX

Peann3oBaHa nepefgaya [OMNOSIHUTENbHbIX [MAdHHbIX AONA pykoBoACTBA W 3aWHTEPEeCOBaHHbIX COTPYAHWKOB B

KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560
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CLIEHAPWUI NCMOMb30BAHUSA

Mepenaya AaHHbIX ¢ A06GbIBaIOLLErO 060PY/I0BAHNA U CMEXHBIX CUCTEM B MEHEe JJ0BepPEeHHbIi

CeTeBOi CermMeHT

OTPACIIb

I'OPHOOBbLIBAOLLIASI MPOMBILLIITEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOSI0B 13 TEXHOMOTNYECKOr0
(3awmiaemoro) cerMeHTa 06bEKTOB J06bLIYM
B MHbIE CErMeHTbl ANs peLueHmns 3aday
MOHUTOPMHIA 1 MaHNPOBaHNS

@ PELLEHWE

CoBMECTHOE NPUMEHEHME KOMMIEKCa Npo-
nyktoB Master OPC, InfoDiode SMART,
Aveva/Wonderware Historian

NPEUMYLLECTBA

W&]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOrMYECKOro CermeHTa
ropHO06bIBAKOLLEr0 06bEKTA C UCTOYHUKAMMU
[laHHbIX C COXPaHEHMEM BO3MOXXHOCTH
nepefadn JaHHbIX BHELIHUM NOTPe6UTENSM

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHas MexayHapofHas KomnaHus no fo6biye 1 nepepadoTke
MoNe3HbIX UCKOMaeMbIX

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pesynbTate Kubeparaku MOryT CYLLECTBEHHO NOCTPafaTh AaHHbIE
1 CEepBEPbl NPUNOXEHNIA KaK KOHEYHbIX 00LEKTOB, TaK W MPOMEXY-
TOYHbIX TOYEK COOpa AaHHbIX [J06bIBANOLIEr0 NPeanpusaTus, 4To
NPUBEAET K CYLLECTBEHHbIM HApYLUEHUAM TEXHONOMUYECKMX Mpo-
LLlecCcoB. B pesynbrate Takux AENCTBUA KOMNAHUSA, KaK MUHUMYM,
BbIHY)X/eHa BYAeT OTKMIOYUTb Nnepefady AaHHbIX U3 cermenTa ACY
Tl B KOPNOpaTUBHbIA CErMEHT W B rNobanbHy0 ceTb HTEpHET, a
TaKXXe OCTaHOBWUTb MNPOM3BOACTBEHHbIE MPOLECChl. YTO, B CBOH
0yYepeflb, HeU3BEXHO NPUBEAET U K (DMHAHCOBLIM, U K penyTaLmnoH-
HbIM NOTEPSM.

AMK InfoDiode SMART o6ecne4mBaeT nepegady  AaHHbIX
OAHOBPEMEHHO MO HECKONbKUM MPOMbILLIEHHbIM MPOTOKOAM
yepe3 rpaHuly nepumeTpa. Cneunann3mpoBaHHble KOHHEKTOPBI
MPOMBILLIEHHbIX MPOTOKONMIOB MO3BOMSIOT €O6pPaTh [AaHHble U3
Kaxgoro cermeHta cetm (o1 pasnuyHbix  SCADA  cuctem,
KoHTponnepos, OPC cepsepos, AaT4nKoB) U nepeaatb ux aanee no
OAHOHANPaBNeHHOMY KaHany, obecneyms COOTBETCTBME
BbICOYAILLUM TPEOOBAHUAM U30NALMN 3ALLNLLAEMOrO CErMEHTa.
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Apxutektypa: MOCNE
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TpeboBaHus

PerynsapHo nony4atb AaHHble ¢ 06bEKTOB J06bI4M, HANPABNATbL WX B eIMHOE XpaHunuLle Historian B KOPNopaTnBHOW
CeTu Ana nocneayroLien 06paboTKn U aHanu3a, nepeaaymn B npoyne MHOPMaLUOHHbIE CUCTEMBI

° 06ecneynTb LiEHTPaNnn30BaHHbIA MOHUTOPWHI cepBepoB SCADA 1 OPC-cepBepoB 060raTUTeNbHOI habpuku

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMeHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe€ KaHaly, N0 KOTOpoMy nepenardTca AaHHbIE

-
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Pe3ynbrarhl

MoBbilWeH YpoBeHb WHGOPMALMOHHOW 6e30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHIUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHNS B TEXHOMOTNYECKMIA CErMEHT U pacnpoCcTPaHeHe BpeAOHOCHbIX MPOrpamm

Peann3oBaH c60p AaHHbIX C 06LEKTOB A06bI4M 1 MX Nepefada no OfHOHANPAaB/IEHHOMY KaHany 4yepe3 Auofd AaHHbIX B
efIMHOE XpaHunuile Historian B KopnopaTUBHOM CETK

PeanusosaHa nepefada [OONOSIHUTENIbHBIX [OaHHbIX [N PYKOBOACTBA W 3aMHTEPECOBAHHbIX COTPYOHWUKOB B
KOpPropaTUBHOM CermeHTe (Aal6opabl, BATPUHbI, OTHETHI)

O6ecneyeHa nepeaaya ONOBELLEHNIA OT YCTPOICTB TEXHONOTNYECKON CETU MOJb30BATENAM B UHbIE CETEBbIE CErMEHTbI
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CLIEHAPWUI NCMOMb30BAHUSA

lepepada AaHHbIX TEXHOOMMYECKOM CETH ropHo-060ratuTenbHoro koméuHata (F'OK) B meHee

L0BEPEeHHbI CeTEBON CerMmeHT

OTPACI1b 0 KomMnaHum
[OPHO/I0BbIBAIOLLAS! IPOMBILLNEHHOCTb

@ LIESTb

O6ecneyuTb nepeaady NPOMbILLTIEHHbIX
NPOTOKOS0B 1 (haiiNoB U3 TEXHONOMMYECKOro
(3awmiaemoro) cerMeHTa 06bEKTOB J06bLIYM
B MHbIE CErMeHTbl ANs peLueHmns 3aday
MOHUTOPMHIA 1 MaHNPOBaHNS

Komnanus no go6blye 1 nepepaboTke none3HbIX MCKONaeMblX

s PELIEHNE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH
CoBMECTHOE NPUMEHEHNe KOMNNeKca npo-
nykToB InfoDiode ¢ MasterSCADA unu

B pesynbrare Kuéeparaku MoryT TBEHHO MOCTPaATh JAHHbI
Anbtha nnaTthophia peaynbTaTe KuGeparaku MOryT CyLLECTBEHHO NOCTPaAaTh AaHHbIE

1 CepBepbl NPUMOXKEHNI KaK KOHEYHbIX 06bEKTOB, TaK U MPOMEXY-
TOYHbIX TOYEK cO60pa JaHHbIX FOPHO-060raTUTENbHOrO Npeanpus-
TUSI, YTO NPUBEAET K CYLLECTBEHHbIM HaAPYLIEHUSM TEXHOMOruYe-

[5/ MPEMMYLLECTBA CKMX npoueccos. B pesynbtate Takux [LEACTBUIA KOMMAHMA, Kak
MUHUMYM, BbIHYX[eHa OYAEeT OTKMIOYNTL Nepeaady AaHHbIX U3 cer-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM meHTa ACY TI B KOPNOpaTWBHbIA CErMEHT W B rN06anbHY0 CeTh
YPOBHE) TEXHONIOTM4ECKOTO CerMenTa HTepHET, a TakKe OCTaHOBUTb MPOM3BOACTBEHHbIE MPOLECCHI.

rOpHOA06bIBAIOLLEr0 06bEKTA C UCTOYHMKAMMN
JaHHbIX C COXPaHEHNEM BO3MOXXHOCTH
nepefayn AaHHbIX BHELIHUM NOTPEOUTENSM

Y710, B CBOIO 04epelb, HEM36EXHO NpuBedeT U K (DMHAHCOBLIM, U K
penyTaLnoHHbIM NOTEPAM.

MpuMeHsemblit NpoayKT

AlK InfoDiode SMART o6ecneyuBaeT nepeaady AaHHbIX OJHOBPEMEHHO MO
HECKOMbKUM NPOMbILLIEHHbIM NPOTOKONMAM Yepe3 rpaHuLly nepumetpa. Gne-
LUNanu3nMpoBaHHble KOHHEKTOPbl MPOMbILUMEHHbIX MPOTOKOMNOB MO3BONAKT
cobpaTb JaHHble U3 KXA0r0 CerMeHTa CeTM 1 nepefatb WX Janee no 0AHo-
HanpaBneHHOMY KaHany, 06ecne4yuB COOTBETCTBME BbICOYAMLLIMM Tpe6OoBa-
HUAM M30NIALMN 3aLLNLLAEMOTO CEerMeHTa.

AMNK InfoDiode PRO o6ecneuynBaetT nepegayy (haiinoBbiXx MNOTOKOB
(KypHanos, AuMCTPUOYTUBOB, 63KaNoB 06a3 [aHHbLIX, 3NIEKTPOHHOWA MOYTHI),
Buaeo n UDP, Syslog, SPAN u apyroro Tpaduka 3a npefenbl JOBEPEHHOIO
CermeHTa LieneBbIM NOTPE6UTENAM, U30NNPYA 3aALLULLIAEMbIA CErMEHT.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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Apxutektypa: MOCNE
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TpeboBaHus

PerynsipHo nomyyatb jaHHble ¢ 06bEKTOB NepepadoTKil, HaNpPaBNATb UX B KOPMOPATUBHYIO CETb AMs NOCNeaytoLLeil 06-
paboTKM M aHann3a, nepeaayy B NPoYNe MHDOPMALIMOHHbIE CUCTEMbI

06ecneyntb MOHUTOPUHT cepBepoB SCADA o6oratutensHoin dpabpuku 1 SCADA ee TEXHONOrMYECKMX Y4aCTKOB

[@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA TEXHONOrMYECKUA CerMeHT, CAenaB HEeBO3MOXXHOW OpraHn3auuto ataku rno
TOMY XXe€ KaHaly, N0 KOTOpoMy nepenardTca AaHHbIE
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Pe3ynbrarhl

MoBbilWeH YpoBeHb WHGOPMALMOHHOW 6e30MacHOCTM 32 CYeT IMMEKTUBHOW CerMeHTauum Ccetu. BbinosiHeHo

(hn3N4ecKoe OTABNEHIUE TEXHONOrMYECKON CeTU OT APYriX, MeHee JOBEPEHHbIX CErMeHTOB. VICKNo4YeHa BO3MOXHOCTb
NPOHUKHOBEHNS B TEXHOMOTNYECKMIA CErMEHT U pacnpoCcTPaHeHe BpeAOHOCHbIX MPOrpamm

Peanu3oBaH c60p [aHHbIX C 06BLEKTOB A0GbIYM W X Nepeaada no OAHOHANPABNIEHHOMY KaHany 4Yepe3 Anoj [aHHbIX B
KOPMOPaTUBHYO CETb

PeanusoBaHa nepefadya [OMOMHUTENbHbLIX [AaHHbIX AfS PYKOBOACTBA W 3aWMHTEPECOBAHHbLIX COTPYAHMKOB B
KOpropaTUBHOM CermeHTe (gpaiinbl, Aal6opabl, BATPUHbI, OTHETHI)

O6ecneyeHa nepeaaya ONOBELLEHNIA OT YCTPOICTB TEXHONOTNYECKON CETU MOJb30BATENAM B UHbIE CETEBbIE CErMEHTbI
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CLIEHAPWUI NCMOMb30BAHUSA

lMepeaaya KPUTUYHBIX AAHHLIX B LieNAX pPe3epBHOr0 KONUPOBAaHUA BO BHELLHEe XpaHWUuLLe

OTPAC/1b O KOMnaHuu
BAHKW, ®UHAHCI

@ LIESTb

06ecneyunTh perynspHoe pesepeHoOe
KONWpoBaH1e NHAOopMaLMn 3 Cetn 6aHKa B
3aLLMLLIEHHOE XPaHWUINLLE.

KpynHas puHaHcoBas opraHusaumusa us ton - 13.

#0); PELLIEHHE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOoM-
nnekca InfoDiode PRO ons co3aaHust u3onu-
POBaHHOIO CETEBOI0 CErMeHTa, 3aLLMLLEHHO-
[0 OT BHELLUHEro Bo3aelicTBus

YcTonymBoe (PyHKLMOHWPOBAHME GU3HEC-NPOLECCOB (IUHAHCOBOIA
OpraHm3aLm 3aBuUCKT, B TOM YUCNE, U OT HANTMYMS HAJEXHO (DYHK-
LIMOHNPYIOLLIEI CMCTEMbI PE3EPBHOr0 KonupoBaHus. B 10 e Bpe-
M$l, BHELUHWE COeJUHEHMS C OCHOBHOM CETblO, a TakXe MecTa Xpa-

[5/ MPEMMYLLECTBA HEHWS Pe3epBHbIX KOMWiA, MOryT NoABepratbcsi Kubeparakam. B
3TUX YCMOBWAX XPaHEHWe [AHHbIX HA O0ObIYHbIX pecypcax

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM (neHTO4HOE XpaHunuile, annoBoe XpaHWUNULLE W T.M.) NOBbILLIAET
YPOBHE) CETEBOTO CErMeHTa ANA XpaHeH!s PUCKM YTepu, KOMMPOMETaLmMu AaHHbIX. bauky TpebyeTcs opraHu-

63KaroB CUCTEM, «CHUMKOB AaHHbIX»,

DE3EBHbIX KOMMIA JaHHbIX 3auus 3aLLWLLEHHOro CerMeHTa, KOTOPbIA NO3BOJIUT COXPAHATL 3Ta-

NIOHHbIE KOMUM AAHHbIX AN HANBONee PUCKOBAHHbIX CLIEHAPNEB X
noTepu, B TOM YnCne B pe3ynbTaTe AeiACTBUIA 3N0YMbILLINEHHIKOB.

MpuMeHsemblit NpoayKT

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENnSIMK BUPTYanbHbIX
MAaLUWH, 3M1EKTPOHHOM MOYTHI, BUAEO U APYroro Tpaduka.
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TpeboBaHus

PerynsapHo nepefasarb AaHHble 63KaMNOB Ha 3aLUMLLEHHbIA PECYPC ANS LeNei rapaHTUPOBaHHOMO U30NNPOBAHHOIO0 Xpa-
HEHMSA PE3ePBHbIX KOMUIA, «CHUMKOB AAHHbLIX», 3TaNOHHbIX KOMWIA LAHHBIX 1 CUCTEM

FapaHTUPOBAHHO UCKMIOYNUTL BO3JEICTBIE HA 3aLLMLLEHHDBI CErMeHT, CleNaB HeBO3MOXHOI OpraHn3aLmIo aTaku no
TOMY X€ KaHany, no KOTOpOMY AaHHble NepeaatoTcs Ha XpaHeHue

( ( )
o Bbimy3ka pe3epBHbIX Konuid Eé
1 11 1]

= E nnan ee—- | ]S
© LT CTT
o 1
> / ¢ = h Eé
@ 8
= 1] MonyyeHne pe3epBHbIX KOMMiA =
< — —
< f Cuctema pe3epBHOro

KopnopaTBHbIN cermMeHT

pnop . \‘/ | KOMMPOBaHYA N XpaHeHus
A K

Pe3ynbrarhl

® BbinonHeHo (*)I/I3I/I‘-IGCKOG otaeneHune 3awuLeHHOro cermMeHTa OT MeHee [O0BEepeHHbIX CErmMeHTOB. MckntodeHa

BO3MOXHOCTb MPOHUKHOBEHUS 3N10YMbILLTIEHHNKA B CEMEHT XpaHeHUs JaHHbIX 1 PacnpoCTPaHeHus (3anycka) B HEM
BPEAOHOCHbIX MPOrpamm

o ObecneyeHa OAHOHANpaBneHHas mepefjaya [JaHHbIX HA BHELUHee 3allWLIEHHOe XpaHWIULLE, WUCKNoYatoLLas
BO3MOXXHOCTb BO3/IeCTBUS Ha CUCTEMY XpaHeH!s 63Kanos 1 pe3epBuUpyeMble AaHHbIe

O6ecrneyeHa HenpepbIBHOCTb GM3HEC MPOLECCOB (PUHAHCOBO OpraHu3auun 6Gnarofaps OpraHu3aLuuum CTporo
[ETePMUHNPOBAHHOTO OfJHOHAMPABMIEHHOTO MOTOKA JAHHbIX HA BHELIHWA MO OTHOLIEHMIO K KOPMOPaTWUBHON CeTU

3ALLNLLEHHBIN PECYPC, CHUDKEHbI PWUCKWM MOMHOW YTEPU AaHHLIX B CNyyae YCMELIHOW aTaku 3M0YMbILWMEHHUKA Ha
OCHOBHOA CErMEHT aHHbIX 6aHKa
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CLIEHAPWUI NCMOMb30BAHUSA

Oka3aHue TeXHN4eCcKoM noaaepXXkKu KieHTam 4epes3 MecCeHpxKepbl U UHbIe KaHallbl

KOMMYHUKaLUIA

OTPACIIb

W&]

BAHKW, ®NHAHCBI

LIEJb

O6ecneynTb B3aUMOJENCTBIE ONEPATOPOB C
KNueHTamMu NocpesCcTBOM MeCCeHIKepoB

PELLEHWE

CoBMeCTHOE MPUMEHEHNe ABYX annapaTHo—
nporpaMmHbIX kKomnnekcos InfoDiode PRO u
peweHnii Naumen ans 3awiuThbl CErMeHTa ¢
UCTOYHNKOM HYBCTBUTENbHBIX AAHHbIX

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) BHYTPEHHEN CeT OpraHn3aummn ¢
BO3MOXHOCTbBH NMONYYEHNUA N OTNPABKN
COOO6LLIEHUNI Yepes pasfinyHble NHCTPYMEHTbI
KOMMYHUKALUUW C KITUEHTOM

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHbiin 6aHK 13 Ton - 20. KOHTaKT-LeHTp 6aHKa Ucnosb3yer
[aHHble, B TOM YUCNE NepCOHANbHbIE, N3 3aLLULLEHHOT0 CErMeHTa.

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

BsaumopeiicTeue ¢ KnmeHTamu TpebyeT NpUMEHeHNs COBPEMEHHbIX
CNOCO6OB KOMMYHWKALWUKX 1 MHOTOKaHaNbHOCTK (Hanpumep, coLce-
Tell, MECCEHDKEPOB, 3. MOYTbI U T.M.) KaK AN NOAJEPXKKU KNUeH-
TOB, TaK W 19 CONPOBOXAEHNA OCHOBHBIX NMPOLECCOB 06CNYXMBa-
HUA 1 npofax. OTaen WHOPMALMOHHONA 6€30MacHOCTU CHUTAET,
4TO UCMONb30BaHWE (PaipBONIOB 6ONEE HE rapaHTUpyeT Hafexa-
WMA YPOBEHb 3awwmMTbl OT Kubepyrpos. Opranusaumn Tpebyetcs
NOBLICUTL YPOBEHb 6GE30MacHOCTM BHYTPEHHEr0 CermeHTa Cetw,
COXPaHWB MpW 3TOM BO3MOXHOCTb B PEXWUMEe OHNanH o6pabarbl-
BaTb 3anpOCbl OT KIIMEHTOB, NOJTy4eHHble NOCPEACTBOM PA3/NYHbIX
KaHanos.

AMNK InfoDiode PRO pewaet 3agays no nepejaye (aiinosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Penink
BUPTYaSIbHbIX MALUWUH, 3MEKTPOHHOW MOYTbl, BUAEO W [Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NoTpPe6uTENaM, N30NPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

O6ecneynTb 3awuTy nepuMeTpa, CoiepKaLllero CUCTeMbl, 6a3bl JaHHbIX, XPAHUNKLLA NEPCOHANbHBIX 1 YYBCTBUTENbHbIX
[aHHbIX NOCPeACTBOM OpraHM3auun pasaenbHbIX annaparHbiX 04HOHANPABNEHHbIX KaHanoB 06MeHa CO06LLEHNAMY

[apaHTMPOBAHHO UCKMIOYNTbL BHELLIHWE NOAKIYeHUs, cienaB HEBO3MOXHON YTeUKY, Nopyy, KOMNPOMETALMO JaHHbIX
Mo KaHanam o6meHa MHopMaLmen
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Pe3ynbrarhl

° BbinonHeHo du3ndeckoe OTAeNeHWe BHYTPEHHed CeTu opraHwusaumn oT cermeHta DMZ, B KOTOpOM pacnonoxeH
MPOKCU-CepBep COOOLLIEHWNIA KOHTAKT-LIeHTpa.

O6ecneyeH 06MeH JaHHbIMU C KIMEHTaMI CeLManincToB KOHTAKT-LeHTpa, HanpasieHHas nepeaya 06paLleHnit BHYTPb
CETW OpraHu3aLmn, UCKMYaKoLLas YTeuKY AaHHbIX

O6ecneyeHa HanpasneHHas nepefada OTBETOB CMELMANNCTOB KOHTAKT-LEHTPA BO BHELUHUIA CErMEHT, UCKMHYaLLas
BO3/EIICTBIE Ha GU3HEC-NPOLIECChI 6aHKa U pacnpocTpaHeHne BpeJoHOCHbIX MPorpaMm

O6ecneyeHa HenpepbIBHOCTb GM3HEC-NPOLIECCOB 6naroaps OpraHu3auuu CTporo AeTePMUHMUPOBAHHLIX B3aUMHO
OJHOHAMNPAB/IEHHbIX MOTOKOB AAHHBbIX W KOHTPOMb 3a KaHanamu B3aUMOLEWCTBUA C HEAO0BEPEHHbIMU UCTOYHUKAMW
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CLIEHAPWUI NCMOMb30BAHUSA

lMepepaya paHHbIX B naéoparoputo b B coctase SOC ans usonaumu 1 nocneayioLiero aHanusa Ha

npeamMeT Hanin4ina speoHOCHOro Koaa

OTPACIIb

W&]

BAHKW, ®NHAHCBI

LIEJb

O6ecneyuTb nepeaady 06pa3oB BUPTYASbHbIX
maluuH 1 M0, noao3puTenbHbIX aitnos n3
CeTM OpraHusaumn B n1abopatoputo
MHdopMaLnoHHo 6e3onacHocT SOC unm
CTOPOHHEro NoapsaYMnKa

PELLEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOoM-
nnekca InfoDiode PRO ans 3awuTbl 0T yTeuek
13 nabopaTopun No KaHany ceA3u

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CermeHTa cetu nabopaTopuu ot
yTe4eK BO BHELLHWE CETU C BO3MOXHOCTbIO
nepefayn 06pa3os aHAU3NPYEMbIX CUCTEM
BO BHYTPEHHIOK0 CeTb nlabopatopuu

MpuMeHsemblit NpoayKT

O KOMnaHuu

®uHaHCOBas OpraHWM3aums peruoHanbHoOro YpoBHe ¢ omnuanbHom
cTpykTypon. Mpeanpusatue nveet cermeHt SOC, Bkntoyarowmin b
nabopaTopuio.

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

Jlabopartopms MHOPMALMOHHON 6e30MacHOCTI OTBEYAET 3a aHa-
N3 HOBOTO M (PYHKLMOHWUPYIOLLErO NPOrpamMmmMHOro 06ecreyeHus
Ha Hanu4ue yrpo3 kmnbepbesonacHoctu. B «necoyHuie» naboparo-
puy MOTYT ObITb PA3BEPHYTbI 3apaXKEHHbIE WHAOPMALIMOHHbIE CU-
CTeMbl, KOTOpPble MOryT NpPeacTaBnATL Yrpo3y «obuen cetn» UT-
WHAQPACTPYKTYpbl NPU NEPECceYeHnn nepumeTpa CermMeHTa Cetw
naéopatopun. Heob6xoammo NpeaoTBpatuTh N6YHD BO3MOXHOCTb
HEraTUBHOIO BO3JENCTBUA HA BHELUHME CErMeHTbl CETW, COXPaHss
Nnpu 3TOM KaHan cBA3W AN nepefadn AaHHbIX B Na6OPaTopuio UH-
tbopmaunoHHO 6e30NacHOCTH.

AMNK InfoDiode PRO pewaet 3agays no nepejaye (aiinosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Penink
BUPTYaSIbHbIX MALUWUH, 3MEKTPOHHOW MOYTbl, BUAEO W [Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CerMeHTa  LieneBbiM
NoTpPe6uTENaM, N30NPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

PerynsapHo nepegasatb AaHHbIE N3 BHELLUHWUX CEFMEHTOB CETU B CEeTb nabopaTopun Ans aHanuaa

FapaHTMPOBAHHO MCKIIOYUTb YTEYKI U3 CErMEHTa CeT Ta6opaTopum 1 UX BO3AENCTBME Ha KOPMOPATUBHBIA CErMEHT,

C/1enaB HeBO3MOXHbIM PacnpoCTPaHeHUe KN6epyrpo3 B «06LLEN CeT» opraHm3aumnn u B T-MHpacTpyKType opraHu-

3auuu

Pe3ynbrarhl

BbINMONHEHO (bu3nyeckoe OTOENeHWe CerMeHTa Cetu
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b na6opatopun OT WHbIX ceTeil opraHm3auuun. lcknioyeHa

BO3MOXXHOCTb NPOHUKHOBEHMS 1 PaCNPOCTPAHEHUS BPEAOHOCHBIX NPOrpamm 13 «necoyHuibl» b na6opatopuu

COEIMHEeHNSA B KOPMOPATUBHBINA CErMeHT

ObecneyeHa OAHOHANpaBneHHass nepejaya [AaHHbIX B CErMEHT CeTU NnabopaTopuu, WUCKNYaoLas Ucxoasine

PeanusoBaHa BO3MOXHOCTb 6€30MacHOr0 TECTUPOBAHMSA, HANPABEHHOr0 Ha [MarHOCTMKY W n3ydveHue MO wu

OUCTPUOYTMBOB, WCKNIOYas BO3MOXXHOCTb 06pAaTtHOro BO3AEWCTBUA (B TOM 4YMCle HenpeaHamepeHHOro) Ha CeTb-
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CLIEHAPWUI NCMOMb30BAHUSA

OcyLecTBneHue yaanéHHoro MOHUTOPUHIra COCTOSAHWUA OYUCTHBIX COOPYXKEHWIA U CTaHLWIA

BOJOMNOArOTOBKM

OTPACIIb

BOJOO4YNCTKA, BOOMOAroTOBKA

@ LIESTb

O6ecneyuTb Nepeaady OnoBeLLeHni 1
BWIEOMNOTOKA C 06bEKTa B LIEHTP MOHUTOPWHTA
1 06ecneyeHns 6e30NacHOCTH

@ PELLEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOoM-
nnekca InfoDiode PRO ans 3awutbl nepumert-
pa TEXHONOTMYECKOr0 CerMeHTa CeTy

NPEUMYLLECTBA

W&]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHONOrMYECKOro CerMeHTa CeTit 0T
N060ro BHELLHEro BO3AeNCTBns ¢
BO3MOXHOCTbH) Nepefadn OnoBeLLeHNi n
BMAEONOTOKA ANS LeNneit MOHUTOPUHIa

MpuMeHsemblit NpoayKT

O KOMnaHuu

FocyaapCTBEHHOE YHUTAPHOE NPEANPUATUE, 3aHUMALOLLLEecs
0YUCTKOIA W NOATOTOBKOW BOAbI ANS NOCHEAYIOLLEro
CMONb30BaHNS NOTPEOUTENAMM

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

CTaHuMn BOAOOYMCTKM M BOLOMOArOTOBKM SBASKTCA HE TOMbKO
KPUTUYECKN BAXXHbIMU 06bEKTaMU MHADPACTPYKTYPLI, HO U MOTEH-
LManbHO MOTYT NPeACcTaBnaTb TEXHOTEHHYH0 onacHocTb. O6ecreye-
HWe UX NOCTOSAHHOTO MOHUTOPWHTA, B TOM YMCIIE YAAJIEHHbIMU AKUC-
neT4epcKUMI cnyxx6amu, opraHamu ynpassieHns 1 CUTYaLUUOHHbIMU
LieHTpamu, ABNAETCA HEOOXOAMMbIM. B TO Xe Bpems Henb3s Jonyc-
KaTb BHELIHWX BO3JEWCTBUA HA TEXHONOMMYECKYK CETb Camoro
06beKTa MOHMTOPUHIA, MOCKONIbKY 3TO MOXET NMPUBECTM K CyLLe-
CTBEHHbIM MOCMEACTBUAM Kak A1 MOTpebuTenei, Tak ans n oKpy-
XawoLlen cpegsl.

AMNK InfoDiode PRO pewaet 3agays no nepejaye (aiinosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Penink
BUPTYaSIbHbIX MALUWUH, 3MEKTPOHHOW MOYTbl, BUAEO W [Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NoTpPe6uTENaM, N30NPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

° PerynapHo nepeaaBath YBEAOMIEHWUS O COCTOAHMM 060PYA0BAHNS U TEXHONOMNYECKO CETW B LIEHTP MOHUTOPWUHIA
° O6ecne4nTb Nepegayy BUAEONOTOKA (C MOHUTOPOB W Buaegokamep) ¢ o6bekta KUK B LEHTP MOHMTOPUHIA

o [apaHTMPOBAHHO UCKITIOYNTb BO3AEACTBIE HA TEXHONIOMMYECKUIA CErMeHT, CAeNaB HEBO3MOXHbIM PAcnpoCTpaHeHue
Knoepyrpos Ha 06bekT KNI
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Pe3ynbrarhl

° BbINONHeHO pu3nyeckoe OTAENEHNE CEerMeHTa TEXHOMOrMYeCKOW CeTU OT BHELIHUX ceTel. cKnoYeHa BO3MOXHOCTb
BO3/1eiCTBMSA Ha 060PYI0BaHNE U PAacnpPOCTPaHEHNs BPELOHOCHbIX NPOrpaMMm B TEXHONOMMYECKON CeTH

® O6ecneyeHa HanpasfeHHas nepefada AaHHbIX B LIEHTP MOHUTOPUHIA M 6e30MacHOCTU, UCKNoYaoLWwas nobble BXOAsLLNE
COEIMHEHNS B TEXHONIOMMYECKNIA CErMEHT

L] O6ecneyeHa nepefaya NoToka OMNOBELLEHWIA OT YCTPOICTB TEXHONOrMYECKOW CETU NOSb30BATENSAM B YAANEHHOM LIEHTpe
MOHUTOPWUHTA

o ObecneyeHa nepefaya NOTOKOBOrO BWAEO C KOHTPOJSbHLIX MOHUTOPOB U YCTPOWCTB BUAEOHAGMIOAGHNS B YAanEHHbII
LIeHTP MOHUTOPWHIA M 6e30MacHOCTH
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LleHTp MOHUTOpPUHIa U 6e3onacHoCTH
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CLIEHAPWUI NCMOMb30BAHUSA

OcyLecTsneHue yaanéHHoro c6opa AaHHbIX C NpU6OpPOB Y4éTa U MOHUTOPUHT COCTOSAHWA 00LEKTOB

KOMMYHaJIbHOr0 X034iACTBa

OTPACJ1b O KoMnaHuu

XKKX
YnpasnsatoLas koMnaHua, 06CNyX1BaoLLasA 3HAYMTENbHOE

@ LENb KONN4ecTBo 06beKToB XKKX

O6ecneynTb Nepeaady nokasaHuii npuéopos
y4éTa, AaT4NKOB W BUAEONOTOKA C 06bEKTA
JKKX B LIeHTP MOHWUTOPMHIA 1 06ecneyeHuns
6e30nacHocTu

s PELIEHNE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH
lMpuMeHeHMe annapaTHO—NPOrPaMMHOr0 KOM-
nnekca AlK InfoDiode ans 3awwmtsl nepumeT-

06c¢nyxmBaHne 06bekToB XKKX TpebyeT Kak NOCTOSHHOrO MOHMTO-
pa TeXHOI0rn4ecKoro cermeHTa cetiu

PUHra pasfinyHblX cUCTEM (IMJDITOBOE X034MCTBO, NOXKApPHas oXpa-
Ha, 3alMTa OT NPOTEYeK U T.4.), TaK U PerynspHoro coéopa nokasa-
HWiA NPMBGOPOB Y4€Ta A1 PACcHETOB C NOTPEBUTENIAMM U NOCTABLUM-
Kamu. B T0 e BpeMs Henb3s JONyCcKaTb BHELUHUX BO3AEMCTBNI Ha
TEXHOMOMNYECKYH0 CeTb 00bEKTA, NOCKONbKY 3TO MOXET NPUBECTU K
FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM CYLIECTBEHHbIM MOCNEACTBUAM AN NOTpebuTenen, BNAOTb [0
YPOBHE) TEXHONOTM4ECKOTO CErMEHTA CeT OT Yrpo3bl XKU3HI 11 3[0POBbI0, @ TAKXKE BNUATL HA B3aUMOPACHETbI C

N060r0 BHELUHEr0 BO3AEHCTBMA C NOCTABLLMKAMM 1 NOTPEGUTENSAMU KOMMYHATbHBIX PECYPCOB.
BO3MOXXHOCTbIO nepefayvn nokasaHun

npu6opoB y4éTa N AaT4NKOB, A TAKXKE
BWLEONOTOKA ANS LieNieil MOHUTOPUHTa

NPEUMYLLECTBA

W&]

MpuMeHsemblit NpoayKT

AlK InfoDiode SMART o6ecneynBaeT nepeaayy AaHHbIX OAHOBPEMEHHO MO
HECKONbKAM MPOMbILUMEHHbIM NPOTOKONAaM Yepe3 rpaHuly nepumeTpa.
Cneunann3npoBaHHble  KOHHEKTOPbl  MPOMbILUAEHHbIX  NPOTOKO/0B
no3BONAIOT COBpPaTb AaHHble M3 KAXKAOro CermMeHTa CeTW W nepedatb UX
Janee Mo OAHOHANpaBleHHOMY KaHany, 00ecneynB  COOTBETCTBUE
BbICOYANLIMM TPE6OBAHNAM M30NALNN 3ALLNLLAEMOTO CErMeHTa.

AMNK InfoDiode PRO o6ecneuynBaetT nepegayy (haiinoBbiXx MOTOKOB
(KypHanos, AuCTpUOYTUBOB, 63KaNOB 06a3 [aHHbLIX, 3JIEKTPOHHOWA MOYTHI),
Buaeo n UDP, Syslog, SPAN u apyroro Tpaduka 3a npefenbl JOBEPEHHOIO
CermeHTa LieneBbIM NOTPE6UTENAM, U30NNPYA 3aALLULLIAEMbIA CErMEHT.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

PerynapHo nepegasartb NokasaHus npuoopos y4éTa u AatinkoB ¢ 06beKkToB XKKX B LLEHTP MOHUTOPUHIA

O6ecne4nTb Nepegayy BUAEONOTOKA (C MOHUTOPOB M Buaeokamep) ¢ 06bekTa XKX B LIEHTP MOHUTOPWHIA

[apaHTUPOBAHHO UCKMOYUTL BO3AENCTBUE HA 000PYA0BaHNE 00beKTa XKKX

a N
a—_—
Q O/
BupeoHabniopeHve

o

5 & .

8 BonocHabxeHve * 2“8 [vcnetyepusauus

>

= - = <

X v

: - / ¢

E OnekTpocHabxeHre

< - pocMoTp BIAEOMOTOKOB
o @ - P8 \)\/‘Jq ¢ 06bexToB WKX
<< |

lMoxapHas [atumku
Oronnetive Be30nacHoCTL
L 06bekT KKX ) L LleHTp MOHMTOpUHra 1 6e3onacHocTy
Pe3ynbrarhl
°

BbINOnHeHO hu3nyeckoe OTHEeNEHNe TEXHOOTMYECKOro cermenTa cetn o6bekta XKKX oT BHeWHUX ceteid. McknoyveHa
BO3MOXXHOCTb BO3[IEMCTBUA HA 060PYA0BaHKE U NPUOOPLI Y4ETa

O6ecneyeHa HanpaBneHHas nepefada AaHHbIX B LIEHTP MOHUTOPUHIA U 6630MACHOCTH, UCKITHHAKOLLAS N06bIe BXOAALME
COEJIMHEHNS B TEXHONTOTMYECKUIA CErMeHT 06bekTa KX

O6ecneyeHa nepeada nokasaHun NnpubopoB y4éTa U AaT4NKOB ¢ 06beKTOB XKKX B yAanEHHbIA LEHTP MOHUTOPUHIA

O6ecneyeHa nepedaYa NOTOKOBOTO BWAEO B PeanbHOM BPEMEHM C KOHTPOMbHbLIX MOHWUTOPOB U YCTPOIACTB
BUEOHAGNIONEHNS YaN8HHOM LIGHTPE MOHUTOPUHIA 1 6830MacHOCTH

N
a——
@ \ O4 du3nyeckas n3onaLms
cerMenTa
a BupeoHabntogeHve

(WN]

O

o & :

.. BogocHabxeHve &™& [vcnetyepusaims

S _——~ s -

> LA

e InfoDiode SMART

FT) OnekTpocHabxeHre

= + [pocMoTp BUEONOTOKOB
: T

> @1 ¢ 0bbekToB KX
o ﬂO)KapHaﬂ [atuukm [MpOMbILLNEHHbIE MPOTOKOTbI,
< Oronnetve Be3onacHocTh BUAEONOTOK

L 06bekT KKX ) | LleHTp MOHMTOPMHra n 6e3onacHOCTM
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CLIEHAPWUI NCMOMb30BAHUSA

lpenocTasneHune goctyna K KIMHUYECKUM UCCnefoBaHUAM CTOPOHHEN OpraHu3auumn

OTPACIIb

W&]

3[1PABOOXPAHEHUE, UCCITEIOBAHIA

LIEJb

O6ecneynTb Nepeaady AaHHbIX NauneHTos (B
T.4 1enepcoHNtULMPOBaHHbIX) 13
KNUHNYECKOA 6OMNbHULBI CTOPOHHUM
noTpeouTensm. 3aluTuTb Nepe. AaHHble 1
MEeANLMHCKNE CUCTEMbI OT KBepaTaku

PELLEHWE

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOoM-
nnekca InfoDiode PRO ans npenoTBpalleHus
npsMOro A0CTyna K nepcoHanbHbIM JaHHbIM
naLmeHToB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CETU MELULIMHCKOrO Y4PeXXaeHns 0T
N060ro BHELLHEro BO3AeNCTBns ¢
BO3MOXHOCTbI nepefadn 06e3nn4eHHbIX
JaHHbIX B CETb CTOPOHHEr0 NoTpebutens

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe MeNLIMHCKOE Y4PEXAEHNE, MEANLIMHCKIIA LIEHTP

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

MeaununHckas uHgopmaumorHas cuctema (MIC) copepxut wH-
(bopmauuio 0 naumeHTax, KoTopas npeacTaBnseT co6oi BpayebHy0
TalHy W, B TOM YUCMe, OTHOCUTCA K NEPCOHaNbHbIM AaHHbIM. [1o-
cTyn K MHcpopmauuu o naumente 8 MC npegocTtaBnsaeTcs T0MbKO
nevatiemy Bpayy m aBTOPM30BaHHOMY NEPCOHANY MeLyHpexKaeHus.
B T0 >Ke Bpems CTOPOHHME OpraHu3aLmn (MccnefoBaTefibCKue LieH-
TPbl, CTPAXOBblE KOMNAHWU U T.N.) HYXXAAKTCA B 3TUX AAHHbIX W
ncnonb3ytoT goctyn Hanpsmyro K MG 6e3 3HauyMMbIX OrpaHnye-
HWiA. Tpebyetcs 06eCNeYnTb OrpaHNYeHHbId JOCTYN K MepcoHanb-
HOW MHpopmauuu naumentos, MAC n apyrum MeavUUHCKUM CW-
CTEMaM B COOTBETCTBUM C TPEOOBAHWUAMI 3aKOHOATENIbCTBA.

AMNK InfoDiode PRO pewaet 3agays no nepejaye (aiinosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Penink
BUPTYaSIbHbIX MALUWUH, 3MEKTPOHHOW MOYTbl, BUAEO W [Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NoTpPe6uTENaM, N30NPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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Apxutektypa: MOCNE
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TpeboBaHus

° 06ecnednTsb JOCTYN CTOPOHHUM OpraHn3auusamM CTaTUCTUKM M y4eTa K 06€3/IMYEHHbIM AaHHbIM MEONLUHCKMX 3anucei

° CoxpaHuTb AOCTYN K AaHHbIM NS COTPYAHWKOB Med. y4pexaeHus yepe3 MUC B npexxHeM 06bEMe

° [apaHTMPOBAHHO UCKMIOYNTL BO3JENCTBME HA CETb MEAULIMHCKOr0 Y4peXxaeHns, cief1laB HeBOSMOXHbIM N3MEHeHUe Me-
OWUNHCKUX OaHHbIX, YTEe4KY NepCOHAJIbHbIX AaHHbIX MALWNEHTOB, NOBPEXAEHNE MWC un o6opynosaHua

Pe3ynbrarhl

s

B[ MmeauumMHckmx
[JaHHbIX
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=
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uceneaosarens

naumeHToB
4
—
TR
APM wen, .
nepcoHana \ i
E
APM mep. ™ Cucrema

nepcoHana

7
APM mep.
nepcoHana

[DiaHHbIMM

MenuumMHCKOe yupexaeHue

ynpasneHua mea.

> 44

[ ]
&

- - %
CrpaxoBast
opraHu3auust

MapuupyTusatop
VPN

OpraHbl yyeta u
CTaTUCTUKN

CTOpOHHiIﬂ opraHusauuma

BbinonHeHo n3nyeckoe OTAENEeHNe CerMeHTa CeTi MEeANLIMHCKOTO YYPeXAeHUs 0T BHELUHUX CeTeil - moTpebuTeneil

nHchopmaumu. cknioyeHa BO3MOXHOCTb BO3JECTBUS Ha 6a3y MEAMLIMHCKNX 3anuceil 1 HeorpaHWYeHHOro [ocTyna K

HUM U3BHE

(nepcoHanbHbIM AaHHbIM, AaHHBIM Bpa4ye6HON TaliHbl) 1 ee 3alimTe

06€3/1M4eHHbIM MEANLUHCKUM AaHHBIM ANS NPOBEAEHNS HAY4YHbIX U3bICKAHIA

r

O6e3nnyeHHble
ﬁ [JaHHble ans
1ccneaoBaHni
— —
T -f
APM e, [ — 1 [ —|
nepcoHana i
B
APMwmen. > Cuctema
nepcoHara ynpaenexus mep.
/ JaHHbIMU
APM meg.
nepcoHarna
MeguumHckoe yupexaeHune

duanyeckas usonayns
CermeHTa

InfoDiode PRO

»>

lMepenava fAaHHbIX, pennvk
6a3 AaHHbIX U T.N.
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06ecne4eHo COOTBETCTBUE TPEOOBAHNSIM 3aKOHOAATENbCTBA MO OFPAHNYEHUI0 AOCTYNA K YyBCTBUTENbHOM MHEOPMALN

O6ecneyeH [A0CTYN MCCNeA0BaTENIbCKOrO MepcoHana, 06pa30BaTeflbHbIX YYPEXOEHUA U OpPraHoB CTATUCTMKM K
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CLIEHAPWUI NCMOMb30BAHUSA

lMpepocrasnenue knuentam LLOM, nokynatowmm yenyru laaS, aaHHbie ceTu ynpasneHus o paéore

CepBepoB M CeTeBOro 060pyA0BaHUA C LieNbl0 MOHUTOPUHTa

OTPACJ1b O KoMnaHuu

JATA-LIEHTPbI
KomnaHus - Bnagenel, Heckonbkux L0, npegocTtasnsioLLan

LIENb yCNyrun pasmeLLeHns 060pya0BaHUS B COOCTBEHHbIX LIEHTPAX
06paboTKN AaHHbIX

O6ecneynTb nepeaady faHHbIX U3 3aKPLITON
ceTn ynpasnenus L0 ans MOHUTOPMHra
o6opyaoBaHus, cepsepos 1 cepencos B SOC u
NOC knueHTOB, npuobpetatoLwmx yenyru LIO
Ha npuHuunax Saas u laaS

#0); PELLIEHHE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO—NPOrpaMMHOro KOoM-
nnekca InfoDiode PRO ans npenoTBpalleHus

NPAIMOTO A0CTYNa K CeTv ynpasnenns LOJ] LleHTpbl 06paboTku JaHHbIX (uon npefocTaBnAT

WHAPACTPYKTYPY B BuAe ycnyr laaS CTOPOHHWUM OpraHu3auusim.
HekoTopbiM M3  3TUX  opraHu3aumii  Tpebyetca  nonyyatb
TEXHOMOrNYeCcKUe AaHHble W3 CcermeHta cetu ynpasnewus LOJ

[5’ MPEMMYLLECTBA (Temnepatypa,  9HepronoTpe6ieHue,  COCTOSIHWUE  CEPBEPOB,
CeTeBOro 060pyOBaHUS W T.M.), KacalolNecs WMEHHO UX

3alLmTa Ha (PU3N4ECKOM YPOBHE Cetn o6opyaoBaHMs n cepBucoB. BmecTte ¢ Tem, Ans o6ecneveHus
ynpasnenus LIOJL oT BHewWHero BosAeicTauA HaAEXHOCTN  PaboTbl  WHAPPACTPYKTYPbl M NPEAOTBPALLEHUS

C BO3MOXHOCTbIO Nepeaayl AaHHbIX 0
COCTOSIHUM MHEPPACTPYKTYPbI B LEEHTPbI
MOHUTOPWHIA, AMCMETYEPCKIE, KINEHTAM

Kn6epyrpo3, He06X0AMMO MCKMKOYUTL BHELLUHEE BIIMAHME HA CEeTb
ynpasnenus LOL.

MpuMeHsemblit NpoayKT

AMNK InfoDiode PRO pewaet 3agays no nepejaye (aiinosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Penink
BUPTYaSIbHbIX MALUWUH, 3MEKTPOHHOW MOYTbl, BUAEO W [Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NoTpPe6uTENaM, N30NPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560  Email: infodiode@amt.ru www.infodiode.ru
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TpeboBaHus

o Mepenasatb AaHHble 060pyaoBaHus 1 cepBucoB L0 B pexKuMe OHMAMH - B CTOPOHHWUE LIEHTPbI MOHUTOPUHIA, AUCNET-
4epcKmMe CNyxObl, CNYXObl TEXHUYECKOI Noaaepkn knuentos LIOL. Paclumnputs cnekTp ycnyr, npeanaraeMbix KnueH-
TaMm, 06ecneynB yaaneHHbIA 1 6e30NacHbIi KOHTPONb 32 apeHayemoii MHADPACTPYKTYPOi

° [@apaHTUPOBAHHO MCKIOYUTL BO3AENCTBUE HA CETb YNPABNEHMS N MOHUTOPUHIA LlO, coenas HEBO3MOXKHOIA OopraHun3a-
LIMIO aTaKm Mo TOMY XKe KaHany, no KOTOPoMy NepeaardTcs AaHHbIE A8 BHELLHWX NOoTpeduTteneil

N\ 4 N\
g[ Cepaep KnaCTep NOC J OTyetbl 1
R — % &8& a Aaw6pabl
© E \ ‘| , a“a
Q -
E" Cepsep jma) AHanUTUKa 1
x — Cuctema cbopa [ 1 - nnaHMpoBaHie
() = / AaHHbIX i ——— % &ﬁﬁ
- = SYSLOG, napameTpb!
A @ (hyHKUMOHMPOBAHUS
< epsep obopyaoBaHms,
o nepenaya (hainoB xypHanos &a& Pucnerepusals
s
Cepsep Knactep
L Cetb ynpaBnenus LLOJ L YAanéHHbI# LeHTP MOHNTOpPMHra )

Pe3ynbrarhl

) Peanu3oBaH c60p aHHbIX C CEPBEPOB 1 CETEBOr0 060PYA0BAHNS 1 UX Nepeaaya no 0fHOHANPaBIEHHOMY KaHany Yyepes
JVOJ, AaHHbIX BHELIHAM NOTPeOUTensm

° CyLLlecTBEHHO MOBbILWIEH YpOBEHb 3aliuThl ceTeBoro nepumetpa LOL 3a cueT domsnyeckoro
YNpaB/ieHNs 1 MOHUTOPMHIa OT MEHEE [J0BEPEHHbIX CETEBbLIX CErMEHTOB

OTAeNneHna Cetu

o ckntoyeHa BO3MOXHOCTb MPOHUKHOBEHMS B CermeHT cetu ynpasnenus LIO[l n pacnpocTpaHeHus BpefoOHOCHbIX

nporpaMm CO CTOPOHbI Mofy4ateneil MHGOPMALMN 0 COCTOSAHUM ceTn u o6opynosaHus LIOL (KNWeHTOB, BHELLUHMX
cnyx6 TMwn t.n.)

*

lJ,aHHbIX
Cepaep /

Cepsep KnaCTep

Cetb ynpaenenus LO[

SYSLOG, napameTpbl
(hYHKUMOHUPOBaHWS
06opyaoBaHMS,
nepenaya annos xypHanos

N\ 1 4 N\
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YAanéHHbIN LLEHTP MOHUTOPUHIa
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CLIEHAPWUI NCMOMb30BAHUSA

Arperauus B KOpNopaTMBHOM CErMeHTe [JaHHbIX C Y3/10B YNpaBneHus

OTPACIIb

W&]

TPAHCMOPT

LIEJb

O6ecneynTb nepeaady akTyanbHbIX AaHHbIX O
COCTOSIHWW /L, UH(DPACTPYKTYPbI B LIEHTP
yNpaBneHus /g coo6LIeHeM

PELLEHWE

MpumeHeHMe annapaTHO-NpPorpaMMHbIX KOM-
nnekcos InfoDiode ans 3awuTbl nepumeTpa
TEXHONOMMYECKOro CerMeHTa CeTu

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) CErMeHTa CeTW ynpasneHus x/g ot
NO60ro BHELUHEro BO3AENCTBUSA C
BO3MOXHOCTbI Nepefadn AaHHbIX
MOHUTOPUHIA U COCTOSAHUS

MpuMeHsemblit NpoayKT

O KOMnaHuu

FocyaapcTBeHHAs BEPTUKANbHO-MHTErPUPOBAHHAsA KOMMaHUS,
Bnajenew MHAPacTPyKTypbl 06LLEr0 NOMb30BAHUS 1 CETH
KeNe3HbIX J0por

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

JKenesHble nopory SBNAIOTCA 0OLEKTOM MOBbILEHHON OMacHOCTW.
AKTyanbHble [aHHble O COCTOSHWM CWUCTEM 3JIEKTPOCHABXKEHMA,
yNpaBneHuss /o nepee3gamu, TEKYLIEM MECTONONOMXEHUN MNO-
NBVXHOr0O COCTaBa U T.n. He06XoAMMbI Ang obecnedveHns 6esonac-
HOCTW NepPeMeLLLeHMs NacCaXXMpPoB 1 rpy30B, NPOBEAEHUS PEMOHT-
HbIX W MPOUNAKTNYECKUX PabOT, akTyanu3auuu pacnucaHus Ha
3NEKTPOHHbIX TA6M0 U B MOOUIIbHBLIX NPUNOXEHMAX, NPeaocTaBe-
HWS CBEJEHWI B CUTYaLMUOHHbIE LeHTpbl (MoHUTOpUHra, SOC, NOC).
BwmecTe ¢ Tem, He06X0AMMO 06ECMNEeYnTh rapaHTUPOBAHHYIO 3aLLMTY
CMCTEM TEXHOJIOrMYeCKOro CErMeHTa A BHELLHUX BO348MNCTBUIA.

AMK InfoDiode PRO petiaet 3aga4u no nepegade hainosbix NoTo-
KOB, ANCTPUOYTMBOB, 63KanoB 6a3 AaHHbIX, PENnSIMK BUPTYanbHbIX
MAaLUWH, 3M1EKTPOHHOM MOYTHI, BUAEO U APYroro Tpaduka.

AMK InfoDiode SMART o6ecneynBaeT nepefady AaHHbIX OJHOBpe-
MEHHO N0 HECKONbKMM MPOM. MPOTOKOMAM Yepe3 rpaHuly nepu-
meTpa. CneumannuampoBaHHble KOHHEKTOPbI NPOM. NPOTOKONOB N03-
BONAKT CO6paTh [JaHHbIe U3 KXLOro CermeHTa cetu (0T pasnuy-
Hbix SCADA cuctem, koHTponnepos, OPC cepeepoB, AaTyMKoB) W
nepeaartb WX N0 OfHOHANPABNEHHOMY KaHany, 06ecneynB COOTBET-
CTBVE TPe6OBAHNAM U30NALMN 3ALLULLAEMOrO CErMEHTA.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.

Ten: +7 (495) 725-7660 ®akc: +7 (495) 646-7560 Email: infodiode@amt.ru
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TpeboBaHus

CErmMeHT

UMK OaHHBLIX U MOHUTOPWUHTA

JIOKOMOTVBOB

YnpasneHue
cTpenkamu/cemadopamm
L ] E
) O
BuneoHabnioneHve
—
Datumku /
[Monoxexune E

SﬂeKTpOI'II/ITaHVIe

¥Y3en ynpaBneHus gBMXeHUEM

PerynsapHo nepeasatb AaHHble MOHUTOPMHIA U AaHHbIE CUCTEM YNpaBneHuns ¢ y3na ynpasneHus B KOPropaTuBHbIN

FapaHTMPOBAHHO MCKMIOYUTb BO3AGNCTBIUE HA X/ UHCDPACTPYKTYPY Yepes3 KaHan CBA3W, UCTONb3YeMblii Ans penuka-

Pe3ynbrarhl

O/
BuneoHabniof

YnpaBnexue
cTpenkamu/cemacopamm

B

[atumnku

MonoxeHne

TIOKOMOTVBOB

OnekTponuTaHue

Ten: +7 (495) 725-7660 akc: +7 (495) 646-7560

Cepsep

LieHTp ynpaBneHus x/a coobieHnem

Ancneryepusaums My6nuyHbIE CepPBUCEI
n (pacnucanue u ap.)
E o
: EE S A i BN
T aAEER
LleHTp Tex. obcnyxusaHus u [ YEEP
L peMoHTa G == .* gp’
- KoHTtponupytowme
E ads ada opraHbl
e ;
SOC/NOC CUTyaLMOHHBI
\ LIEHTP

duanyeckas uonsaums
CermMeHTa

InfoDiode

+»

UDP-notok
Pennukaums gaHHbIX

BbinonHeHo uU3NYecKoe OTAeNeHNEe CETH Yy3Na YNPaBIeHNs X/ 0T BHELLIHWX CeTel
VicknioyeHa BO3MOXHOCTb BO3LENCTBIA HA /[ UHGDPACTPYKTYPY U3 BHELUHUX CeTei

MckntoyeHb! Nto6ble BXOAALLME COBIMHEHUS B TEXHONTOMMYECKINIA CErMEHT y3na ynpasneHusa

O6ecneyeHa HanpaBneHHas nepefada AaHHbIX MOHUTOPUHIA U PENSIMKALIMW AaHHbIX B LIEHTP YNpaBneHus

[ncnetyepusauuns

LieHTp ynpaBnenus x/g coobleHnem

My6nuyHbie cepBUChI
(pacnucanue u ap.)

-
= )
; g % » A,
] aAENER
LleHTp Tex. oBCryxuBaHus 1 in anEs
_ pemoHTa Copaop =2 _* ‘.-'
f KoHTponupytowue
E &ﬁ& Aa:s opraHbl
L ,
SOC /NOC CHTYaLWOHHbIN
~ LIEHTP
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CLIEHAPWUI NCMOMb30BAHUSA

Cﬁop AdHHbIX MOHUTOPWHIA CTPEN0YHbIX NepeBoA0B C MECTHbIX y3/10B yrpaBieHus

OTPACJ1b O KoMnaHuu

TPAHCMOPT
['0CcyaapCTBeHHas BEPTUKANbHO-MHTErpupPOBaHHAsA KOMNaHus,

LEMb Bnaaenew, MHAPacTPYKTypbl 06LLET0 NONb30BaHNS U CETH
KENe3HbIX Jopor

O6ecneynTb nepeaady nokasaHuii
MOHWUTOPWHIA CTPENIOYHbIX NEPEBO/I0B B LIEHTP
yNpaBneHus /g coo6LIeHeM

#0); PELLIEHHE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

lpumMeHeHne annapaTHbIX KOMMNekcos Info-
Diode ans 3awwuTbl NepuMeTpa TeEXHONOrnye-

KenesHble [oporun AsnatTca 06bEKTOM MOBbILLIEHHOW ONACHOCTH.
CKOro cermMeHTa cetu

OnHUMU 13 KNHOYEBbIX 06bEKTOB YNPABMNEHUS HA XXENe3HoW Jopore
ABNAOTCA CTPENOYHbIE NEPEBO/bI, HEKOPPEKTHAS paboTa KOTOPbIX
MOXET NPUBOAUTbL K aBapUiiHbIM CUTyaLMsIM C TSXKENbIMU NOCNe-

[5’ MPEUMYLLECTBA CTBUAMM, BMMOTb [0 CMEPTENIbHbIX. B CBA3KM C 3TUM, HEOOX0AUMO

OCYLLIECTBATL NMOCTOSAHHbIA LEHTPANM30BaHHbIA MOHUTOPUHT CTpe-

[apaHTMpOBaHHas 3alluTa (Ha hr3n4eckom NOYHBIX NEepeBofoB, HO, B TO XXe BPems, HeMb3s [0NyCcKaTh BHELL-
YPOBHE) CErMeHTa CeTn ynpasneHus x/a ot HUX BO3[EACTBUI HA C8Tb YNPaBNeHNs 06bEKTaM.

N60ro BHELIHEro BO3AENCTBUS C
BO3MOXXHOCTbIO Nepefayn nokasaHuii
MOHUTOPWHIA CTPENOYHbIX NEPEBOLOB

MpuMeHsemblit NpoayKT

InfoDiode MINI - 6a30B0e annapaTHOe pelLeHne AN MOHTaXa Ha
DIN-peitky unm Desktop Bapuant. O6ecneymsaet nepepady UDP,
Syslog, SPAN Tpachuka notpebutensm 3a npegenamu [OBEPEHHOI0
cermenta. CeptucbuumpoBaHo OCTIK YO (4). 06ecneyuBaer
3aLUMTY Ha annapaTHOM YpOBHe, U30NMUPYET 3aLMLLAEMbIA CErMEHT.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

L PerynsapHo nepefasarb AaHHblE MOHUTOPKHIA CTPESIOYHbIX NEPEeBOOB C Y3N1a YNPaBNeHus B LEHTP MOHUTOPUHIA

FapaHTMPOBAHHO UCKIIOYUTb BO3AGNCTBIE HA CTPEOYHbIE NEPEBO/bI YePe3 KaHan CBA3W, UCMONb3YEMbIil 1S MOHUTO-

puHra
( N\ )
o 545
= CTpenoyHbIi nepesoa
.
o ‘é, -> a
E CTpenoyHbIit nepesop * a"a
ac) [ucnetyepusauns
o “es '
2 L - i Be || ERSTE
<CE- ak M CuTyaUmMOHHBIN LleHTp Tex. obcnyxusaHus u
CTpenoyHbIit Nepesos LIeHTP pemoHTa
L Y3en ynpaBneHusi ABUXEHUEM LlenTp ynpaBnexus x/a coobuweHnem
Pe3ynbrarhl
° BbinonHeHo uU3NYecKoe OTAeNeHNEe CETH Yy3Na YNPaBIeHNs X/ 0T BHELLIHWX CeTel
[ J

MckntoyeHa BO3MOXHOCTb BO3JENCTBUSA Ha CTPenoYHble Nepesobl U3 BHELLHWX CETei
MckntoyeHb! Nto6ble BXOAALLME COBIMHEHUS B TEXHONTOMMYECKINIA CErMEHT y3na ynpasneHusa

O6ecneyeHa HanpaBneHHas nepeada AaHHbIX MOHUTOPUHIA CTPENOYHbIX NEPEBOJIOB B LIEHTP MOHUTOPUHIa

( ~ N
E . duanyeckas uonauma
A cerMeHTa

L
O
CTpenoyHbii nepeso,

O p peson

- é LU

.. A a

O 1 [ 1]

o CTpenoyHbiit nepesos - T el

E —_— Y [ucnetyepu3aums

X cI=r-

(3] InfoDiode MINI a pr—

v ada w =
é_ CUTyaLMOHHbIi LleHTp Tex. obcnyxvBaHms n
< CTpenoyHblit nepeBos UDP-noToK LIEHTp peMoHTa

L Y3en ynpaBneHus oBUXEHUEM ) | L LlenTp ynpaBnenus x/g coobiweHnem
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CLIEHAPWUI NCMOMb30BAHUSA

Mepenaya AaHHbIX BUAEOHAGMIOAEHMS C 3aLLMLLAEMOr0 06bEKTa B LIGHTP MOHUTOPUHIa

6€30MacHOCTI UMW CUTYALMOHHBIiA LIGHTP

OTPACJ1b O KoMnaHuu

WH®PACTPYKTYPA, OXPAHA
KpynHoe TepputopuanbHo-pacnpefenéHHoe npeanpusTue,
@ LIENb MYHULMNASTbHBIA U PErVOHANTbHBIA CUTYALUUOHHBIIA LIEHTP

O6ecneynTb 6e30NaCHYI0 Nepeaady BUAEO C
Kamep HabMIoAeHNs, pa3MeLLEHHbIX Ha
yAanéHHbIX 006beKTax, B 6ANHbINA LEHTP
MOHUTOPKHIa

#0); PELLIEHHE Bbi30Bbl B 06M1aCTH MH(OPMALMOHHON 6830NaCHOCTH

MpumeHeHMe annapaTHO-NPOrpamMMHOro KoM-
nnekca InfoDiode COBMECTHO € CUCTEMON

Cuctema BUAEOHAONIOJEHMS KaK YacTb 0OLLEH CeT 00beKTa Takxe
BugeoHaénogeHns Secur0S

MOXET nojJBepratbca atakam. MoTuBaLma ataku 310yMblLLINEHHUKA
MOXET ObITb KaK NPAMOiA - BbIBEJleHNe U3 CTPOA CaMOi CMCTEMbI
hnanyeckoin 6e30nacHOCTU 00bEKTA, TaK U KOCBEHHOW - pa3BuTHe

[5/ MPEVMVYLLIECTBA aTaknm Ha CeTb 06bEKTA C MCMONb30BAHMEM KaMep U 3NEMEHTOB
CUCTEMbl BMAEOHAOMIOAEHNS KaK NMPOMEXYTOYHbIX y3noB. B pe-

FapaHTUpOBaHHas 3aluuTa (Ha HM3UYECKOM 3ynbTaTe KubepaTtaku MOryT CYLLECTBEHHO MOCTPafaTh [AaHHble U
YPOBHE) CETH BUABOHaGNI0ACHNA 06beEKTa cepBepbl NPUIOXKEHNIA OpraHu3auui, 4To NPUBEAET K CYLLECTBEH-

COXpaHeHnem BO3MOXXHOCTWU nepeaadn

9 HbIM yrpo3am 6e30MacHOCTU Ha 00bekTe. Heobxoaumo 3aluTuTb
NaHHbIX B €AWHbIN LIEHTP MOHUTOPUHIA

CEeTeBON NepUMETP CPeacTB 0becneyeHns Puanyeckon 6e30nacHo-
CTN 06bEKTa, B TOM YMCe NepUMETP CUCTEMbI BUAEOHAOIIOAEHUS.

MpuMeHsemblit NpoayKT

AMNK InfoDiode PRO pewaet 3agays no nepejaye (aiinosbix
NOTOKOB, AWUCTPUOYTMBOB, 63KanoB 6a3 [daHHbIX, Penink
BUPTYaSIbHbIX MALUWUH, 3MEKTPOHHOW MOYTbl, BUAEO W [Lpyroro
Tpahuka 3a npefensl  [OBEPEHHOr0  CEerMeHTa  LieneBbiM
NoTpPe6uTENaM, N30NPYS 3TOT CErMeHT.

119121, Poccus, Mocksa, PyxeiiHblil nepeynok, 6¢1.
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TpeboBaHus

Ha nocTOsAHHOW OCHOBE NepeaBaTth JaHHble BUAEOHA6I0eHMs C 00beKTa B LLEHTP MOHUTOPUHIA W NPEA0CTaBUTb BO3-
MOXHOCTb NONy4aThb JaHHbIE N0 BbIGPAHHLIM 06bEKTAM KOHTPONS

[apaHTUPOBAHHO UCKMKOYUTL BO3AENCTBUE HA MHPOPMALIMOHHYIO MHAPPACTPYKTYPY 06bEKTA Yepe3 KaHan CBA3W, UC-
Nonb3yeMblid NS Nepeaayn BUAEO BHELIHUM NOTPEOUTENsM

( N ( N
ﬁ .
MNoTokoBoe B/nOeo
o a
&2 [vcnetyepnsaums
© < |
o = —> - -
> MoHuTopUHT ‘
'E Ha 0Gbekte Buzaeo cepsep \
2 ' )
= | L\ | M
P — o ] - POCMOTP BUEONOTOKOB
Q A O4 = = R % 113 TEXHOMOTNYECKOV CeT
< Bunaeokamepsl YnundHble APM
BMELEHNsX  BMAEOKAMEpbl  OMepaTopoB
L OGbeKT BUaeoHabrnoaeHms ) L LieHTp MOHUTOpMHra u 6e3onacHoCTU )
Pe3ynbrarhl
° BbINonHeHo hu3nyeckoe oTaeNeHNe CeT 00bEKTA OT BHELLIHNX CETel
° VicknioyeHa BO3MOXHOCTb BO3LENCTBIA Ha MHZDOPMALMOHHYIO CeTb 06bEKTa U3 BHELLIHUX CETel
[}

Vicknto4eHbl N06Oble BXOASALINE COEAUHEHMS B CETb BWUAEOHAOMIOAEHWUS 06beKTa, WCKIYEHO BO3[ECTBUE HA CETb
BWAEOHABNIOEHNS N3 MEHEe J0BEPEHHbIX CETEBbIX CErMEHTOB

O6ecneyeHa nepefada faHHbIX BUAEOHAONOAEHUS B LEHTP MOHUTOPMHIA B OTHOLLIEHWUM TPEOYEMbIX 06bEKTOB KOHTPONS

] |
Duanyeckas nsonauma
CermMeHTa

(WN]
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o

RTSP

= — I E ’[EI'@'*E}

g MoHUTOpMHT ;

= Ha obbekTe Sequr0S InfoDiode PRO

'_

X

7} { N \

= -— “K ] [pocMOTp BIAEOMOTOKOB
>S< L O4 ’n = 113 TEXHOMOTMYECKOI CETH
é:l Bupeokamepbl  YMMuHble APM MoTokoBoe B1AEO

B NMELLEeHMAX  BMOEOKaMepbl  OneparopoB

OGbeKT BuaeoHabnoaeHus

L LleHTp MOHMTOPMHra U 6e3onacHoCTy
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CLIEHAPWUI NCMOMb30BAHUSA

lMepenaya onoBeLleHuin 0 Kn6epyrpo3ax us Deception-cuctemsl 3awmiiaemoro cermeHta B SOC

OTPACIIb

W&]

NPOMbILUNEHHOCTb, 3HEPTETUKA, BAHKI

LIEJb

O6ecneynTb nepeaady OnoBeLLeHuin 0
Knbepyrposax u3 3alynLlaemoro ceTeBoro
CerMeHTa OpraH13aLmum B UHble CETEBbIE
CerMeHTbI 4151 peLUeHns 3aay 06HapY>XeHUs
BTOPXXEHWI

PELLEHWE

CoBMeCTHOe NpUMEHeHMe annapaTHo-
nporpammHoro komnnekca InfoDiode n peLue-
Huin HoneyGorn unu Mappa Deceptoin B pam-
Kax noctpoeHus COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) [OBEPEHHOr0 CErMeHTa CeTH C
COXPaHEHNEM BO3MOXKHOCTU Nepeaayn
onoseLeHunin B SOC ans aHanu3a u
npeLoTBPALLEHNs KN6epyrpos

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe NpOMbILLIEHHOE, 3HEPTeTUYECKOE UK (PMHAHCOBOE
NpeanpuaTe, MMeIoLLIEe 3HAYMMBbIA CErMEHT CeTH, TPeOyHoLLMi
AONONHUTENbHbIX CPELACTB KOHTPONS - NOCTPOEHMS CUCTEMbI
o6HapyxeHus sTopxeHuin (COB) Ha 6a3e Deception-cuctem

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pesynbTare Kubepataku Ha [OBEPEHHYIO CETb MOXET CYLLECTBEH-
HO MOCTpajaTb KpuUTuHeckas WHPaAcCTPYKTypa, 410 NPUBERET K
3HA4YMMbIM MOCEACTBUAM N opraHu3aumn. [ng npefotspale-
HUA Kmbepatak TpebyeTCsi CBOEBPEMEHHO BbIABNATH MPU3HAKM
BTOPXXEHWA, Hanpumep, ¢ npuMeHeHnem knbepnosywek (Deception
-CUCTEM) U MepefaBaTb COOTBETCTBYIOLLME OMOBELLEHWNA B LEHTP
MOHMTOpKHra 6e3onacHocTyn (SOC) .

B 10 e Bpems, y4uThiBast, 470 SOC pacnonoXeH B ApYrom CermeH-
Te CETW, HEOOX0AMMO 06eCMeynTb HAAEXHYK 3alnUTy nepumeTpa
[l0BEPEHHOr0 CErMeHTa CeTH.

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3npoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJIOB NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nnyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LN 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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Apxutektypa: MOCNE
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° BbinonHeHo duanyeckoe

TpeboBaHus

OnepaTMBHO NONyYaTb OMOBELLEHUS 0 KNGEPYrpo3ax 13 3alliuLLaeMblX CBrMEHTOB B LIEHTP MOHUTOPUHIa 6630MacHOCTH
/NS aHanu3a 1 NpeaoTBPaLLEHs BTOPXKEHUI 0T cucTeMbl knacca Deception

06€ecneynTb LEHTPANN30BAHHbIA MOHUTOPWUHI KU6eP6E30MacHOCTM 3aLLMLLAEMOr0 CErMeHTa CETH

[apaHTUPOBAHHO MCKNIOYNTbL BO3AENCTBIE HA 3ALLMLLAEMbIA CErMEHT, CAENaB HEBO3MOXHOI OPraHM3aLunio atakm no
TOMY )K€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC

-

N\ (

@ 0010 )
ﬂoaymnng\ 1 E
— B

loBywLKa Ha 60TH8TV
HONEY'\

Deoepti)n Trap
TNoByLuKa Ha BMPYCbI

JloByLKa Ha ceTeBble
CoeaAVHEHMS! Jloywka Web

HONEY \ Deception Server

3awmiaeMbIi CErMeHT ceTn

) X L LlenTp obecneueHns GesonacHocTu

Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 3a CHET 3DMEKTUBHOI CerMeHTaunm ceTu

OTAENeHNe 3aluLLaeMoil CeTW OT [PYriX, MeHee JOBEepPeHHbIX CermeHToB. VckmoyeHa
BO3MOXHOCTb NPOHUKHOBEHUS B 3aLLMLLAEMbIA CErMEHT U pasBUTUE KnGepaTaki

Peanu3oBaHa nepefaya OMOBELLEHMIA 0 Knbepyrpo3ax ¢ 3alyniiaeMbix 06bEKTOB N0 OJHOHANPABIEHHOMY KaHany Yepes
ANo[ AaHHbIX B LEeHTP o6ecnevenns 6esonacHoctit (SOC).

YcneluHo peLleHa 3afada no nocTPOEHMo cucTeMbl 06HapyxeHus BTopxxeHunit (COB) Ha 6a3e Deception cuctembl

™) | ( )
duanyeckas nonauns 10

00
cermeHTa A&
TNosywika SSH

o}
Lo B

SIEM
D o Y
N 6
OBy 2 OTHeTV HONEY\ AK InfoDiode SMART
/Deoeption Trap + E sSoc

JloByLuka Ha BUpychI

MQTT
HONEY \ Deception Server
JloByLuKka Ha ceTeBble
COeanHEHNs Jlosywwika Web

3awyuiaemMbli CErMeHT ceTn

) L LleHTp o6ecneyeHmns GezonacHocTu
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CLIEHAPWUI NCMOMb30BAHUSA

lMepenaya TenemeTpuu U co6bITUIA MHEOPMALMOHHON 6€30MaCHOCTU U3 TEXHOIOMMYECcKOro

cermeHTa B SOC npu nocTpoeHUM cucTeMbl 06HapY>KeHUa BTOPXXeHUM Ha 6a3e npoaykTos IDS/IPS

OTPACIIb

W&]

NPOMbILUNEHHOCTb, SHEPTETUKA

LIEJb

O6ecneynTb nepegady TenemeTpum u
COObITUI 6630MACHOCTN C aHTUBMPYCOB U3
TEXHONOIMYECKOro CerMeHTa
MPOMbILLIEHHOr0 00bEKTA B UHbIE CErMEHTbI
QNS peweHnsa 3agad 06HapyXeHns

PELLEHWE

CoBMeCTHOe NpUMEHeHMe annapaTHo-
nporpammuoro komnnekca InfoDiode ¢ KICS
for Nodes ans nepefja4ym AaHHbIX Ha CEHCOP
KICS for Networks B pamkax noctpoeHus COB

NPEUMYLLECTBA

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOTMYECKOr0 CEermMeHTa ¢
COXpaHeHnem BO3MOXXHOCTU Nepeaaqn
Tpadvka Ang aHanusa u npeLoTBpaLLeHuns
BTOPXXEHWI

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe NpOMbILLNEHHOE NPEANpUATIE, UMEIOLLIEE 3HAYUMBIN
TEXHOMNOMNYECKIUIA CErMeHT, TPEOYIOLLIA AONONHUTENbHBIX CPEACTB
KOHTPOA - NOCTPOEHUS CMCTEMbI 06HapYyXeHus BTopxeHuin (COB)

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pesynbTaTe KubepaTtaku Ha TEXHONOMMYECKYH CeTb MOrYT CyLle-
CTBEHHO MOCTPafaTh [aHHble W 060PYAOBaHME, YTO NPUBEAET K
3HAYUMbIM  HapYLLEHUAM TEXHOMOrn4eckux npoueccos. [ns
npefoTBpalLeHns Knbepatak TpebyeTcs OCYLLECTBNATb HENnpepbls-
HbIA MOHUTOPUHI TEXHONOMMYECKOro CerMeHTa Ha npeameT BUpyc-
HOI aKTUBHOCTU U 06HAPYXXEHUS NPU3HAKOB BTOPXEHUA.

B T0 e Bpems, y4uTbiBas, YTO LIEHTP MOHUTOPUHIra 6e30MacHOCTH
(SOC) pacnonoxeH B Apyrom cermeHTe ceTn, Heo6xoanumo obecne-
YNTb HAAEXHYH 3aLMTYy MepUMETPa TeXHONOrM4eckoro CerMeHTa
CeTu.

ATK InfoDiode SMART o6ecneyuBaeT nepegayy AaHHbIX OAHOBpE-
MEHHO N0 HECKOMbKUM NPOMbILLAIEHHbIM NPOTOKONIAM 4Yepe3 rpaHu-
uy nepumetpa. Cneunann3npoBaHHblE KOHHEKTOPbl MPOMbILUEH-
HbIX NPOTOKOJIOB NO3BOMSAT COOPATb AaHHbIE U3 KAXKAOr0 CermMmeH-
Ta cetn (0T pas3nnyHbix SCADA cuctem, KoHTponnepos, OPC cepse-
POB, AATYNKOB) W Nepedatb MX Aanee N0 OAHOHANPABIEHHOMY Ka-
Hany, 06ecne4YmB COOTBETCTBIE BbICOYAALLNM TPe6OBAHNAM U30NS-
LN 3aLLMLLAEMOTO CermMeHTa.

119121, Poccus, Mocksa, Py)eiiHbIin nepeynok, 6¢1.
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TpeboBaHus

PerynsipHo nonyyarb TenemeTpuio CPeaCcTB KOMMIEKCHOM 3aLLnTbl CEPBEPOB M paboynX CTaHUMIA (LaHHbIe 06 y3nax,
COObITMAX 6€30MACHOCTU, CECCUAX) U3 NPOM3BOACTBEHHbLIX CErMEHTOB B LIEHTP MOHMTOPUHIa 6€30MacHOCTH

06ecneynTb LHTPaNnM30BaHHbI MOHUTOPUHT CETEBOrO TpadhiKa TEXHONOMMYECKO CeTH

[apaHTUPOBAHHO MCKNIOYNTbL BO3ENCTBIE HA TEXHONOrMYECKIUIA CErMEHT, C1eNaB HEBO3MOXHOW OpPraHM3aLunio aTaku no
TOMY XK€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC

-

1\ 'd

SPAN, UDP, Syslog
(©)
B
S =<
APM ¢ >
E KICS for Nodes/ T & &
a‘_, KICS for Soc
[ * Networks
E Eé Firewall
= s
<
Cepsepbl € f
KICS for Nodes
3%
CeTb npeanpuATAs AK L LieHTp o6ecneyenns 6esonacHocTy
(. J

Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 3a CHET 3DMEKTUBHOI CerMeHTaunm ceTu

BbInonHeHo dyu3nyeckoe OTAENEeHNe TeXHOMNOrNYeCcKOM CeTu OT ApYruX, MeHee [OBEPEHHbIX CEermeHTOB. MckintoyeHa
BO3MOXXHOCTb NPOHUKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpOoCTpaHeHns BpeOHOCHbIX NPorpamm

PeanusoBaHa nepepaya Tenemetpum U cobbitui UMb ¢ npomsBoacTBeHHbIX 06bekToB (APM, cepsepbl) o
O[IHOHaNpaBneHHOMY KaHaly 4epes AUOA AaHHbIX B LeHTp o6ecneveHns 6e3onacHocTu (SOC), yenewHo pelueHa 3agada
No NOCTPOEHWO cucTembl 06HapyxeHus BTopXeHwid (COB) Ha npegnpustun Ha 6a3e pewwenuin KICS for Nodes ¢
nepenayeit naHHbix KIGS for Nodes Ha ceHcopbl KIGS for Networks B Security Operation Center.
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CLIEHAPWUI NCMOMb30BAHUSA

Mepenaya noros u co6bITHIH MHGOPMALMOHHO 6€30MaCHOCTM U3 TEXHONOrUYECKOro CerMeHTa B

SOC B pamkax nocTPOEHUA LieHTpa KOHTPOA MHAOPMALMOHHOI 6630NacHOCTH

OTPACIIb

NPOMbILUNEHHOCTb, SHEPTETUKA

@ LIESTb

O6ecneynTb nepeaayy IoroB U co6bITUIA
6€30MacHOCTN U3 TEXHONOTMYECKOro
(3awwMLLaemoro) cermMeHTa npoOMbILLIEHHOr0
00bLEKTa B MHbIE CETEBbIE CErMeHTbI AN
KOHTpONs cocTosHus Vb 1 CBOEBPEMEHHOr0
pearnpoBaHns Ha MHUNGEHTbI

@ PELLEHWE

CoBMeCTHOE MPUMEHEHNEe annapaTHoOro KoM-
nnekca InfoDiode ¢ peweHusamu R-Vision EVO
B pamkax noctpoeHus LIKIAB

NPEUMYLLECTBA

W&]

[apaHTUpOBaHHas 3awuTa (Ha PU3NYECKOM
YPOBHE) TEXHOMOTMYECKOr0 CEermMeHTa ¢
COXpaHeHnem BO3MOXXHOCTU Nepeaaqn
Tpadvka Ang aHanusa u npeLoTBpaLLeHuns
BTOPXXEHWI

MpuMeHsemblit NpoayKT

O KOMnaHuu

KpynHoe npoMbILLIeHHO. NPeAnpuATAe, UMetoLLEe 3HA4YUMbIN
TEXHOJIOrMYECKMIA CErMeHT, TPeOYHOLLMIA LONONHUTENbHBIX CPELCTB
KOHTPONS 1 pearnpoBaHms - MOCTPOEHNS LEHTPA KOHTPONS
nHdopmaumoHHoit 6e3onacHoctu (LIKIB)

Bbi30BbI B 0611aCTU MH(POPMALMOHHOI 6630MaCHOCTH

B pesynbTaTe KubepaTtaku Ha TEXHONOMMYECKYH CeTb MOrYT CyLle-
CTBEHHO MOCTPafaTh [aHHble W 060PYAOBaHME, YTO NPUBEAET K
3HAYUMbIM  HapYLLEHUAM TEXHOMOrn4eckux npoueccos. [ns
npefoTBpalLeHns Knbepatak TpebyeTcs OCYLLECTBNATb HENnpepbls-
HblA MOHUTOPMHI TEXHONOIrMYECKOro CerMeHTa Ha npeameT obHa-
pyxeHus yrpo3 b v cBoeBpeMEHHO pearmpoBatb Ha HUX.

B T0 e Bpems, y4uTbiBas, YTO LIEHTP MOHUTOPUHIra 6e30MacHOCTH
(SOC) pacnonoxeH B Apyrom cermeHTe ceTn, Heo6xoanumo obecne-
YNTb HAAEXHYH 3aLMTYy MepUMETPa TeXHONOrM4eckoro CerMeHTa
CeTu.

ATK InfoDiode PRO peluaet 3agayun no nepepgade annosbix noto-
KOB, AMCTPMOYTMBOB, 63KaNoB 6a3 AaHHbIX, PENNUK BUPTYamnbHbIX
MalLVH, 3NEKTPOHHOI NOYThl, BUAEO 1 APYroro Tpaduka.

AlK InfoDiode SMART o6ecneuuBaeTt nepeaavy AaHHbIX 0JHOBpE-
MEHHO M0 HECKONbKUM NPOM. MPOTOKONAM 4epe3 rpaHuly nepu-
meTpa. Crneumann3npoBaHHble KOHHEKTOPbI MPOM. MPOTOKONOB N03-
BONAOT cO6PATh JAHHbIE M3 KXAOr0 CermeHTa cetu (0T pasnmny-
Hbix SCADA cuctem, kKoHTponnepos, OPC cepBepoB, 4aT4MKOB) K
nepeaatb UX N0 OJHOHANPABIEHHOMY KaHany, 06ecrneynB COOTBET-
CTBUE TPeOOBAHMAM U30NALMMN 3ALLMLLAEMOrO CErMEHTa.
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TpeboBaHus

PerynapHo nony4ats noru n cobbitus b 13 npon3soacTeeHHbIX cermeHToB B LLKWB ans ynpasnenus nHumaeHtamu b
aBTOMaTM3aLMmM 3anycka CLeHapueB pearnpoBaHus, ynpasnieHns Apyrumu CUCTEMaMm Yepes MexaHu3m OpKecTpaumum

KoHconuauposatb MHOPMaLMIo 0 cocTosHUK b B opraHuaauuu

[apaHTUPOBAHHO MCKNIOYNTbL BO3ENCTBIE HA TEXHONOrMYECKIUIA CErMEHT, C1eNaB HEBO3MOXHOW OpPraHM3aLunio aTaku no
TOMY XK€ KaHany, no KoTopomy nepeaarotcs aaHHble ans SOC
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Pe3ynbrarhl

MoBbILWeH ypoBeHb MHXDOPMALMOHHOR 6e30MacHOCTM 3a CHET 3DMEKTUBHOI CerMeHTaunm ceTu

BbInonHeHo dyu3nyeckoe OTAENEeHNe TeXHOMNOrNYeCcKOM CeTu OT ApYruX, MeHee [OBEPEHHbIX CEermeHTOB. MckintoyeHa
BO3MOXXHOCTb NPOHUKHOBEHUS B TEXHONIOrMYECKNIA CErMEHT U pacnpOoCTpaHeHns BpeOHOCHbIX NPorpamm

Peanu3oBaHa nepegaya nioros 1 cobbiTuii b ¢ Npom3BoACTBEHHbIX 06BLEKTOB MO OJHOHANPABJIEHHOMY KaHany 4epes

ANo[ AaHHbIX B LEHTp o6ecnedequns 6e3onacHocTu (SOC), ycnewHo pelleHa 3afada no noCTPOEHMO LEHTPa KOHTPONA
MHgopmaumornHoin 6ezonacHoctn (LLKNB) npeanpustus
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Kputuueckuii cermeHt OKUU

LieHTp o6ecneyeHus 6esonacHocTn
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Cxema nepBUYHOro BbIOOpa
npoaykToB InfoDiode

l HET

Tonbko UDP?

+ MoxHo npokeuposatb TCP\IP Tpadmk
(Chaiinbl, NpoM. MPOTOKOMbI U T.1.)

AnnapaTHo-nporpamMMHble
peweHus InfoDiode

+ CogepxaT fononHuTenbHble GyHKuum C3U
- Henb3s nepegats SPAN Tpadmk

+ MoxHo nepegaBaTth 60nbLumne
06BbEMBI (hainos,
OpraHn30BbIBaTb
MHOrOMOb30BaTENbCKYHO
thainnosyto nepegavy

+ Beb-nHTepdeiic 4ns HacTponkm

- 3aHnmaeT o1 3U B cTOlKE

HET

PeleHue
C NOBbILEHHON
0TKa30yCTOMY.?

HET OA
InfoDiode InfoDiode
PRO base PRO cluster
O6nactu Oainosas nepegaya, nomnyyeHue dainosas nepegaya, nonyyeHue
NpUMeHEeHUs 0OHOBMEHMIA, NEpeaaya penmk 0BHOBMEHWIA, NepeaaYa pennuk

CYB[l, HeckonbKo napannenbHbIX
thannosbix NOTOKOB (nogaepxka SMB,
FTP(S), SMTP, SFTP),
B3aumogeiictame ¢ SIEM v DLP).
B03MOXHOCTb BECTU CTPUMUHT
pabouyero cTona, nepegasatb BUAEO,
nepegaeaTtb Heckonbko UDP noTokos,
pa3genas no noptam. Peluenue ¢
MOBbILIEHHON OTKA30YCTOMYMBOCTHIO,
Knactepusauus

CYBL, Heckonbko napannenbHbIX
hannoBbIX NOTOKOB (MoAAepKKa
SMB, FTP(S), SMTP, SFTP),
B3aumopenctaume ¢ SIEM v DLP).
BO3MOXHOCTb BECTU CTPUMUHT
paboyero cTona, nepeaasatb BUAEO,
nepeaasatb Heckonbko UDP
NOTOKOB, pa3aensisi No nopTam

AMT

GROUP

Tpebyercs
nepeaasathb
NPOMbILLNEHHbIE
NPOTOKONbI?

OA

|

InfoDiode
SMART

Mepenaya paHHbIx ACY TI1 B BUAE
npom. npotokonos (OPC UA/DA, IEC-
104, S7, Modbus), oTobpaxeHue
konun SCADA, y1dhpoBble BONHUKY,
CTPMMUHT pabouero cTona

(SPAN, Syslog,
NOTOKOBOE BMAEO)

+ MoxHO nepegasatb NPoOM.
npotokonbl: MQTT, OPC UA/
DA, Modbus TCP u gp.

+ 3aHumaet 1U B cTOMKe,
NaccuBHOE OXNaxaeHve

- Henb3s nepepatb Gonbluve
06BbEMbI thannos

AnnapaTHble peLueHmns
InfoDiode

+ MoxHo nepegasatb Buaeo, SPAN n UDP-tpadmk
+ He TpebyeT HacTpomKu

+ Manbli pasvep
+ BO3MOXHOCTb

an.nutaxunio 220B

HET

}

InfoDiode
MINI

Mepenayva UDP Tpadumka, Syslog,
3epKanuMpoBaHHbI Tpadvk Ans
cucTem 0BHapyxeHUst BTOPXKEHMA,
nepegava aaHHbix B SOC koMnakTHOe
UCNOMHEHNE
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Heobxoanmo
MOHTVPOBATb
B cTOMKy 19"7

noakoyeHus no DC
- Hert pesepBupoBaHns no

- Henb3s npokcuposatb TCP\IP Tpadmk
(Chaiinbl, NpoM. MPOTOKOMbI U T.M.)

+ Pe3epBupoBaHue no
an.nutaHuio 220B

+ BO3MOXHOCTb NOCTaBKM C
pa3HbiMu SFP Mogynsmm

- bonbwwit Tvno-

rabapuTHbIi pa3mep

TpebyeTcs
Oonee ogHoro
OHOHaNpPaBNEHHOro
kaHana?

HET OA
InfoDiode InfoDiode
RACK single RACK double
Mepenadya UDP Tpaduka, Syslog, Mepenava UDP Ttpadcmka, Syslog, O6nacTu
3epKanMpoBaHHbIA Tpadvk Ans 3epKkannpoBaHHbIil Tpaduk A4ns npuMeHeHus
cucTem 0BHapyxeHust BTOPXKEHMA, cucTeM 0bHapyXeHNs BTOPXKEHUN,
nepegava aaHHbix B SOC, cToeuHOe nepenaya aaHHbix B SOC,
UCTIONHeHNe CTOEYHOE UCTIONHEHNE, IKOHOMWS
MecTa B CTOMKe ecnu TpebyeTcs
[Ba YCTPOMCTBA B O4HOM
www.amt.ru

www.infodiode.ru
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