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1. BBenenune

Hacrosimmee pyKOBOACTBO COAEPXKUT HMHCTPYKLHMIO MO TIOATOTOBKE K OSKCIUTyaTalluu
obopynosanus AIIK InfoDiode SMART u ero nepBoHadanbHOI HaCTpOMKe.

MoHTaxx 000pyI0BaHUsI JOJDKEH MPOU3BOJUTHCS C YYETOM COOJIOJCHHUS BCEX TEXHUYECKUX
TpeboBanuii u xapakrepuctuk AIIK InfoDiode SMART.



2. Texunueckne xapakrepucTuku AIIK InfoDiode SMART

2.1 I'aGapuTsI

AIIK InfoDiode SMART npezcrasisier co00il eTuHyIO anmnapaTHO-IPOrpaMMHYIO 1atdopmy
OJTHOHATIPABJICHHOW Nepeaayy JaHHbIX.

B Ta6muma 1 npuBeneHpl rabapuTHBIE XapaKTEPUCTHKU Kopmyca 0a3oBoro komiuiekra AITK
InfoDiode SMART.

Tabmuua 1. 'abaputusie xapakrepuctuku AIIK InfoDiode SMART

[Mupuna (Mm) ['my6una (Mm) Bericora (Mm) Bec (xr)

AIIK InfoDiode 483 250 44,5 5,9
SMART

2.2 DJ1. nUTaHWe, MOIITHOCTDH U TeIIOBbIIeJIeHHue

— 100-240 B (AC)

— 4 BBoga, 230 VAC +/— 20%, 50-60 't (omHO(a3HBII)
- Max 60 W

— mnoakiroueHue IEC320 IEC

Ha AIIK InfoDiode SMART peanu3oBaHo 2 JABOWHBIX pa3JelIbHBIX OJIOKA AJI.IMATAHUS (IS
oOecrieyeHHsT 3alllMThl W pPa3eicHUs NPUHUMAMOIIEH W Iepelarolieil CTOPOH B YacTH
3IEKTPOCHAOKEHUS, M €r0 PE3CPBUPOBAHMS ).

B Tabmuma 2 mpuBeACHBI pacyeTHBIE W MaKCHMAJIbHBIC IT0KA3aTed MOIIHOCTH H
terutoBbiaeiieaus 6azosoro AITK InfoDiode SMART.

Tab6nuna 2. ITokasarean MOITHOCTH U TeILtoBbLaenenus 0azoBoro koMiuiekta AITK InfoDiode
SMART

IToka3arenn ATIK InfoDiode SMART

MormtHocts, BT: pacuetnas | 30

Moraocts, BT: 60
MaKCHMallbHas

2.3 ®usnvecKue XapakTepUuCTUKH

— PaGouas temneparypa ot +0°C go +40°C
— Temnepatypa xpanenus ot -40°C go +70°C
— Bnaxnocts 5% - 95% (6e3 kongeHcara)

2.4 Unrepdeiicol
Ha xaxnoit cropone AIIK InfoDiode SMART (IN/OUT):

— 2xUSB2.0;
— 1xDisplayPort;



— 1xMicroUSB (console);
— 1xEthernet 10/100/1000Base-T.



3. Komniekranus

B kommiekranuo AITK InfoDiode SMART B cocTaBe eIMHOI0 KOMILUIEKCA BXOIUT:

JIBe BcTpOCHHBIE armapaTHO-IporpaMMHabie KoMroHeHTH (IN 1 OUT);

—  YCTpOWCTBO OJJHOHANIPABJIECHHOMW MEPEIaun JaHHbIX.

Ha Pucynox 1 wuzoOpaxeHa mnepelnHssl MaHeNlb YCTPOMCTBAa OJHOHAIPABIECHHON mepenayn
nmanaeix AITK InfoDiode SMART:
14 5 6 7 14 5 6 7
AT e L D1 smart G ﬁ | Z_ -[>10 smart
status : = Y s = Y
© [} b' — ~‘w ©||© =3 "* = in!:nal ©
power Ocoe fink/akt 1000 b IN OUTpower O“ﬁe Enk/akt 1000
2 3 23

5 —Paszpem DP (DisplayPort)
6 —Ilopt RJ45 1Gbps nepenasaeMbIX JaHHBIX
7 —VHIMKaTOp CTaTyca OJHOHANPABIEHHOIO COSIMHEHH

1 —MrmKaTop cTaTyca paboTsl
2 —TIpuHyAUTENBHAS IIepe3arpy3Ka
3 —TITopT micro-USB - KOHCQIBHOE NOAKIIOUeHHe

4 —USB-1opThl

Pucynoxk 1. [lepennsisi manesnb ycTpoHCTBa OJIHOHAIIPABICHHOMN niepenaun qaHHbIx ATTK
InfoDiode SMART

Ha PI/ICYHOK 2 H306pa>KeHa 3aJH5 IMaHCIb YCTpOﬁCTBa OHHOHaHpaBHCHHOﬁ nepeaadn JaHHbIX

ATIK InfoDiode SMART:

o O

o O

L rps ouT 220v 50Hz- L res N 220v 50Hz

1 — Pa3zpeMs! 1711 NIOOKTIOYEHHS pe3epBHpoBaHHoOro 31.1mHTaHug [EC ctopona IN
— Pa3peMe! 471 IOOKTIOYEHHA pe3epBHpoBaHHoro 31.mHraHHa IEC ctopora OUT

Pucynox 2. 3agusisa nmanens yCTpoHCTBa OHOHANpPaBIeHHON niepenaun qaHHbix ATIK
InfoDiode SMART

3anokymentupyite B Tabnuna 3 Bce HacTpoiiku o6opynoBanust AIIK InfoDiode SMART. Otu
JaHHbIE MOTYT MOHAI00UTHCS JUISl AIMUHUCTPUPOBAHUS U PE3EPBHOTO BOCCTAHOBIICHUSI.



Tabmuma 3. Hactpoiiku o6opynoBanus AIIK InfoDiode SMART

Bama nacrpoiika
Iynkr Onucanne
InProxy OutProxy
[P-anpec u | [P-agpec u macka Ynpasienue n lanHble
Macka cete | uHTepencoB 1
BbIX UHTEp | poctyna no SSH u g
¢eiicoB 1elnel nepenavn
JTAHHBIX.
Mapupyt CereBoil L1103, Ha
1o KOTOPBIi MakeT
YMOJIYaHHUIO | OTIPABISETCSA B TOM
(1wTr03) ciyyae,
€CJIM MapLIPYT K CETH
HA3HAYCHHUs ITaKeTa He
U3BECTEH
SNMP SNMP community,
apoJb KOHTpOJIbHAs (Ppasza,
*HeoOs3aTe | mepenaBaeMast
JIBHO CUCTEMaMHU
MOHHTOPHHTA TIPU
OTIPOCE CETEBOTO
YCTPOUCTBA IS
nosydeHust ero SNMP
METPUK
Domain IP-anpec cepsepa,
name Server | UCHOJIb3yeMbId JIs
*neoOs3are | DNS 3ampoca
JIBHO
Anmunuctp | Jlorus u maposs s
aTUBHBIE nocryna mo SSH.
JIaHHBIE ITocne aBropu3anuun
*HeoOs3aTe | MOKHO U3MEHUTD
JBHO

3.1 Hoakawuenue AIIK InfoDiode SMART k kopnopaTuBHOii ceTH
3.1.1 Iloak/ro4yeHune K IJIEKTPHUYECKON CETH, BKIYEHHE IJI. MUTAHUS

[TonkitounTe yCTPOMCTBO OJJHOHANIPABICHHOM Mepeiayn JaHHBIX KaOeasiMH 3J1. TUTaHUS K
9J1. PO3€TKaM M BKJIOYMTE KHOMNKY 3J. NMHUTAaHHWS Ha YCTPOWCTBaX. YCTPOWCTBO TOTOBO K
JKCILTyaTaluu.

3.1.2 Tloakiaro4eHue yCTPOHCTBA OJHOHANPABJICHHOH Nepeaavy K CeTH

1. Tlogxmrounte BHEWIHWI MHTepdeiic naHHBIX lanli Kk cereBoMy 000pyAOBaHHIO (WM K
KOHEUYHOMY YCTPOUCTBY) KaOeneM BUJa «BUTas mapay ¢ KOHHeKTopamu RJ-45.



2. ToaxmounTte BHEMHMN nHTEpdelc ynpasineHus lanlo k ceteBoMy 000py10BaHUIO (M
K KOHEUHOMY YCTPOHCTBY) KabejeM Buaa «BUTas apay» ¢ KOHHEKTopamu RJ-45.

Hwxe na Pucynox 3 mnpencraBiena cxema mnoaximtoueHus AIIK InfoDiode SMART k
KOPITIOPATUBHOM CETH:

AMNK InfoDiode
SMART

CeTteBoit
KommyTtaTtop OUT

CeteBoi
KommyTtatop IN

Pucynoxk 3. Cxema noaxmouennst AIIK InfoDiode SMART k kopriopaTHBHO# CeTH.
3.1.3 Opranmsanus gocryna s BbinojHenus HacTpoiikn IN n OUT uacrei

[IpocmoTp u uzmenenue kouuryparuu IN- u OUT-uacrteit AIIK InfoDiode SMART Bo3mokHO
MIPY MOAKTFOYCHUN K YCTPOUCTBY OJTHUM U3 TPEX CIIOCOOOB:

1. JlokampHo — ©Ha Mecte. [lOAKIIOYMTP MOHUTOP U KIABHATYpy (GHU3UYECKH K
coorsercTBytomieil yactu (IN- m OUT-uactu) AIIK InfoDiode SMART, ucnosb3ys
noptel USB2.0 u DisplayPort.

2. JlokanpHo — Ha Mecte. [loakmounThes no serial console pu3nyecku kK COOTBETCTBYIOLIEH
gactu AIIK InfoDiode SMART, ucnons3yst nopt MicroUSB. [TapameTps! nogxitoueHus
TpeCcTaBJIeHbl Ha TIpUMepe yTHIUTE MobaXterm!':

Parity: None

a. Serial engine: PuTTY (allow manual port setting)
b. Speed: 115200

c. Data bits: 8

d. Stop bits: 1

e.

f.

Flow control: None

3. VYapanenso. Iloayuuts noctyn no mpotokony SSH, oOecrieunB MoJKIOYEHUE IO TTOPTY
Ethernet 10/100/1000Base-T. B wactHocTH, 17151 JocTyna K To mnu uHoM yactu AIIK
InfoDiode SMART (IN- u OUT-wactu) mo mportokony SSH HeoOxomaumo, 4TOOBI
IpeBapUTeNIbHO ObUT HACTPOEH KOppeKTHBIN [P-anpec Ha ceTeBoM ethernet-untepdeiice
AIIK InfoDiode SMART, 6b11 yCTaHOBJIEH MapIIpyT MO YMOJTYAHUIO U ObLT CO37[aH XOTS
Obl OJMH MOJIb30BaTeNdh (MIOMUMO CTAHJAPTHOTO MOJIb30BaTENsl root) — cM. paszzien
Opranuzanus nocryna mno npotokony SSH.

Jls Hadaa HaCTPOMKHU yCTPOMCTBA:

' B OC cemeiicTra Linux peKOMeH/IyeTCs UCTIONB30BaTh IIPOrpaMMHoe obecnieuenne Minicom



1. Tomxmrountecsr mociemoBareabHO K IN- m OUT-uactm AIIK InfoDiode SMART
HAmpsSMYyI0 C TOMOIIBIO serial KOHCOMM WM MOHHTOpa C KiaBuatypoil. Ilocme
MTOJIKJIFOUEHUSI BBEIUTE B TEPMUHAJIC JIOTHH U TIAPOJIh MOJIH30BATENS 100t.

2. Tlocne apropu3arnuu Ha IN- 1 OUT-uactsax AIIK InfoDiode SMART nop root co3aaiite
HA KaX/10i 4acTH HOBOI0 noJib3oBaressa OC u BkiounTe ero B rpynmy sudo. [Tocie
yero Bce pabotel Ha IN- 1 OUT-uactsax AIIK InfoDiode SMART BbITIOJIHSIITE TOJIBKO
I0J1 TUM T10JIb30BaTENIEM

Buumanue!

[Tocne ycranoBku B AIIK cymiecTByeT TOJbKO OAMH JOCTYNHBIA JJIs BXOAAa CHCTEMHbII
NoJIb30BaTeJIb root. B 11ensx 6€30macHOCTH MOIB30BATENIO 100t 3aMpeleH yAaaeHHbIN TOCTYII
o SSH. HE pekoMenayeTcst ocyniecTBIATh padOTy HENOCPEACTBEHHO 101 II0JIb30BATENIEM r0ot.

[Tocne ycranoBku InfoDiode Smart Firmware neo6xoaumo:

Boiitu B cucteMy noJ moyib30BaTeNeM root ¢ MOMOIIBIO Tapoib o ymondanuio P@sswOrd. [Tpu
NEepBOM  aBTOpM3AlMM  MOTpPeOyeTcss CMEHMUTh [apoJjib  I0JIb30BaTelsl Ha  HOBBIH,
COOTBETCTBYIOIIMN TOJIUTHKAM Oe3omacHoctd Bamieil opranuzanuu. 3anoMHUTE WK
3auKkcUpyiiTe NaHHBIA MApOJIb COTIIACHO TPABWIIAM U MOJUTHKAM O€30MacHOCTH JUIS Ballei
OpraHu3aIlH, T.K. OH MOXKET OBITh HCIOJH30BAH B KAYECTBE PE3EPBHOTO JJISI BOCCTAHOBIICHHS
nocryna k AITIK.

Co3zpaiiTe CUCTEMHBIX I0JIb30BATENEH, KOTOpble OYAYT MCIOJIB30BaThCSA B JalbHEWUIIEM s
AIMUHUCTPHUPOBAHUSA CUCTCMBI.

Co3aath nosb30BaTelIs MOXKHO ¢ MoMolbo koMaH bl useradd -G sudo -m <umst nosb3oBaTesns™
, Hanpumep: useradd -G sudo -m aivanov

3azaTh NapoJjb ¢ MOMOIIBI0 KOMaH/ bl passwd <uMs [0JIb30BATENS> , HAIPUMEp: passwd aivanov

B InfoDiode Smart Runtime Hamuuue nosp3oBaress B rpymnmne sudo o3HayaeT BO3MOXHOCTb
MOBBIIIEHUS IPUBUIIETUH C TOMOIIBIO OTHOMMEHHON CHCTeMHON KOMaH bl sudo.

Opranusanus nocryna no nporoxouay SSH
[Tpu noaxrouenuu (mocienoatenbHo) k ctopoHam IN- u OUT AIIK InfoDiode SMART:

1. TpeOyeTrcsi co3aaTh pE3EPBHYIO KOMHIO KOHQUTYpAIlMU CETEBON IMOJCHUCTEMBI
/etc/systemd/network/00-data.networkOTkpbiTh  (aiin ~ KoHPUrypauuum  ceTeBOi
noacucTeMsl peaakropoM VIM u BMeCTO NpeAHACTPOSHHBIX 3HAUYSHHMH yKa3aTh B




cekmusax [Network] m [Route] koppextubiii IP-agpec m macky ceTd, HUTIO3 TIO-
ymomndanuo, aapec DNS u nomen, NTP.

[Match]
Hame=data

[Link]
ActivationPolicy=alwavs-up

[Hetwork]
Address=152.168.101.101/24
DHNS5=192.165.0.1
Domains=devtest.test.ru
HTP=pool ..ntp.org
ConfigureWithoutCarrier=true
IgnoreCarrierLoss=true

[Route]
Gateway=192.168.101.1
I

Pucynok 4. Konduryparus ceTeBoii moacucTeMbl

2. BbIMoOIHHUTH nepesarnyck CITYKOBI ceTu
systemctl restart systemd-networkd.

3. JlanbHeiimue paboTel mis kaxaoi croponbl IN- m OUT AIIK InfoDiode SMART
MO>KHO MPOBOJIUTH YAJICHHO, BBIIIOJIHAS MOAKIIOUEHUE 10 poTokony SSH.

Buumanue!

B ciydae ecnu 10MOMHUTENBHBINA (TOMUMO 1roo0t) MOJIB30BaTENb HE OYAET CO3/1aH, TO JIOCTYII IO
npotokony SSH Oyner orcyrcTBoBaTh. Ilog monp3oBaTenem root Hemb3s 3alTH 1O MPOTOKOILY
SSH na IN- u OUT-uactu AIIK InfoDiode SMART no Tex mop, noka B HacTpOMKax 3TO HE
OyJIeT SIBHO pa3pelieHo.

BrinmonHenue Apyrux HacTpoek W KOH(PHUTypupoBaHUE MpaBWII mepenadyn AaHHbIX yepe3 ATIK
InfoDiode SMART Bemonnsiercss B (aitmax kondurypamuu /etc/idsmart/config.yaml st
kaxnon u3 yacteit IN- u OUT AIIK InfoDiode SMART coorBercTBeHHO — cM. pasnen 4
HAaCTOSIIETO JOKYMEHTA.
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4. Hacrpoiika InfoDiode Smart Firmware

Wuctpykius no Hactpoiike InfoDiode Smart Firmware mpencrasnena B [lpunoxenun 1
HACTOSILET0 TOKyMEHTA.
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